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1 OBIIUE CBEJAEHUA Ob AJIBT CEPBEP 11.0

1.1 Penakimmu U KOMIIOHEHTEI
B nuctpubytuse «Anbt Cepep» 11.0 nocrasnsercs 1Ba NpoIyKTa B BUAE PEIAKIHIA:
- «Anbt Cepep» 11.0
- «Aunbt Jomen» 11.0

Penakuus — Habop KOMIIOHEHTOB B COCTaBe AUCTpUOyTHBA. Peakiys onpeaenseTr Cucok conpo-
BOKJAEMbIX KOMIIOHEHTOB, BXOSIIUX B IPOIYKT.

KommnoneHnT — rpymnma makeToB, OOBEAMHEHHBIX JUIS BBITIOJIHEHUS OIPENeIeHHONW 3ajauu.
[lepeyeHbp KOMIIOHEHTOB W3 IaKETOB PETO3UTOPHS UISI BCEX PENAKUWil MMOCTaBiseTcs B makeTe alt-
components-base.

JUist KaXJ10M peJakiK ONpeieeHbl CIeIyONe pa3aeabl KOMITOHEHTOB:

- «ba3oBbIe KOMIIOHEHTBI» — OMPEIEIIAIOT MUHUMANIBHBIA COCTaB MPOIYKTa;

- «OCHOBHBIE KOMITOHEHTBD» — MOTYT OBITH JIOYCTaHOBJICHBI 110]] KOHKPETHYIO 33/1a4Y;

- «/lpyrue KOMIOHEHTbD — JONOIHUTEIbHbIE KOMIIOHEHTHI.
Jlnist onpeniesieHust TeKyIel peaakMy UCTIONb3yeTCsl 1Ba UCTOYHHKA:

- /etc/os-release ¢ onmuusimu VARIANT u VARIANT ID;

- aBTOMAaTHYECKH CUHXPOHHU3UpYeMbIi c os-release xmrou B dconf mns mpunokeHuit — /org/
altlinux/product/edition

JUis mepeKItoueHusT MeXIY pelaklUsIMH UMeeTcsl rpaduyeckuii U KOHCOJIbHBIM MHCTPYMEHTHI

(alt-systeminfo u alteratorctl).

1.2 Kparkoe onvucaHue BO3MOXKHOCTEH
Onepanuonnas cucreMa «AnbsT CepBep» (manee — OC «Anbt CepBep»), MpEACTaBIseT COOOM
COBOKYITHOCTh HMHTETPHPOBAHHBIX TpOrpaMM, co3naHHbIX Ha ocHoBe OC «Linux», m oOecrneunBaer
00paboTKy, XpaHeHUE U nepeady HH(OpMallMy B 3alllMIIEHHON IPOrpaMMHOM cpesie B KPYIJIOCYTOUHOM
pEKUME IKCIUTyaTaluu.
OC «Anbt CepBep» 007a1aeT CIeyIOMUMH (QYHKIIMOHAIBHBIMU XapaKTEPUCTUKAMU:
- obecrneunBaeT BOZMOKHOCTh 00paOOTKH, XpaHEHHS U TIepeiay HHPOPMAIINH;
- ofecrneunBaeT BO3MOXHOCTh (DYHKIIMOHHUPOBAHUS B MHOT033/JIayHOM peXuMe (OJHOBPEMEHHOE
BBINOJIHEHHE MHOXECTBA IPOLIECCOB);
- obecreunBaeT BO3MOXXHOCTh MAacCIITaOMPOBAaHUSI CUCTEMBI: BO3MOXKHA dKcrutyaranus OC kak Ha
onHoii [IDBM, Tak u B MHQOPMAIIMOHHBIX CUCTEMaX Pa3InYHON apXUTEKTYPHI;
- ofecrneurBaeT MHOTOIOIb30BATENILCKUM PEKUM IKCILTyaTalUH;

- o0ecreunBaeT MOAACPIKKY MYJIbTHIIPOTCCCOPHBIX CUCTCM;



- obecneunBaeT NONACPKKY BUPTYyaJIbHOM MaMATH;

- obecrneurBaeT NOJJEPHKKY 3aycKa BUPTYaJbHBIX MAIlINH;

- obecrieuynBaeT ceTeByr0 00pabOTKy TaHHbBIX, B TOM YHUCIIE Pa3rPaHUYEHUE J0CTyIa K CETEBbIM Ia-
KETaM.
OcHosnble npenmyiiectsa OC «Anbt CepBep»:

- PYCCKOSI3bIUHBIH M10JIb30BATEILCKUN HHTEPDENC;

- rpadudeckas paboyas cpena GNOME;

- YCTaHOBKA CEPBEPHBIX PELICHUN U PELIEHUI KOHEUHBIX M10JIb30BaTENEH C OAHOIO AMCKa;

- BO3MOKHOCTB KaK pPa3BepHYTh, TaK U MCIIOIb30BaTh TOJIBKO OMpeAeiEHHbIE CITy:K0bI O6e3 Alterator;

- IIMPOKHM BBIOOP pazIuYHBIX IMporpamm uisd npodeccuoHaibHol paboTel B cetu HTEpHET, ¢ 10-
KyMEHTaMH, CO CII0KHOM rpadukoil nu aHumanuei, ains oOpaboTKM 3ByKa M BUAEO, pa3pabOTKH
IPOTrPaMMHOTr0 oOecrieueHHs U 00pa3oBaHMUsL.
OC «Aunbt CepBep» NOLIEPKHUBAET KIMEHT-CEPBEPHYIO APXUTEKTYPY M MOXKET OOCIy’KHBATh

MPOIIECCHl KaK B MpeesiaX OJHOM KOMITBIOTEPHOM CHCTEMBI, TaK U Mporecchl Ha apyrux [19BM uepes

KaHaJIbl I€pE€aavyu JaHHBIX UJIN CETCBBIC COCIUHCHMS.

1.3 CrpykTypa nporpaMMHBIX CPEICTB
OC «Anbt CepBep» COCTOMT W3 HaOOpa KOMIIOHEHTOB, MPEIHA3HAYCHHBIX [UIS peaTu3aliu
(GYHKIIMOHATIBHBIX 33/1a4, HEOOXOAUMBIX TMOJB30BaTEIsIM (JOHKHOCTHBIM JIMIIAM JUIS BBITIOJTHEHUS
ONpENENEHHBIX JOMKHOCTHBIX MHCTPYKIMM, TOBCEIHEBHBIX [EHUCTBUM), W TOCTaBIAETCS B BHJE
JUCTPUOYTHBA U KOMIUIEKTA SKCIUTYyaTallUOHHOM TOKYMEHTAIIUH.
B crpykrype OC «AnbT CepBep» MOXKHO BBIICIUTH ClIeytonue (yHKIIMOHATbHBIC JIEMEHTHI:
- saapo OC;
- CHCTEMHBIC OMOINOTEKH;
- YTWINTHI U IpanBepHI;
- cpenacTBa obecrieueHus HHOOPMAITMOHHOM 0€301MaCHOCTH;
- CHUCTEMHBIE IPUIIOKEHUS;
- cpeacTBa oOecreueHus] OOIAYHBIX M PACIPECIICHHBIX BBIUHUCICHHMA, CPEJICTBA BUPTYAIH3AINH U
CHUCTEMBI XpaHEHUS JTaHHBIX;
- CHUCTE€Mbl MOHMTOPHUHIA U YIIPaBJICHUS;
- CpeAcTBa NOJArOTOBKHM MCHOJHUMOIO KOJIa;
- CpeacTBa BEPCMOHHOI'O KOHTPOJISI HCXOAHOTO KOJIa;
- Oubnuoteku noanporpamm (SDK);
- cpenbl pa3pabOTKH, TECTUPOBAHUS U OTJIAIKHU;
-  HMHTEpaKTUBHBIE pabodne Cpebl;

- NIpOrpaMMHbIE CEPBEPHI;



- BeO-cepBepsl;

- CHCTEMBI yIpaBJeHUs 0a3aMU JaHHBIX;

- rpaduueckas ob6omouka GNOME;

- KOMaHJHbIE HHTEPIPETaTOPHL;

- TPUKIAAHOE IpOorpaMMHOE oOecriedeHne 00IIero Ha3HAYCHUS;
- o(ucHbIE IPUITOKEHHUS.

Snpo OC «AnbT CepBep» ynpaBisieT IOCTYIIOM K OIEPATUBHOM MaMSITH, CETH, JUCKOBBIM U
MPOYNM BHEUTHUM yCTpoiicTBam. OHO 3allyCKaeT U PEerucTPUPYET MPOLECCHl, YNPaBIsET pa3aelieHueM
BPEMEHU MEXy HUMH, PEATH3yeT pa3srpaHUUYCHUE MPAB M OINPEIEIIAeT MOJUTUKY 0e301MacHOCTH, O0ONTH
KOTOpY10, He 00palasch K HeMy, Helb34l.

SAnpo paboTaer B peKUME «CYNEpBU30Pa», MO3BOJISIIOINIEM €My HMETh JOCTYIl cpa3y KO Bceil
OTEpaTUBHOM TMaMATH U anmapaTHoW Tabmuie 3amad. [Iporeccsl 3amyckalwTcs B «PEeKUME
MOJI30BATENSHY: KAKIBIN KECTKO MPUBSI3aH SAPOM K OJHOM 3amiCH TaOJIUIBI 33/1a4, B KOTOPOH, B UUCIIE
NPOYMX JaHHBIX, YKa3aHO, K KaKOM MMEHHO YacCTH ONEPATHBHON MaMSTH STOT MPOIECC UMEET JOCTYII.
SApo MOCTOSIHHO HAaXOJUTCS B MAaMSTH, BBIMOJHSS CHUCTEMHBIE BBI30BBI — 3alpOCHl OT IPOILIECCOB Ha
BBITIOJTHEHHUE STUX MOANPOTPAMM.

CuctemHble OMOIMOTEKH — HAOOPHI MporpamMm (IAKETOB MPOTPaMM), BBHITOIHSIOMINE PA3TUIHbIC
(GyHKIMOHATBHBIE 3a7adydl W TpeJHa3HaueHHbBIC IS JUHAMHUYECKOTO MOJKIIOYEHUS K paboTaroInuMm
porpaMMam, KOTOPbIM HEOOXOIMMO BBITIOJTHEHHE ITUX 3a]1a4.

CepBepHble MPOrpaMMbl U TPUIOKEHHUS MPEIOCTABISIOT MOJIB30BATENI0 CIEIUATU3UPOBAHHBIC
ycinyrd (IOYTOBBIE CITYKOBI, XpaHWiIuie ¢aiinos, BeO-cepBep, cucTeMa ympaBieHus 0a30il JaHHBIX,
obecrieyeHne JOKYMEHTOOOOPOTa, XPAaHWIHIIE JaHHBIX TOJIB30BaTENICH U Tak Jajiee) B JIOKAIBHOU WIIH
r7100aJbHON CEeTH U 00€CIIeYNBAIOT UX BBITIOJHEHHE.

B coctaB OC «AnbsT CepBep» BKIIOUYCHBI CIIEAYIOIINE CEPBEPHBIC MTPOTPAMMBI U IPUIIOKECHUS:

- TIpWIOKEHHS, 00ecTieunBaoIne Moanepxkky cereBoro mporokosa DHCP (Dynamic Host Config-
uration Protocol);
- TPWIOXKEHUs, 0OeCIeUnBaIONIUe MOAICPKKY IMpoTokoya ayreHTUukaruu LDAP (Lightweight

Directory Access Protocol);

- TIpWIOKeHHs, obecreunBaronue moanepxky nporokonos FTP, SFTP, SSHD;

- Iporpammbl, o0ecreunBaronre padoTy cepBepa BUPTyaIU3allny;

- mporpammsl, ooecnieunBarome padboty SMB-cepsepa (Cepsep daitmoBoro oomMeHa);
- mOporpammbl mouToBoro cepsepa Postfix;

- [porpamMMBbl POKCH-cepBepa Squid;

- Iporpammbl, oOecrieurBaronre paboTy cepBepa COBMECTHOM paboThl Sogo;

- Iporpammsl, ooecrnieunBarone padboty cepepa qomeHa FreelPA;



pOTrpaMMbl MEHEKepa BUPTYaIbHbBIX MamuH libvirt;
nporpamMmel BeO-cepsepa Apache2 u NGINX;
nporpammbl DNS-cepBepa.

B cocraB OC «Anbpr CepBep»  BKIIOYEHBl  CIIEQYIOIINE

IIPUIIOKEHUS:

apXHUBaTOPHI,
npuiIokKeHus A ynpasieHus RPM-nakeramy;
NPUI0KEHUS PE3EPBHOIO KOIMPOBAHUS;
NPUI0KEHNS MOHUTOPHHTA CUCTEMBI,
IPUIIOKEHUS AJis paboThI ¢ (aitnamu;
HPUIOKEHUS AJIs1 HACTPOMKHU CUCTEMBI;
HACTpOWKa MapaMeTpOB 3arpy3KH;

HACTpOIiKka 000py0BaHUS;

HaCcTpOMKa CETH.

JAOIIOJIHUTCIIbHBIC

CHUCTCMHBIC



2 3AI'PY3KA ONIEPAIIMOHHOM CUCTEMBI

2.1 Hactporlika 3arpy3ku

BezoB OC «Aunbt CepBep», YCTAHOBIEHHOW Ha JKECTKUM TUCK, MPOUCXOAUT aBTOMATUYECKH U
BhINOJIHsACTCS Tocie 3amycka IIOBM u orpaGorku nHabopa mporpamm BIOS. OC «Anbst CepBep»
BBI3bIBACT CIICLUAIbHBIN 3arpy34HK.

3arpy3uuK HacTpauWBaeTCsi aBTOMAaTHYECKH U BKIIOYAET B CBOE MEHIO BCE CHCTEMBI, YCTaHOBKY
koTopbiX Ha [I9BM on onpenenwi. [TosToMy 3arpy3uuk Takke MOXKET MCIOJIb30BAaTHCS AJIS BbI30Ba
apyrux OC, eciii OHM yCTaHOBJIEHBI HA KOMITBIOTEPE.

NIpumeuanue. I[lpu Hammuuu Ha KoMmmbroTepe Heckoiapkux OC (WM TpU HaIUYUU
HECKOJIbKMX BapHaHTOB 3arpy3kH), omepaTop OyJeT MMeTh BO3MOXKHOCTH BBIOpaTh HeoOxomumyro OC
(BapmaHT 3arpy3ku). B ciyuae ecnu nonb3oBaresneM HU OJJMH BapuaHT He ObUT BHIOpaH, TO 1O UCTEYEHUHU
3aJJaHHOTO BpeMeHHu Oyzet 3arpyxena OC (BapuaHT 3arpy3Ku), 3aJJaHHbIE [0 YMOTYAHHIO.

[Ipu crannaptHoii yctanoBke OC «Anbt CepBep» B HauadbHOM MEHIO 3arpy3udKa JIOCTYITHBI
HECKOJIbKO BapuaHTOB 3arpy3ku (Puc.1): oObluHast 3arpyska, 3arpy3ka ¢ JOINOJHHUTEIbHBIMU
napameTpamu (Hampumep, «recovery mode» — 3arpy3ka ¢ MUHUMAJIbHBIM KOJMYECTBOM JIpaiiBEpOB),
3arpyska B IporpamMMmy IpOBEPKHU ONEepaTUBHON NamsATH (memtest).

Bapuaumur 3aepy3xu

ALT Server 11.0

flonoAHKW TENEHEIE NapaMeTpel gnda ALT Server 11.0
UEFI Firmuware Settings
Memtest86+-7.20 (may not work with Secure Boot)

Hcnonezyite knaevum T M |} And NEpeMEUEHMA NO MYHKTAaM.
Haxmmute <«enter» gna zarpysaxu BeibpaHHoid 0C, «e» anA PEAAKTUPOEAHMA KOMaHA A0 3arpyskM MAM <cC» And
NoOAYHEHWA KOMaHAHOW cTpokW. [lo ESC ocywecTBnAeTcA BOSEPAT B NPEABAYLEE MEHHW .

Puc. 1

[lo ymonuaHuto, ecnu He ObBUIM HaXKAThl YIPABISIONIME KIABUINM HA KJIaBUAType,
3arpy3ka OC «Anbt CepBep» MNPOJOIKUTCS aBTOMATHYECKH IOCTE HEOOJIBIIOTO BPEMEHHU OXHUIAHUS

(0ObIuHO HECKOIBKO cekyHM). Haxkap kmaBumry <Enter>, MOXKHO Ha4aTh 3arpy3Ky HEMEIJICHHO.



Jnist BBIOOpA JIOTIOTHUTENIBHBIX MTAPaMETPOB 3arpy3KU HYKHO BBIOpAaTh MyHKT «JlOMOTHUTENbHBIC
napametpsl aisg ALT Server 11.0».

Jis  BBINOJHEHHS  TECTHUPOBAHUS  ONEPATUBHOM  MaMATH  HYXHO  BBIOpaTb  IYHKT
«Memtest86+-7.20».

Haxxatuem knaBuimm <E> MOHO BBI3BaTh pefakTop napamerpoB 3arpy3unka GRUB u ykazartsb
napameTpsl, KoTopbie OyayT nepenans saapy OC npu 3arpyske.

[Ipumeuanue. Eciu npu ycraHoBKe CUCTeMbl ObUI YCTAaHOBJIEH Mapojib Ha 3arpy3dyuK
noTpelyeTcsl BBECTU UMl [T0JIb30BaTENs «boot» M 3aJaHHbIHM Ha mmare «Y CTaHOBKA 3arpy34nKa MapoJib.

B mnpouecce 3arpysku OC «Anbt CepBep» NOJB30BATENb MOXKET CIEAUTh 3a HH(pOpMaruen
mpolecca 3arpy3ku, KoTopasi 0To0pakaeT 3Talbl 3a1lyCcKa pa3IMYHbIX CIIy>KO U IPOrpaMMHBIX CEPBEPOB B
BUJIE OTAENbHBIX CTpOK (Puc. 2), Ha 3xpaHe MOHHUTODA.

3aepysxka OC

Started User Login Management.

Listening on LoadrSave RF Kill Switch 3tatus ~devrsrfkill UWatch.
Stopping NTP cliemtr/server. ..

Stopped NTP clientsseruver.

Starting NTP cliemtr/server...

Started NTP client/server.

Started MNetwork Commectivity.

Reached target Network.

Reached target Network is Omline.

Starting Berkeley Internet Name Domain (DN3)...
Starting CUPS Scheduler...

Starting NFS Mount Daemom...

Starting Postfix Mail Transport Agent...

Starting Open3SH seruver daemom. ..

Starting Permit User Sessioms...

Starting xinetd is a powerful replacement for inetd...
Started NFS Mount Daemon.

Finished Permit User Sessions.

Started xinetd is a powerful replacement for inetd.
Started Vixie Cron Daemon.

Started Getty om ttyl.

Reached target Login Prompts.

Starting Setup Virtual Console on tiyl...

Started CUPS Scheduler.

Started OpenSSH server daemon.

Finished Setup Virtual Console on ttyl.

Started Berkeley Internet Name Domain (DNS).
Reached target Host and Network Mame Lookups.
Starting The ApacheZ HTTP 3erver...

Starting NFS status monitor for NFSuZ-/3 locking....
Started NFS status monitor for NFSuvZ/3 locking..
Starting NFS server and services...

Started The ApacheZ HITP Server.

Started Postfix Mail Transport Agent.

Reached target Multi-User System.

Starting Record Runleuel Change in UTHP...

Finished Record Runleuel Change in UTMP.

Finished NFS server and services.

Starting Notify NFS peers of a restart...

Started Notify NFS peers of a restart.

Puc. 2

I[Ipu sTtom kaxngas crtpoka HaumHaeTcss cimoBoM Buaa [XXXXXXX] (FAILED wumu OK),
SBJISIFOLIETOCA TMPU3HAKOM HOPMAJIBHOTO WJIM HEHOPMAJbHOTO 3aBeplleHUs dTana 3arpy3ku. CloBo
XXXXXXX=FAILED (aBapusi) cBHIETEILCTBYET O HEYCIEIIHOM 3aBEPIICHHH 3Tama 3arpy3Kd, 4TO
TpeOyeT BMEIIATeNbCTBA U CHEIMAIBHBIX IeUCTBUN aIMUHUCTPATOPA CUCTEMBI.

3arpy3ka OC MOXeT 3aHiATh HEKOTOpPO€ BpEeMs, B 3aBHCUMOCTH OT MPOU3BOJUTEIBHOCTH
KoMibtoTepa. OCHOBHBIE 3Tallbl 3arpy3Kd OMNEPALMOHHON CUCTEMBI — 3arpy3ka siapa, MOAKIIOUYEHUE

(MoHTHpOBaHuE) (HalIOBBIX CHCTEM, 3aIlyCK CUCTEMHBIX CIIY’)KO — MEpPHOAMYECKH MOTYT JONOJHATHCS
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MPOBEPKOH (PailJIOBBIX CHCTEM Ha HaIWYHMe OMMUOOK. B 3TOM ciyuae BpeMsi OXKHIIAHUS MOXKET 3aHSTh
00JIBIIIE BPEMEHH, Y€M OOBIYHO.
2.2 IonmyuyeHue nocTymna K 3amiudppoBaHHBIM pa3jeiam
B cnydae ecam Obul co3maH MMQPOBaHHBIA pazfen, MNoTpedyercs BBOJAUTH MNapoib IpU
0oOpalleHuu K 3TOMY paszieny.
Hampumep, ecnu Obin 3ammudpoBan ITomamHui pasgen /home, TO ISl TOrO, YTOOBI BOWTH B
cucTeMy, motTpedyeTcs BBECTH apoib 3Toro paszaena (Puc. 3) u 3arem Haxxats <Enter>.

3anpoc napons na 3awugposannwiii pasoen

Flease enter passphrase for disk QEMU_HARDDISK (luks-546bBe?1-b849-7748-9378-7caeab514863):

Puc. 3

Ecnu He BBecTH napoJib 3a OTBEICHHBIH IPOMEXYTOK BPEMEHH, TO 3arpy3Ka CUCTEMBbI 3aBEPIINTCS
ommoOKoii. B aToM citydae cienyeT nepesarpy3uTh CUCTEMY, HaKaB JUIs 3TOro 1Ba paza <Enter>, a 3aTem

kimasumn <Ctrl>+<Alt>+<Delete>.

2.3 Bxopg u paboTa B cuctemMe B KOHCOJILHOM PEXUME

CrannmaptHas ycraHoBka OC «Anbt CepBep» BKJIIOYAET 0a30BYI0 CHCTEMY, palOOTaloUIyl0 B
KOHCOJILHOM PEXHME.

[Ipu 3arpy3ke B KOHCOJIBHOM pexkume pabdota 3arpysunka OC «AnsT CepBep» 3aBepiIaeTcs
3alIpoCOM Ha BBOJ JIOTUHA M MapoJjsl YYETHOM 3amucu. B ciaydae HE0OOXOAMMOCTH Ha JPYTyH0 KOHCOJIb
MO’KHO nepeiTH, HaxaB <Ctrl>+<Alt>+<F2>.

[Ipumeuanue. Cpasy mocine 3arpy3kd B KOHCONMHM OyayT TmokasaHel ums u IP-aapec
KOMIIBIOTEPA.

I[.H?I I[aHBHGI\/JILHeFO BXOda B CUCTEMY H€06XO,Z[I/IMO BBCCTU JIOTUH W MapOJib y‘-ICTHOﬁ 3aIlinucu
MIOJTE30BATEISI.

B cnyuae ycnemrHoro npoxokAeHHs MpOIenypbl ayTeHTUUKaUuu U UAeHTU(UKauu Oyner
BbINONHEH BXxoJ B cucteMy. OC «Anbt CepBep» NepereT K MTaTHOMY PeXUMY padOThl U MPEIOCTABUT
JanpHeHmmil noctyn K konconu (Puc. 4).

Ipuenawenue ons 6600a KOMaHo

elcome to ALT Server 11.8 (Mendelewvium)?t

oztname: =erver

IP: 192.168.8.198
zerver login: user
Fassword :

Puc. 4
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2.4 BuptyanbHasi KOHCOJIb

B mpouecce pabotsl OC «AnbT CepBep» aKTUBHO HECKOJIBKO BHUPTYallbHbIX KOHcosel. Kaxnas
BUpPTyalbHas KOHCOJb JOCTylIHA MO OJHOBPEMEHHOMY HaxaTwio kmasum <Ctrl>, <Alt> u
(YHKIMOHATIBHOMN KJIABUIIIM C HOMEPOM 3TOM KoHCoNH oT <F1> 10 <F6>.

Ha mepBbIix mectd BUPTyalmbHBIX KOHCOMSAX (0T <Ctrl>+<Alt>+<FI1> no <CtrI>+<Alt>+<F6>)
MOJTb30BATENIh MOXKET 3aPETUCTPUPOBATHCS U PabOTaTh B TEKCTOBOM pekuMe. J[BeHaamaTass BUPTyaabHAs
KoHCONb (<Ctrl>+<Alt>+<F12>) BbmonHseT (QYHKIUIO CHUCTEMHONW KOHCOJIM — Ha Hee BBIBOJSATCS
COOOIICHHUS O TPOUCXOSAIINX B CUCTEME COOBITHSIX.

Ecmu npu ycranoBke cucrembl Obuta BeIOpaHa rpaduueckas obomouka GNOME, To mepByro
BUPTYaJIbHYI0 KOHCONb (<CtrI>+<Alt>+<F1>) 6yzner 3anumate gdm (rpadudeckuii MeHeIKep BXoaa), a

Ha BTOpOi BUpTyaibHOU KoHCcONU (<CtrI>+<Alt>+<F2>) Oynet 3amyuieHa rpaduueckas ceccusl.

2.5 Bxoxa u pabota B cuctemMe B rpa)uyecKoM pexume

B cocraB OC «AnbT CepBep» Takke MOXET BXOAWTh Tpaduueckas obomouka GNOME.
I'paduueckas 000m0YKa COCTOMT U3 HAOOpa Pa3IMYHBIX MPOrPaMM U TEXHOJOTHH, UCIOIb3yEeMbIX IS
ynpasienus OC U MpeaocTaBiISIONUX MOIb30BaTEN0 YI00HBIH rpadudeckuil uutepdeiic s padoTsl B
BUJIE rpapuuecKux 000JI0UE€K U OKOHHBIX MEHEPKEPOB.

[Ipu 3arpy3ke B rpaduueckoM pexxume padota 3arpyzunka OC 3akaHYMBaAETCs MEPEX0JOM K OKHY
BxoJa B cuctemy (Puc. 5)

OxkHo 6x00a 6 cucmemy

C6, 3 man 08:43

HeT B cnucke?

Puc. 5
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Jlyis peructpanuu B CUCTEME HEOOXOIUMO BBIOpATh MM MMOJIB30BATENsl, BBECTH mapoiib (Puc. 6),
COOTBETCTBYIOILIUI 3TOM YYETHOM 3alUCH, 3aTEM HaxkaTh <Enter>.
Pecucmpayus 6 cucmeme

C6, 3 man 08:45

Puc. 6

[Tocne HeENpOMOIKUTENBHOTO BpPEMEHU OXUAAHUA 3allycTUTCA Tpadudeckas 000JI04YKa
OTIEPAIMOHHON CHCTEMBI.

B pesynbraTe ycnemHoro npoxoxJaeHust Iporeypsl ayTeHTU(HUKAUN U UASHTU(DUKAIUN OyaeT
BbINOJHEH BXx0oJ B cucteMy. OC «Ainpt CepBep» MmepeisieT K ITaTHOMY peXUMy paboThl U MPEAOCTaBUT
JTaTbHEHIIINI T0CTyN K Tpaduueckomy nHTEpdEicy.

Jl06GaBIsTh HOBBIX MOJIB30BATENEH WM YAANATH CYLIECTBYIOIIUX MOXKHO MOCIE 3aTPy3KHU CUCTEMBI
C TIOMOUIBIO CTAHJAAPTHBIX CPEJICTB YIIPABICHHS MOJIB30BATEISIMH.

[Mockonbky paboTa B CHCTEME C HCIOJIB30BAaHMEM YUYETHOH 3alMCH aJMHHHACTPATOPA CHUCTEMBI
Hebe30MacHa, BXOJl B CUCTEMY B rpaMuecKoM pexXuMe AJIsl CymepIrioyib3oBareis root 3anpeméH. [lonsit-
Ka 3aperucTpUpoBaThHCS B cHcTeMe OYyIeT MpepBaHa coo0IIeHneM o0 ommoKe.

GNOME nonunepxwuBaer nse rpaduueckue noacuctemsl — Wayland u X11 (Xorg). [To ymonya-
auto B OC «Anbet CepBep» ucnoibiyercs Wayland.

I'padmyeckyro moacucTeMy MOKHO BHIOPATh IPU BXOJIE B CUCTEMY:

1) B OKHe BBOJA MapoJis HAXKATh 3HAYOK IIECTEPEHKH;

2) BbIOpath rpaduueckuii cepsep (Puc. 7):
- «GNOMEy» — s 3amycka ceccun ¢ ucnoiib3oBanueM Wayland;
- «GNOME Hna Xorg» — mJis 3amycKa CeCCUM C UCIOJIb30BaHUEM XOrg;

3) Boiitu B cuctemy. GNOME 3amyctutcs ¢ BBIOpaHHBIM I'pad)MuecKuM CEPBEPOM.
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Buvibop muna epaguueckoui ceccuu

C6, 3 man 08:45

< MNapons

*) GNOME

GNOME Ha Xorg

ted

Puc. 7

[IpocMoTpeTs Kakoii rpaduyecKkuii cepBep UCIONIb3YETCs B CECCUM MOYKHO, BBIITOJIHUB KOMaHIY:
$ echo $XDG_SESSION TYPE
wayland
2.6 Pabounii cron GNOME

Ha pa6ouem ctone GNOME ecth n1Be ocoOsie obmactu (Puc. 8):
- obmactp paboyero croja (paboyas IUIOIMIAhL B LIEHTPE, 3aHUMAIOIIAst OOJBIIYIO YaCTh dKpaHa);
- maneab GNOME (monioca BHU3Y dKpaHa).

O6macth pabodero crosa BKItOUYAeT B ce0s1 3HAUKH:

- «JlomamrHss mamnka MoJab30BaTeNs» — MPEIOCTaBIACT AOCTYI K JOMAITHEMY KaTajory IMOJb30Ba-
Tenst /home/<mMs mosib30BaTEss>. B 3TOH Mamke Mo yMOJT4aHUIO XPAHSITCS TOJIh30BATEIb-
ckue (Qailnpl (Hampumep, ayauoO3alKCH, BHIE03aMUCH, AOKYMEHTHI). JloMallHss Mamka ecTb y
Ka)KIO0r0 MOJIb30BaTelNs CHCTEMBI, M M0 YMOJIYAHUIO cOoJeprKaliuecs B Hed (ailiibl HETOCTYITHBI
JUISL APYTUX TOJIb30BaTENeH (Jaxe A YTeHUs);

- «Kopaunay — nocTymn K «ynaneHHbIM ¢aitnam». OObIYHO yaasieMblil (aiin He ymansercs u3 CH-
crembl. BMecTo aToro on nomemaercst B «Kop3uny». C mOMOIIBIO 3TOr0 3Ha4Ka MOXKHO ITPOCMOT-
pPETh WM BOCCTAaHOBUTDH «ynajieHHble (ailnbny. UToObl yaanuTh Gailn u3 CUCTEMbl, HY>KHO OYH-
ctuth «Kop3uny». UtoOs! ounctuTh «Kop3uHy», HE00X0IUMO HMIENKHYTh IPABOH KHOIIKON MBITIH
no 3Hauky «Kop3uHa» W BBHIOpaTh B KOHTEKCTHOM MEHIO MYHKT «OUYUCTHTH KOP3UHY». MOXHO
cpa3y yAanuTh ¢ailsl u3 CUCTEMbl, MUHYS KOp3UHY. J{J151 3TOro He00X0 MO OTHOBPEMEHHO C yJa-

JeHueM (Qaiina 3axaTh kiaBumy <Shift>.
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Pabouuii cmon GNOME

B O en C6, 3 Masa 09:02 S0 B

Puc. 8

Ha o6nacte pabGouero crosia MOXHO MepeTantuTh Ganiabl U CO3[aTh APJIBIKH MPOTPAMM.

Jns noGaBieHus spiblka Ha paboumii cTos HeoOxoaumo OTKpbITh «MeHio GNOME» u B
KOHTEKCTHOM MEHIO HY>KHOT'O TMPHJIOKEHUS BBIOpaTh MyHKT «Co31aTh spJblK Ha paboyem ctone» (Puc.
9).

Co3zoams sapavik Ha pabouem cmoie
Q o

; 3aKpennéHHble NPUNo... B Ouckn

- B Kanenpaps
lce NPHNOKEHNA

g Ipaguka

®§ VHcTpyMenTel

B KanokynaTop

Hosoe okHo

n HacTpoiiku Co3naTh ApMbIK Ha paboyem cTone

8 Oduc
MprKpeNUTE K NaHENN NPUNOHEHNA

9 Ces

a CucTeMHble

3aKpenuts B ArcMenu

MonpobHee o NpHNoKEHUN

Imeeail

ﬂ MporpaMmMHoe oGecney...
Q HacTpo#iku

¢ a4 L o

Puc. 9
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[Tanens GNOME (Puc. 10) pacniosioxkeHa B HUKHEH 4acTH SKpaHa.

Ilaneno GNOME

KHonka «0630p» CucTeMHOe MeHHo MokazaTk pa6oyuii cton

MeHro MaHens 3apay KaneHgapb 1 yeeaomneHus

€6, 3man 09:02 S B
Puc. 10

Ha nanenu GNOME pacnonoxeHsr:

ocHoBHoe MeHI0 — «MeHro GNOMEy, oGecnieunBaroniee 10CTyN KO BCEM IpaUyecKuM MpHIIO-
KEHUSIMU U U3MEHEHUSIM HaCTPOEK;

kHomka «O030p»;

«ITanenp 3a7au» ¢ KHONKaMU U30paHHbIX IPUII0KEHUH;

packiiaiKa KJIaBuaTypbl;

TEKyIIHE JjaTa U BpeMms;

CHCTEMHOE MEHIO JUIsl yIIPaBJICHUS 3BYKOM, CETEBBIMU COCIMHEHUSIMU U IUTAHUEM CHCTEMBI;
kHomnka «IlokazaTe pabouunii cTom» — IMO3BOJISET CBEPHYTH (Pa3BEPHYTh) BCE OTKPBIThIE OKHA Ha
TEKyIeM pabouemM MecTe.

Uepes «Mento GNOME» (Puc. 11) ocymecTBisercs 3ayCK BCEX MPUIIOKEHHM, YCTaHOBICHHBIX

Ha KOMIIbIOTED.

Menio GNOME
Q Mowuck...

; 3aHpEI'U'IEHHb\E npuno... & Pannel

TR acTpoikmn ArcMenu
::: Bce npunoxeHus

a I'pacbuka
B WrcTpymenTol
u HacTpoiikun

& Oduc

v
%9 Cetp

ﬂ- CucremHble

ﬁ MporpammMHoe obecney...
0 HacTpoiiku

c &4 O O

Puc. 11

[Ipumeuanue. OTKPBHITh MEHIO TAKXKE MOXKHO, HA’KaB KJIABUIITY <Super>.
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Knonka «O0630p» MO3BOJSIET MEPEKIIOYAThC MEeXAy pexumamu «O030p» n «Paboumii crtom.
Pexum «O0630p» (Puc. 12) mo3BosiseT noayyuTh AOCTYIN K OTKPHITHIM OKHaM U MPHIOKEHUsM. B sTom
peXHMMe JUTS IOMCKA MPUIOKEHHH, (aiiioB, marmok MO’KHO MPOCTO HAYaTh HAOUPATh TEKCT.

UToObl MEepeKIIOYUTHCSA Ha OKHO, cliefyeT B pexxume «O030p» HakaTh Ha 3TO OokHO. Ecin y Bac
OTKPBITO HECKOJBKO BHUPTYaJIbHBIX pPa0OYMX CTOJIOB, MOXXHO Ha)xaThb Ha JIO0OW W3 HUX, YTOOBI
MIOCMOTPETh, KAKWEe OKHA OTKPBITHI HA ’TOM BUPTYaJIbHOM paboveM CTOIIe.

Peosicum «O630p»

Q Bsepvre ans novcra

PO en C63mn0923 & 4 B

Puc. 12

Ha manenu 3amad oTtoOpaxaroTcsi M30paHHBICE W 3allyIIEHHBIC MPHIOXKEHUs. [l OTKpBHITHUS
MPUJIOKEHUS JIOCTAaTOYHO WIEJKHYTh MBIIIBKO 0 3HAYKYy Ha MaHENW 3a1ad. Eciau nmpuiokeHue yxe
3ammyIieHo, oI €ro 3HAaYKOM OyIeT moka3aHna Oenas nosioca. HaxxaTtue npaBoii KHOTIKM MBIIIK HAa 3HAYKE
oTkpbiBaeT MeHIo (Puc. 13), B KOTOpoM MOXHO BBIOpATh JTH000€ U3 YXKE OTKPBITHIX OKOH 3aIlyIIEHHOTO
HPUIIOKCHUS UM OTKPBITh HOBOE OKHO.

Menio 3nauka
OTHpbITbIE OHHS
3arpyskm

,D,OM alllHARA Nanka

Co30aTh OKHO

OTkpenuTh

3aKpbiTk 2 OKHa
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IMpumeuanue. [t nobaBneHus npuioxkenus Ha «llanenp mpunoxeHuin» HE0OXOAMMO B
KOHTEKCTHOM MEHIO HY>KHOTO MPUJIOKEHHS BbIOpaTh MyHKT «[IpuKkpenuts k nanenu npuiioxenuin» (Puc.
14). Uto6b! ynanuTh 3Ha4OK NpuiiokeHus u3 «Ilanemu npunoxeHuin», HEOOXOIUMO B KOHTEKCTHOM Me-
HIO 3HaUKa MPUJI0KEHUS BBIOPATh MMyHKT « OTKPEUTHY.

ﬂ06a6]l€Hue NPUTIOICEHUA HA «[lanenwv 3a0au»
Q Mouck...

; 3aKpennéHHbIe NpUNo... & JlokymenTbl

::: Bce npunormeHms

a Ipapuka

B8 WhctpymenTel

Co30aTh OKHO
Co3naTb ApbIK Ha paboyeM cTone

B Hacrpoiikn TPUKPENUTE K NaHe N NPUNHEHMIT

D —
s Oduc 3akpenwTs B ArcMenu

L} ~
&% Cetv

ﬂ CHMCTEMHBIE

Monpo6Hee o NpUNoXeHUK

ﬂ MporpaMMHoe obecrev...

o HacTtpoiku

Puc. 14

[Ipu Ha>kaTMM Ha CTPOKY JaThl U BpeMeHH (<Super>+<V>) OTKpbIBa€TCS KaJCHIAph CO CIIUCKOM
npeicTosmuX coOpTuil U yBenomiuenuit (Puc. 15).
HaxaTtne Ha KHONKY, PacloJIOKEHHYIO B IPaBOM YTy IIaHEIH, OTKPHIBAET CHUCTEMHOE MEHIO
(Puc. 16). CucteMHOE MEHIO TaKKe MOXHO OTKPBITh, HaxaB <Super>+<S>.
B cucreMHOM MeHIO 0TOOpakaeTcsi UHAUKATOP COCTOSIHUS OaTapen M KHOMKU:
- KHOIKA JJIs 3aIlycKa MHCTPYMEHTA CO3/1aHUsl CHUMKOB 3KpPaHa;
- KHomKa s 3anmycka npuioxenus «Hactpoiitku GNOMEy;
-  KHOIIKa OJJOKUPOBKH CE€aHCa TOCTYTIA;
- KHOIKa IO3BOJISIONIAs NMPUOCTAHOBUTH WM BBIKIIOUUTH KOMIIBIOTEP, MPEJOCTABUTh JOCTYI K
KOMITBIOTEPY JAPYTOMY IOJIb30BATENIO 0€3 MOJHOT0 BBIXOA U3 CUCTEMBI.
C nmomouIbI0 NOJ3YHKOB MOYKHO PETYJIMPOBATh IPOMKOCTh 3ByKa WIIM SIPKOCTh SKpaHa.
OcTtanpHasg 4acTb MEHIO COJEP)KUT KHOMKHU OBICTPHIX HACTPOEK, C MOMOIIbI0 KOTOPBIX MOKHO

YOPaBIAThH AOCTYIHBIMH cly>k0amu u yctpoiictBamu (Hanpumep, Wi-Fi, Bluetooth).
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Kanenoapv u yseoomnenus

O6HOBNEHWUA rOTOBLI K YCTAHOBKE

Q6HoeneHMa MO roToBbI M B OXMOAHKA

[o6aBMTb MMPOBbIE HaCbl...

He 6ecnoKouTb . OMMCTHTD BbibepuTe Balue MECTONOMNOMEHME. ..

B (O en (C63Man0924 H ) B

Puc. 15

Cucmemmnoe meHio

® 99 %

4

ChanaHcHpoBaHHbIA

=% MNpoBogHoe ‘ 5 @ Pexumnutanma

@ TemHbii cTUnb

B (O en C63mana 0925 (g 4

Puc. 16

2.7 3anyck NpUII0KEHUN
3anmycTUTh NPUIIOKEHUE MOXKHO, BbIOpaB ero B «Mento GNOME» (Puc. 11).
Y cTaHOBIIEHHBIE TPUIIOXKEHHS JOCTYIIHBI B CIIETYIONIUX ITyHKTaX MEHIO:
«I"paduxay;

«AHCTpYMEHTBI?;
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- «Hactpoiikny;
- «Oducy;
-  «Cetby;
- «CucreMHbIe».

DTOT CIMCOK OOHOBJISIETCS IPU YCTAHOBKE MJIM YAAJICHUN POTPAMM.

[Tone «Ilouck» moO3BOJISIET OBICTPO 3aMyCTUTHh HYXKHOE TpHiIOkKeHue. i1 3TOro J0CTaToyHO
MPUCTYNUTh K BBOAY HA3BAHMS WIM ONMCAHUS WCKOMOIO NPHWJIOKEHHS, IO MEpe BBOJA CHUMBOJIOB, B
MEHIO OCTAlOTCSl BHJHBI TOJIBKO T€ MPHIIOKEHUS, KOTOpble COOTBETCTBYIOT 3ampocy (Puc. 17). Eciu
O00BEKT MOMCKA OTCYTCTBYET B MeHIO, (DyHKIHS «IIOMCK» «IpeasoxKuT» APYrrue BO3ZMOXKHBIC JEHCTBUS,
Hanpumep, nouck B ¢ainax OC uiu mouckoBol CUCTEME.

Jlobasnenue npunoscenus na «llanenv 3a0auy
Q aq

x 3EH-'.pE‘I'I.I'IfE"HHbIE npuna... 09 Ll,EHTp‘\,FI'IpaBJ'IEHMFI CHCTEMOIA

I
e . ™ File Roller
::: Bce npunoxerws

a paduka

AHCTPYME -
&4 VincTpymenTol T CreuuanbHble BO3MOMHOCTH

Hactpoiiku

4 MnaHweT Wacom

n HacTpoiku .
LeHTp npunoxeHnid + eweé 15

& Oduc % MporpammMa HacTpoitku Caja-Acti...

‘; % CeTb UDS Actor Configuration

~ authenticati
a Fe—rn Account authentication

System Action
Isag System Activity Grapher
Yacol +ewé 17

ﬂ MporpammHoe obecney...
03:35 3aBTpa

ﬂ HacTpotiku o -
03:35 3aBTpa

¢ a4 0 O

Puc. 17

Ecmu Yy IIPUIIOKCHUA €CTh KHOIIKA Ha IMaHCJIN 3aaa4, €0 MOKHO 3aIllyCTUTh, HA’KaB 3Ty KHOIIKY.

IIpu naxatum Ha <Super>+<A> OyayT MOKa3aHbl 3HAYKH BCEX YCTAHOBJICHHBIX MPHIIOKEHHUH

(Puc. 18).
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0630p npunodicenui

Q  Bsegute o9 novcka

E @ & O & & & w»

HoryMeHTbl Kanengapb Moroga Yacel Menemrep... Hactpoitka... O cucreme ... Mporpamm...

B & & 00 B & 2

Kanbrynatop PepaxTopd... Tabnuua cw... HacTpotiku CHUCTEMHBI. .. TeKcToBbIiA ... YcTaHoBKa ... YTUNKTBI

B O B OB o D

UenTp npu.... Cnpaeka GParted KerberosT... meedit Midnight C... UserPasswd XTerm

C6,3mMan 09:25 H ¢ B
Puc. 18

UroObl HAWTH MPHUIIOKEHUE MOXKHO TIEpelTH B peskuM «O030p» M MPUCTYNHUTH K BBOAY Ha3BaHUS

WJIU OTIMCAHMS ICKOMOTO TIPHJIOKEHUS, TOUCK HAYHETCS B TIporiecce Habopa cuMBodioB (Puc. 19).

Tlouck NPUTIOIHCEHUA

=

UenTpynpaene... File Roller

ﬂ HacTpoiiku é/j MNnatweT Wacom

0
'H' CneuraneHble BO3MOMKHOCTH

Uenp npunose... ¥ Mporpamma HacTpoiiku Caja-Actions
15 ewé

UDS Actor Configuration

Account authentication

System Action

Isag System Activity Grapher

) Hacwr

B[O en C63mMan0925 4 B
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Jiis 3amycka MPHIIOKEHUS TaKKe MOXKHO HakaTh <Alt>+<F2>, B OTKpBIBIIEMCSI OKHE BBECTH KO-
manay (Puc. 20) u naxxats <Enter>.

Yemanosnennole NPUIOINCERHUA

BbinonHuTb KoOMaHOQy

acd]

Hasmute E

Puc. 20

2.8 Hactpoiika napametpoB GNOME
Camble mMpOKHE BO3MOKHOCTH 110 HacTpoiike rpapuueckoii cpeast GNOME mnpennaraer guanor
«Hactpoiitku GNOME» (Puc. 21). 3mecs MOXHO U3MEHSITH ()OH pabOUyero CToJia, BHEITHUI BUJI, a TAaKKE
HAacTpauBaTh Pa3JIMYHbIE CUCTEMHBIE MTAPaAMETPBI.

Hacmpotiku GNOME

Q Hactpoiinu BHewHWit BUa x

@ Cem

Crunb

% Bluetooth

0

Duecnnen

dsc 3eyk

MuTanne
Mo ymon4yaxuo Temubii

XX XXXXXX

MHorosagayHocTb

® 4@ ®

BHewWwHWA B

MpunoxeHus ®oH + [o6aBuTb n306pameHue...

«Hactpoiiku GNOME» M0XHO 3a1ycTUTh Kak J11000€ pyroe MpuioxkeHue (CM. «3amyck npuio-

D

YeenomneHua

Mownck

@ Cetesbie yueTHble 3anmcy

Puc. 21

xenui»). «Hactpoiiku GNOME) Takxe MOXHO 3aIlyCTUTh U3 CUCTEMHOT'O MEHIO, Ha)kaB Ha 3Ha4ok «Ha-
CTPOWKay, MU U3 KOMAaHIHON CTPOKH:

$ gnome-control-center
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2.9 Tlone3Hble KOMOMHALIMY KIIABUII

B GNOME ecTh MHOECTBO MOJIE3HBIX COYETAHUI KIJIABHIII, KOTOPHIE YCKOPSIIOT pabOTy C CUCTE-

Mmoii. B tanunax Tabnumna 1 — Tabnuna 4 npuBeaéH 0030p KOMOMHAIIMI KIaBUII, KOTOPbIE IOMOTYT 60-

Jec 3(1)(1)€KTI/IBHO HUCIIOJIB30BaTh pa6oq1/11"4 CTOJI 1 IPUJIOKCHHUA.

Tab6numa |- YnpasieHue pabouuM CTOIOM

KomOuHanus xiaBurn

Onucanue

<Super>

[Tokazare/ckpbiTh MeHIO GNOME

<Super>+<A>

[Tokazath SKpaH NPUIOKEHHIHA

<Super>+<Page Up>
<Super>+<Page Down>

[TepexnroueHre MeX Ty paOOYUMH MPOCTPAHCTBAMHU

<Super>+<Shift>+<«> [lepemecTuTh TEKyII€€ OKHO Ha APYTrOl MOHUTOP
<Super>+<Shift>+<—>

<Super>+<L> bioknpoBka 3kpaHa

<Super>+<V> [TokasaTp KaJICHAAph U CIMCOK YBEAOMJICHUI

<Super>+<S> ITokasaTh CHCTEMHOE MEHIO

<Alt>+<F2> OTKpBITh OKHO I 3alycka KOMaHJ (B OKHE MOYKHO MCIIOJIb30BaTh

CTPEJIKH)

Tab6nuna 2— YnpasieHue OKHaMu

KoMmOuHaus KiaBuIn

Onucanue

<Alt>+<F4> 3aKpbITh OKHO

<Super>+<H> CBepHYTb OKHO

<Super>+<1> Pa3BepHyTh OKHO

<Super>+<|> BoccranoButs pazmep

<Super>+<—> [TepeMecTuTh OKHO BJI€BO/BIPaBO (TIOJIOBHHA dKpaHa)
<Super>+<—>

<Super>+<Tab> [IepexnroueHre MeX1y OKHaMHU

<Super>+<Shift>+<Tab>

[lepexntoueHre Mex/1y OKHaMU B 00paTHOM HOpPSAKE

<Super>+<‘>

HCpCKJ'IIO‘-ICHI/Ie MCXKAY OKHAMH OAHOI'O ITPHUJIOKCHUA

Tabnuma 3 — OO0mmMe KOMOMHAIIMY KJIABHII [T PEAKTUPOBAHUS

KoMOuHaMs KiIaBuIIl

Onucanue

<Ctrl>+<A> Brigenenne Bcero tekcra win Bcex 0OBEKTOB B CIIMCKE

<Ctrl>+<X> Bripesats (ynanuTh) BBIIEIEHHBIA TEKCT MM OOBEKTHI M MOMECTHTH
ux B 0ydep ooOmeHa

<Ctrl>+<C> KonmpoBath BbIJICIEHHBIN TEKCT WM 00BEKTHI B Oydep oOMeHa

<Ctrl>+<V> BceraButh conepxkumoro o6ydepa oomena

<Ctrl>+<Z> OTMEHNUTD HOCIIEIHEE BHIIOIHEHHOE IEHCTBIE

<Ctr[>+<Shift>+<C> KonupoBate B TepMHuHaje (KOHCOJHM) BBIACICHHBIM TEKCT WU KO-
MaHJy B Oydep oomeHa

<Ctrl>+<Shift>+<vV> BcTaButh copepxumoe 0ydepa oOMeHa B TepMHHAI (KOHCOJIb)

Tabnuma 4 — CHUMKH U 3aIIUCh DKpaHa

KoMOuHaMs KiIaBuIIl

Onucanue

<PrtSc> (Print Screen)

3anyck HHCTPYMEHTA CO3JaHMsI CHUMKOB SKpaHa

<Alt>+<PrtSc> Crenarb CHUMOK aKTHBHOT'O OKHA
<Shift>+<PrtSc> CrenaTh CHUMOK BCETO dKpaHa
<Shift>+<Ctrl>+<R> 3anuch 9KpaHa (BKIIOYNTH/BBIKIIOYHUTD)
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N3mennths mnm 100aBUTH CBOM COYETAaHUS KJIABUII MOXKHO B JuUajgorooM okHe «KomOwHammm
knasuny (Puc. 22) npunoxkenus «llapamerpsl cuctems». JnamoroBoe okHO «KoMOMHAIMM KIIABUIID
OTKpBbIBaeTCs MpH Haxatuu KHOMKU «lIpocMoTp W M3MeHeHHe KOMOMHAIMK KIAaBUIID» B MOIYJE
«KnaBuarypay.

Hacmpoiiku xombunayuii kiaguu

KoM6MHauWK Knaeuw

[ Q rloucx KOMBHHALWI KNaBuLL

Bson TexcTa

3BYK M HOCHTENK

Haenrauns

OxHa

Cuctema

CHMMKM 3KpaHa

CrneuwancHble BO3MOXHOCTH

Hpnbikn

JononHuTensHele KOMBMHALKMK KNaBKwWw

Puc. 22
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3 HACTPOHUKA CUCTEMBI

3.1 LleHTp yrnpaBiieHUsI CHCTEMOM

J_—[J'ISI YHpaBJICHUA HaCTpOﬁKaMH YCTaHOBHeHHOﬁ CHUCTEMbI MOXHO HCIIOJb30BAaTb HCHTp ynapaBJic-

Hus cucremoi. Llentp ynpasnenus cuctemoit (LIYC) mpencrasnser coboil ynoOHbII nHTEp]Eiic 1is BbI-

MoJIHeHUs HanboJjiee BOCTpe6OBaHHI)IX AIMUHHUCTPATUBHBIX 3aja4: IIO6aBJ'IeHI/I€ U yAaJICHUC I10JIb30Ba-

TeJel, HaCTPOWKa CETEBBIX MOJKIIOYCHHH, MPOCMOTP HHPOPMAIIMKA O COCTOSTHUU cucTteMbl U T.. [[YC

BKJIIOYAET TaKXke BeO-OpMEHTHPOBAaHHBIM HHTep(eiic, MO3BONAIONINI YIPaBIATh CEPBEPOM C JIIOOOTO

KOMIIBIOTCPA CCTH.

HGHTp YHPpaBJICHUA CHUCTEMOM COCTOMT M3 HECKOJBKHX HE3aBHCHUMBIX I[I/IaHOFOB-MO[IYHCfl.

Kaxxnprit Moaysip OTBEYaeT 3a HACTPOWKY OMNpeAcT€HHONW (PYHKIIMU WM CBOWCTBA CHUCTEMBI. Momynu

LIEHTpa YIPaBJICHUS CUCTEMON UMEIOT CIIPAaBOYHYIO HH(POPMAILIHIO.

3.1.1

[Tpumenenune LIYC
1Y C MO»XHO UCIOIB30BaTh VISl Pa3HbIX LIEJICH, HAPUMED:
HACTPOMKHU JAaThl U BpEMEHU;
yIpaBJICHUS] CHCTEMHBIMH CITyKOamHu;
MIPOCMOTpPA CUCTEMHBIX KYPHAJIOB;
yIOpaBJIeHUS BBIKIIOUEHUEM YJJAJIEHHOTO KOMIIbIOTEpPa (JIOCTYIIHO TOJIBKO B BeO-UHTEpdeiice);
HACTPOMKU OTpaHHYEHUN BBIIEISIEMBIX PECYpCOB MaMSTH MOJb3oBaTensiM (KBOTh): («HMcmonb30-
BaHUE JUCKAY);
HACTPOMKH OTPAaHWYCHUN HaA HMCIIOJIH30BAHWE BHEIIHMX HOCHUTENIEH (IIOCTYIMHO TOJIBKO B BEO-
uHTepderice);
KOH(UTYPUPOBAHUS CETEBBIX HHTEP(EICOB;
HACTPOMKHU MEXCETEBOI0 IKpPaHa;
W3MEHEHUS TapoJIsl aMUHUCTPATOPaA CUCTEMBI (TOOt);
CO3/aHUs, yIaJCHUs U PeIaKTUPOBAHMsI YUETHBIX 3aMKUCel OJIb30BaTENECH.
3amyck [{YC B rpaduueckoii cpene
1Y C MOHO 3aIyCTUTh CJIEAYIOMUMH CIIOCOO0aMMU:
B rpaduueckoit cpeae GNOME: «Menro GNOMEy» — «Hactpotikuny — «lleHTp ynpaBieHus cu-
CTEMOI»;
A
Ha)kaB KHOTIKY “™ | pacrojoKEHHYIO Ha MaHEeNU 3a/]1aY;
U3 KOMaHJIHOW CTPOKHU: KOMaHIOH acc.

[To ymomuyanmio 3amyckaercs «Alterator nHa D-Bus» (Puc. 23) — anprepHaTHUBHAS peanmu3arius

ITYC, ocHoBaHHas Ha B3auMOJIeHCTBUU MoayJiel u muHbl D-Bus (cM. «Alterator Ha D-Busy).
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Alterator na D-Bus

i LleHTp ynpaeneHna cucTeMoi - O X

GOGHOBMTb cl'lepekmoumbcq Ha CTapyio BepCHio @Cnpaska

E Cucrema

[pynnoBble nonuTHkW  [aTta v Bpema  3arpysuuk Grub  MHdopmaumna o gMcTpubyTHBE
NuueHsuoHHbIA poroeop O cucteme ObHoBNeHWe cucTeMbl CeTeBble KaTanoru

CHucTeMHble ypHanbel CHMcTeMHble cny#bbl  YnpaBneHuwe knwodamu S5L

© 7 MNonbsoBaTtenu

AOMUHMCTpaTOop cucTeMbl  AyTeHTMdMKauma McnonbsoBanuve gucka  JlokanbHble y4ETHBIE 3aNMCKH

@ CeTb

Ethernet-untepdeiicel OpenVPN-coegHenHuwa PPPoE-coeguHenHua PPTP-coegMHeHua

m rpadpurueckunii nuTepdeiic

Oucnnei

w KoMMnoHeHTbl U NPUIoXKeHNA

APT RPM Repo YnpaBneHwe KOMNOHEHTaMM

) NMporpaMmMHoe o6ecneyeHne

YcTaHoBKa nporpamm

Puc. 23

s 3anycka LIYC B OC «AnbsT CepBep» MO yMOTYaHUIO JOCTATOYHO MPaB CUCTEMHOTO MOJIb30-
Barensi. Yacte moayneit [{YC momyckaroT paboTy moja TaKMMHU IIpaBaMu, Hampumep, Moayib «O cucre-
Me». Jlis mocTymna K MOIyJisiM, TPEOYIOIUM aIMUHUCTPATUBHBIX MPUBUIIETHiA, OyAeT 3allpolleH Mapoib
agMuHHCTpaTopa cucteMsl (Puc. 24). B HeKOTOpBIX Cllydasx mapoJib aAMUHHCTPATOPa CUCTEMBI TOTPedy-
€TCs BBCCTHU OJI BBIIIOJIHECHHUSA OTACJIbHBIX HeﬁCTBHﬁ (HaHpI/IMep, I yAaJICHUA W YCTaHOBKHU HaKeTa).

3anpoc napons aomunucmpamopa

TpebyeTca noaTBepIKAeHME NOANIMHHOCTH

org.altlinux.alterator.legacyl requires authentication.

ANMUHWUCTpPaTOp

OTMeHUTB MoaTeepanTL

Puc. 24
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[Ipy HEOOXOIUMOCTH MOKHO TMEPEKIIOUUTHCS Ha Mpenbaylnyio Bepcuro Alterator («Alterator
legacy»), s 3TOro HE0OX0IUMO HaXaTh KHOMKY «lIepeKItounuThCS Ha CTAPYIO BEPCHIOY.

[Ipu 3amycke «Alterator legacy» OyaeT 3ampoIieH napoib agMUHUCTpaTopa cucteMsl (root) (Puc.
25) u mociie ycnenrHoro Bxoja 3amyiieH Alterator (Puc. 26).

3anyck «Alterator legacy»

TpebyeTcs noaTBepIXKACHME NOANIMHHOCTH

usr{sbinfacc' oT MMeHK Cynepnone3oBaTens

AfMUHUCTpaTOp

OTMeHUTb MoaTBEpAHTL

Puc. 25

Llenmp ynpasnenus cucmemoti («Alterator legacy»)

LlenTp ynpasneHuns cucteMoit - o x

L2 Mogyne ;Pexmm skcnepta X Beixog Cnpaeka

E Cuctema
= 11 OpMaLIMA O 5_‘2 :-.-':_'—'.'E-"El-—_'l.' CUCTEME M 88 He Z:_|'. OWKS

[laTa v BpeMA  CMCTEMHBIE ¥ypHankl  OBHOBNEHWE cUcTeMbl  MIHbOPMaUWA o ANcTpuOyTHEE  TPYNNOBLIE NOANTMEM

CeTeBble katanork  JIMUEH3WMOHHEIA JOrosop

MporpaMmmHoe obecneueHne

w YCTAHOBKA, YAaNeHWe 1 O GHOBNEHWE NPOrpamMmM

YCTaHOEKA NPOTPAMM

~ ™ lMonb3oBaTenu
- i YNpagneHWe NoNLI0BATENAMI CUCTEME

AAMUHUCTPATOP CUCTEMBI  AYTEHTUGWMKALWMA  JIOKaNbHEIE YUETHRIS 3aN1cn

@ CeTb
HatTPoOMKa NOAKNKYEHWA K CETY

Ethernet-untepdeicsl PPTP-coeguHeHna PPPoE-coeguneHns  OpenVPN-coegrHeHwn

Puc. 26

I[Ipumeuanue. 3anycTuts «Alterator legacy» MOKHO, BBIITOJIHUB KOMaHY:

$ acc-legacy
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3.1.3 MUcnons3oBanue BeO-opueHTHpoBanHoro L[YC
LYC umeer BeO-opueHTHUPOBAHHBIA HHTEPQEC, MO3BOISIONINMI YIIPABIATh JaHHBIM KOMIIbIOTE-

POM ¢ J1I000r0 APYroro KOMIbIOTEPa CETH.

3.1.3.1 VYcmanoska

Be6-untepdeiic [IYC OyneT 1ocTyrieH B cucTeMe, €Clid MPU YCTaHOBKE CHCTEMBI ObLTA BBIOPAHBI
rpynmsl npuioxennii «[lomnepikka rpapudeckoit moacucremsl (GNOME)» mmn «I[lognepkka ynpasiie-
HUS yepe3 web-uHrepdeicy.

Be6-untepdeiic LIYC M0XHO ycTaHOBHTBH, yCTAHOBUB KOMIOHEHT alterator-legacy-web mnm ma-
KeT alterator-fbi.

Hepeﬂ yCTaHOBKOﬁ MOKHO ITPOBCPUTH CTATYyC KOMIIOHCHTA:

S alteratorctl components status alterator-legacy-web

KomnioneHnT: Web-uHTepderic - AnbTepaTop (legacy)
KaTeropusa: AnbTepaTop (legacy)
CraTyC: He YyCTaHOBIJIEH
CIOMCOK IIakeTOB ; BXOIOAIMX B KOMIIOHEHT:
[ 1] alterator-fbi
Ecau xoMOHEHT HE yCTaHOBJIEH, HEOOXOIMMO YCTAHOBUTH €T0, BHIMIOJIHUB KOMAHTY:
# alteratorctl components install alterator-legacy-web
[Tocne yctaHOBKM KOMIIOHEHTa HEOOXOIMMO 3aIyCTUTh BeO-City)0y cepBepa LY C:
# systemctl enable --now ahttpd.service
3.1.3.2 3anyck
Pa6ora ¢ [[IYC mMoxkeT nmpoucxouTh 13 JIF000oro Bed-Opay3sepa. Jlns Hadaia paboThl HE0OXO0UMO
nepeiTu mo aapecy https://ip-aapec:8080/.
Hanpuwmep, nns cepepa 3anan [P-anpec 192.168.0.122. B TakoMm ciyyae:
- unTepdeiic ynpasieHus OyaeT 1ocTyneH no aapecy: https://192.168.0.122:8080/
- JIOKyMEHTAIHs 10 TUCTPHOYTHBY OYIEeT MOCTyITHA 1O ajapecy: https://192.168.0.122/
[P-agpec cepBepa MOKHO y3HaTh, BBEISI KOMAHY:
$ ip addr
[P-anpec OyneT ykaszaH mocie cjioBa inet:
1: lo: <LOOPBACK,UP,LOWER UP> mtu 16436 gdisc noqueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1lo
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc mg state
UP glen 1000



28

link/ether 60:eb:69:6c:ef:47 brd ff:ff:ff:ff:ff:ff
inet 192.168.0.122/24 brd 192.168.0.255 scope global enp0s3

Tyt BunHO, uTo Ha uHTepdetice enp0s3 3aman [P-agpec 192.168.0.122.

[Tpu 3amycke 1[YC HeoOXxoauMoO BBECTH B COOTBETCTBYIOIIME IOJISI UMS TOJIb30BaTeNs (root) u
napoJib nmosib3oBaress root (Puc. 27).

3anyck 6eb6-opueHmupo8anHo20 yeHmpa ynpasieHus cCucmemoll

~ | g 192168.0.122:8080/log’ x | + X

< c ® https:/[192.168.0.122:8080/loginTcontinue=0%2f

[

MNMoxanyWcTa, 3aperncTpupyiTecs

YuéTHan zanuck: | root
Mapons:  sssess

Azulk uHTepeiica: | Pycchui -

Puc. 27

[Tocne atoro OymyT gocTymHbI Bce Bo3MokHOCcTH [[YC Ha TOM MamimHe, K KOTOPO OBUIO MPOU3-
BEJICHO MOJIKIII0YCHUE Yepe3 BeO-uHTepderic.
Be6-untepdeiic 1Y C moxxno HacTpouTh (kHOTKa «HacTpoiikay), BBIOpaB OMH U3 PEKUMOB:
- OCHOBHOM pexuM;
- peXuM 3KcrepTa.
Br10op pexuma BIMAET Ha KOJIMYECTBO OTOOpakaeMbIX MoayJsieil. B pexume skcnepra oToOpaxka-
I0TCS BCE MOJIyJIH, @ B OCHOBHOM PEKHUME TOJIBKO HanOoJiee UCIOIb3yeMblE.
LYC comepxut crpaBoYHy0 WH(OPMALIKIO MO BKIIOYEHHBIM B Hero MoayssiM. OO HUCIoNb30Ba-
HUM CaMOT0 MHTepdeiica CUCTEMBI YIIPaBISCHHUS MOXKHO MIPOYNTATh, HAXkKaB Ha KHOMKY « CripaBKa» Ha Ha-
yansHOU cTpanunie L{YC (Puc. 28).
[Tocne padotel ¢ [IYC, B nensx 6e30macHOCTH, HE CIEAYET OCTaBIATh OTKPHITBIM Opay3ep. Heob -
XOAUMO 00s3aTeNbHO BBIMTH U3 ceaHca paboThl ¢ LIYC, HaxkaB Ha KHONKY «BbIiATHY.
[onpobuee 06 ucnonpzoBanuu L{YC moxHO y3HaTh B riaBe «CpeacTBa yHAaJeHHOTO aJMHHU-

CTPUPOBAHUSI.
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Beb-opuenmuposannbiii yeHmp ynpaeieHusi Cucmemou

~ | &L 192.168.0.122:8080/yj6k x | + x
« c ® |1::ps:."."192.168.0.122:8080."-,-i6k0.7" rKlis/ -
HacTtpoiika | | CnpaBka | | BbiiAT

Cucrema

Oomer eHTp ynpaBneHua cUCTeMoi

NaTta u BpeMa U' pynp e

CHCTEMHBIE KYPHANbI LIgHTP YNPaBNEHUA CHCTEMOR — WHTEMPMPOBaHHBIA HAG0P MHCTPYMEHTOR ANA

OBHOBNEHWE CUCTEMBI YNpaeneHWA PazniuHEMA KOMNOHEHTAMW CUCTEMBI. M-D,D.)U'II-"I HaCTDOﬁKH

BLIKIHOYEHIE KOMNLIOTEPA CIpYNMUPOBAHE! N0 331auYaM. BeIGEpHUTE HEOBX0AMMBIH MOAYE HACTPOWKY B MEHHD,

TpynNnoekIe NoANTHKN PACMONOKEHHOM CNEE.

MpaKTUUECKN KaXObIA MOLYNL HACTPOKM CONPOBOXAAETCA BCTPOEHHOI CNpaBKoii.

Cepeeps! OTKDBLITE CNPABKY MOMHO, NEPEAIA N0 CCbiNKe CNPABKA B BEPXHEN YACTH CTRAHWLBI.
DHCP-cepeep Pernctpauuna

Cepeep 0GHOBNEHWA
[nA Hayana pa6oTel ¢ LIEHTPOM YNPaBNeHWA CHCTEMOR Heo6X04MMD
Mons3zoearenu 3APErMCTPUPOBATECA: BBECTH MMA W Nap0Nk AN AOCTYNA K MHTepdeicy HACTpoiki.

-

AOMUHWCTPATOP CHCTEMBI

LON0NHUTENEHO HA 3TANE PETMCTPALMM MOXHO BLIBPATE AZ6IK MHTepmeiica. Mo
YMOMYAHNI0 NPefNaraeTcd A3biK, ONpeaenéHHbIi HacTpoilkamt Gpaysepa.

NokansHele Y4ETHLIE 3anUcHh MHTepteiic LigHTpa ynpaeneHna CCTEMOI NepeseiH Ha:
AyTeHTndnKaunA
o AHIMUIACKUii (en);
Cetb « pyccrWit (ru);
- *  YHDAMHCKWRA (uk).

Ethernet-wutepdieice

PPTP-coeMHEHNR MapameTpel gocTyna k mogynio

PPPOE-coefnHeHNA [INA KA¥00M0 OTAENEHO B3ATOMD MOLYIA MOXHO HACTPOWTE MTapaMempesl S0Cmyna.
OpenVPN-coeguHEHNA TP HEXATIN HA Coblnky MapamMeTphbl AOCTYNA K MOAYHO..., PACIONOMEHHYID
BHW3Y MO/ KaX¥LIM MOAYNEM, OTKDLIBAETCA MHTepdeiic, NozeonAowmil eplpaTte <

LleHTp ynpaBneHns CUCTEMOM

Puc. 28
3.1.4 Monymu LIYC

YcraHOBIEHHBIC MMAKETHI, KOTOPBIe OTHOCATCS K L[YC, MOXXHO MOCMOTPETH, BHIMIOJTHUB KOMaH/TY:
$ rpm -ga | grep alterator*
[Takets! g5 LY C MOXHO HAlTH, BBITOJHUB KOMaHYy:
$ apt-cache search alterator*
Monynu MOKHO TOTIOTHUTENBHO 3arpy’KaTh U YAAIATh KaK OOBIYHBIE TIPOTPAMMBI:
# apt-get install alterator-net-openvpn
# apt-get remove alterator-net-openvpn
VYcraHoBneHHBIE KOMIOHEHTHI, oTHOCAIMecs K LY C, MOXHO TPOCMOTPETH, BHIMIOJHUB KOMAaH/TY:
$ alteratorctl components list -i |grep alterator
Bce kommnonents! LY C M0OXkHO HalTH, BHIIIOJHUB KOMaHY:
$ alteratorctl components list | grep alterator
| L [*] AneTepaTop (alterator)

| L_[*] Ansreparop - 6asoBoe ymnpaBieHMe cucTemoit (alterator-base)
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| I—[ AnpTepaTop (alterator)
|

~]
|—[~] AnpTepaTop (legacy) (alterator-legacy)

| | F—[ ] Web-uurepderic - Anbrepatop (legacy) (alterator-legacy-
web)

| | | F—[ ] AnpTepaTop - TIpadmueckum 6Opays3ep (legacy) (alterator-
browser)

| | | F—[~] Bazoroe cucTeMHOe YyIpabJljieHue - AjnbTepaTop (legacy)

(alterator-legacy-system)

| | | | F—[ ] USBGuard - AnbTepatTop (legacy) (alterator-legacy-
usbguard)

| | | | F—[ ] USB mount - AmnbTepaTop (legacy) (alterator-legacy-

usbmount)

[Tpumep ycranoBku KoMoHeHTa alterator-legacy-usbguard:
# alteratorctl components install alterator-legacy-usbguard
[Ipumeuanue. [locie ycTaHOBKH MOAYJIsI, Y KOTOPOTrO €CTh BeO-uHTEpdeiic, Al TOro YToOsl
OH 0TOOpa3miIcs B BeO-uHTEpdeiice, HEOOX0IMMO TIEpe3ayCTUTh CIy)0y ahttpd:

# systemctl restart ahttpd
3.2 Hactpotika cetu

3.2.1 NetworkManager

Jlna ynpanenust Hactpoiikamu cetu B OC «AnbT CepBep» MOXKET UCIOJIb30BaThCS IpOrpamMma
NetworkManager. NetworkManager mo3BosisieT HOJKII0YaThCsl K pa3IMuHbIM TUIIAM CETEH: IPOBOJIHBIE,
oecnpoBoaHbIe, MOOMIBHBIE, VPN 1 DSL, a Takke cOXpaHATh 3TH MOJIKIOYCHUS I OBICTPOTO JIOCTYIIa
K CETH.

NetworkManager 1ocTyrieH Kak aniuieT, HaXOASIIUHCS B CACTEMHOM MEHIO.

B cucremuom mento ecthb aBe kHOKU «IIpoBogHOoe» 1 Wi-Fi», KoTOopbie 0TOOpakaroT COCTOSTHUE
(BKITFOUCHO/OTKJIIOYEHO) COOTBETCTBEHHO MPOBOJHOTO M OecrpoBoaHoro coenunenus. (Puc. 29). Haxa-
THE€ Ha KHOIIKY MEHSIET COCTOSIHUE COOTBETCTBYIOIIETO COETUHEHHUSI.

Jis monkItoueHUsT K OECIPOBOIHOM ceTH, HeOOXOIUMO HaXKaTh HAa CTPEIIKY PSIOM C KHOIKOU
«Wi-Fi». Byzaer packpsIT paznen Wi-Fi, B koTopoMm MoxHO BbIOpaTh HykHY10 Wi-Fi ceTs: (Puc. 30).

[Ipumeuanue. [Ipu noaxinoueHnu Kk 6€CIIPOBOJHON CETH B MEPBBI pa3 MOKET MOHAI0OUTHCS

YKa3aTb HCKOTOPBIC CBCACHUSA O 3alIUTC CCTU (HaHpI/IMep, YKa3aTb aYTeHTI/I(bI/IKaI_II/IOHHBIC I[aHHBIe).
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Cucmemmnoe menio

& 99 %

LB

&% MposopHoe ‘ > = Wi-Fi

PexwuM nuTaHuA

s . @ TemHblii cTunb
I-_rJEﬂEHI:l"IFI OB3aHHBIA

B O en C6, 3 man 09:56 o= i B

Puc. 29

Buvibop Wi-Fi cemu

+ g RT-GPON-6F38
+ 5 TP-LINK_6F31C4

% TP-Link_Extender

Bce cetn

B O en C6, 3 man 09:56 o=t B

Puc. 30
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[Ipu HaxkaTuu HA CTPENKY PSIOM C KHOMKOW «[IpoBOAHOE» OTKpPBIBAETCS OKHO C BEIOOPOM J10-
CTYHHBIX TTPOBOHBIX noaktoueHui (Puc. 31). JIns Toro 4ro6sl mpocMoTpeTh HHOOPMAIIHUIO O CETEBOM
COEJIMHEHUH WM U3MEHUTh €ro HACTPOUKH, CIIelyeT HaxaTh KHOTKY «HacTpoiiku nogxitouenus». byner

OTKpHIT Moayib «Cetb» HacTpoek GNOME (Puc. 32).

11Ipo6oonvie nookaroueHus

4

%

:“ HPOBDJJ,HI:IE nogKnwo4eHUA

&% [posonHoe OTKO4NTS

HacTpoiku nogxnoyeHUA

en C6, 3 man 09:56 o i B

Puc. 31

Mooynb «Cemby

Q HacTtpoiiku =] CeTb X
= Wi-Fi

MposopHoe +
@ Cem

MNogkniovero - 1000 M6uT/c (D ix

$ Bluetooth

VPN +
0O [Owcnnewn
('I(- 3BYI{ HacTpoeHo
(& MuTanue

Mpokecn
@ MuorosapauHocTs

F Npokcw 3bIKNIOYEHD >
& BrewHwi Bug

Puc. 32
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st mpocMOTpa/M3MEHEeHHsT HACTPOCK HEOoOXOAMMO HakaTh KHOMKY «llapamerpbr ceTm» i B
OTKPBIBIIEMCSI OKHE MOKHO MPOCMOTPETh HACTPOIikU ceTeBoro unrepdeiica (Puc. 33).

[Mpumeuanue. Jng coenunenus Wi-Fi kHomka 0 OyJzleT pacrioyioxeHa psJIoM ¢ aKTUBHOU ce-
TBIO.

Hacmpoiixu cemesozo unmepdeiica

OTMEeHUTDb MNposogHoe NnogKNOYeHNEe m

MoppobHocTk WMaeHTuduraums IPv4 IPvE besonacHocTb

Puc. 33

IIpumeuanue. NetworkManager mox umenHem «System enpOs3» TOKa3bIBaE€T CHUCTEMHOE
Ethernet-coenunenue, coznaBaemoe Etcnet. I3mMenuts ero B Moayie «CeThb» HEBO3MOXKHO. DTO COSAMHE -
HUE MOXHO U3MeHHUTh B [[YC, Tam ke MOXHO BBIOpaTh, KaKOil MMEHHO MHTEp(elc, KaKOW IMOJCUCTEMOM
oOcnyxuBaeTcs (1moapobHee 0 BHIOOpE CEeTEeBOW MOJCUCTEMBI paccka3aHo B paszzaeine «Kondurypupona-
HHE CETEeBBIX HHTEPPEIHCOBY).

3.2.2 Hactpoiika B [[YC

Hactpoiiky cetn moxHO BeinonHuTh B L{YC B paznene «Cetb» — «Ethernet unrepdeiicer». 3nech
MOXHO 33JlaTh Kak rjo0ajpHbIe MmapaMeTphl ceTu (axpec cepepa DNS, ums koMIbroTepa), Tak U Ha-
CTPOMKH KOHKPETHOI'O CETEBOr0 UHTEpdeiica.

[ToapoGHee o HacTpoiike ceTeBbix HHTEpGeticoB B L[YC pacckazano B pasnene « Kondurypupona-

HHE CETEeBBIX HHTEPPEICOBY.
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3.3  lleHTp npunoxeHui

HenTp npusnoxeHuil Mo3BOJISET JIETKO YCTaHABIMBATh M YAAJATh NMPOTPAMMBI U3 PETO3UTOPUEB
«AIbT», COBMECTUMBIX C BallUM AUCTPUOYTUBOM. LIeHTp mpuioxkeHuii O3BOJISET BBHIOIHATE MOUCK 10
Ha3BAHUSAM U ONMCAHUSAM CPEIU AOCTYNHBIX TPUIOKEHUH.

s 3amycka «llentpa nmpunoxenuin» cienyer Beiopats «MeHto GNOME» — «Cucremusie» —
«lleHTp NPpUITOKEHUID.

Bes undopmanus pacnpeznenena mo tpeM BkiaakaMm (Puc. 34):

- Ha BkJIajke «O030p» Moka3aHbl TOCTYIHbIE TPUIIOKECHHUS;

- BKJIaJgKa «YCTaHOBIICHO» MO3BOJISICT OpoCMATpUBATL U YAAJIATH YCTAHOBJICHHBIC MPUIIOKCHUA

(Puc. 35);
- Ha BKIagke «OOHOBJIEHUS» TMOKa3aHa MH(OpMAIHs O cTaTyce OOHOBJIEHUs MPOrpaMMHOro odec-
MICUCHHUSL.
L]enmp npunoscenuii
Q @ 0630p I\ Yeranoenexo EP O6HOoBNEHNA = B O &

A MosHaHue |§| PaspaboTka

Puc. 34
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Lenmp npunosicenuii. Bxnaoka « Ycmanosnenoy

Q ® 0630p I\ YcraHoeneHo {_,QOGHonneHua

MpunoxeHus

d E.)T:.tens.\on Manager TR

"o o

File Roller Ypanutb
-
: ! : J]..mcrfn Ypnanutb...
E JoKyMeHTbl Ynanutb
¢ h 3 ME o

a .D.Orl.‘:HaCTpOMKM GNOME YoanuT...

Puc. 35

3.3.1 VYcraHoBka/ynajeHue nporpamm

Ha Bknaake «O030p» 10oCTynHbIE IPUIIOKEHUS pa3OUThl HA KaTeropuu. YToObl HAaWTH MPUIIOKE -
HHE, MO’KHO BBIOpATh KaTETOPHIO TIPHIIOKECHUSI.

BricTpo HaliTH HEOOXOAMMOE MPUIIOKEHHE MOKHO MCTIONB3Ys MOUCK. CTpoKa MOKUCKa OTKPHIBAET-
Csl, IPY HaXXKaTUU HA KHOMKY B BHJE JIYIBI, PACIIONIOKEHHYIO B JIEBOM BepxHeM yrity «LleHTpa mpuioxe-
HU». B cTpoke morcka Hy>KHO BBeCTU Ha3BaHue npuioxeHus (Puc. 36).

Llenmp npunoowcenuii. [louck npunoscenus

Q @ 0630p I\ YeraHosneHo E_,goﬁuosneum

Q gimp| a

(o ‘! GNU Image Manipulation Program
] t WpaE

1

Puc. 36

[Ipu BbIOOpE MPHIIOKEHHUS, B JETAJIBHOM MPOCMOTPE, TOCTYIHBI KHONKU «YCTaHOBUTH»/«3amy-
CTUTH»/«Y 1aluTh» (B 3aBUCUMOCTH OT TOTO YCTAHOBJIEHO JAHHOE MPUJIOKEHHUE WM HET), BBIBOJATCS
CHHMKH 3KpaHa, I0JIHOE OMHUCAHUE, a TAKXKE MOoJb30BaTeabckiue komMmeHTapuu (Puc. 37). Utobs! ycraHo-
BUTH KaKOe-THO0 MPHIOKEHNE CHavajla Hy>)KHO €ro HalTH, 3aTeM BBIOpATh U3 CIIUCKA M HaXKaTh HA KHOII -

Ky «YCTaHOBUTBY.
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Llenmp npunoscenuii. Jfemanvuviti npocmomp npunodicenus: « Gimpy

& GNU Image Manipulation Program

2 GIMP team
BB ALT Server *

CozpaHune nsobpaxeHunii M pegakTuposaHue poTorpadpmii

GIMP — 3To akpoHWM aHrnuiickoro cnosocodeTanma "GMNU Image Manipulation Program". 3To cBobonHo pacnpocTpaHaemas
nporpaMmMa gny BpiNONHEHWA TAaKWX 3a[a, Kak peETyWWpOoBaHWe dJOTUI'pH(tIIAI‘v‘I, CO30aHuA KUMI‘ID}MLI,MIH, d TaKHe pUcoBaHNA
CBOWX COBCTBEHHBIX M300paMEHMA.

Puc. 37

UT0o0B! yCTaHOBUTH MPUIIOKEHHE HY>)KHO Ha)KaTh Ha KHOTIKY «Y CTAaHOBUTbY.

[Ipumeuanue. [l ynaneHus nporpaMm notpedyercs BBECTH MapoJib NOIb30BATENS root.

Cnucok  TNOAKIIOYEHHBIX  PENO3UTOPHUEB  MOXKHO  IIPOCMOTPETh, Ha)XkaB Ha  KHOIIKY
JOTIOTHUTENBHBIX cBeieHu (Puc. 38) u BeiOpaB nyHKT «Pemnozutopun [10».

Llenmp npunoosicenuii. Knonka oononnumenvhvix ceedeHuti

Q @ 0630p I\ Ycranosneno {,gomoaneuml = x
Penosutopuu MO Ctrl+,
KoMbuHaunm knasuw  Ctrl+?
» MapameTpsbl Ctrl+,

O npunoxenm

< >
¥ W
Alpaca

Chat with Al models

Puc. 38
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3.3.2 OOGHOBIEHHUE CHCTEMBI

[Ipn Hanuuuyu OOHOBJIEHUM YCTAaHOBJIEHHBIX MPUIOKEHUH PAAOM ¢ KHOMKOM « OOHOBIEHHUSA» TO-
SIBJISICTCS] MHAMKATOP OOHOBIICHHS (B CKOOKaX Oy/IeT yKa3aHO KOJIMYECTBO JOCTYITHBIX OOHOBJICHHH ).

[To ymomuanuio 0OHOBIICHHUSI TIPOBEPSIOTCS U 3arpy’KalOTCsS B aBTOMAaTHYECKOM PEKUME, a ycTa-
HaBJIMBAIOTCS MPH BBHIKIIOYEHUH KOMIIBIOTEPA.

Ha Bxmanke «OOHOBICHHUS» MOXHO MPOCMOTPETh MHGOPMAIUIO O CTAaTyce OOHOBJICHHS IPO-
rpammHoro obecrnieuenus (Puc. 39).

Llenmp npunoxcenuil. Bknaoxka « Obnoenenusy

1}
I

o
x

C @ 0630p I\ Ycranoenewo E.,QOSHOBMHM

TpebyeTca nepesanyck MepesanycTUTb M 06HOBUTD. ..

OBHOBNEHMA CUCTEMBI
OBwwme obHoBNEHWA a aK UCnpa HWA bezonacH owKnbok, a

OCNEAHAA NPOBEPKa: TONbKO 4TO

Puc. 39

IIpoBEpHTD HAIMYNE TOCTYITHBIX OGHOBIICHHH MOKHO, HaxaB Ha KHONKY C.
Uto06bl TPOCMOTPETH CIUCOK 0OHOBIsIeMbIX MakeToB (Puc. 40), ciaemyeT nBaabl MEIKHYTh MbI-
HIBIO MO CTpOoKe «OOHOBIIEHUE CUCTEMBI.

Cnucok obroenenuti

O6HOBNEHNA CUCTEMBI x

aK MCNpaBneHua 6e30NacHOCTH MK
EMbHOCTIA

O6HoBNEHMA

alterator-auth 0.44.12-alt1:p11+370635.100.1.1@1737384865 =+ 0.45-al...

MoHmxeHWe BepcHid

alterator-net-eth 5.2.9-altl:sisyphus+348292.100.3.1@1716471305 » 5....

Puc. 40
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MOo’HO Bpy4YHYIO 3aIlyCTHTh YCTaHOBKY OOHOBJICHMH, HakaB KHONKY «IlepesamycTuts u 0O6HO-
BUTH.

HaxaB Ha kHOonKy nomnoiaHutenbHbIX cBeneHuit (Puc. 38) u BbiOpaB nmyHKT «IlapameTpbn» MOKHO
M3MEHUTH HACTPOUKHU 0OHOBIEHUs cucteMsbl (Puc. 41).

Llenmp npunoscenuit. Hacmpoiixa oonoesnenus 110

MapameTpbl x
O6HosneHus N0 )]
o ABTOMaTHYECKM
ABTOMaTHYECKK NPOBEPATE W 3arpyHaTe 0BHOBENEHWA

Bpyutyto

[posepra u 3arpy3Ha o BHOBNEHWI BBIMOMHABTCH BDYYHYHD

YeeooMneHua ob aBTOMATHYECKWX 0BHOBNEHWAX c
.:":'-Jf'_'-l:_'ﬂ I{NATEH KOrga o :2—-3 BNEeHWA 'EL- n| '_;L'“TIH:_':IZ-,'-."—: ABETOMaTHYECHKKW
DUNbTPbLI COAEPHUMOTo

[loKka3blBaThk TONbKO cBOBoaHoe 10

CrpbisaTh nponpuetaproe [0 npu npocMoTpe KaTanora v noucke

[Moka3biBaTh TONBKO NPOBEPEHHBIX pa3p360'rw1 KOB
MoKasbiBaTe TONbKO NPUNOHKEHUA OT pa3paboTUMKOB, YA MMYHOCTE Bbina

NoOgTBEDH OEHS

Puc. 41

Ecnu BbIOpan py4HO# cioco® mpoBepKyu OOHOBICHUMN, HYXKHO BPYUHYIO 3aMycKaTh 3arpy3Ky 00-
HOBJICHUH (KHOTKA «3arpy3uthy) (Puc. 42).

Knonxka «3azpysumov»

c @ 0O6aop I\ Ycranosneno Lgnﬁuanneuun

OBHOBNEHAA CHCTEME!

Puc. 42
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4 ALTERATOR HA D-BUS

4.1  Alteratorctl
alteratorctl siBisieTCS KOMITOHEHTOM HOBOM peanu3anuu nmpoekra AnprepaTtop, Alterator na D-Bus.
[IpunoxxeHne uMeeT MOYJIbHYIO CTPYKTYpY. Kaxkp1ii MOy b IpeAHa3HAYEH JJI paOOTHI C OTpe-
JeNIeHHBIM uHTepdeiicoM 00bekToB Ha D-Bus. 3amyck Momynel ocyIiecTBIseTCsl IPY MOMOIIH KOMAaH/IbI:
$ alteratorctl <uMsa_ MonmyJis> <KOMaHIa MOIyJisa>
CrpaBky MO KaKJI0OMy MOJTYJIFO MOKHO TIOJTYYHTh, BBITIOJTHUB KOMaHTy:
$ alteratorctl <mmsa monyna> -h
Crnucok Moiysiel MOYKHO TPOCMOTPETH, BBITTOJTHUB KOMaHTY:
$ alteratorctl -m
manager
editions
components
diag
packages

systeminfo

4.1.1 Mopayns manager
Monayns manager ucnoib3yeT mHTepdeiic org.altlinux.alterator.manager oobvekra /org/altlinux/
alterator.
4.1.2 Mogyns editions
Mopyne editions ucnons3dyet untepdeiic org.altlinux.alterator.editions 0OBEKTOB M3 MAKETOB C
pPEeAaKIUSIMHU.
Moaynb npeaocTaBiIsieT BO3MOKHOCTh BbIOOpa peAaKkiMy U MOJy4YeHUs WHPOpMALUU O COCTaBe
JOCTYIIHBIX K BBIOOPY peAaKIIHM.
[Ipumeganwue. s paboThl HEKOTOPHIX KOMaH]I MOIYJISl MOTYT ITOTPEOOBATHCS MIPpaBa aJIMUHU -
cTparopa.
[Ipumeps! UCTIOIB30BaHUS MOYIISL:
- BBIBECTHU CIIUCOK JIOCTYIHBIX PEIAKIHI (3BE30UKON OTMEUEHA TEKYIAsl PEAAKIUSA):
$ alteratorctl editions
AnpT JJomeH (edition domain)
* AnpT CepBep (edition server)
- 0TOOpa3UTh TEKYIIYIO PEAAKIIHIO:

$ alteratorctl editions get
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edition server
- BBIBECTH MH(OPMAIIUIO O JIUIEH3UU TEKYyIIeH peIaKIInu:
$ alteratorctl editions license
- BBIBECTU MH(OPMALIMIO O JMLEH3UU peJakunu «AnbT Jlomen»:
$ alteratorctl editions license edition domain
- YCTaHOBUTbH pefakiuio AnbT JlomeH:
$ alteratorctl editions set edition domain

==== AUTHENTICATING FOR org.altlinux.alterator.current-
editionl.Set ====
org.altlinux.alterator.current-editionl.License requires authen-
tication.

Authenticating as: System Administrator (root)

Password:

==== AUTHENTICATION COMPLETE ====

[Ipumeuanue. [lepexnoueHne peqakiuu — 3To0 0€30MacHast Oneparws, Mpu KOTOPOH YCTaHOB-
Ka WIH yJaJeHrue KOMIIOHCHTOB HE BBIMONHsACTCS. [locie cMeHbI pelakiii MOKHO BBIOpATh KOMIIOHEH-
ThI, BXOJIAIME B 0a30BBINA pa3/iell, U yCTAHOBUTH UX, HCTIONB3Ys rpaduyeckuii (alt-components) mim KoH-
cosibHBIN (alteratorctl components) HHCTpYMEHT.
4.1.3 Mogyns components
Mopyne components ucrnonb3yeT uHTepdeiic org.altlinux.alterator.componentl o0BekTOB ycTa-
HOBJICHHBIX KOMITOHEHTOB
KomMmmoneHT — Habop MaKkeToB, MPEIOCTABIAIONINX ONPeACIEHHY0 PYHKIIMOHATBHOCTh, H HEKOTO-
PYIO TIOCIIEeI0BATENBHOCTD AekcTBUil (deploy) s ux KoHpurypanuu.
Mopynp o3BOJSET:
- IIPOCMATPUBATh CIIHMCOK KOMIIOHEHTOB;
- TOpocMaTpuBaTh HHPOPMAIUIO O KOMIIOHEHTAaX (CTaTyc, OMHMCAaHUE, COCTaB);
- YCTaHaBJIHMBATH/YJAIATh KOMIIOHCHTHI.
[Ipumeganue. Ing paboTbl HEKOTOPHIX KOMaH MOJIYJISI MOTYT MOTPEOOBATHCS TIpaBa aMUHU -
cTpaTopa.
[IpuMeps! UCTIOAB30BAHUS MOJTYJISL:
- BBIBECTHU KOMIIOHEHTHI B BUJIE JI€pEBa C MCEBAOTPAPUKOM:
$ alteratorctl components -g
- BBIBECTHU KOMITOHEHTHI B BUJIE TIPOCTOTO JepeBa:
$ alteratorctl components -t
- BBIBECTH CITUCOK KOMIIOHEHTOB ¢ OTOOpaKCHHUEM X UMEH, a HE TOJIbKO UMEH OOBEKTOB:
S alteratorctl components -1 --show-display-name

=  BBIBCCTHU IIYTU 00BEKTOB KOMITOHEHTOB Ha D-Bus B BUIC ACpCBa C HCCBI[OFp&(I)HKOfII
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$ alteratorctl components list -p

BBIBCCTH CIIMCOK YCTAHOBJICHHBIX KOMIIOHCHTOB!

$ alteratorctl components list -1 -i

BBIBCCTH CIIMCOK HCYCTAHOBJICHHBIX KOMIIOHCHTOB!

$ alteratorctl components list -1 -u

BBIBECTH OIIMCAaHKME KOMIIOHEHTa samba-dc:
S alteratorctl components description samba-dc

KomMmrioneHnT samba-dc

KoHnTpomnnep momeHa (Active Directory).

ObecrneumBaeT LEHTPAJIM30BAHHOE YIpPAaBJIEHME YUETHHMU ZBANMCIMU I[1OJIb—
30BaTEJIEN,

IOCTYIl K CeTeBEIM pecypcaM, a Takxe 0e30IaCHOCTb KOPIOPAaTMBHOM ce-

Tl .

YCTaHOBHUTH KOMIIOHEHT samba-dc:
$ alteratorctl components install samba-dc

==== AUTHENTICATING FOR org.altlinux.alterator.aptl.Update ====
org.altlinux.alterator.aptl.Update requires authentication.
Authenticating as: System Administrator (root)

Password:

==== AUTHENTICATION COMPLETE ====

YcTaHaBMBaeMble IaKeTH:

bind-utils

task-samba-dc

samba-winbind-clients

==== AUTHENTICATING FOR org.altlinux.alterator.aptl.Install ====
org.altlinux.alterator.aptl.Install requires authentication.
Authenticating as: System Administrator (root)

Password:

==== AUTHENTICATION COMPLETE ====

yAaTUTh KOMITOHEHT samba-dc:
$ alteratorctl components remove samba-dc
Monyns diag

Monayns diag wucmonezyer uHTepdeiic org.altlinux.alterator.diagl 0O0BEKTOB yCTaHOBIIEHHBIX

HHCTPYMCHTOB JUArHOCTHUKHU.

4.1.5

Monynb packages

Monayns packages ucnons3yet uatepdeiics org.altlinux.alterator.rpml, org.altlinux.alterator.aptl,

org.altlinux.alterator.repo o0BekTOB /org/altlinux/alterator/rpm, /org/altlinux/alterator/apt, /org/altlinux/

alterator/repo COOTBETCTBEHHO.

[Ipumevyanue. [t paboTbl HEKOTOPBIX KOMaHI MOJYJISl MOTYT NTOTpeOOBaThCs MIPpaBa aAMUHU-

cTparopa.
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[Ipumeps! ucrob30BaHUs MOAYIIS:
BBIBECTH CIIMCOK MOJKIIOYEHHBIX PEIIO3UTOPHEB:

$ alteratorctl packages repo list

rpom [pll] http://ftp.altlinux.org/pub/distributions/ALTLinux
pll/branch/noarch classic

rpm [pll] http://ftp.altlinux.org/pub/distributions/ALTLinux
pll/branch/x86 64 classic

rpm [pll] http://ftp.altlinux.org/pub/distributions/ALTLinux

pll/branch/x86 64-1586 classic

yCTaHOBMTH TakeT alterator-usbguard:
$ alteratorctl packages apt install alterator-usbguard

==== AUTHENTICATING FOR org.altlinux.alterator.aptl.Install ====
org.altlinux.alterator.aptl.Install requires authentication.
Authenticating as: System Administrator (root)

Password:

==== AUTHENTICATION COMPLETE ====

BBIBECTH CIUCOK (haiIOB yCTAaHOBJICHHOTO MaKeTa:
S alteratorctl packages rpm files alterator-usbguard

/etc/usbguard/android vidpid.json
/usr/lib/alterator/backend3/usbguard
/usr/share/alterator/applications/USBGuard.desktop
/usr/share/alterator/design/scripts/alt-usb-guard.js
/usr/share/alterator/design/styles/alt usb guard.css
/usr/share/alterator/help/ru RU/usbguard.html
/usr/share/alterator/ui/usbguard/ajax.scm
/usr/share/alterator/ui/usbguard/index.html
/usr/share/locale/ru/LC MESSAGES/alterator-usbguard.mo

BBIBECTH MH(OPMALIHIO O TTaKeTe:

$ alteratorctl packages rpm packageinfo alterator-usbguard

Name : alterator-usbguard
Version : 0.2.2
Release : altl
DistTag : pll+374626.100.4.1

Architecture: x86 64
Install Date: Bt 08 anp 2025 17:40:36

Group : System/Configuration/Other

Size : 567749

License : GPLv2+

Signature : RSA/SHA512, BT 25 der 2025 16:44:24, Key ID
el130£f0e925elff4

Source RPM : alterator-usbguard-0.2.2-altl.src.rpm
Build Date : Bt 25 der 2025 16:44:20

Build Host : proskur-pll.hasher.altlinux.org

Relocations : (not relocatable)

Packager : Oleg Proskurin <proskur@altlinux.org>

Vendor : ALT Linux Team
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URL :
https://gitlab.basealt.space/proskurinov/alterator usbguard
Summary : alterator module to control usb devices
Description

Alterator Module to control USB devices via USBGuard

BBIBCCTH CITMCOK BCEX YCTAHOBJICHHBIX ITAKCTOB!:

$ alteratorctl packages rpm list
MEPEyCTAHOBUTH MAKET:

S alteratorctl packages apt reinstall alterator-usbguard
==== AUTHENTICATING FOR org.altlinux.alterator.aptl.Reinstall

org.altlinux.alterator.aptl.Reinstall requires authentication.
Authenticating as: System Administrator (root)

Password:

==== AUTHENTICATION COMPLETE ====

Momyns systeminfo

Mopayne  systeminfo wucmons3yer uHtepdeiic org.altlinux.alterator.systeminfol o0bexTa

/org/altlinux/alterator/systeminfo.

[Ipumeps! UCTIOAB30BAHUS MOJTYJIS:

BBIBECTH OCHOBHYIO HH(OPMAIIHIO O CHCTEME:!

$ alteratorctl systeminfo

BBIBECTU MH(POPMAIIHIO O IIEHTPATBHOM IMPOIIECCOpe:
$ alteratorctl systeminfo cpu

12th Gen Intel (R) Core(TM) 1i7-1255U (2) 2611Hz
BbIBeCTH Ha3BaHue OC:

$ alteratorctl systeminfo name

ALT Server 11.0 (Mendelevium)

BbIBECTH Ha3BaHue BeTkn OC:

S alteratorctl systeminfo branch

pll

4.2 Cucremnas uapopmanus

Mopyns «Cuctemuas uHbopmanus» (alt-systeminfo) — momyns ampTepaTtopa, Mpea0CTaBIISIONINI

nH(GOPMAIIUIO O CUCTEME.

4.2.1

3amyck

Monyns «CuctemHas HH(GOpMaNKsD» MOXKHO 3aITyCTUTD CIICAYIONMMHU CIIOCOOAMM:

u3 LIYC: monyns «O cucreme» mnu «Mupopmanus o cucreme» u3 paszaena «Cucremay» (BbIOOp
MOJYJIsl ONpEeNsieT, Ha KaKol BKJIaJ ke OyAeT OTKPBITO IPUIIOKEHHUE);

13 KOMaHJHOW CTPOKMU: KOMaHJI0M alt-systeminfo.
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4.2.2 Pabota c MonyneMm
Mopyns ipecTaBisieT co00il OKHO ¢ Tpems Bkiagkamu (Puc. 43).

Mooynv « Cucmemnasn unghopmayus»

AnbT CucTeMHan MHgopMaura - o X

server

# O cucteme | Mu thopMauma o QUCTpubyTHee | JloKanbHble HACTPOoMKK

DFIE‘F)HLI,MOHHE!FI CHMCTeMa

HazeaHue: AnbT Cepeep 11.0 (Mendelevium)
Pepakuua: AnbT Cepeep | M3MeHUTE base
BeTka: OpuHHanuaTaa nnatdopMa (p11) a I t
ApxuTekTypa: x86_64
Anpo: 6.12.27-6.12-alt1
JlvueHzua
A 3aKpbiTh
Puc. 43

Ha Brmanke «O cucreme» oToOpakaeTcss OCHOBHas MH(OpMaIMs O AUCTPUOYTUBE. 31eCh TaKKe
MOYKHO ITPOCMOTPETH JIUIICH3UIO TEKYyIIeH peaakuuy (KHOMKa «JIMIeH3Ms») Ui U3MEHUTh PEIaKIIHIO.

Penakiust — HabOp KOMIIOHEHTOB B COCTaBe AUCTPUOyTHBA. Pemakius onpeaenseT ClucoK COpo-
BOYK/Ia€MbIX KOMIIOHCHTOB, BXOJISIINX B TPOYKT.

JInst CMEHBI pelakiiii HEOOXO0AUMO HaXaTh KHOMKY «3MEeHUTB» B cTpoke «Penakius» psaoM ¢
Ha3BaHUEM TeKylued penakuuu. [10SBUTCS OKHO CO CHHCKOM BO3MOKHBIX PEIaKUUi M UX OINHCAHHEM
(Puc. 44).

[Tocne BBIOOpA pepakiuk HEOOXOMMO HaXkaTh KHOMKY «Jlanee». [10SABUTCS OKHO C JIMIICH3UOH-
HBIM corjanienueM. Ilepen mpoaoDKeHneM paboThl CiIeAyeT BHUMATEILHO MPOYUTATh YCIOBUS JIUIICH-
3MU U, B Clly4ae COIJIaCHs C YCJOBUSIMH JIMIICH3UH, YCTAaHOBUTH OTMETKY B MyHKTe «/Jla, s cormaceH c

YCIIOBUSIMI» U HaXaTb KHOIKY «3aBepiinth» (Puc. 45).
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Buvibop peoakyuu

AnbT CuctemHan nHgopmMaumns - CMeHa peiakunm - o x

Bbi6op pepakumu
BhlﬁEpHTe PeOaKuM U3 CNUCKA HYKE.

Penauus: Onucanue:
 AnsT Cepsep MpopyKT «AnbT [loMeH» (pepaKuus)

AnbT JoMeH — NporpaMMHBIN KOMINEKC INA LeHTPaNH308aHHOT O YNpaBneHus
Nonb30BaTENAMU M KOMNbIOTEPaMU B KOPNOPaTUBHOM CETH Ha base Linux u Windows.
O6ecneynpaeT eAnHbIA LEHTP ayTeHTUhUKALMIK M aBTOPHU3aLMM, XpaHEHNE HaHHbIX O
Nonb30BaTENAX U YCTPOUCTBAX, @ TaKIKe MX aAMUHUCTPUpROBaHKe, MonaepxrBaeT
uHTerpaumio ¢ MS Active Directory u Samba DC, Bkntoyas ynpasneHve HacTpoiKaMm
1 NOANTHKaMK 6e30NacHOCTH,

Pepakumna onpefenaeT CIMCOK CONPOBOXKAAEMbIX KOMNOHEHTOB, BXOAALUMX B
NpoAyKT. [py 3TOM KOMMOHEHTBI pacnpefeneHsl No pasgenam. [ina npoaykTa AnsT
Jomen onpefenexsl cnefyoWwme pasaens.:

® 5a30Bble KOMNOHEHTbI — ONPeLeNnAT MUHUMANbHBIH COCTAB NPOLYKTA.
® OCHOBHbIE KOMMOHEHTBl — MOoryT BLITh AOYCTaHOBNEHbI NOA KOHKPETHYIHD
3agauvy.

MepeknioyeHne pefakunM — 3To 6e30NacHas onepaums, NpU KOTOPOM YCTaHOBKa
WU YAaNeHNe KOMMNOHEHTOB He BoiNonHaeTca. [1na 3Toro HeobxoauMo BbibpaTs Bee
KOMMOHEHTbI, BXOAALLWE B Ba30Bblil pasfen, W YCTaHOBMTb Yepes rpaduyeckiii
MHCTpYMeHT alt - components WK KOHCONBHBIA MHCTPYMeHT - alteratorctl.

MoapoGHee 0 KOMNOHEHTAX, BXOOAWMX B PEAAKUMIO, MOXHO Y3HATb B NPUAOKEHUK
KoMnoHeHTbI.

‘ Hanee > | OTMeHa

Puc. 44

ﬂuueﬂ3u0HHoe cociauiernue

AnbT CucTeMHan MHopMauna - CMeHa pefakuMK 5 @ @

JlMueH3MOHHOE cornaleHune
(O3HaKoMbTeCh C NHUUEH3MOHHBIM OOrOBOPOM. Ecnu BbI NpWHWUMaeTe YCNOBWSA QOroBopa, OTMeTeTe «ﬂa, A cornacexH c
YCNOBUAMMUY M HAKMWTE «3aBepLUMTb».

.nHLI,EH3HOHHoe cornawieHue

€ KOHEeYHbIM NoNb3oBaTeNneM Ha NnporpaMMmHoe obecneyerune AnbT JomeH 11.0 u
BK/IIOYEHHbBIE B Hero nporpamMmsl ana 3BM

1. CBepeHus o porosope

1.1. YYacTHWKM gorosopa

HacToswwmin NMUEH3IMOHHBIN NOroBop (fanee — gorosop) 3aknoyaetcs Mexay 000 «basansT CMO», npasocbnagatenem
nporpaMmHoro obecneyeHua AnbT QomeH 11.0 (nanee — OUCTPUBYTKB), v NMonb3osaTenem.

1.1.1. Monb3oBaTeneM no HacToAweMy [Jorosopy MOXeET BBICTYNaTh Nioboe dU3MYecKoe, OPUOMYECKOe NULD,
rocyfapcTBeHHbIH, MyHWULMNANbHbIA OpraH MK MHOM X03AHCTBYIOWNA CyBBEKT.

1.1.2. HacToAwWw Mt NMUEH3MOHHEIA QOTOBOP pa3pelwaeT besBo3MesaHoe Hcnonb3osadue QUCTPUBYTUBA dusHuecKnM
nHUaM.

1.1.3. HacTosAwmi nuLeH3nmoHHbIi gorosop paspewaeT ucnons3osadne QUCTPUBYTUBA ropugmyeckuMm nuuamu,
rocyAapcTBEHHBIMM, MYHULMNANbHLIMU OPraHaMKu MW MHBIMW XO3AHCTBYIOWMMU CYEBEKTAMM, KYMHMBLUMMU TMLEH3MM (MnK
33K/TYMBLLMM NIMLEH3NOHHBIA OTOBOP B NMCBMEHHON MK 3NEKTPOHHON dopMe).

1.2. MNpegmeT gorosopa
HacToswuii forosop perynupyeT npaea MNonk3osatensa Ha ucnonbsosadue JUCTPUBEYTHBA, a Take BKNHOUEHHBIX B
coctas JVCTPHUBYTUBA oToenbHbix nporpamm ana 3BM (nanee - MPOTPAMMbI) v opyrux pesynsTaTos

¥ [la, 8 cornaceH c ycnoB1aMmn
<Hasan | |3aBepwuth| OTmMeHa
Puc. 45

B otkpsiBmiemcs okae (Puc. 46) Heo6X0IMMO BBECTH MAPOJh AJIMUHUCTPATOPA CUCTEMBI (TOOt).
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Tloomeepaicoenue noonurnHocmu

TpebyeTca noaTBep)AeHUE NOANUHHOCTH

org.altlinux.alterator.cur ditionl.License requires

ApMUHUCTpaTOp

OTMEHHUTb MoaTeepaAUTL

Puc. 46

B pesynbrare penakiius CMEHUTCS Ha BEIOpaHHYIO.

[Mpumeuanue. [lepexmoueHne peqakiuu — 3TO O€30TacHAsI ONEpaIysi, IPU KOTOPOH YCTaHOB-
Ka WK yJajJeHue KOMIIOHEHTOB He BBIMOIHSETCS. [lociie cMeHbI pelakiiii MOYKHO BBIOpATh KOMITOHEH-
ThI, BXOJAIIME B 0a30BBIN pa3fiell, U yCTaHOBUTh MX, UCHONB3YS rpaduyeckuit (alt-components) uin KoH-
conpHBIH (alteratorctl components) UHCTpyMEHT.

Brmanka «MHpOpManmst o tucTpuOyTHBE» COACPKUT TOJE3HBIC CCHUIKM HAa MHTEPHET-PECYPCHI.
HekoTtopsie cChUIKM aIanTHPYIOTCS B COOTBETCTBHH C BBIOpaHHOU penakuueit (Puc. 47).

Brxnaoka «Ilonesnas unghopmayusy»

AnbT CucTemHan MHdopMauma - o x

server

# O cucteme | WHdopmauma o oUcTpubyTuBe | IokanbHble HacTpoNKK

base
A,
AnbTt CepBep 11

CopgepxaHue

* 0630
® Bepcua 11.0
* OcHoBHble CBefeHHA
* [IporpaMmHoe obecneyeHue
* [pHMEeYaHMs K BbIMYCKY
* /isMeHeHua
® Bepcua 11.1
® CpOKM NOALE DKM
®[lonesHele pec

AnbT CepBep

AnbT Cepeep 11 — cepeepHbIn gMCTPUOYTUB, paspaboTanHbil 000 «basanbt CMNO» Ha base

OnuHHaaUaToi NnaThopMbl.

YETAHOBKA CUCTEMbI NPOUCXOAMT B MUHUMaNbHOM pesiMe — C rpadpuKoil unu bes Hee. [ina

\eTauARE nAarTURUL nanaas 2 AT Canpans uaAnet Maceus ¢ eanToarTouwn

alt Iinuxm

https://www.altlinux.org

X 3aKpbiTh

Puc. 47

Ha Bkimagke «JIokanbHbIe HaCTpOﬁKH)) HaxXoIATCd KHOIIKU U IEpeXoJa K HaCTpOﬁKaM CHUCTCMBI

(Puc. 48).
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Bxnaoka «JlokanvHvie hacmpouxuy

AnbT CucTeMHan MHdopMauna - o x

server

#4 O cucteme | Mndpopmaunsi o auctpubytuse | JlokanbHble HacTpoitku

HacTpolku cucTembl
# 3anycTuTb LleHTp ynpaBneHna cuctemMomn

3anycTuTb 0BLUME HACTPORKK

X 3aKpbiTh

Puc. 48

4.3  «AnbT KOMIOHEHTHI»

«Anpr KommoneHTtol» (alt-components) — mpwioxeHue ¢ rpaduueckum wuHTEpdeiicom s
yrnpaBieHus: HabOpaMy MaKeTOB, Ha3bIBAEMbIX KOMITOHEHTAMHU.

Hcnonp3oBanne KOMIOHEHTOB TO3BOJISIET paboTaTth ¢ (DyHKIMOHAJIBHBIMU IOACHCTEMaMu 0e3
HEOOXOJJUMOCTH CaMOCTOSITENIbHOTO TOUCKA OTHAEIbHBIX MakeToB. Jlyis paboThl JOCTATOYHO BHIOpATh
’KeJlaeMblii KOMIIOHEHT, Mocijie 4ero alt-components yCTaHOBUT HEIOCTAIOIIME TAKEThl WM yAAJIUT
n30bITouHbIe. [IpunoxkeHre OpueHTUPOBAHO HAa KOPIIOPATUBHYIO HH(PPACTPYKTYPY.

[IpumeuaHnue. s KOPPEKTHOH  paboTbI alt-components Tpedyercs apt,
CKOH(QUTYPUPOBAHHBIA Ha PabOTy C PETMO3UTOPHSIMH, COACPKAMMUMHU HeoOXxoaumble RPM-maketsr u
JOCTYT K 3TUM PETIO3UTOPUSIM.

4.3.1 3amyck

«Anpt Komnonentsn» (Puc. 49) MoxkHO 3amyCTUTh CIEAYIOLUME CIOcO0aMu:

- m3 LYC: monynb «YnpaBieHre KOMIIOHEHTaMU» U3 pasneia « KOMIOHEHThI U MPUIIOKEHUS»;

- U3 KOMaHJHOH CTPOKH: KOMaHJI0i alt-components.
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«Anom Komnonenmuol »

AnbT KoMNoHeHTbI - o x
@ain Bua WHcTpyMmenTol [omolus
MoucK... Onwucarue: aKeTe
~ BasoBble KOMNOHEHTBI AnbT KoMnoHeHTHI

]

b

]

b

~ OcHoBHble KOMNOHEeHTDI

v ¥ HokymenTaums

V| B WHdbpacTpykTypHbie p... 3T MPUNOXEHME NPeHasHaUeHO Ans ypasneHus
KOMMOHEHTaMM cUCTeMbl. KOMNOHEHTHI No3BoNaioT paboTaTh
¢ hYHKUMOHANBHLIMK MOACMCTEMAMH, He Tpebys noMcKa
OTZEMNbHbIX MaKeTOoB.

v %7 Mpunosxenus
v ¥ Cucrema

v B [okyMmeHTauuma Bbl MOXeTe MCKaTe KOMMOHEHTEI B Aepebe cnepa. OTMevanTe
B ® WMudpacTpyKTypHBIE ...  WAM CHUMaTe OTMETKM C KOMMOHEHTOB, KOTOPLIE Bbl XOTHTE
E " Mepudepniitble ycTpo... YCTaHOBMTb MM YOANMTh, NOCNE Y€ro HaXMuTe
B * Mpunoxetns «TpUMEHMTb.
H 7 Cucrema

¥ Cpencrsa paspaboTku

¥ Cpepkl ucnonHeHus

~ Ipyrue KOMNOHEHTBI

TokymeHTauma
= WHdpacTpyKTypHbIe p...
® MepudbepuiiHble ycTpo...
Mpunoxexns
B ® Cucrema
¥ Cpencrea paspaboTku
®= Cpenbi ucnonterms

—
[}

Penakumsa: AnbT Cepeep Bcero HailiieHO KOMMOHEHTOB: 419 CbpocuTe | |lMprMeHUTL

432

Puc. 49

PabGora ¢ komImoHeHTaMu

KommoHeHTBI Pa3sacICHbI HA pa3aciibl:

«ba30BBIe KOMIIOHEHTEDY — OIMpECACIIA0T MHHHUMAaJIbHBINA COCTaB IIPOAYKTA,
«OCHOBHBIE KOMIIOHEHTBI» — MOI'yT OBITh JA0YCTAaHOBJICHBI 110 KOHKPCTHYIO 3a1a4y;
«ﬂpyme KOMIIOHCHTBI» — JONOJHHUTCIBbHBIC KOMIIOHCHTHEI.

CIHCOK KOMIIOHEHTOB B pasaciic — rpymima ImnmakeTosB, O6’beIII/IHeHHBIX AJI BBIIIOJIHCHUS OIPEAC-

JIEHHOH 3aJ1auu.

Hepequb KOMITOHEHTOB B 0a30BOM U OCHOBHOM pas3acic 3aBUCHUT OT BBI6paHHOﬁ PCAaKIUM.

Y005l PACKPBITh CIIMCOK KOMITIOHCHTOB B KaTCrOpHH, H606XOI[I/IMO JABAXXIbl HAXXAaTb HA Ha3BAHUC

KaTCropuu. I[J'ISI TOr'0 YTOOBI MMPOCMOTPETH OMMCAHUEC KOMIIOHCHTA, CJICAYCT ABAKAbI HMICIIKHYTh MBIIIBIO

IO Ha3BaHMIKO KOMIIOHCHTA. HpI/I O9TOM B COOTBCTCTBYIOIIHUX CCKOHAX 6y,)IYT IIOKa3aHbl OIIMCAHHC

KOMITOHEHTa U ero naketsl (Puc. 50).
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Onucanue u nakemsl KOMHOHEHMA

AnbT KoMnoHeHTbI - o x
@ann Bun WHcTpymeHTbl [Nomols
MoucK... Onucanue: MakeTsbr:
r . freeipa-server

' Ba3soBble KOMNOHEHTDI
~ OcHoBHble KOMMNOHEHTBI KOMHOHEHT freelpa freeipa-server-dns

[ Fﬂ,onymehrauma server freeipa-server-trust-ad

~ B ®7 MudpacTpyKTypHbIe pelleHus

~ @ 7 [omeHHas MHDpPACTPYKTYpa MNo3BonAeT UeHTpanKM3cBaHHo YNpaBnaTh
& FreelPA - knueHT MAEHTUDUKALWEH, ayTeHTUDHUKaLWer 1
Free|PA-cepng aBTOpH3aLI,Heﬁ B CeTAX.

£} Samba AD - knueHT (sssd)
£ Samba AD - knneHT (winbind)
v| & Samba AD - KoHTponnep 1o...
£} Samba AD - nogaepKa Knu...
£ WabnoHb rpynnoBbIX NONMTHK
¥ Knactepe
| KoHTeiHepusauma
B 7 CeTeBas MH(pacTpyKTypa
¥ CucreMsl ynpaenerus 6asamu ...
Mepudepuittble ycTpoidcTea
MpunomeHus
Cucrema
®7 Cpenbi ucnonHerms
pyrvie KOMMNOHEHTbI
7 DokymenTauus
7 MHdpacTpyKTypHble pellerus
Mepudepuittble ycTpoitcTea
H 7 Mpunoxenus

L3

L3

3

L3
iF
iF
iF

1

Penakuma: AnbT Cepeep Bcero HaiaeHo KoMnoHeHTos: 409 CbpocuTe | |[TpUMEHUTE

Puc. 50

UroObl yCTaHOBUTH/YJAIUTh KOMIIOHEHT WJIM BCE KOMIIOHEHTBI OJHOI KaTeropuu, HEOOX0IUMO
BBITIOJIHUTD CJIEAYIOUINE IEHCTBUS:

1) yCTaHOBUTH/CHATb OTMETKY B IIOJIE PSJIOM C KOMIIOHEHTOM, KOTOpbI HE00X0IUMO
YCTaHOBUTB/YIAIUTh, WM PSIOM C KaTeropuei, ecinu AeUcTBUs OyIyT NPOU3BOJUTHCSA CO BCEMHU
KoMmnoHeHTaMu kateropuu (Puc. 51) n HaxxaTh KHONKY «IIpuMEHUTEY;

2) OynyT moKa3aHbl U3MEHEHUS, KOTOPBII MPOM30UIYT B AKETHOM 0a3e (CIMCOK yCTaHABIMBACMBIX
U yJauseMbIX nakeroB). s mponoinkeHus paboThl HeoOXxoaumo HaxkaTh KHONKY «OK» (Puc.

52);

3) B oTkpsiBiIIeMcs okHe (Puc. 53) BBeCcTH mapoiib a AIMHHUCTPATOPA CUCTEMBI (TOOt).



@ailn Bug  Muctpymentol Nomouws

MoMck...

+ BasoBble KOMMOHEHTbI
~ OcHoBHble KOMNOHEHTbI
v W FT HokymeHTaums
v B ®7 MudpacTpyKTypHBIE pellerus
» B ¥ Nepudbepuiinble ycTpoiicTsa
~ @ 7 Mpunoxenus
~ @ ®7 AnbTepatop
~ @ ®7 AnbTepatop (legacy)

£ Web-uHTepdeiic - AnbTe...

v ¥ AnbTepaTop - rpaduHeck...

~ @ ¥ Basosoe cucTeMHoe ynpa...
£ USB mount - AnsTepar...

v| §& USBGuard - AnbTepar...

V| §& AOMUHWCTpaTOp CHCTE...

v £ AyTenTudmrauma - An...

V| £& Mpynnosbie NONUTHKN ...

v| £& Mpynnel nons3osaTene...

V| £& Nata u Bpems - AnbTep...

v| £& 3arpysumk Grub - AnbT...
WHCTpyMeHTHI ynpasne. ..

4 KoHTponb UenocTHoCT. ..
V| £F NMueHsMa 1 NpuMeYaH. ..
V| £F NoKanbHble y4&THble 3...
£ HacTpoiika orpaHuueH. ..
£ O6HoBNeHWe anpa - An...

50

Ycemanoexa komnonenma

AnbT KoMnoHeHTbI

OnucaHwe:

* KoMnoHeHT alterator-
legacy-control

MHCTpYMeHTapWiA yNpaBneHra CUCTEMHBIMK
BO3MOMHOCTAMK 'control'.

Penakuwa: AnbT Cepeep Bcero HaidieHO KoMNoHeHTOB: 409

®aitn  Bun MHcTpymenTol [Nomouls

Mounck...

BasoBble KOMNOHEHTBI
OcHoBHble KoMnoHeHTbI

v 7 DokymenTauns
MHdpacTpyKTypHbIe pelleHus
Mepudepuittbie ycTpoicTea
Mpunoxexua
B ¥ AnbTepatop

E 77 AnbTepatop (legacy)

w B
w5
"

¥ Web-uHTepdeiic - AnbTe...

v & AnsTepatop - rpadUyeck. ..
H 77 Basosoe cMcTeMHOE yripa. ..
4% USB mount - AnbTepart...

v & USBGuard - AnbTepar...

V| £ AoMUHUCTPaTOp CUCTE...

v £ AyTeHTudmKauns - An...
v| {# Mpynnosble NoNUTUKK ...

v| & pynnei nonb3oBaTene. ..
v ¥ Nata v Bpems - AnbTep...
v & 3arpysumk Grub - AnbT...
WHCTpYMeHTB ynipaene. ..

¥ KoHTponb UenocTHoCT. ..

V| £ NnueHsma u npuMedaH. ..

V| £ NokanbHele yuéTHble 3...
¥ HacTpoiika orpaHuyeH. ..

¥ O6HoBNeHWe anpa - An...

Puc. 51

Usmuenus 6 naxkemuoiul baze

AnbT KoMnoHeHTbI

Onucarue:

KomMmnoHeHT alterator-
legacy-control

WHCTpYMEHTapWI YNPaBNeHUa CUCTEMHBIMU
BO3MOMHOCTSN

MNakeTbi:

alterator-control

ChpocuTb

MakeTbl:

MpuMeHuTL

alterator-control

WN3meHeHnA B nakeTHoW Gase -

MakeTbl ANA YCTEHOBKM:

alterator-control

MakeTsl ANA yoaneHus:

Pepakuma: AnbT Cepeep Bcero HaifeHo KOMNoHeHTOB: 409

Puc. 52

X Otmera || POK |

ChpocuTb

MpHUMeHUTs
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Tloomeepaicoenue noonurnHocmu

TpebyeTca noATBepXAeHME NOANUHHOCTH

org.altlinux.alterator.aptl.Install requires authentication.

ApMWHNCTpaTOp

OTMEHMTb MoaTBEpANTL

Puc. 53

4.4  Ilpunoxenue «Ilakerbn»
[Tpunoxenue «llaketsl» (alt-packages) — mMomynp anbrepaTopa, MO3BOJISIONINN yIPABISITH
penosuropusimu APT n nakeramu npu nomom RPM u APT.
4.4.1 3amyck
«ITaketb» (Puc. 49) MOXHO 3alyCTUTP CIEAYIOIIMMH CIIOCOOaMHU:
- w3 LIYC: monymu «APT», «RPM» min «Repo» u3 paznena « KOMIOHEHTHI U NPUIIOKEHUSD (BbI-
00p MOJyJIsl OTIPEEIIsieT, HAa KaKOW BKJIAJKe OYJeT OTKPBITO MPHIIOKEHHE);

- W3 KOMaHJHOM CTPOKHU: KOMaHJIoOM alterator-application-packages.

4.4.2 VYupasieHue peno3utopusMu (Bkiaaaka «Repo»)
Ha Bxnaake «Repo» MOXXHO TPOCMOTPETh aKTyaIbHBIN CIIUCOK peno3utopues (Puc. 54).

Bxnaoka «Repoy

AnbT MakeTbl - o x
Bua  MNomowe
E
Mouck...

E Tun Mognuce URL KoMnoHeHT

e rpm [p11] http://ftp.altlinux.org/pub/distributions/ALTLinux p11/branch/x86_64 classic

% rpm [p11] http://ftp.altlinux.org/pub/distributions/ALTLinux p11/branch/x86_64-i586 classic

o« rpm [p11] http://ftp.altlinux.org/pub/distributions/ALTLinux p11/branch/noarch classic

HoBblit peno3uTopuid | | YOanuTh BbiGpaHHbIe peno3uTopuu

Puc. 54


https://www.altlinux.org/APT_%D0%B2_ALT_Linux
https://www.altlinux.org/RPM
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Jnist ynaneHus: perno3uTopreB HEOOXOJMMO BBIIENUTH ynanseMble periosutopun (Puc. 55) u Ha-
JKaTh KHOIIKY «YIaJIUTh BBIOpaHHBIC peno3utopumn». B oTkpeiBmiemcs okHe (Puc. 56) HeoOxonumo BBe-
CTH TIApOJIb AIMUHUCTPATOPA CUCTEMBI (TOOt).

Knonka « Yoanume evibpannvle penozumopuuy

AneT MakeTsl - o X
Bua Nomowe
=
<
MoucK...
E Tun Mognuce URL KoMnoHeHT
o

http://ftp.altlinux.orgfpub/distributions/ALTLinux p11/branch/x86_64

Repo

mm http://ftp.altlinux.org/pub/distributions/ALTLinux p11/branch/x86_64-i586 | classic

m http://ftp.altlinux.org/pub/distributionsf/ALTLinux p11/branch/noarch

HoBbiit peno3uTopuid | | YOanuTh BbIBpaHHbIe Peno3uTopmu

Puc. 55

Tloomeeparcoenue noonunHOCmU 018 YOAIeHUs peno3umopues

TpebyeTcsa nogTBepXAcHME NOQTMHHOCTH

org.altlinux.alterator.repo’l.Remove requires authentication.

AQMWHUCTpPaTOp

OTMEHUTL MoaTeepanTL

Puc. 56

st moGaBieHUsT PEO3UTOPHUS HEOOXOIUMO:

1) Haxatb KHONIKY «HOBBII peniozuropuii»;

2) B OoTKpwIBIIEMcsi okHe BBecTd azapec (Puc. 57) unm nHazBanme penoszutopus (Puc. 58) u Haxarthb
KHONIKY «OK»;

3) BBecTH mapoiib aAMHHHCTpaTtopa cucteMbl (Puc. 59). Pemosutopun OyayT moOaBieHBI B CIIHCOK

(Puc. 60).
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Hobasnenue penosumopus

HobasneHue penosutopua - o x

BBe,EI,Ir"ITe agpec UNK HaseaHWe PENO3UTOPKA
|http://192.168.0.185/mirror/p11/branch |

X Otmena || POK |

Puc. 57

Hobasnenue cmanoapmmnoeo penosumopus

HobaBneHune penozuTopus - o0 x

BBEJJ,HTE agpec WKW HasBaHWe peno3UTOpKUA
|p11] |

X Otmena || #OK |

Puc. 58

Tloomeeporcoenue noodrunHocmu 01 000a8IeHUSL PENO3UMOPUES

TpebyeTca noaTBEpMACHNE NOANMHHOCTH

org.altlinux.alterator.repol.Add requires authentication.

AOMWHUCTpaTop

OTMeHUTD MoaTeepauTs

Puc. 59
Cnucor<pen03um0puee
AnbT MakeTbl - O

Bug Momouws
[
Ed

Mowck...
E Tun MNoanucb URL KoMnoHeHT

rpm ttp: J168.0. mirror ranch/x86_ classic
= pl http://192.168.0.185/mi p1/b h/x86_64 classi
2 rpm http://192.168.0.185/mirror p11/branch/noarch classic
L5
o

HoBblit penosuTopuii| YoanuTe BbiGpaHHble PEno3sUTopMK

Puc. 60
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4.4.3 VYnpasnenue nakeramu (Bkiaaka «APT»)

Ha Bxiianke «APT» MOXHO IPOCMOTPETh CHMCOK YCTaHOBJIEHHBIX M JOCTYIHBIX nakeroB (Puc.

61), a TakKe yCTaHABIMUBATh U yJIAJISTh MaKETHI.

Brxnaoka «APT»

AnbT MakeTbl

- o X
Bua MNomowp
—
S
MoMck...
E HaspaHwe nakeTa i~
e v| NetworkManager-daemon
% v NetworkManager-12tp
e v NetworkManager-12tp-gtk-common
v| NetworkManager-12tp-gtk4
v| NetworkManager-openconnect
v NetworkMananer-nnenrannert-ntkd %
Copocute | | MpMMeHuTb | | CUHXPOHW3MPOBATL CNWUCOK NaKeToB | | OBHOBUTL CUCTEMY
Puc. 61
TCKYH.ICC COCTOSAHHE IMaKe€Ta MOKHO OIIPEACIINTD I10 ITOJI0, PACIIOIOKEHHOMY pPAJAOM C Ha3BaHUEM
[IaKeTa:

- B TIIOJIE YCTaHOBJIEHA OTMETKA — MAaKeT yCTaHOBJICH;
- TOJ€ IyCTO€ — MNaKET HE YCTaHOBJIEH.
Jlig noncka makeTa IO Ha3BaHUIO MOXHO BOCIIOJIB30BAThCS CTPOKOM MOWCKA (BBECTH MCKOMBIN
TEKCT ¥ HaKaTh <Enter>).
[Ipumeuanue. [lepen Tem Kak ycTaHaBIMBATh MMaKeT, HEOOXOAMMO HaXXaTh Ha KHOMKY «CHH-
XPOHHU3UPOBATH CIIMCOK MMAKETOBY, ISl TOTO YTOOBI CKa4aTh CIUCOK caMbIX mocneaHunx Bepcwii [10.
JIyist ycTaHOBKY/yJaJIeHUs TTaKeTa HEOOXOAMMO:
1) yCTaHOBHUTBH/CHSTH OTMETKY B I10JIE, PACTIONIOKEHHOM PSIOM C Ha3BaHMEM I1aKeTa U HaXKaTh KHOI -
Ky «IIpumenuts» (Puc. 62);
2) Oyner moka3aH CIMCOK U3MEHEHUH, KOTOPBIN MPOU30iIeT MpHu ycTaHOBKe makera. Jls moarsep-
KIEHUS corjlacus cieayeT HaxaTh KHonKy «IIpumenutsy (Puc. 63);
3) BBecTH Mapoiib aAMUHUCTpaTopa cuctemsl (Puc. 64);

4) OTKpOETCsI OKHO, B KOTOPOM OyAeT 0ToOpakaThCsl X0/ BBHITIOJIHEHUs TpaH3akiui (Puc. 65).
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Ilaxem, ommeyenmwvill 05 YCMAHOBKU

AnbT MaxeTbl o

Buao MNomows

5

< [alterator-

E HassaHue naketa <
[ alterator-trust

§. || alterator-ulogd
i || alterator-update-kernel

alterator-updates

alterator-usbguard

alterator-usbmount
alterator-usbmount-daemon
alterator-users

|| alterator-usersource-functions
|| alterator-vm

|| alterator-vnc

|| alterator-vsftpd

|

CBpocuThb ] [npl‘IMEHHThl [CHHXPOHHBHPOBaTh CNMCcoK naxe‘ron] [Oﬁuoawrh cuc1'emyl

Puc. 62

Cnucok uzmenenuil

MpUMeHNTL U3MeHeHNA?

libgb100 libumockdev usbguard-common libusbguardl

0 MepeyncneHHble NakeTbl 6YOyT YCTaHOBMEHbI:
usbguard alterator-usbguard

[ o MpumernTs l I MNpepBaTb

Puc. 63
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Tloomeeparcoenue noonuHHoCmu 07151 YCMAHOBKU/YOaneHUsl NAKemos

TpebyeTca nogTBepxaeHMe NOQNMHHOCTH

org.altlinux.alterator.aptl.Install requires authentication.

AfMWUHUCTpaTOp

OTMEHUTD MoaTeepanTL

Puc. 64
Yemanoexka nakemos

AnbT MakeTbl - Xog TPpaH3aKUMn - o x

W3meHeHms:

libgb100 liburmockdev libusbguardl usbguard usbguard-common -
Cnepytowme HOBBIE nakeTbl 6yoyT ycTaHOBNEHbI:

alterator-usbguard libumockdev usbguard

libgb100 libusbguard1 usbguard-commeon
0 byneT o6HoBNeHO, 6 HOBLIX ycTaHoBNeHo, 0 NnakeTos bygeT yaaneHo 1 12 He byneT obHoBNEHO.
Heobxogumo nony4uts 911kB apxmBos.
Mocne pacnakoskk NnoTpebyeTca gononHuTensHo 2841kB auckosoro npocTpaHcTea.
Monyyero: 1 http://ftp.altlinux.org p11/branch/x86_64/classic libgb100 2.0.8-alt1_2:sisyphus+328257.100.1.1@1693391103 [78,0kB]
Monyyeno: 2 http://ftp.altlinux.org p11/branch/x86_64/classic libumockdev 0.19.1-alt1:p11+372203.5600.14.2@1739281441 [127kB]
Mony4yero: 3 http://ftp.altlinux.org p11/branch/noarch/classic usbguard-commeon 1.1.3-alt1:p11+369358.100.1.1@1736760192 [3617B]
Monyyeno: 4 http://ftp.altlinux.org p11/branch/x86_64/classic libusbguardl 1.1.3-alt1:p11+369358.100.1.1@1736760192 [355kB]
Monyyero: 5 http://ftp.altlinux.org p11/branch/x86_64/classic usbguard 1.1.3-alt1:p11+369358.100.1.1@1736760192 [139kB]
Monyyeno: 6 http://ftp.altlinux.org p11/branch/x86_64/classic alterator-usbguard 0.2.2-alt1:p11+374626.100.4.1@1740494660 [209kB]
Monydero 911kB 3a 1s (795kB/s).
CoBepliaem U3MEHEHMA...
MoproToBKa... HHREHHEHS S R [1009%]
OBHoBNeHWe [ yCTaHOBKA...
1: usbguard-common-1.1.3-alt1 HHEHHHHH R R R [ 17%]

2: libumockdev-0.19.1-alt1 BHE R [ 33%)]

3:libgb100-2.0.8-alt1_2 HHHH R EE R R R [ 50%]

4: libusbguard1-1.1.3-alt1 HEHH R R R [ 67%)]

5: usbguard-1.1.3-alt1 FHEHEE SRR R [ 83%)]

6: alterator-usbguard-0.2.2-alt1  #HHHEHHEEHEHEEHE RS [100%)]

3aBeplueHo. -
| A 3aKpbiTh

Puc. 65

,Z[J'I?I OOHOBJIEHUS BCEX IMMaK€TOB, YCTAHOBJICHHBIX B CUCTEMC, HCO6XOI[I/IMO HaXXaTb KHOIIKY «O0HO-

BUTH CUCTCMY>.

4.44 VYnpasnenue RPM-nakeramu (Bxianka «RPMy)

Ha Bxnaake «RPM» MoxHO mpocMOTpeTh HHGOpMaIHio 00 yCTaHOBICHHBIX MakeTax (Puc. 66), a
Takxe ycraHoBUTh RPM-naker n3 RPM-(aiina.

JIns moucka makeTa Mo Ha3BaHUIO MOKHO BOCIIOJB30BATHCSI CTPOKOM MOMCKA (BBECTH MCKOMBIN

TEKCT M HaxkaTh <Enter>).



Bun

APT

RPM

Repo

Nomowes

Mowuck...

®OUNLTPLI

pynna: |Bce

HassaHwe naxeTa
MetworkManager-daemon

MetworkManager-12tp
MetworkManager-12tp-gtk-common
MetworkManager-12tp-gtk4

MetworkManager-openconnect
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Bxnaoka « RPM»

AnbT MakeTsbl

- | ApxuTeKkTypa: |Bce o

NetworkManager-openconnect-gtk4

Bepcua-penns

1.52.0-alt1
1.20.20-alt1
1.20.20-alt1
1.20.20-alt1
1.2.10-alt2
1.2.10-alt2

YcTaHOBMTL M3 dhaiina | YoanuTe

Puc. 66

-

daitnel Wudopmauma

s npocMoTpa nHGOpMaIIUU O MaKeTe HeOOXOIMMO BBIJCIUTD MAKET U HaXKaTh KHONIKY «H)op-

marus» (Puc. 67). Haxas kHonky «®aiiibny MOXKHO IPOCMOTPETH CIIUCOK (haitioB makera (Puc. 68).

Bun

RPM | APT

Repo

MNomowb

Mouck...

DUNBLTPLI

pynna: |Bce

HasBaHue nakeTa _
NetworkManager-12tp-gtk4

MetworkManager-openconnect
NetworkManager-openconnect-gtk
NetworkManager-cpenvpn-gtk-con
MetworkManager-openvpn-gtk4
NetworkManager-ppp
NetworkManager-pptp

NetworkManager-pptp-gtk-comme

Hugpopmayus o nakeme

MName
Version
Release
DistTag
Architecture
Install Date
Group

Size
License
Signature
Source RPM
Build Date
Build Host
Relocations
Packager

Vendor
4

AnbT MNakeTsl

WHpopmaumsa o nakeTte

NetworkManager-openvpn

1.12.0

alt1

p11+351624.200.4.1

x86_64

Mr 02 Maa 2025 21:28:30
System/Configuration/Metworking
165019

GPLv2+

RSA/SHA512, Yt 11 mion 2024 01:11:08, Key ID e1130f0e925e1ff4

NetworkManager-openvpn-1.12.0-altl.src.rpm

Yt 11 mion 2024 01:11:05
sem-p1l.hasher.altlinux.org
(not relocatable)

Mikhail Efremov <sem@altlinux.org>

ALT Linux Team

-

r

| Fok |

YcTaHoBMTb M3 dhaiina| | Yoanutb

Puc. 67

daitnsl | IMHd)OpMaLI,MFI.
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Cnucox ¢atinos nakema

Bup MNomowp

iy

<< MNouck...

s DUNbTPLI

= f
pynna: | Bce b |

2

2 HassaHue naketa 1

MNetworkManager-12tp-gtk4
MetworkManager-openconnect
NetworkManager-openconnect-gtk4
NetworkManager-openvpn-gtk-common
MetworkManager-openvpn-gtk4
MetworkManager-ppp
MetworkManager-pptp

MetworkManager-pptp-gtk-common

AnbT MakeTsbl - o x

daiinbl naKeTa - o x

fusr/lib/NetworkManager/VPN/nm-openvpn-service.name
fusr/lib/NetworkManager/nm-openvpn-service
fusr/lib/NetworkManager/nm-openvpn-service-openvpn-helper
fusr/lib64/NetworkManager/libnm-vpn-plugin-openvpn.so
fusr{share/dbus-1/system.d/nm-openvpn-service.conf
fusr/share/doc/NetworkManager-openvpn-1.12.0
fusr/share/doc/MNetworkManager-openvpn-1.12.0/AUTHORS
fusr/share/doc/NetworkManager-openvpn-1.12.0/README

| ok |

YcTaHoBWTE M3 dhaina || YpanuTe dainel WMudopmauma

Puc. 68

Hns ycranoBku RPM-makera u3 daiina He06X0IMMO HaxaTb KHONKY «YCTaHOBUTH M3 (ailay,

BBIOpATh (haiis makeTa v MOATBEPIUTH MOJUTMHHOCTD, BBEJIS TAPOJIb aIMUHHUCTPATOPA.

[Ipumeuanue. llpu yganenun nakera uiu rnpu ycraHoBke nakera u3 RPM-¢aiina cuctema e

YCTaHaBJIMBACT 3aBUCUMOCTH ITaKCTaA.

I[Ipumeuanue. RPM-daiinbl U3 HENPOBEPEHHBIX HCTOYHUKOB MOTYT CO/IEPKaTh BPEIOHOCHBIH

KOoA.
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S CPEACTBA YJAJIEHHOI'O A/MUHUCTPUPOBAHUA

Kommerotrep ¢ OC «Anbt CepBep» B CeTH OpPraHU3alUNA MOXKET OBITh UCTIOJIB30BAH ISl PEIICHUS
pasnuyHbIX 3amad. OH MOXET MPeaOCTaBIATh KOMIIBIOTEpaM ceTH oO0mmii goctyn B HWHTrepHer,
BBICTYIIaTh B POJIM TIOYTOBOTO cepBepa, ailioBoro XxpaHwiuiina, BeO-cepBepa u T.A. Bce 3T
BO3MO>KHOCTH 00€CTIEUYNBAIOTCS COOTBETCTBYIOIIUMHU CIyHCOAMU, 3aTTyCKAeMBIMU Ha CEpBEpE.

HanbHeitmme paszensl OMHCHIBAIOT HEKOTOPbIE BO3MOKHOCTH HCIIOJIb30BaAHUS

OC «Aunbt CepBep», HacTpauBaemsle B L[V C.

5.1 Hactpoiika noakntoueHus k MIatrepuery

[Tomumo MHOecTBa paznuyHbIX ciayx0, koTopsle OC «Anbt CepBep» MOKET MNPEOCTaBIATh
KOMIIBIOTEpPAM CETH, BaKHO OINpPEAENUTh, OyIeT JIn cepBep MpeocTaBiIsATh oOumii foctyn B MHTepHET
JUTSL KOMITBIOTEPOB IOMEHA WU HET. B 3aBHCUMOCTH OT 3TOTO CepBep MOXKHO pacCMaTpPUBATh KakK:

- Cepgsep 0e3 noaxmoueHust kK cetu HTepHET — 3TO cepBep ¢ OJHUM CEeTeBbIM MHTepdericoM (o-
HOM CeTeBOW KapToi), KOTOPBIA U CBA3BIBAET €r0 C KOMIIbIOTEpAaMU JIOKaIbHOM ceTu. Takoll cep-
BEp Ha3bIBAETCS TaKXkKe cepBep paboyeil rpymmsl.

- 1lnro3 — B 3TOM ciIy4ae cepBep 0OBIYHO UMEET J1Ba CETEBBIX UHTepdeiica (HampumMep, 1B CETEBbIC
KapThl), OJHA U3 KOTOPBIX CIYKUT JJIS HOJIKIIIOUEHUS K JIOKAJIbHOU CETH, a Apyrasi — AJIs MOJIKIIIO -
yeHus K ceth MlHTepHer.

Kak nnst obecrieuenus gocryna B cetb IHTepHET camoro cepBepa, Tak U sl HACTPOWKH OOIIETo
BbIX0/a B MIHTEpHET A KOMMBIOTEPOB CETH HEOOXOJUMO HACTPOHUTH MOAKIIOUeHue K MHTepHeTy Ha
camom cepBepe. OC «Anbt CepBep» NOIICPKUBAET CaMble pa3HbIe CIIOCOOBI MOAKIIOUEHUs! K cetn UH-
TEpHET:

- Ethernet;

- PPTP;

- PPPoE;

- HUTI
JIns1 HacTpOMKKM MOAKITIOUYEHHUSI MOKHO BOCIIOJIB30BaThCs OfHUM U3 pazaenoB L[YC «Cetby»:

- Ethernet-untepdeiicsr;

-  PPTP-coenunenus;

- PPPoE-coequnenus;

- OpenVPN-coennHeHus.

5.1.1 Kou¢urypupoBanue ceTeBbIX HHTEp(eiicoB
KondurypupoBanue cereBbix nntepdeiico ocymectsisiercs B moayie LIYC «Ethernet-unrep-

detice» (makeT alterator-net-eth) u3 pazaena pazuen «Cetb» (Puc. 69).
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Hacmpotika mooynsa «Ethernet-unmepdgbeticol »

MmA KomneloTEpa: | SErver

WuTepteichl
enpls3 CeTeBaA HapTa: Intel corporation 82540EM Gigabit Ethernet controller
npoeog NogcoeguHEH
MAC: BB8:00:27:4b:c3:da p
Bepcwa npotokona IP: 1Pvd v BrnrounTs
Kondwmrypauma:  BpyduHyio ~

192.168.0.122/24

IP-agpeca:

HoGaeuTe © IP: [24 (255.255.255.0) Lo6aBUTL

Wm0z no ymonuadnio: | 192.168.0.1
DNS-cepeepel: | 8.8.6.8|

JomeHsl nowncka:

[HECKDNEKD IHAYEHMA IAMMCHBANTCRA Yepes npoben)

pmerurs [ Copocnrs

Puc. 69

B monyne «Ethernet-uatepdeiich» MOKHO 3aMOHUTH CIIETYIONIUE MTOJIS:

«Ms1 KOMIIbIOTEpaA» — yKa3aThb CETEBOE MM KOMIIbIOTepa (3TO OOLIuii ceTeBod mapaMmerp, He
MPUBSI3aHHBIN K KAaKOMY JIM00 KOHKpETHOMY UHTep(eicy);

«MHuTepdeiicel» — BBIOpaTh NOCTYMHBIN ceTeBON MHTepdeiic, A KOTOpOoro OyIyT BBITOIHATHCS
HaCTPOWKHU;

«Bepcus mporokosna IP» — yka3zaTe B BBINQJAONIEM CIUCKE BEPCHIO MCIOJIb3yEMOIr0 MPOTOKOJIA
IP (IPv4, IPv6) u ybenutbcs, 4TO MyHKT «BKIIOYUTHY, 00€CIIeUnBAIONINI MOIIEPKKY PabOThI
IIPOTOKOJIA, OTMEYEH;

«Kongurypanus» — Beiopars cnocod HazHaueHus [P-anpecos (ciyx0s1 DHCP, Zeroconf, Bpyu-
HY10);

«IP-anpeca» — myn HazHaueHHBIX [P-aapecoB u3 moms «Jlobasuts 1 IP», BEIOpaHHbIC anpeca MOX-
HO yAQJIUTh HAKATUEM KHOIKH «Y JATUTh;

«/loGaButs 1 IP» — BBecTn IP-anpec BpyuHyr0 U BBIOpaTh B BBINAAIONIEM TOJIE TPEAIOYTUTEIh-
HYI0O MacKy CeTH, 3aTeM Ha)KaTh KHONKY «/[00aBuTh» Aiis nepeHoca aapeca B myin noist «IP-aape-

cay;
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- «llmr03 Mo ymMoyaHuio» — B TOJI€ U BBOJA HEOOXOIMMO BBECTH aJIpec LUII03a, KOTOPBIH Oyaer

HCIIOJIb30BAThCS CEThIO M0 YMOIYAHUIO;

- «DNS-cepBeps» — B 1oJie i1l BBOJIa HEOOXOIUMO BBECTH CITMCOK IpearnodTuTebHbIx DNS-cep-

BEPOB, KOTOpbIE OYIyT MOJIy4yaTh HH(GOPMALMIO O JOMEHAX, BBIIOJIHATh MapLIPyTU3ALUIO TOYTHI

U YIPABIATHh 00CITYKMBAIOIUMH y3JIaMH JIJIsl IPOTOKOJIOB B JIOMEHE;

- «/lomeHbl noucka» — B 1oJie sl BBOJIa HEOOXOUMO BBECTH CIIUCOK IPEIINOYTUTEIBHBIX JTOME-

HOB, 110 KOTOPBbIM OYJI€T BBINOJIHATHCS ITOKCK.

«IP-ampec» m «Macka cetm» — oOs3aTenbHbIE MapaMeTpbl Kaxaoro ysna IP-ceru. Ilepsblit
napameTp — YHUKaJIbHbIN UIEHTH()HUKATOP MAIIMHBI, OT BTOPOT'O HANPSIMYIO 3aBHCUT, K KAKMM MAallllHAM
JIOKQJIbHOM CeTH JJaHHas MalluHa OyneT umeTh AocTyil. Eciu TpeOyercst BhIXOJ BO BHEIIHIOK CETh, TO
Heo0xouMo yka3zaTh napametp «lmo3 no ymonyanuro».

B cnywyae nanmmumsas DHCP-cepepa MOKHO BCe BBILIENEPEUYMCIEHHBIE MApaMETPhI IOJIYYHUTh
aBTOMaTHUYECKHU — BbIOpaB B ciincke «Konpurypanus» nyHkr «McnonszoBats DHCP» (Puc. 70).

Aemomamuueckoe nonyyenue nacmpoex om DHCP cepeepa

Mma KomneloTEpa: | SEerver

WuTephech
enp0s3 CeTeBaA HapTa: Intel corporation 82540EM Gigabit Ethernet controller
npoeog nNogcoeguHeH
MAC: BB:00:27:4b:c3:da P
- 4
Bepcwa npotokona IP: IPvd  w~ BHIHUNTE

Kondurypauwa:  Mcnonezosate DHCP w

A ONoONHATENBHO...

Co3garb 06beQHHEHKE...

Co3faTh CETEBOA MOCT...

oo [ copocr |

Puc. 70

JIOOMHAUTENBHO U KaXJoro wuHTepdelica MOXKXHO HACTPOUTHh CETEBYIO IOJICHUCTEMY
(NetworkManager, Etcnet, systemd-networkd), a Takxe H0KEH JIM 3aITyCKaThCs JaHHBIN HHTEpdeiic npu

3arpy3ke cucremsl (Puc. 71).
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[Ipumeuanue. CHuCOK JOCTYNHBIX CETEBBIX MOAMCTEM 3aBHCHUT OT IAKETOB, BHIOpAHHBIX HA
JTane «YCTaHOBKa CUCTEMbI» (rpynna naketoB «Cucrema yrpaBieHUs CETEBBIMU HHTEpdeiicaMmy).

Buvibop cemesoii noocucmemul

WuTepdeiic: enpls3
Ceteeaf nogcucrema:  MetworkManager (etcnet)

Janyckats MHTepdeic NpK 3arpy3ke CUCTEMbI

Puc. 71

B cniucke «CeteBast mocuCTEMa» MOKHO BBIOPATh CIEAYIOIINE PEKUMBL:

- «Etcnety — B 3TOM peknMe HaCTPOUWKH OepyTCsl UCKITIOYUTENbHO U3 (allioB, HAXOIAUINXCS B Ka-
TaJlore HacTpanBaeMoro uHrepdeiica /etc/net/ifaces/<munrepderic>. Hactpoliku cetu
MOTYT U3MeHAThCs b0 B LIYC B maHHOM Mojyie, MO0 HAmpsSMyO dYepe3 pPeIaKTHpPOBAHHE
daiinoB /etc/net/ifaces/<unurepoderic>;

- «NetworkManager (etcnet)» — B aToM pexume NetworkManager caMm UHHUIIUHPYET CETh, UCTIOb-
3ys B KQUeCTBE MapamMeTpoB — HACTPOiiku u3 ¢aiinoB Etcnet. HacTpoifku ceT MOTYT U3MEHSATHCS
au6o B I[YC B ganHOM Momyse, 100 HampsIMyr0 4epe3 penakTupoBanue ¢aiinoB /etc/net/
ifaces/<unHTepderic>. B 3TOM pexume MOXKHO IPOCMOTPETh HACTPONKHU CETH, HAIPUMED,
nony4ennsid mo DHCP [P-anpec, yepe3 rpaduueckuii nuatepgeiic NetworkManager;

- «NetworkManager (native)» — B JaHHOM pE&XHME yNpaBJICHHE HaCTpoWKamMu WHTepderica mnepe-
naércs NetworkManager u He 3aBucuT OT daiinos Etcnet. YnpaBiasaTh HacCTpolKaMu MOKHO depe3
rpaduueckuii uaTepdeiic NetworkManager. daiinsl ¢ HacTpolKaMu HAXOIATCS B KaTtayiore /
etc/NetworkManager/system-connections. DTOT peXUM 0COOCHHO aKTyaseH JIs 3a-
Ja4 HACTPOMKHU CeTH Ha KJIHMeHTe, koraa [P-agpec HeoOX0auMO MoaydaTh AUHAMUYECKH C MTOMO-
uipio DHCP, a DNS-cepBep ykazats sBHO. Uepe3 LIYC Tak HaCTpOUTh HEBO3MOXKHO, TaK KaK MpH
BiroueHn DHCP oTkimr09aroTesi HACTPOMKH, KOTOPBIE MOYKHO 3371aBaTh BPYYHYIO;

- «system-networkd» — B maHHOM pexuMe ympaBlieHHE HacTpoiikamu uHTepdeiica nepenacres
cinyx6e systemd-networkd. JlaHHBII pexXuM TOCTYIEH, €CIIM YCTAaHOBJIEH MaKeT systemd-
networkd. Hacrtpoiiku cetu moryT usmenstecs 6o B LIYC B manHoM mMomyne (TOJbKO Ha-
cTpoiiku (usznueckoro mHTepdeiica), MO0 HaMpsIMyl0 uyepe3 penakTupoBanue ¢ainos /etc/
systemd/network/<mmsa odarna>.network, /etc/systemd/network/<mmsa -
bamna>.netdev, /etc/systemd/network/<mms darma>.link;

- «He xoHTpOsUpyeTCs» — B 3TOM pexkume uHTepdeiic Haxonutes B coctosHun DOWN (BBIKITIO-

YeH).



63

[Tocne cMeHsbI ceTeBoil moacuUCcTeMBI ¢ Etcnet Ha systemd-networkd MoXeT HOTpeOOBaTHCS
BPYYHYIO OTKJIFOUUTH CITy’KO0y network W BKIIOYHTh systemd-networkd:
# systemctl disable --now network && systemctl enable --now systemd-networkd
WU, naobGopot, npu cMeHe ¢ systemd-networkd Ha Etcnet OTKIIOYHUTH CIy)O0y systemd-
networkd u BKIIOYUTh network:
# systemctl disable --now systemd-networkd && systemctl enable --now network
5.1.2 OObenuHEHHE CETEBBIX MHTEP(EHCOB
Monayns «O0benuneHne uHTepdeiicoBy (maker alterator-net-bond) no3Bonser o0bean-
HUTbh HECKOJIBKO (PU3NYECKUX CETEBbIX MHTEP(EHCOB B OJMH JIOTUYECKUIl. DTO MO3BOJSET JOCTUYD OTKA-
30yCTONYMBOCTH, OTKa30yCTONYMBOCTH, YBEJIMUEHUSI CKOPOCTH U OaJlaHCUPOBKH HArpy3KH.
st coznanust o0beinHeHUs HHTepEeiicoB HEOOXOIUMO BBIIIOJIHUTD CIIEAYIONUE JeHCTBUSA:
1) naxarp kHOnKy «Co3nars oobenunenue» (Puc. 72);
1) mepemecTUTh ceTeBble MHTEPQEHCHl, KOTOpble OyAyT BXOAUTH B OOBEAMHEHHE, U3 CIIHCKA
«JloctymnHbie nuHTEpdEch» B criucok «Mcnonb3dyembie uaTEpdetice» (Puc. 73);
2) BBIOpaTh peXKUM OOBEAUHEHUS:

- «Round-robin» — pexuM MUKINIECKOTO BBIOOpa aKTUBHOTO MHTep(eiica g NCXOoAiIero Tpadu-
Ka;

- «AKTHUBHBIH-PE3EpPBHBII» — aKTUBEH TOJBKO OAMH UHTEpQeiic, ocTaabHble HAXOIATCS B PEXKHUME
ropsiueil 3aMeHbl;

- «XOR» —oauH u TOT e uHTepdheic paboTaeT ¢ onpeaenEHHbIM MoyJyaTeseM, nepeiada mnaxe-
TOB pacrpeaenseTcs Mexay narepdericamu Ha ocHoBe Gpopmyibl ((MAC-adpec ucmounuka) XOR
(MAC-aopec nonyuyamens)) % uucno unmepgheticos;

- «[IupoxoBemnarenbHas» — Tpapuk UIET yepe3 Bce HHTEpdenchl 0JHOBPEMEHHO;

- «ArperupoBanue kananoB 1o cranaapty IEEE 802.3ad» — B rpynmy o0beIuHSIOTCS OJMHAKOBBIC
10 CKOPOCTHU U PEXXUMY UHTep(elchl, Bce puznyeckue HHTepHenchl UCIONb3yIOTCSI OJHOBPEMEH -
HO B cooTBeTcTBHM co crienudukanueit IEEE 802.3ad. [{ns peanuzamuu 3Toro pexuma Heo0X0/11-
Ma MOJJIEP/KKA Ha YPOBHE JPaiBEPOB CETEBBIX KapT U KOMMYTATOp, OAAEPKUBAIOIMI CTaHAAPT
IEEE 802.3ad (komMmmyTaTop TpeOyeT OTAenbHONH HACTPOHKN);

- «ApanTuBHas OajaHCUpPOBKA HArpy3Ku Nepenadym» — UCXOIAUuil Tpaduk pacnpeensercs B COOT-
BETCTBUU C TEKyIlleld Harpy3koi (¢ yuy€ToM CKOpOCTH) Ha mHTep(eiicax (AJi1 JaHHOTO pPEeXHUMa
HeoOXo/uMa ero InojaJepXkka B JpaiiBepax CeTeBbIX KapT). Bxoxsiue makeTbl NpUHUMAIOTCA
TOJIbKO aKTUBHBIM CETEBBIM HHTEp(eiicom;

- «ApanTuBHas OaJaHCUPOBKA HArPYy3KW» — BKIJIIOYAET B ce0sl OalaHCUPOBKY UCXOAIIEro Tpaduka
1 OaaHcupoBKY Ha npuéM (rlb) mst IPv4 tpaduka u He TpeOyeT NPUMEHEHHUSI CTICITHATBHBIX KOM -

MyTaTopoB. banancupoBka Ha npuém nocTuraercs Ha ypoBHe nporokosa ARP myTém nepexsara
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ARP 0TBETOB JIOKaJIbHOI CHCTEMBI U NIEpE3aucH (PU3MUECKOro aapeca Ha aJipec OJHOTO U3 CeTe-
BbIX HHTEP(]ENCcoB (B 3aBUCUMOCTHU OT 3arpy3KH);
3) ykasaTh, €ciId 3TO HEOOXOoAMMO, mapaMmerpsl oObenuHeHus B none «Ilapamerpsl oObenuHe-
HUSY,;
4) naxarb kHONKY «Hazany;
5) B pesynbTare OyaeT co3gaH arperupoBaHHbIM MHTepdeiic bond0. [{ns nanHoro mnHrepdeiica
MOXXHO 3a1aTh IP-anpec u, eciiu HE0OX0IUMO, TOTIOJIHUTENIbHBIE TapamMeTpsl (Puc. 74);
6) Haxarb KHONKY «IIpuMeHUTHY.

Obvedunenue unmepgeticos 6 seo-unmepdpetice alterator-net-eth

IMA KOMNBKOTEPA.  server

WuTepheick
enpls3 CeTtesan kapta: Intel Corporation B254@EM Gigabit Ethernet Controller
enpls8 Npoeoj NoacoeguHEH
MAC: B3:.00:27:87:32:24 P
BepcuAa npotokona IP.  [Pvd w BRNHOUYNTE
Kondmrypaumwa:  Bpyunyto i

192.168.0.185/24

IP-appeca:

Jo6asTe 1 IP: 124(255.255.255.0)

LNz no ymonuanww: | 192.168.0.1

DMS-cepeepsl:  8.8.8.8

NomeHbl nowcka:

(HECKDNEBKD IHAYEHWA IANMCHIBATCOR Yepe3 npoben)

AononHuTenbHO...

Cospate obbeguHeHnE...

CozpaTe ceTeBOM MOCT...

e [ Copoors

Puc. 72
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Buvibop cemesvix unmepgeticos 0nsi 0b6vedunenus

O6bLeAuHeHHbli MHTepdeiic bondo

Mcnonsayemsie nHTepdencs JocTynHble MHTEpdEeck

enpls3
enplsB n

MonuTuka

() Round-robin

() AKTVBHBII-pe3epEHBI

(O XoR

() LIMpOKDBEILATENEHAR

ArpervpoBaHne kaHanoe no ctaHaapty IEEE 802 3ad

(O) AnanTueHaR GanaHCUPOBKA HATPYZKA NEpeaun

() AnanTuBHaR BanaHCUPOBKA HATPY3KA

MapameTpel 05LEANHEHWA. | miimon=100 lacp_rate=1 xmit_hash_policy=2

Puc. 73

Hacmportixu unmepgetica bond0

mMA KOoMNLIOTEPA: | server

WHTepdench

bond0 Obreguenue: enpBs3 enp@s8
HHTepheirc BuIKIHYEH
A

Bepcna npoTokona IP:  IPwd BrNHUNTE

Kondmrypauuwa:  Bpyuxyro w

192.168.0.185/24

IP-agpeca:

[06a8ATS 1 IP- 124(255.255.255.0) v

LWnwoz no ymonuanmw: | 192.168.0.1

DNS-cepeepsl: | 8.8.8.8

JomMeHBl NOMCKa:

(HECKONEXD IHAMEHWH IANMCHIBATCA Yepe3 npaben)

Cozpate o6begMHEHME... Yaanute obbEgWHEHME... HacTponTb ofbeauHEHME. ..

Co3aaTh CETEBOA MOCT...

Puc. 74
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WNudopmanuio o NOIydMBIIEMCS arperupoBaHHOM HHTep(eiice MOKHO MOCMOTPETh B /proc/
net/bonding/bond0.
Jnist ynaneHusi arperupoBaHHOTO MHTepdeiica HeoOxoauMo BeIOpaTh ero B cnucke «HHTepdeii-

CBhI» ¥l HAKATh KHOMKY «Y IaJUTh O0ObSTUHEHHE. . .».

5.1.3 CereBble MOCTHI

Monayns «CeteBble MOCTBI» (HakeT alterator-net-bridge) mo3BoaseT opraHu30BaTh BUP-
TyaJbHbIA CETEBON MOCT.

I[Ipumeuanue. Ecnu unTepdeiicsl, BXoasdlMe B COCTaB MOCTA, SIBJISAIOTCSA €AMHCTBEHHBIMU
($u3nuUecKy MOAKIIOYCHHBIMU U HACTPOMKa MOCTa MPOUCXOJNUT C YAAIEHHOTO y3Il1a yepe3 3T UHTepdeii-
CBI, TO TpeOyeTcsi COOI0aTh OCTOPOKHOCTD, TaK KaK ATH UHTEPQEHCHI epecTaHyT ObITh JOCTYITHEI.

st co3manms Ethernet-mocta HE00X0IUMO BBITIOTHUTH CIISAYIOMINAE JEHCTBUS:

1) y unTepdeiicoB, koTopsle OyyT BXOJUTH B MOCT, yAanuTh IP-afpeca u nuio3 0o yMoI4aHuio
(ecnu oHM OBLIM YCTaHOBJICHBI);

2) naxarb kHoONKy «Co3nath ceteBoit mocT» (Puc. 75);

Hacmpotixa cemu 6 sedo-unmepgheiice

limMA KOMMEKOTERA.  server

WuTepdeicbl
enp0s3 CeTesan kapTa: Intel Corporation 82540EM Gigabit Ethernet Controller
enp0s8 npoBcd MogcoefrHEH
MAC: BB:8@:27:33:68:99 #
BepcwA npotokona IP.  [Pyd w BRAHYNTE
Kondmrypauma:  Bpyunyto ~

IP-agpeca:

[0GAEHTE © IP- 124(255255.255.0) ~

LLInt3 no ymMonuaHng:

DMNS-cepeepel:

[NoMEHk] NOWCKA:

[HEeCKONBLKD 3IHA%EHMA 3anMCEIBAOTCA vepel npoben)

fenonHuTensHo..

Cospate c6begUHEHWE...

CospaTe ceTEBOM MOCT...

rpmcrurs [ Copoc |

Puc. 75

3) B okHe «CeTeBble MOCTBI» B Tone «HTepdeiic-MocT» BBECTH UMS MOCTA;
4) B BeIMajgawIieM cnucke « Tum mocTta» BeIOpaTh TUM MocTa: «Linux Bridge» (mo ymomganuio)

i «Open vSwitchy;
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5) mepeMecTHTh CEeTeBbIe HHTEPPEHCHI, KOTOPBIC OYAYyT BXOAUTH B MOCT, U3 CIIUCKA «JlOCTyIHBIC

UHTEPENCHD B CIIUCOK «YIIeHBI»;

6) Haxatb kHOTIKY «Ox» (Puc. 76);

7) B pesynbrare OyaeT co3naH ceTeBoit uHTepdeiic mocta (B mpumepe vmmbr0). [[ns nanHOTO MH-

Tepdeiica MoxkHO 3a1ath [P-anpec u, ecnu HeoOXoaMMO, TONOTHUTENbHBIE TapaMeTpsl (Puc. 77);

8) HaxaTbh KHONKY «IIpruMeHUTDHY.

Buibop cemesozo unmepgetica

WHTepdeic-mMocT: | vmbrl Tan mocTa:  Linux bridge
UneHsl [ocTynHele WHTEpdEics
enpls8 n enp0s3
Puc. 76

Hacmpotixa napamempoe cemesoco unmepgetica vmbr(

MmMA kKoMNbKITEPA:

server

NuTepheics

wvmbrQ
enpls3

CeTeson mocT: enp@sd
MAC: 2e:68:69:b7:9a3:81
WHTeppeidc BKINYEH

Bepcua npotokona IP:

KoHdmrypauus:

IP-agpeca:

LU0z No yMONUaHWK:
DMNS-cepeepbl:

JOMEHEI MOWCKA!

rpmcrrs [ Copeerr

IPv4 v B Brniounts

Bpyutyto ~

192.168.0.186/24
LoGasnTs 1 IP; /24 (255.255.255.0) v

192.168.0.1

B.8.8.8

(HECKDNLKD IHAYEHWH IAMMCLBANTCR Yepes npoben)

Cospatb obbegMHEHME...
Co3paTh CETEBOI MOCT... ¥nanuTb CETEBOI MOCT... HacTtpouTth ceTeBoii mocT...

Puc. 77
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s ynanenust uarepdeiica Mocta, He0OXOAMMO BBIOpaTh ero B criucke «MHTepdeics» u HaxaTh

KHOIIKY «Y JaJIUTh CETEBOM MOCT...».

5.1.4 Hacrpoiika ob1iero noakito4eHus kK cetu MHTepHer
[Tonmp30BaTenN KOPIOPATUBHBIX CETEH OOBIYHO MOJKIIOYAIOTCS K ceTH MIHTEepHeT yepe3 oAauH 00-
muid KaHat. J{Jis opraHu3aIii COBMECTHOTO JIOCTYTA K ceTH VIHTEepHET CTaHIapTHBIMH CPEICTBAMH TIOJ -
JICP>)KUBAIOTCS JIBE TEXHOJIOTHH, KOTOPBIE MOTYT UCIIOJIB30BATHCS KaK MO OTAEITBHOCTH, TAK U COBMECTHO:
- HCIOJb30BaHUE MPOKCH-CEPBEPA;
- wucnonb3oBanue NAT.
O06a cniocoba mpeAroararwT, 4To coeTMHeHne ¢ IHTepHeT KOMITBIOTEpa, Yepe3 KOTOPBIA MPEeIIo -

JlaraeTcsi HaCTPOUTDH OOIIUI BBIXO/I, MPEABAPUTEIHHO CKOH(PUTYPUPOBAHO.

5.1.4.1 [Ilpoxcu-cepsep

OTnuuuTenbHO 0COOEHHOCTHIO HCIOJIb30BaHUSI MPOKCH-CEpBEpa SBISETCS TO, YTO, MOMHMO
MPeOoCTaBlIeHUsl JAOCTyNMa K BeO-caiiTam, MPOKCH-CEPBEP KAIIUPYET 3arpy:KeHHbIE CTPAHHIIBI, a MPHU
MOBTOPHOM OOpalleHUH K HUM — OTHAET MX U3 CBOETO K3IA. JTO MOXKET CYIIECTBEHHO CHU3UTh
notpebiieHue Tpaduka.

VY npoxkcu-cepBepa ecTb JBa OCHOBHBIX pexnuma paboThI:

- [PO3pPAYHBIN;
- OOBIYHBIN.

st paboTBl C TPOKCH-CEPBEPOM B MPO3PAYHOM PEXKHMME CHelHalbHas HACTPOMKa pabovmx
cTaHiuit He motpedyeTcs. OHU UMb JOHKHBI UCIOJIb30BaTh CEPBEP B KAUECTBE LUII03a [0 YMOIYAHUIO.
DTOTr0 MOXKHO JOOUTKCS, ClIeNaB cOOTBeTCTRYIoIME HacTporiku Ha DHCP-cepaepe.

Jlist Mcronb30BaHMs MPOKCH-CEpBEpa B OOBIYHOM peKUME MOTpeOyeTcss Ha KaKIOM KJIHEHTE B
HacTpoiikax Opay3epa yka3aTh JaHHBIE pokcu-ceprepa (IP-agpec u mopt).

[IpeumyiiecTBOM OOBIYHOTO peXuMa PabOThI, TPEOYIOMIEro MEPEHACTPOUKH MPOTPAMM JIOKAITh-
HOM ceTH, SBISETCS] BO3MOXKHOCTh MPOU3BOIUTH ayTEeHTU(UKAIINIO TIOJIb30BaTENel U KOHTPOIUPOBATH HX
JIOCTYTI BO BHEIIIHIOIO CETh.

B paznmunbIX Opay3epax MecTornonoxeHue (popMbl HACTPOWKH Ha MPOKCH-CEPBEP PA3IUIHOE.

[To ymomyaHuIo MPOKCU-CEPBEP HE MPENOCTABIIAET AOCTYM B IHTepHET HUKOMY Kpome celsi caMo-
ro. Crimcok cereit, 00CTy>KUBaEMBIX MPOKCH-CEPBEPOM MOKHO M3MEHHTD, HaXKaB Ha KHOIKY «Pa3pemén-
Hele ceTu...» B Moayie LIYC «Ilpokcu-cepsep» (naker alterator-squid) u3 paszgena «Cepsepb»
(Puc. 78).

s Toro 4to0bl BKIIIOYUTH ayTeHTU(UKALIUIO TOJIb30BaTeNlell U KOHTPOJIUPOBATh UX AOCTYIl BO
BHEIIIHIOIO CETh, HEOOXOAUMO BHIOPATh OOBIUHBIA PEXKUM NPOKCHPOBAHUS U CIIOCOO ayTeHTU(UKAIUH,

oTnu4HbId oT «be3 ayrentupukanum» (Puc. 79).
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Mooynw «IIpoxcu-cepsep»

OCHOEHEIE NapameTpekl

OcHOBHEE TapaMempE! yTPASNEHUR NPOKCU-CEpEe oM

[C] BrmouvTL CEPBMC NPOKCH-CEPBEPA

BeIBEPUTE PEMWM NPOKCWPOBAHWA: MpospauHeii v
BhIGEpWUTE CNOCOG ayTEHTHHMKALWMNA:

MopT npokcu-cepeepa:  312g

(Homep nopTa)

JocTyn K goMmeHam

Anr kamdod uz exbpanHol pynne Mosxem Gems 3adaHa NoAUMUKa pa3peweHUs Uiy Janpema Ha Jocmyn K ykasaHHeM & Noae sHu3y JoMeHaM.

AETDFI'IJBDEBHHI:IE NoAB30BaTENN MonuTHKa

noctyna
TPk

PaspewnTs goctyn ~

Cnucok
cyihdmkcoe

OO0MEHDE:

(Cnncok gomenHss: cythdmrcos pasgenéxuse: npobenamm; amasi cyddmec
HAYHHAETCA C TO4KH)

Puc. 78

Hacmpoiika aymenmughuxkayuu nonvszosamenei

BHMHOYNTE CEPEUC NPOKCH-CEPBEPA

BriGepuTe pexiM NpOKCMPOBAHWA: TFer v

BuIGEpUTE CNOCOG AYTEHTHOMKALWAN. | arheros -

MopT NpoKCH-CEpBEpa; Bes ayTeHTuduraLm
Kerberos

PAM
——

Puc. 79

[Tpokcu-cepBep NpUHUMAET 3alpOChl U3 JIOKAJIBHON CETH M, IO Mepe HEOOXOIUMOCTH, NepeaaéT
MX BO BHEIIHIOIO ceTh. [locTymenue 3anpoca 0ku1aeTcst Ha ONPEIeIEHHOM MOPTY, KOTOPBIN IO yMOJI4a-
HUIO UMEET CTaHJapTHBIN Homep 3128.

[lepen Tem Kkak BBINOJHUTH MEpPEHANpPABIECHUE 3aMpoca, MPOKCU-CEPBEP MPOBEPSIET MPUHAIIICHK-

HOCTB CETEBOTO aJ[pec y3Jia, C KOTOPOTO 3arpoc ObUT OTIIPABIICH K TPYIINEe BHYTPEHHUX CETEBBIX aJJPECOB.
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Jist Toro 4toObl 3ampochl, OTHPABICHHBIE W3 JIOKATBHOH ceTH, 00paldaThIBAINCH MPOKCH-CEPBEPOM,
HE00X0UMO 100aBUTh COOTBETCTBYIOIIYIO TPYIILY aIpecoB (aapec MOJACETH U apECHYI0 MacKy) B CIIHU-
COK BHYTpPEHHHX ceTeil B pasnene «Pa3peménnsie cetn» (Puc. 80).

Hacmpotika cnucka énympennux cemeii

Pa3speléHHbIE CEeTH

Zanpock U3 ykaszaHHex cemel Gydym ofpafomans. 3anpock uz dpyaux cemed Gydym NpouzHOpUDOSaAHLL

192.168.0.0/24 (Network]) Ceth 192.168.0.0/24
1=F =

(IP-agpec/GnTe nogceTH)
KOoMMEHTADWIA:

Network]

I

Puc. 80

BropeiM ycnoBueM mepenayu 3anpoca sBISETCs NPUHAUIEKHOCTb LIEJIEBOr0 MopTa K pa3peméH-
HOMY Auana3ony. [IocMOTpeTs U OTpeaKTUPOBaTh CIIMCOK pa3peIIEHHBIX LENEBBIX IOPTOB MOKHO B pa3-
nene «Pazpeménnslie npotokossl» (Puc. 81).

Hacmpotixa cnucka paspeuiénubix yenegvix nopmos

Pa3spewéHHbIe NPOTOKOMbI

Banpockl U3 ykazaHHsx cemel Gydym ofpafomans. 3anpocs u3 dpyeux cemel Gydym npousHOpUpOSaHLL

HITPS (C) C nopra: 443 Mo nopT: 443

GS5-HTTP

GOPHER [Homep nopTa) (womep nopTa)

WAIS _

e Cnocod coeMHEHNA: Trmsraes

TP [[] BrnwunTe NPO3pauHOe NepeHanpasneHne
SVUAT KommeHTapwit:

HTTP HTTPS (C)

CuUPs

Multilingual HTTP

Filemaker

Puc. 81
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[Ipoxcu-cepBep MO3BOJISIET BECTH CTATUCTUKY MoceleHuid ctpanul] B UutepHere. OHa 1ocTynHa B
monyne LIYC «IIpokcu-cepep» (maker alterator-squidmill) B pazgene «Cratuctukay. OCHOB-
HOE MpeJHa3HauYeHHEe CTATUCTUKU — MPOCMOTpP OT4ETa 00 00bEME MOTyueHHBIX U3 MIHTepHeTa JaHHBIX B

NPUBSA3KE K MOJIb30BATENSAM (€C/IM BKIIIOUeHa ayTeHTUuKaus) win kK [P-agpecam KIueHTOB.

5.1.4.2 NAT

NAT (Network Address Translation, npeo6pazoBaHHe CETEBBIX aJPECOB) — 3TO MEXAHU3M B CETAX
TCP/IP, mo3Bonstonuii mpeodpazoBeiBaTh [P-afpeca TpaH3UTHBIX MakeToOB. TakuM 00pa3oM, KOMITBIOTE-
PBI JIOKAJIBHOM ceTn, nMeromue [P-anpeca, 3ape3epBUpOBaHHbBIE ISl UCIIOJIB30BAHUS MCKIOYUTENBHO B
JIOKaJIBHBIX CETAX, MOTYT HCIIOJIb30BaTh OOIIWI KaHal jocTyna K ceTu MHTepHer (oOutuii BHemHui [P-
azapec). IIpu 3ToM Ha KOMIIBIOTEPE-LIIO3€E, HEMIOCPEICTBEHHO MOAKIIOYEHHOM K ceTH MHTEepHEeT, BhINoI-
HseTCs IpeoOpa3oBaHue aIpecoB.

Hactpoiika NAT ocymectBasiercst B moayie IYC «Buemnue cetn» (maker alterator-net-
iptables) u3 paznena «bpanamaysp». [ MUHMMAaIbHONH HAaCTPOMKH JOCTATOYHO BBIOpATh PEKUM
pabots! Lmo3 (NAT), oTMeTuTh NpaBuUiIbHBIA BHEUIHUM cereBod uHTepdelic (Puc. 82) u HaxaTth Ha
KHOIIKY «[IpumeHuTHY.

Hacmpouixa NAT 6 mooyne « Buewnue cemu»

BepcuA IP: IPvd v BrNHouNTE Gpanamay3p
BhIGEPUTE PEXUM DAGOTHI Winros (MAT) V
Bribepute BHELLHWE enpls3 (Intel Corporation 82540EM Gigabit Ethernet Controller )
WHTEpdEeNCE: 152 168.0.185/24

PazpelunTs EXOAANE COBIMHEHNA HA BHELWHWX MHTepdeicax:

Cny#ok!: LleHTp ynpaeneHna cHCTemMon (waww)
Cuctema nevatn CUPS
DHCP
DMNS
Mepegada hainoe (FTP)
MouToBLIA cepeep (IMAP)
LDAP
OpenVPN
MouToeslid cepeep (POP3)
MpoKcK-cepeep

Mainoeslin cepeep (Samba)

MruTneLi renean FSMTDY

Puc. 82
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5.1.5 Asromaruueckoe npucBoenue [P-anpecos (DHCP-cepsep)

DHCP (Dynamic Host Configuration Protocol) — mnpoTokon, NO3BOJSAIOLUN KIUEHTY
CaMOCTOSITENIBHO MoayuuTh [P-agpec w3 3ape3epBUpOBAHHOIO [JMala3oHa aApecoB, a TaKxKe
TOTIOTHUTEIbHYI0 HH(popManuio o JokanbHOU cetu (DNS-cepBep ceTw, JOMEH MOMCKa, MUIO3 IO
YMOJYaHHUIO).

UtoOb1 HactpauBath DHCP-cepBep, Ha MammHe JOJDKEH OBITH XOTS OBl OJMH CTaTHYECKH
ckoH(purypupoBannsiii Ethernet-untepdeiic.

Hactpoitka DHCP-cepBepa ocymectBusiercs B wmoayine L[YC «DHCP-cepBep» (maket
alterator-dhcp) u3 paznena «CepBepbi».

s Brimouennst DHCP-cepBepa HEOOX0MMO YCTaHOBHTh OTMETKY B T0JIe «BKIIFOUUTH CITyX Oy
DHCP» (Puc. 83), yka3aTh HauanbHBIA U KOHeuHbIH [P-aapec, a Takke muit03 M0 yMOT4aHUIO (OOBIYHO
ato IP-anpec cepBepa Ha ceTreBoM uHTEpdelice, 00CITy)KHBAIOIIEM JIOKAILHYIO CETh).

Hacmpotixa mooyns DHCP-cepsep

O6LWe HACTPONKK
BepcHA IP:  [pya w

BrnouwnTe cnyxoy DHCP

WHTepdedic:  enp0s3 (192.168.0.1 - 102.168.0.254) v

[MAKCHMANLHO AOMCTHMBI QWANAI0H AgPecos)

Hauanehblil IP agpec: | 192 168.0.50
KoHeuHslid IP agpec: 102.168.0.60

Cpok AefcTBUA BAPECR: | yac -

WHdhopMmaumA, NpefocTABNAEMARA KNHWEHTaAM

DNS-cepeep: | 192.168.0.251
JOMEH NOWCKA. | tact alt

LLInkE No yMonYaHui: 192.168.0.1

== ==

Puc. 83

Teneps mpu BKIIFOUEHUH JTIOO0N KIMEHTCKOM MAaIIMHBI C HACTpoiikoil «momydyenue [P u DNS
aBTOMaTHuYecKuW» OyneT mpucBauBarbes nuito3 192.168.0.1, DNS 192.168.0.251 u agpeca HauuHas C
192.168.0.50 o nopsaky BriroueHus 10 192.168.0.60.

WNHorna ObIBaeT Moyie3HO BbIAABAaTh KIMEHTY OJIUH U TOT ke [P-agpec HezaBHCHMMO OT MOMEHTa

oOpaienusi. B atom ciiydae oH ompeaensiercss no anmnapatHomy azapecy (MAC-aapecy) ceTeBoil KapThbl
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kiueHTa. s moOaBiieHHsT CBOWMX 3HAYCHHW B TAOJHMIYy COOTBETCTBUS CTAaTUYECKUX aIPECOB CICHYET
BBecTH [P-anpec u coorBercTByrommii emy MAC-anpec u Haxxath KHOTIKY «/J{oO6aBuTh» (Puc. 84).
Ilpussaska IP-adpeca k MAC-aopecy

CraTuueckwe agpeca

O IP-agpec

D 192.168.0.55 08:00:27 4c:d4:84 teacher

Ak
Ak

MAC-agpec HMma koMmnbloTEpa

4
Ak

HOBLIA CTATWYECKWA apec:

IP-agpec: 192.168.0.59
MAC-agpec:  3c:21:9c:ae:28:b0

IMA KOMNEOTEPA:  test

Puc. 84

Brimannsie [P-agpeca MOXHO yBUAETh B cliucke «TeKylne AUHAMHUYECKH BBIJAHHBIE aJpecar
(Puc. 85). Umeetcst BO3MOXKHOCTh 3a()MKCUPOBATh BBIAHHBIE ajjpeca, 3a JaHHBIMU KoMIbloTepamu. s
ATOr0 HEOOXOJMMO OTMETHUTh XOCT, 32 KOTOPBIM HYKHO 3akpenuTh IP-ampec, W HaxkaTh KHOIKY
«3aduxcupoBaTh agpec Ak BBIOPAaHHBIX KOMITBIOTEPOBY.

Cnucok OuHamuuecku 8bl0aAHHbIX AOPECO8

Tekylme AUHAMHISCKH BlfeNeHHbIe agpeca

D Hma komnbroTEpa % | MAC-agpec % | IP-appec % | lopgexn po

4

D teacher S¢c.2d:cd 80:4e:03 192.168.0.51 Yt 14 cen 2023 21:08:20 EET

3adukcvpoBaTh agpec ANA BblBpaHHbIX KOMNbBIOTEPOE

Puc. 85

5.2 Pa3BepThIBaHUE TOMEHHOUN CTPYKTYPHI

Jlna pa3BepThIBaHMSA JOMEHHOH CTPYKTYphl npenHasHaueH monyib L[YC «Jlomen» u3 pasnena

«Cucremay (naker alterator-net-domain) (Puc. 86).
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Hacmpotixa mooyna «/Jomen»

WmA gomena:; | localdomain

[Mpumeyarue: MMA JOMEHA O0/M¥HO COOTEETCTBOBATL RFC 1035:

1. MIMA AOMEHA J0TKHO COCTOATE W3 OOHOTO WM HECKONBKMX KOMNOHEHTOB, PA2AENEHHbIX TOUKAMM.

2. KOMNOHEHTE MMEHW NOMEHA A0MEHE! HAUWHATLCA CO CTPOYHOR WA NPONWCHOR NATWHCKDRA BYKELI, 3AKAHUMBATECA HA NATHHCKYID BYKEY WNW
uMpy, COAeP¥ATE NATWHCKUE BYKELI, LWADPE! N CUMBON «-».

3. KOMNOHEHT MMEHK AOMEHA HE O0M¥EH NPEELIWATE 63 CHMMBONOE.

4. MMA JOMEHA HE O0MMHO COAEP¥ATEL KOMNOHEHTLI «localhosts, «localdomain» ¥ «locals, KOTOPLIE 3ape3epEMPOEaHLl ANA CNYHEBHLIX Leneil.
5. PexoMeHOYeTCA YKA3bIBATb JOMEH KAK MUHAMYM M3 JBYX KOMMOHEHTORB, Pa3feN EHHbIX TOUKaMM.

Mpumepsi: domain loc, school-33.domain, deparment company

THn goMeHa:

(nomMeH, DCHOBaHHLIA Ha OpenLDAP 1 MIT Kerberos. PekOMEHOYETCA ANA AyTEHTHHRMKALWK paGouMx CTAHUWIA nog ynpasnednen ALT Linux)
3o mun HEEo3MOMHO LICNOAL30BAME, NOCKOLKY HE YCMaHO&eH nakem alt-domain-server.

(nomMeH AnA KoHTpoNNepa gomeHa Samba AD. PEKOMEHAYETCA ANS AyTEHTUMWKALNA pAGOUMX CTAHWWA Nog ynpasneHdrem n Windows v Linux)

3mom mun Heso3MOMHO UCNOL3083Me, NOCKO/ILKY He ycmaHoaneH naxkem samba-dc.

(NOMEH ANA KOHTPONNEpa AoMeHa FreelPA. PekoMeHAVETCA ANA ayTEHTUHMKALN PAGOUMK CTAHUWA NO4 ynpaeneHrem Linux)
3mom mun HEE03MOKHO UCTIOAB208aME, NOCKOLKY HE YCMaHoaneH nakem freeipa-server, freeipa-server-ans.

Tonsko DNS
(oBcny®MBaHWE TONLKD 2anpocoe DNS)

BHuMaHuWe: W3MEHEHWE UMEHW AOMEHA BCTYNMWAT B CUNY TONBKD NOCNE NEpe3arpy3kd KOMNbOTEDa

[[] BoccTanoenTe thaiin koHdurypalwn no ymonuaHuio (krb5.conf).

homenm ] Copocrs |

Puc. 86

Moaynp noaiep>KUBaEeT CIEeAYIOLINE BUIbI IOMEHOB:

- ALT-nomen. Jlomen, ocnoBanubiii Ha OpenLDAP u MIT Kerberos. /loMen Hy>XHO ycTaHaBiIH-
BaTh TOJBKO Mociie HacTpoiiku cepeepa DHCP. B npoTtuBHOM ciydae npuagrcsi BHIOMpATh IPyroe
M3 TOMEHa.

- Active Directory. JlomeHn s KoHTposiepa nfomeHa Samba AD. Pexomennyercs amnst ayTeHTUH -
Kaiuy pabounx cTaHuuii mox ynpasnenuem u Windows u Linux.

- FreelPA. llomen ais kontposuiepa nomena FreelPA. Pexomenmyercs st ayTeHTHDUKAIIN pabo-
YUX CTAHIMH MOJI yrnpaBiieHneM Linux.

- DNS. O0cnyxuBanue Tosbko 3anpocoB DNS ykazanHoro nomena cepsucoM BIND.

5.3 CereBas ycTaHOBKA OMEPAIIMOHHON CUCTEMBI Ha paboune MecTa
Onnoit 3 ynoO6HbIX Bo3moxkHOcTel OC «Anbt CepBep» NMpHU pa3BoOpaurMBaHUU WHOPACTPYKTYPhI
ABJIAETCSL CeTeBas yCTaHOBKA. [Ipm momomM ceTeBOl YCTAaHOBKM MOYKHO IPOM3BOJMUTH YCTaHOBKY
nuctpuOyTuBoB He ¢ DVD-nncka, a 3arpy3uB HHCTAJISITOP IO CETH.
5.3.1 [TonroroBka cepBepa
Ilepen HayamoM ycTaHOBKH pabouuX CTAHLMHN CIIEAYET MIPOU3BECTH MPEIBAPUTEIBHYIO HACTPONKY
cepBepa: 3amath uMs cepepa (Momaynb «Ethernet-untepdeiice» B «lleHTpe ympaBIICHUS CHCTEMOI»),

BirounTh DHCP-cepBep (Mmoayns «DHCP-cepBep»), 3aaaTh uMst JoMeHa (MOAYJb «JloMen»).
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[Mpumeuanue. Karamor /var/lib/tftpboot AOMKEH OBITH MOCTYNEH KIUEHTY 4Yepes
TFTP, karanor /srv/public/netinst J0DKeH OBITH TOCTYIEH KIHEeHTY depe3 NFS.
Hactpoiika TFTP:
1) sxmounuts TFTP-cepBep, ycTaHOBUB B Qailiie /etc/xinetd.d/tftp 3HaueHue:
disable = no
2) yIoanuTh WIM 3aKOMMEHTHUPOBATH CIEAYIONIYIO0 CTPOKY B (aiine /etc/xinetd.conf:
only from = 127.0.0.1

3) mnepezamycTuTh cepBHc Xinetd:

# systemctl restart xinetd

Hactpoiika NFS-cepsepa:

1) B ¢ain /etc/exports 100aBUTh CTPOKY:
/srv/public -ro,insecure,no subtree check, fsid=1 *

2) SKCHOPTUPOBAThH KATAJIOTH:
# exportfs -r

3) paspemuth rpcbind NpocaymuBaTh BXOIAIINE COSTUHEHUS U3 CETH:
# control rpcbind server

4) 3amycTuTh U 100aBUTH B aBTO3arpy3ky NFS-cepsep:
# systemctl enable --now nfs-server

[Ipumeuanue. B HacTosimmii MoMeHT Moayib «CepBep CETEBBIX YCTAaHOBOK» HE TO3BOJISET
HacTpouTh ycTaHoBKY B EFI-pexume mist PXE-ycTaHOBKH.

[Tepen axTuBaiueil ceTeBoil ycTaHOBKU MOTPeOyeTCss UMIOPTUPOBATH YCTaHOBOUHBINH DVD-muck
OC, npensaputensHo BcTaBuB ero B DVD-mpuBoa cepsepa, 1100 MOXHO HCIOJIb30BaTh 00pa3 AMCKa,
pacroioKEeHHBIM Ha (ailyloBoil cucteme Ha cepBepe (Hampumep, /tmp/alt-workstation-11.0-

x86_ 64.1s0). MoxHo TaKxKe UCIIOJIb30BaTh URL BUJA

http://ftp.altlinux.org/pub/distributions/ALTLinux/images/pl0/workstation/
x86 64/alt-workstation-10.4-x86 64.iso.

[Ipumeuyanue. JlokanbHbIN (aiia 10MKeH OBITH JOCTYIEH Ul nobody U A0IKEH HaXOAUTHCS
Ha cepBepe, rue 3anyuieH alterator-netinst.

B pasmene «CepBep ceTeBbIX YCTaHOBOK» (makeT alterator-netinst) (Puc.87)
HE00X0IMMO yKa3aTbh, OTKYa UMIIOPTUPOBATh HOBBI 00pas3, M HaXaTh KHOTKY «J{00aBUTHY.

[Iponecc nobasnenust oopasa (Puc. 88) 3annmaeT kakoe-To Bpems.
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Buvibop ucmounuxa ona umnopma ycmano8ouHo2o oopaza

Hoeblii 06pas:
© 3Zarpyante c COD/IDVD
() 3arpyauTe daiin:

Puc. 87

Ilpoyecc oobasnenus ycmanogouno2o oopasa

3arpy3xa o6pasa...

CDIDVD

Puc. 88

[Tocnie mobGaBneHus: oOpa3 mosiBUTCS B crucke «Jloctymabie 00pa3sl auckoB». Heo0Xoammo BbI-
Opatp u3 cnucka oguH u3 oopazos (Puc. 89) n naxaTth kHONIKY «BBIOpaTHY.

Buvibop oopasa oucka

Tekywiwii o6paz: ALT Workstation K 11.0 build 2025-02-21
(w3 cdrom:)

[oCcTyNHEle 06PAa3LI OQUMCHDE:

Het obpaza
ALT Workstation K 11.0 build 2025-02-21
ALT Server 10.4 x86_64 build 2025-01-27

Puc. 89
Ha sToM moaroToBka cepsepa K ceTeBOi YCTaHOBKE pabO4YMX CTAHIMH 3aBepIleHa.
JIOTIOTTHUTENBHO JTAaHHBIN MOJYJIb TO3BOJISIET BBIOpaTh BapuaHT 3arpys3ku (Puc. 90), manpumep,
HerocpeacTBeHHO 3arpykaTh OC HeKoTopbIxX Live-Bepcuii AUCTpUOYTHBOB.

Buibop eapuanma 3aepysxu

BapuaHT 3arpysit. | yerauneka cuctemsl v

3arpyaka ¢ MECTHOTD AWCKa

vncpasswd
BE3ANCKOBLIA KNWEHT

TeCcT NaMATH

Puc. 90
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JIJist BKITIOUEHUS PEKMMa aBTOMATHYECKON yCTAaHOBKH HE0OX0IUMO BhIOpaTh 00pa3, BHIOpATh Ba-
PHAHT 3arpy3Ku «YCTAaHOBKA CHCTEMBI», YCTAHOBUTH OTMETKY B I0JI€ « ABTOMAaTHUYECKasi YCTAHOBKA», B
nosie «MeTagaHHbIe» yKa3aTh KaTalor ¢ yCTaHOBOYHBIMHU (paitmamu (Puc. 91) U coxpaHuTh HaCTpONKH,
Ha)kaB KHOTIKY «IIpuMeHuTH».
Bxrouenue pesrcuma agmomamuueckori ycmaHosKu

B ABTOMATWUECKAR YCTAHORKA:
MeTagaHHbIe: ftp:/f192.168.0.186/metadatal

Puc. 91

Ecmu ormeden myHKT «Brimtounts yctanoBky o VNCy», To nanee He0OX0AUMO BBIOpATh HampaB-
nenue coenunenus (Puc. 92). Y nan€Hnsiil 10CTyIT K KOMIIBIOTEPY ObIBA€T ABYX BHJIOB:

1. Co cropoHsl knueHTa. Bo BpeMs yCTaHOBKHM aJMUHUCTPATOP MOXKET ¢ noMouibio VNC-kineHTa
MOAKJIFOYUTHCS K KOMIIBIOTEPY, Ha KOTOPOU IIPOU3BOAUTCS YCTAaHOBKA, 3Hasd ero [P-agpec u 3anan-
HBIN TTapOJib.

2. Co cTopoHbl cepepa. Bo Bpemsi yCTaHOBKHU C Ka)KJIOI0 KOMIIbIOT€pAa MHUIIUUPYETCA MOJKITIOYE-
HUE K 3alyLIEHHOMY Ha 3a/laHHOM KommbioTepe VNC-kinueHTy. KoMnboTep-npuéMHUK COeTUHE -
Hul 3anaérea [P-agpecoM nnm umeHeMm.

Buibop nanpasnenus coeounenus

BapWaHT 3arpyaxu: YCTAHOBKA CUCTEM ~

BrAKUNTE YCTaHOEKY no VNC
[ Tonsko no VNC

HanpaeneHwe COEQMHEHWA:
MogrnioueHne co CTopoHsl VMC knneHTa

MogknueHne co cTopodel VNG cepeepa | 192.168.0.200

(IP agpec Mnn MMA KOMNEOTERA)

Puc. 92

B cnyuae, xorma pabota ¢ anmapaTHOM MOJCHCTEMON BBOJIa-BBIBOJA HEBO3MOXHA (HAIpUMeED,
€CJIM KJIaBHATypa, MBI WIM MOHUTOP OTCYTCTBYIOT), MOKHO HCIIOJNb30BaTh BapuaHT «Toibko Mo
VNC».

Ecnu HeoO0xo1uMo yripaBisiTh YCTAHOBKOM yAaJIEHHO, HEOOXOJIMMO OTMETUTh MyHKT «BKIIIOUUTH
ycranoBky o VNC» u nyHKT «[logkmouenue co ctoponsl VNC cepBepa» paznena «HampaBineHue
COeMHEHUS» M YyKa3aThb B moine [P-agpec mnm uMs KOMIBIOTEpa, ¢ KOTOPOro OyAeT MPOHCXOIUTH

ynpasnenue. /s npuéma noAKIOUYEeHNs MOKHO 3allyCTUTh, HAIlpUMEp, vicviewer -listen.


https://www.altlinux.org/Autoinstall
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[Ipumeuyanue. Ilo okonuanuu npouecca yctanoBku OC Ha pabo4MX CTaHIHUSIX HEOOXOIUMO
OTKJIIOUUTh CETEBYIO YCTAaHOBKY. JTO MOXHO C/eNaTh, BBIOpaB B crucke «JlocTynHbie 00pa3bl TUCKOBY»
nyHKT «HeT o6pa3a» u noaTrBepaAuB AelcTBUE HaXaTueM KHOIIKU «BbiOpaThby.

532 [ToaroroBka paboOYMX CTAHIHHA

Jl51s ceTeBOl yCTaHOBKHM ClleyeT 00eCednTh BO3MOKHOCTD 3arpy3KHU 10 CeTH padounXx CTaHIIMM,
Ha KOTOpBIX OyJeT Mpou3BoaAnThCs ycTaHoBka OC.

BonbIIMHCTBO COBPEMEHHBIX MAaTEPUHCKUX IIAT UMEIOT BO3MOKHOCTB 3arpy3KH IO CETH, OJJHAKO
OHa 0 YMOJYaHHUIO MOXeT ObITh oTKMoueHa B BIOS. PaznuuHble MpOM3BOANUTENN MAaTEPUHCKUX ILIaT
JIAIOT pa3Hble Ha3BaHMs JaHHOW BO3MOXKHOCTH, Hampumep: «Boot Option ROM» unu «Boot From From
Onboard LAN».

[TocnenoBarenbHOCTh YCTAaHOBKM IpU ycTaHOBKe ¢ DVD-aucka m mpu ceTeBOi yCTaHOBKE HE
OTJIMYAIOTCSI IPYT OT JpyTa.

5.4 FTP-cepBep

Mopyns «FTP-cepep» (maker alterator-vsftpd) u3 pasmena «Cepseps» (Puc. 93)

npeaHa3HaveH s Hactpoiiku FTP-cepsepa (vsftpd).

Hacmpotixa mooyna « FTP-cepgepy

O61WKe NapamMeTpbl

. Brniounte ciyxby FTP
Pa3pelnTs 3an1cs

[ PaspewnTh BX0/ aHOHUMHOMY N0/IL30BATEMN0
PazpelmTs BX0/ NOKANEHEIX NONE30BATENE
Pa3pelmTs HACTPO#KY ANA NOKANLHBIX NONL30BATENEN

MapameTpbl 3anMcK ANA aHOHMMHOTO NoNbL30BaTenA

Iy

MapameTpbl NOKaNbHbIX nonb3oBareneii

JINA BbIAENEHHBIX ~

MonbsoBaTent *

NocTyn Ha sanucb *

JlOBABNTE NONB30BATENA: v

Puc. 93

Yame Bcero nporokon FTP (File Transfer Protocol) ucronb3yercs ans opranuzanuu (HaiaoBoro
cepBepa C aHOHUMHBIM JOCTYyNoM. B03MOXHOCTH aHOHMMHOTO JOCTyNa YINPaBISETCA MMapaMeTpoM
«Pa3pemmTh BXOJT aHOHMMHOMY IOJIB30BaTEI0». MeHee pacnpoCTpaHEHHBIM BapuaHT — CEPBEP C
BO3MOXXHOCTBIO 3arpy’kaTh Ha HEero (paiiipl, B TOM YHCIe ¥ aHOHUMHBIM MOJB30BaTENIM. BO3MOXKHOCTh
3arpy3KkH BKJItouaercs napamerpom «Pazpemmts 3anucky». Eile oauH BapuaHT — cepBep, MO3BOJISIFOIINI

JIOKAJIBHBIM II0JIL30BATC/ISIM CKAaUMBATh W 3arpyxarb (1)8.171.]'1131 N3 CBOUX AOMAIIHHUX KaTaJIoI'OB. OTo0T
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BapHaHT UCTIOJB3YETCS PENIKO, YTO CBS3aHO ¢ HeOe3omacHOCThI0 poTokona FTP. Bo3moxkHOCTE paboTh
C JIOKaJIbHBIMU TOJb30BATENIIMU  yIpaBiseTcss mnapamerpoM «Pa3pemuTs BXOJ  JIOKAJIbHBIM
nojb3oBareasiM». YToObl MOJIB30BATENM MOINIM 3arpyXkarb (ailiibl, TpeOyeTcs BKIOYMUTH Mapamerp
«Pa3pemuts 3anuch». Pa3pemienue Ha 3arpy3ky (aiiiioB MOXHO HACTpauBaTh MHIUBUAYAIBHO, JJIS 3TOTO
HEO00XOMMO OTMETUTH NapaMeTp «Pa3pemmTs HaCTPOINKY JIOKAIbHBIX [10JIb30BATEICH.

Ecnu nHeobxonumo co3nate anoHuMHbIN FTP-cepBep, MoxHO ucnonb3oBath vsftpd B couetanuu ¢
naketoM anonftp. B memsax GezomacHoCTH cepBep MO yMOJIYAHHIO CKOH(DUIYPHUPOBAH MMEHHO JUIs
NPEeOCTaBIICHUs] aHOHUMHOTO JIOCTYTIA. 3anpelieHsl JJI00ble KOMaH bl 3aIIMCH, a TAK)KE JOCTYI JIOKAJIBEHO
3aperucTPUPOBAHHBIX MOJIb30BATENEH.

IIpu ycraHoBke makera anonftp aBTOMaTHYECKH CO3AAETCS KAaTaJIor, KOTOPBIN OyAeT KOPHEBBIM
IpY AaHOHMMHOM TOJKIIOUeHUH, — /var/ftp ¢ HeoOXOIUMBIMU MpaBaMu JI0cTymna. Bragenbiiem 3Toro
Karajora SBJISIETCS I0JIb30BaTelb root, a HE ICEBJONOJIb30BaTeNlb, OT MMEHH KOTOpOro paboraer
vsftpd. Oto cnenano mis obecneuenus OezonacHoctu FTP-cepepa u cucremsl B menom. ['pyrmmoi-
BJaJeNbLIeM  Karajora sBJsieTcs — crneuuanbHas —rpynmna  ftpadmin, npeaHasHaueHHas UL
angmuHucrparopoB FTP-cepsepa.

MHorue napameTpbl ucnonb3oBanus FTP-cepBepa, B ToM 4uciie OTHOCSIIHECS K O€30MacHOCTH,
MOTyT OBITh 3amaHbl npu momomm xinetd (memona HuTepHer-ciyx0). B wacTHOCTH, 3TOT cepBep
MIO3BOJIIET OIPAHUYUTH KOJIMYECTBO OJHOBPEMEHHO BBINOIHIEMBIX IIPOLECCOB KAaK IO CUCTEME B LIEJIOM,
TaKk U JUISl KaXJ0ro OTHAEIbHOIO IOJIb30BaTeNs, yKa3aTh IOJIb30BaTeNsl, OT UMEHH KOTOporo Oyner
BBITIOJIHATHCS CIY’)K0a, 3a/1aTh MPUOPHUTET mpolecca (nice), ykasaThb ajpeca, C KOTOPBIX pPa3pemieHo
HNOJKJIIOUYEHUE K JaHHOU cilyk0e, a Takxke BpeMs J0CTylla U MHOKECTBO JPYTHX MapaMeTpoB. YKa3aTb
3TH HACTPOWKH MOXHO B Moxayie «CiyxObl xinetd» (maker alterator-xinetd) u3 pasgena
«Cucrema». Hanpumep, ycTaHOBUTH HEOTpaHMYEHHBI MO ajpecaM JOCTYIl MOXKHO, yKa3aB B IIOJie
«Tomwko ¢ agpecoBy» 3nauenue 0.0.0.0 (Puc. 94).

Hacmpoiixa napamempos vsfipd ¢ mooyne « Cnyoucowvl xinetdy»

Cny%6kl:

OBwme HacTpoitkm

— chargen-dgram ® BrniounTs cepanc
— chargen-stream

FTP-cepeep

Mons3oeatens: | root
— daytime-dgram

+ daytime-stream
— discard-dgram Cepeep: | fusrfsbinfvsftpd

Mpynna;

- discard-stream ADTYMEHTHI CEpBEDA:
- echo-dgram

OrpaHWyeHnA afpecHoro NpocTpadcTea: | 200M
— echo-stream

+fip KonuuecTeo Npoueccos
+ tftp Ha Ka¥oro KnnexTa

- time-dgram Toneko ¢ agpecos: | 0.0.0.0

WuTepdeiic

=

- time-stream

Puc. 94
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5.5 VYpocroBepsromuii LeHTp

Mopayns «YpocroBepsitomuii 1eHTp» (makeT alterator-ca) u3 pasmena «Cucremayn
no3BoyiseT ympaBnATh  SSL-ceprudukatamu, HCMONB3yeMBIMH sl obOecriedeHus 0e30MacHbIX
COCIMHEHUI MEX/y CETEBBIMU y3J1aMHu.

Jlst o6ecnieueHust 0€30MaCHOCTH COCIMHEHUS ISl KIIMEeHTa (B KadecTBe KiaueHTckoro I10 moxer
BBICTYIIaTh, HAmpumep, BeO-Opays3ep) OCHOBHBIM SIBJISETCS BOMpPOC O NpuHATUU cepTudukara. [Ipu
MPUHATUU cepTU(UKATa BOBMOKHO HECKOJIIBKO BAPHAHTOB.

Ceprudukart cepBepa NoANNCAH OHUM U3 U3BECTHBIX KJIMEHTY yI0CTOBEPAIONIUM IIEHTPOM
(Y1)

B stom ciywae cepTuduKaT nmpuHUMaeTcs M ycTaHaBinuBaeTcsi OezomacHoe SSL-coenuHeHwue.
OO6pryno knuentckoe [1O (Hampumep, BeO-Opaysep) COIAEPKUT CHHCOK HamOolee M3BeCTHBIX YII u
MPEIOCTABIISIET BO3MOKHOCTh yIIpaBlieHus (100aBneHue/ynanenue) ceprupukaramu Takux Y1,

Ceprudukar cepepa noanucad Y1l HeM3BeCTHBIM KJIMEHTY

B sTom ciyuae crneayer caMOCTOSITEIbHO PEIIUTh BOMPOC O MPUHSATUU TAKOTO CepTH(HUKATA:

- MOXXHO BpeMEHHO (Ha BpeMs OJIHOH ceccuu) MPUHSATH CepTU(UKAT cepBepa;
- MOXHO MPUHSATH CEPTUPHUKAT CepBepa HA MOCTOSHHOW OCHOBE;
- ecnu Bl goBepsere Y1, moanucasmemy cepTudukar, MOXKHO 100aBUTH cepTrdUKAT camoro Y1

K CIIMCKY M3BECTHBIX CEPTU(UKATOB, U TAKUM 00pa3oM, B AalibHEHIIIEM BCE CEPTHU(PHUKATHI, TIOJIITH -

canHble 3TUM Y1, OyAyT NpUHUMATHCS aBTOMAaTUYECKHU.

Ceprudukar cepepa ABJsieTCs CAMONOANNCAHHBIM

DTO ciyuai, Korja cepTudukar cepBepa HE MOATBEPKIAEH BOOOIE HUKAKON TPEThEl CTOPOHOM.
Takue cepTUUKaThl UCHOIB3YIOTCS B JIOKAIBHBIX CETSX, IJI€ Bbl CAMOCTOATEIHHO MOXETE MPOBEPUTH
ayTeHTUYHOCTh cepBepa. B cioyuae camomoAmnucaHHBIX CEePTU(PHUKATOB BBl JOJKHBI CAMOCTOSITEIBHO
yOeauTbcss B TOM, YTO CepBep SBISIETCS TeM, 3a Koro ceOs BeIgaér. ChenaTh 3TO MOXKHO, CBEPHB
OTIIEYATKH MOJIYYEHHOr0 cepTU(UKaTa U PeaibHO HaXOSIIErocsl Ha cepBepe.

[Ipumeuanue. [Ipu nepBoM oOpamieHUH K MOAYIIIO «Y IOCTOBEPSIOLUINI HEHTP» HEOOXOUMO
co3nath Y1, ykaza ctpany u opranuzauuto (Puc. 95).

Mooyns « Yoocmosepsirowuii yenmpy. Cozoanue YIJ

Coctoaxue YL

CrpaHa (C): Ry

(aEyxGyrBenHLIl KOg CTPaHL)
Opranuzaumns (0): basealt

(Ha3BaHWE OPTaHWIAUMN, HANWCAHHOE NATHHOKAMK GyKEaMM)

Puc. 95
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Ha Bxnanke «Ynpasnenue YL» (Puc. 96) moxHo:

mpocMoTpeTh nHpopmaruio o ceprudukare YII;

BBITPY3HUTh IS JaJIbHEWIEro ucrosb3oBanus ceprudukar Y1 (daiin ca-root.pem). DToT
¢aiin moxHO Oyner no6aBuTh Kk crniucky YL, ucronszyemomy kinuentckuM 110, mocie yero Bce
ceptuduKaThl, MOANMMCAHHBIC TaHHBIM Y L] OyayT NpUHUMATHCS aBTOMAaTHICCKHY;

BBITPY3UTh, ISl JAJBHEHMIIET0 HMCIOJb30BaHUs, 3ampoc Ha moamuch ceptudukara YII[ (daiin
ca-root.csr). OTOT 3anMpoc MOXKHO MOAMUCATh CTOPOHHUM Y1I;

nepereHepupoBathk ceprudukar YI[ ¢ apyrumm mapamerpamu (MOKHO H3MEHUTH MapaMeTphI
«Crpana (C)» u «Opranmzarus (O)»).

Mooynb «Yoocmosepaiowuii yenmpy. Bxnaoka « Ynpaenenue YI»

¥npaeneHue cepTUhHUEaTAMK ¥npaenenwne ¥l

Cocroanune YL OK

CepTuwihHKaT BeIgaH
O6wee umA (CN): basealt Root Certification Authority
Mogpazpenenne (OU): basealt Certification Authority
Opranuzaumna (0): basealt
CtpaHa (C): RU
LieHTp BLIgaun
O6wee umAa (CN): basealt Root Certification Authority
Mogpazgenedne (OU): basealt Cerification Authority
OpraHuzaumna (0): basealt
Crpana (C): RU
PazHoe
Dara exigaun: May 3 18:56:33 2825 GMT
WMcTekaeT: May 1 1@8:56:33 2035 GMT
SHAl-cymma 98:FB:1F:86:9E:17:77:B5:0D:BF:8D:57:63:BF:B4:89:51:37:21:A0

MD5-cymma FE:42:DD:F4:52:CF:85:55:8B:ED:13:8B:6C:52:23:D4

CepTudmiar: ca-root . pem
3anpoc Ha NognWCE: Ca-root. cSr

] MepereHepupoeats YL

CtpaHa (C) Ry

(EyxOYKBEHHLIN K04 CTPAHL)
Opradnzauna (0). | pasealt

(Ha3eaHWe OPraHM3aUWKM, HENMCAHHOE NATHHCKUMKM GyKBaMK)

Puc. 96

Ha Brnanke «Ynpasnenue ceptudukaramu» (Puc. 97) MoxHoO:

HACTPOUTh €XKEIHEBHOE OOHOBJIEHHE MOANMHUCEH CcepTU(UKATOB, HCIOIb3YEMBIX JIOKAJIbHBIMHU
ciry>)k0aMH U cITy’KOaMu TTOAYMHEHHBIX CEPBEPOB;

MOJMUCATh MPOU3BOJILHBIN cepTU(dUKAT (3aIpoc Ha MOJNKNCH) KOPHEBBIM cepTudukaTtom Y1, Ha-

CTPOCHHBIM Ha BKJIAJIKE « YTpasiaeHue Y 1»;
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- NPOCMOTPETH COCTOSIHUSA W TOAIUCH JIOKAIBHBIX CEPTU(PHUKATOB U CePTU(UKATOB MOAUMHEHHBIX
cepsepos (Puc. 98).

Mooyns « Yoocmosepsrowuii yenmpy. Bxnaoka « Ynpasnenue cepmughuxamamuy

¥npaenenue cepruduEaTamm

Ynpaeneuue ¥

l:l BriounTE eXeHEEHEIE 0GHOBNEHWA B

Mognucare cepTudmnkaTr
BuiGepute thain | ®ain He euiGpad

anannnemme X0CThI

3arpy3nTk 3anpoc

L
O

NoBaBNTE XOCT:

Xoct

A

NoEanbHble CEpTHHNEATDI

b NobaBuTb

Puc. 97

Mooyns « Yoocmosepsirowuii yenmpy. Jlokanvhvie cepmughuxamot

EepHyTLCA K COMCKY

openvpn-server | OK

[ | postfix sel-signed certificate

May 3 1@:57:27 2825 GMT

May 2 19:31:25 2825 GMT

May 3 10:57:27 2826 GMT

May 2 19:31:25 2026 GMT

cepTUpUKaThI
|:| Hma % | CocToRHKE % | ata sbigadn % lopen po # | CepTuihMEAT BbigaH ]
[] | @httpd self-signed certificate | May 2 19:31:25 2825 GMT |May 2 19:31:25 2826 GMT | /CN=server/O=ahttpd

10O=openvpn-server/CN=server

ICMN=server/O=postfix

IILERSLENEREN A Mognucath

Puc. 98

UroObl moamucarh cepTuUKaT, HEOOXO0AUMO Ha BKJIAJIKE « YTIpaBIeHUE cepTU(hUKaTaMi» HaXaTh
KHOTIKY «Bp10epute (aitm», BbeIOpaTh (aiiyi ¢ 3ampocoM Ha MOANMKUCH U HAXKATh KHOIKY «3arpy3wTh
3ampocy. B pe3ynbrare Ha sKkpaHe oToOpa3uTcs 3ampoc Ha noanuck (Puc. 99). Jlanee ciemyer HaxaTh
kHonKy «[loamucare». Iloanucansslii ceprudukar (daitn output.pem) Oyaer 3arpykeH B Karajor

3arpy3oxK.
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Mooynv « Yoocmosepsarowuii yenmpy. 3anpoc na noonucs

YnpagneHwe ceprudMKaTamn Ynpaenexnuwe ¥11

D BKNKUWTL eXeHeBHbLIE 0GHOBNEHWA B m

Moanucats cepTudukaTt

BulGepute dain | mycert.csr

Certificate Request:
Data:
Version: 1 (@x@)
Subject: CN = mycert, C = RU, L = Kaliningrad
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: (2848 bit)

Modulus :
@0:bb:@c:@1:e5:19:b4:4d:ce:97:af:80:1b:b2:42;
81:2e:23:17:77:36:8e:ef:d9:e7:d0:c9:d8:38:37:
af:af:a2:7b:d2:15:48:78:ac:Bc:53:8d:1@:6d:b3:
BC;@4:56:5b:88:27:ca:9a:48:3c:24:83:8e:cd;34;
28:31:71:31:b3:48:72:39:6d:cc:f@:74:33:4a:53:
e5:81

Exponent: 65537 (0x10081)

Attributes:
a@:ee
Regquested Extensions:

Signature Algorithm: sha256WithRSAEncryption
7b:93:1c:82:c4:e0:63:02:47:06:39:87:92:55:8d:8b:73:67:
ad:b3:bc:4d:31:5d:50:66:fa:18:23:cd:ac:b5:92:15:8c:57:
8c:20:ba:e5:5b:34:12:4e:65:1c:99:c1:bb:@e:5b:52:9c:77:
8a:c7:8d:82:71:69:02:29:09:db:78:5a:16:fc:37:d9:eb:ea:
be:da:d7:71:b4:8c:93:11:25:8b:3a:71:5b:11:ea:4f:e5:6a:
dd:be:aB:2a

Puc. 99

5.6 Coenunenue ynanéuubeix odrcos (OpenVPN-ceprep)

OC «Anbt CepBep» MpenocTaBiIsIeT BO3MOXHOCTh 0€30IaCHOTO COeAUHEHUs YAANEHHBIX O(PHUCOB,

ucnonb3ys TexHoioruto VPN (anrn. Virtual Private Network — BupTyanbHas yacTHasi CeTb), KOTOpas

MO3BOJIIET OPraHU30BaTh Oe30MacHbIe MU(PPOBAHHBIC COCTUHEHHS Yepe3 MyOIMYHbIe CeTH (HArpumep,

WnTepHer) Mexay yAal€HHbIMU OpuUCaMU WM JOKAJbHOM CEThI0 M YAAJEHHBIMU I0JIb30BATEIISIMHU.

Taxum 06pa30M, MOXXHO CBiA3aThb JBa 0(1)I/Ica OpraHu3anuu, 4TO ACJIacT pa60Ty C OOKYMCHTaMH,

PacCioJIO’KCHHBIMHU B CCTU y,[[aﬂéHHOFO O(l)I/Ica, Ooinee y,[[O6HOI>i. IToMuMoO coenuHEHHS LEIBIX O(I)I/ICOB,

TaKXe CYIIECTBYET BO3MOXKHOCTh OPTraHM30BaTh JOCTYI B OHCHYIO CETh JJIsi paboThl B HEW M3BHE. DTO

03Ha4YacT, HAIPpUMEP, YTO COTPYAHUK MOKET pa6OTaTI) B CBOEM IIPUBBIYHOM OKPYKCHHHU, JAKE HAXOOACH

B KOMAaHJIHUPOBKE UJIK IIPOCTO U3 AOMA.
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5.6.1 Hactpoiika OpenVPN-cepBepa
Monynb «OpenVPN-cepBep» (maketr alterator-openvpn-server) u3 pasaena «Cepepb»
no3BoJsieT 3afath napamerpsl OpenVPN-cepsepa (Puc. 100).
Hcnonb3ysa monyns «OpenVPN-cepBep» MOXKHO:
- BKIIOYUTH/OTKIIIOUNTH OpenVPN-ceprep;
- HacCTPOMTh IapaMeTphbl CEpBEpa: THII, CETU CEPBEPA, UCIIOIb30BaHUE CHKATUS U T.JI.;
- yOpaBJATH cepTUDUKATAMU CEPBEPA;
- HAacTPOUTH CETH KJIMEHTOB.
Ocoboe BHUMaHHME TpH IUIAHUPOBAHWM M HACTPOHKE MOIKIIOYEHUH CclieayeT oOpaTHTh Ha
ucnonb3yemsle ceTu. OHU He JOJDKHBI IEPEeCeKaThCs.

Mooyne «OpenVPN-cepsep»

] BrniounTe cyx6y OpenyPN

Ton: | Mapwpytuzupyemoe (TUN)

CeTH CepBepa: | g3 168,0.0/255.255.255.0

HoeaA ceTk:

Macka cetn: /24 (255.255.255.0) w

VPM cete:  10.8.0.0

Macka cetn: 24 (255.255.255.0) w

AnropuTM wuiposanna:  default w
AnropuTM wwudpoeaHnA TLS: | default £
ANropuTM X3lUMpoBadKna; | default 4

DH Parameter: 2048 »
Mopt: 1194
[[] Cwartwe LZO

D Mcnone20BaTe COEOMHEHWE TCP

CepruguraT m knrou S5L...
Mono#KUTe cepTUdukaT YL BuiGepuTe thain | @ain He euiGpad m

CeTH KNMEHTOB...

=1 ==

Puc. 100
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Jns co3maHus COEAMHEHHsT HEOOXOIMMO YCTaHOBUTH OTMETKY B Toie «BKIOYUTH CiryxO0y
OpenVPN», BpIOpaTh TUI MOJAKIIOUYEHUS: Mapupytuzupyemoe (ucnonbdyercs TUN) wim gyepes mMocT
(uctionb3yercss TAP) u mpoBepUTh OTKPHIBAEMYIO O COETUHEHHIO CETh (OOBIYHO ATO JIOKAJIbHAS CETh B
Buje [P-agpeca u macku noacern).

s Hactpoiiku ceptudukara u kmoda SSL HeoOxoaumo HaxaTh Ha KHONKY «Ceprudukar u
kimod SSL...». OTkpoeTcst okHO Moy «YmpapieHue kmodamu SSLy» (maker alterator-sslkey)
(Puc. 101).

3necy HyxkHO 3anmonHuTh moie «O6mee ums (CN)» u mone «Crpana (C)» (mpomucHBIMU
OykBamu), oTMeTuTh TYHKT «(Ilepe)co3marh KJIHOY W 3ampoc Ha TOMANUCH» M HAXKATh KHOIKY
«ITonrBepauthy. [locne yero craHeT akTUBHOM KHOTIKa «3a0path 3anpoc Ha moamuck» (Puc. 102).

Mooyne «Ynpasnenue knrouamu SSLy

HacTpoiiku SSL
O6uwee umA (CN): | ppenvpn-server

(MMA KoMNETEPa ANA CEpEEpa MK YTo-NMG0 gPyroe 4nA KMedTa)

CTpaHa (C): RruU

(aEyxbykeeHHEN K04 CTRAHL])
MecTononoxenue (L): | Kaliningrad

(HazeaHne ropoga wnw obNacTH, HANMCAHHOE NAaTHHCKIMK GykBamK)

Opranmzauna (0):

(Ha3BaHWe OPraHM3aUNK, HAMMCAHHOE NATHHCKAMK Gykeamn)

Moapasgenenwne (OU):

(Ha3BaHWe NoAPaIfeneHnn, HANMCAHHOE NaTHHCKMMK GykBamm)

E-mail agpec

(Baw agpec INeKTPOHHON NOYTL)
ANETEPHATHBHOE MMA cybberTa (SAN):

(OONONHWTENBHLE CETEBLE WMeHa: DNS:example.com,DNS:*.example.com)

(Mepe)co3aaTth KIKY N 3aNPOC HA NoOANACH [ i

Puc. 101
3abpamse 3anpoc Ha noonuce

MNognuce

3abpaTh 3aNpoc Ha NOANUCE

MoNo¥MTE CEPTUHKMKAT, NOANNCAHHLIA Y11 | BriGepute taiin | ©ain He BeIBpaH m

Puc. 102

Ecnu HaxkaTh Ha KHOTKY «3a0paTh 3ampoc Ha MOAMKCHY, 3alpoc HAa MOAMUCH ((hailin openvpn-
server.csr) OyJIeT 3arpy>KeH B KaTaJor 3arpy30K
B wmonyne «YmpaBnenue kirouamu SSL» mosiBUTCS HOBBIM Kito4d: «openvpn-server (Her

ceprucukara)» (Puc. 103).
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Kniou openvpn-server

SSL wnrouun:

ahitpd (ncTekaeT: 02.05.2026)
openvpn-senver (Het ceptutmkara)
postfix (ucTekaeT: 02.05.2026)

Croous J ouerim

[] ¥nanuTe kntoy, cepTUHKAT 1 3anpoc HA NOANUCE

Puc. 103

YroOwl moamucath cepTUUKAT, HEOOXOAUMO TEPEHTH B MOAYJHL «YmocToBepstomuid LleHTp»
—«YmnpaBieHue cepTudukaraMmny», HaKaTh KHOMKY «BpiObepute ¢aitn», yka3zaTh MyTh A0 MOJYYEHHOTO
daitna openvpn-server.csr u 3arpy3uts 3anpoc (Puc. 104).

3anpoc na noonuce cepmugpuxama

¥npasnexnne ceprudMkaTamm Y¥npasnexue Y1

D BKMHOUATE EXEHEBHLIE OBHOBNEHNUA B

Mognucate ceprudmkar

BuiGepute ain | openvpn-server.csr 3arpyaunTk 3anpoc

Puc. 104

B pesynbrare Ha skpane mosiBUTCS ABe rpynnsl nudp u kHomka «l[loamucate» (Puc. 105). [Ipu
HakaTuu Ha KHOMKY «[loamucare» moanucaHHblid cepTudukar (daitn output . pem) OyneT 3arpyxeH B
KaTaJIoT 3arpy30K.

3anpoc na noonuce cepmuguxama

Certificate Request:
Data:
Version: 1 (@x@)
Subject: CN = openvpn-server, C = RU, L = Kaliningrad
Subject Public Key Info:
Public Key Algorithm: rsakEncryption

RSA Public-Key: (2048 bit)

Modulus :
@@:cf:ab:bc:@c:6c:34:bd:b3:02:a8:c6:ab:75:05:
21:d0:28:67:69:96:25:17:48:2d:cc:c6:68:9C:02:
ce:56:a2:ce:22:1b:02:66:4d:56:89:3b:49:b4 :6e:
23:fe:97:6e:0a:09:bf:ce:8F:5h:5d: f9:71:a6:3d:
a6:45:95:5d:48:47:e6:6c:d@:b2:df:2e:8a:7d:41:
9a:4d

Exponent: 65537 (@x10001)

Attributes:
ab: oo
Requested Extensions:

Signature Algorithm: sha256WithRSAEncryption
8a:ba:ef:fl:c8:c2:db:26:b3:c8:ch:c8:4f:d2:ba:57:13:49;
ac:56:2d:f7:e2:7e:81:22:74:88:00:e0:c3:d1:d2:d8:7b:3a:
61:0a:2f:37:68:31:4c:8c:d5:2d:da:2c:24:57:e6:04:19:b3:
ad:6a:8c:e5:69:5a:19;: ff:97:0e:d5:2b:64:aa:e4:57:2f: f2:
5c:97:46:58:2a3:61:de:4f:87:8c:7b: fe:81:20:98:f4:d9:ea:
16:01:b5:3e

Puc. 105


https://www.altlinux.org/Alterator-ca
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Hanee B pasnene «Ynpasienue kiarouamMu SSLy», HEOOXOIUMO BBIICIUTH KIIIOY «Openvpn-server
(Her cepruduxarta)» m Haxarh KHONKY «M3menuTb». B mosBuBmemcs okne, B nmyHKTe «Ilom0XHUTH
ceptudukar, noanucaHHelii YII» Hy’kHO HakaTh KHOMKY «BwiOepute daitn», ykazate myTh 10 daiiia

output .pem u HaxkaTh KHONIKY «[lomoxxutey» (Puc. 106).

Cepmugpuxam, noonucannwiii V1]

MoNO¥UTE CEPTUHWKAT, NOANWCAHHBIA YL | BuiGepuTe dain |output,pem m
Cepmudbukam YCNewHo 3a20yweH

Puc. 106

B wmonpyne «VYmpaenenue kmoyamMu SSLy» Oyner BHMOHO, UYTO KIKOY  Openvpn-server
(uctexaer u_jnara) usamenwics. Kirod co3nan u nmoanucax.

Jnst toro uroObl mONOXHUTH cepTudukar YL, HEoOXomuMO HaWTH ero B MOJIyJe
«Y nocrosepstomuii LleHTp», HaXkKaTh Ha CChUIKY «Ympaienue YII» u 3a0path ceprudukar, HakaB Ha
ccebulky «CepTudukar: ca-root.pem» (Puc. 107).

Cepmugpuxam V1]

CepTUDHKAT. ca-Troot. pem
Janpoc Ha NognNKuce: ca-root.csr

Puc. 107

B monyne «OpenVPN-cepsep» B rpade «Ilonoxuts ceprudurar Y1» HeoOXoauMo npu moMouu
KHOTIKH «Bp1Oepute paitim» ykazarh myTh K Qailiny ca-root . pem u Haxatb KHONKY «Ilonoxute» (Puc.
108).

Buioop cepmugpuxama VI ¢ mooyne « OpenVPN-cepsepy

MonoxnTe cepTndukaT ¥ | BriGepuTte daiin |ca—root.pem m

Puc. 108

[MosiBuTCs coodbmenue: «Ceprudukar Y1 ycnenrHo 3arpyxen».
Hus Bxmouenust OpenVPN HeoOXoauMo OTMETHTh MYHKT «Bximounth ciryx0y OpenVPN» u
Ha)aThb KHONIKY «IIpuMEHUTH».
5.6.2 Hacrpolika KIIMeHTOB
Co cropoHbl KJIMEHTa COEIMHEHHE HacTpauBaercsa B mojaylie «OpenVPN-coenunenus» (maker
alterator-net-openvpn) u3 pazaenapasaen «Cerb». JJoCcTynm K HACTPOSHHOM MPUBATHOM CETH MO-
T'YT MOJIyYUTh TOJIb30BATEH, MOMICABIINE CBOM KIIOYU U MOJNYYMBIIUE CEPTU(DUKAT B yIOCTOBEPSIO-

IIEM LIEHTPE Ha TOM K€ CepBepe.



88

[IpenBapuTebHO HYXKHO CO37aTh KIIOY (HaIpuUMep, openvpn) B MOAYJE «YIpaBiIeHUE KIIOYaMH
SSL» u moamucath €ro B MOyJie «Y IOCTOBEPSIIOIINI IIEHTP» Ha cepBepe. C cepBepa TakxKe HEOOXO M-
3a0paTh cepTudUKAT ca-root.pem.

Jnist co3iaHust HOBOTO COEAMHEHHsI He00X0AUMO OTMETUTh MyHKT «CeteBoit TyHHENb (TUN)» nin
«Bupryansnoe Ethernet ycrpoiictBo (TAP)» u Haxarts knonky «Coznats coequaenue» (Puc. 109).

HeobOxonumMo 006paTuTh BHUMaHHUE, YTO HA CTOPOHE KIIMEHTA, JOJDKEH OBITh BHIOpAH TOT K€ THUII
BUPTYaJIbHOI'O YCTPOICTBa, YTO M HA CTOPOHE cepBepa. st G0ibIIMHCTBA ClTyyaeB MOAXOJUT Mapuipy -
TU3UPYEMOE MOAKIIOYCHHE.

Coszoanue Hosoco OpenVPN- coedunenus

Hogoe coeqWUHEHWe:
CeTeBoil TyHHenb (TUN)
O BuptyaneHoe Ethernet yctpoitcteo (TAP)

Co3paTe coegUHEHNE

Puc. 109

B pesynbrare cranyT 1oCcTynHbI HacTpoiiku coenuHenus (Puc. 110).

Mooynv «OpenVPN- coedunernusy

=
=
(=]

COCTOAHWE: BLIKTIIDUEHD  3aMyCTHTe W
Cepeep: 192.168.0.131
Mopt: 1184

Kmioy:  Openvpn v

O 3anyckaTs NpA 3arpyake
[ MapwpyT no ymonuasno wepes VPN

[ cxarwe LZO
] Wcnonsaoears coeguHeHne TCP
ANTOPUTM WhibpoBaHna: | default b4
AnropuTm Wwwdpoeanwa TLS:  default w
ANropuTM X3WKMPOBaHKMA:  default hd

npmenm. | covooms [ vaans cosamorwe

MonoxuTe cepTudukar ¥LU: | BuiGepuTe haitn | ca-root pem m

Puc. 110

B none «Ilonoxuts ceprudukar YI» Heodbxoaumo mpu oMoy KHONKH «Beibepure daiim» yka-

3aTh MyTh K (pailily ca-root . pem U HaKaTh KHONKY «I1070KUTEY.
[Ipumewyanue. Ecam npu 3arpyske ceprudukarta yIoCTOBEPSIOIIETO IIEHTPa BOSHUKAET OMINO-

Ka, MOXKHO BPYYHYIO CKOITUPOBATh €ro B Karajor /var/lib/ssl/certs, Hanpumep:

# cp /home/user/ca-root.pem /var/lib/ssl/certs
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Hanee B moxyne «OpenVPN-coennHeHne» HEOOX0IUMO YKa3aTh:
- COCTOSIHHE — «3aITyCTHUTHY,
- cepsep — [P agpec cepBepa win 10MeH;
- nopt— 1194;
- KJIFOY — BBIOPATh MOJANMCAHHBINA HA CEpBEPE KIFOY.
JI1st mpuMeHeHusT HaCTPOeK clieyeT HaxaTh KHOMKY «IIpuMmernts». CocTosiHHE ¢ «BBIKITIIOUEHOY
JIOJIKHO TIOMEHSTHCS Ha « BKITtoueHo».
[IpoBepuTh, NOABUIOCH JIU COEIMHEHHUE C CEPBEPOM MOKHO KOMaHOM:
$ ip addr
JomxHo nosiBUTHCSI HOBOe coequHerue tun(. [Ipu oOBIYHBIX HACTPOWKAX ITO MOKET BBITJISACTH
TakK:
tun0: <POINTOPOINT,MULTICAST,NOARP,UP,LOWER UP> mtu 1500 gdisc fg codel state
UNKNOWN group default glen 500
link/none

inet 10.8.0.6 peer 10.8.0.5/32 scope global tunO
5.7 Hoctyn k ciryx0am cepBepa u3 cetu UHTepHeT

5.7.1 Bremnune cetn

CepBep npeaocTaBiisieT BO3MOKHOCTh OPTaHU30BaTh JOCTYI K CBOMM cityk0aM nu3BHe. Hampumep,
MOYKHO MPEJOCTaBUTh JOCTYI K KOPIOpaTUBHOMY BeO-caiity u3 cetu Murepuert. [y oGecnieueHus Takoi
BO3MOXKHOCTH HEOOXOJMMO pa3pelInTh BXOASIINE COCTUHEHMs Ha BHeMmHWX uHTepdeiicax. [lo
YMOJYaHUIO TaKHE COeTUHEHUS OJIOKUPYIOTCA.

Jlns pa3penieHuss BHEIIHUX M BHYTPEHHHUX BXOISAIIMX COEAMHEHMH mpeaycMoTpeH pazaen L[YC
«bpanamaysp». B cnucke «Pazpemmts BXOASAIIME COCJUHEHUS Ha BHEIIHUX HHTepdercax» Momyis
«Buemnue cerm» (maker alterator-net-iptables) mnepeuncieHbl HauOoiiee  4acTo
UCIIOJIb3YEMbIE CITY>KOBI, OTMETHUB KOTOpbIE, MOXKHO CJAeNaTh WX JOCTYNHBIMU [UIsl COCIUHEHUH Ha
BHEIIHUX ceTeBbIXx uHTep(eiicax (Puc. 111). Ecim HeoOXxoamMo mNpenocTaBUTh OOCTYH K CIykoOe,
OTCYTCTBYIOIIEH B CIIHMCKE, TO HYXKHO 3a]1aTh UCIIOJIb3YeMbIE 3TOU CIy)00i MOPTHI B COOTBETCTBYIOLIMX
MOJISIX.

MoskHO BBIOpATh OJIMH U3 ABYX PEKUMOB PaOOTHI:

- poyTep — IepeHanpaBiIeHue NAaKEeTOB MEX/y CETEBBIMU MHTEpdeiicaMu IPOUCXOIUT O€3 TPaHCIIs-

LIUU CETEBBIX aJJPECOB;

- 1mmo3 (NAT) — B aToM pexume OyAeT HAacTpoeHa TpaHcisuus cereBbiX aapecoB (NAT) mpu

NepeHaIpaBlIeHU MaKeTOB Ha BHeEUIHHE WHTepdeiichl. Mcmnonb3oBaHue 3TOro pekuMa HUMeEeT

CMBICJI, €CJIM Ha KOMIIBIOTEPE HACTPOEH, 110 KpaiiHeW Mepe, OJMH BHEIIHUW U OJUH BHYTPEHHUU

uHTEpeiic.
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Mooyns « Bhewinue cemuy

Bepcus IP: IPvd BN IOUNTE GpaHaMay3p

BhIGEPUTE DEXUM PABOTHI: Loz (NAT) -

Bribepute BHElHNe D enp0s3 (Intel Corporation 82540EM Gigabit Ethernet Controller )
MHTEpHERCH: 192.168.0.91/24

PazpelnTh BXOASME COSANHEHHA HA BHELIHUX MHTephedcax:

CnywEbi; LIEHTP YNPABNEHUA CHCTEMOH (W)
[[] Cucrema neuatn CUPS
O DHCP
D DMNS
O Mepepava tainos (FTP)
O Moutoesld cepeep (IMAP)
[] LDAP
OpenVPN
O Moutoesiid cepsep (POP3)
D lMpokcu-cepeep

D Maiinoewii cepeep (Samba)

Puc. 111

B n1r000M pexume BKIIIOYEHO TOJIBKO MEpEHAIpaBlICHHE NMaKeTOB C BHYTPEHHUX HMHTEep(eicoB.
[TepenanpasieHnue MakeToB C BHEIIHUX UHTEP(EcOoB Bceraa BHIKIIOUEHO. Bee BHYTpeHHUE HHTEpdenCh
OTKPBITHI JJIs1 JTFOOBIX BXOJSIINX COSIUHEHHA.

5.7.2 Criucok GJIOKUPYEeMBIX XOCTOB

Monayns «Crnucok ONOKHMpYEeMBIX XOCTOB» (MakeT alterator-net-iptables) mo3BoiseT
HACTPOUTH OJIOKUPOBKY JIHOOOT0 CETEBOTrO TpaduKa ¢ yKa3aHHBIX B CIHMCKE Y3JIOB (BXOISIIMM, UCXOs -
U ¥ TIEPeChLTaCMBIH ).

bnokupoBanue Tpaduka C yKa3aHHBIX B CIHMCKE y3J0B HAauMHAETCS IMOCIE YCTAaHOBKU (rIaXkka
«Vcnonb3oBaTh u€pHbIit criucok» (Puc. 112).

Mooynb «Cnucox 010Kupyemvbix Xocmoey

YepHelil cnucok:

Bepcua [P IPvd »~

[T] Mcnonb3oBaTh YepHbLIA CRMCOK

loBaenTe IP-agpec ceTH MAK XOCTA:

Puc. 112
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s noGaBiieHus 6I0KUpyeMoro y3ina Heooxoaumo BBecTH [P-anpec B mone «/{o6aButs [P-anpec
CCTH WJIM XOCTa» U HaKaTh KHONKY «J[00aBUTHY.

Jlns yaanenus ysiaa Heo0X0UMMO BEIOPATh €r0 U3 CIIMCKA M HaXKaTh KHONKY «Y JaIUTh.
5.8 Crarucruka

5.8.1 CereBoii Tpadpuk

Bce Bxoadiue U UCXOAAIIUE C CEpBEpPa CETEBbIE MAKEThl MOTYT MOJCUUTHIBATHCS, U BBIBOJAUTCS
IO 3arpocy AJIs aHAJIKU3A.

Mopyne «CeteBoii Tpaduk» (maketr alterator-ulogd) u3 pasznena «CTaTUCTHKa» MpeIHA-
3HAUEH NI POCMOTPA CTAaTUCTUKM BXOJSALIMX M UCXOJAIIMX C CEPBEPA CETEBBIX MAKETOB. JlaHHBIN MO-
IyJIb TI03BOJISIET OLEHUTH UTOTOBBIM OOBEM TOITYYEHHBIX M MEPEIaHHBIX JaHHBIX 33 BCE BpeMs paOOTHI
cepBepa, 3a ONpeaeaEHHbIN epruo1 BpEMEHH U 0 KaXKI0H c1y>kK0e OTAENIbHO.

s BrirodeHust cOopa TaHHBIX HEOOXOJUMO YCTaHOBUTH (uiar « BKItOYnTh cOOp NaHHBIX», U HA-
xatb KHONKY «IIpumenuts» (Puc. 113).

HpOCMOWlp cmamucmuku 6x0<);zu;ux u uch();lu;ux naxkemoe

I:l BrnounTh COOP AAHHBIX
| Mpmenrs |
Mepuogc:  2023-09-01 “ no 20230030 (i

WHTepdeiic:  enpls3 - 192.168.0.185 w

CnywGa + | Bxopawmi Tpatuk(KG) % | Hcxopawmii Tpachmk(KG) =
LIeHTp YNpaBneHWa CUCTEMOM [WwWw) 0.0 0.0
CucTtema nevatu CUPS 0.0 0.0
DHCP 0.0 0.0
DMS 0.0 0.0
MNepegaua dainoe (FTP) 0.0 0.0
MouToBbA cepeep (IMAP) 0.0 0.0
LDAP 0.0 0.0
OpenVPN 0.0 0.0
MouToBbIA cepeep (POP3) 0.0 0.0
MNpokcu-cepaep 0.0 0.0
DAMNOBLIA cepaep |Samba) 0.0 0.0
MouToBwd cepeep (SMTP) 0.0 0.0
¥Ynpasneduwe ceThio [SNMP) 0.0 0.0
YoaneHHeH gocTyn (SSH) 0.0 0.0

Puc. 113

Jlis mpocMoOTpa CTaTUCTHKHM yKasbIBaeTcs MepHo (B BUAE HAyaJlbHOW M KOHeuHoW aar). Jlara
ykazpiBaercs B popmate YYYY-MM-DD (roa-mecsii-IeHb) WM BBIOMpAeTCss U3 KaJleHIaps cripaBa OT
1oJisi BBoJa Aathbl. M3 cimcka TOCTYNMHBIX CeTeBbIX MHTEp(hEeNHcoB HEOOX0IMMO BbIOpAaTh HHTEPECYIOLIUI

H HAXXaThb Ha KHOIIKY «IlokxazaTb».
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Tpaduxk Ha ykazaHHOM HHTepdelice 3a 3aJaHHbII TEPUO/I TOKA3BbIBACTCS B BUJIC:
- ciyx0a (Ha3BaHHE MPOTOKOJIA);
- BXOJSIMHA TpadhuK B KUII0OANTAX;
- ucxonamuil Tpaduk B KumobanTax.
5.8.2 Ilpokcu-cepsep

[Tepecbuika Kaxa0ro 3arpoca BO BHEIIHIOK CETh (PUKCUPYETCS MPOKCU-CEPBEPOM B CIIEIIUATBHOM
KypHaie. Ha ocHOBaHMM OJTHX JaHHBIX aBTOMATHYECKH (QOPMHUPYIOTCS OTYETHI O CTATUCTUKE
UCTIOJIb30BaHUS PECYPCOB CETH, B TOM YHUCJIC MMOTPAYCHHOTO BPEMECHH U KOJIMUECTBA TIEPEIAHHBIX JTaHHBIX
(Tpaduxa).

Cratuctuka He cobupaeTcs 1Mo ymonyaHuio. Bxmounth e€ cbop ciemyer B moayine L[YC
«IIpokcu-cepBep» (makeT alterator-squidmill) um3 pasgena «Cratuctuka». s BKIIOYCHHS
cOopa CTaTHCTUKH MPOKCH-CEpBEpa HEOOXOIMMO YCTAHOBUTH OTMETKY B T0JIe « BKIIIOUNTH COOp JaHHBIX
npokcu-cepepa» (Puc. 114).

Hacmpoiixa coopa cmamucmuku npokcu-cepsepa

BKNHOUNTE CHOP JaHHLIX NPOKCK-CEpBEpa: D | MpUMEHWUTE |

OBLKil 06LEM TpadnKka NPWHATLIA 38 | ceroghn W
BCEMW NOAbIOBATENAM 1A o
CO BCEX CANTDE w

coctaenaet 0.00 B

| OBHOBMTL |

CnWCOK CRATOR, HABPABIWWE  nioBoi ofbem v  OAHHBIX

| UID/IP-agpec % | Konwuecteo * ‘ Cantigomen * | Bpema nocnegHero sanpoca

Ak

Puc. 114

B ToM ciydae, ecim Ha IPOKCH-CEpBEPE NPOU3BOAMIACH AYTEHTU(HMKALMS I0JIb30BaTENCH,
OoTY€Thl OyAyT colepxkaTb JaHHble 00 OOpaleHMAX Ka)XJ0ro mnojb3oBarens. MHadue oTuérhl OynyT
(OopMHPOBATHCS TOJBKO HA OCHOBAHUHU a/IPECOB JIOKAIBHOM CETH.

Jns mokaza ord4é€ra HEOOXOIMMO 3aJaTh YCJIOBUS (GWIBTPa W HaXaTh KHONKY «OOHOBUTHY.
Jlannble B TaOauIle OTCOPTUPOBAHBI 110 00bEMY TpaduKa B MOPsIKEe yObIBAHUS.

s yuéra nosp3oBarenell B CTaTUCTUKE HEOOXOIUMO A00aBUTh XOTs Obl 0JHO mpaBuio. Camoe
OYEBHUJIHOE MPABUJIO — 3aIPET HeayTeHTH(PULMPOBAHHBIX MOJb30BaTeNel. TOMBKO MMOCIe 3TOro B CTaTH-

CTUKC HAYHYT IMOKAa3bIBATLCA I1OJIB30BATCIIN.
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5.9 O6cnyxuBaHuE cepBepa

PerynsipHbIii MOHHTOPHUHT COCTOSIHHSI CHCTEMBI, CBOEBPEMEHHOE pE3epBHOE KOMHMPOBaHUE,
oOHOBIIeHHE ycTaHOBJIEHHOTO [10, SBISFOTCS Ba)KHOW YacThIO KOMIUIEKCa padOT MO OOCITY)KMBaHUIO
cepsepa.
5.9.1 MOHUTOPHUHT COCTOSHUS CUCTEMBI

s obecrnieueHust OecriepeOOiHON pabOThI cepBepa KpailHe Ba)KHO MPOU3BOAUTH TOCTOSIHHBIN
MOHUTOPHHT €Tr0 COCTOSHUS. Bce coObITHSA, MPOUCXOIAIINE C CEPBEPOM, 3AIHCHIBAIOTCS B JKypPHAJbI,
aHaM3 KOTOPBIX TOMOraeT Hu30ekaTh cOOeB B paboTe cepBepa W NPEAOCTABISET BO3MOXKHOCTH
pazo0paThCs B IPUYUHAX HEKOPPEKTHOM pabOTHI CEpBeEpa.

Jns mpocMoTpa KypHaJIoB mnpenHazHadueH wmoayiab L[YC «CucremHble >KypHaIbl» (TIaKeT
alterator-logs) u3 pasaena «Cucrema». MaTepdeiic mo3Bonser mpocMOTPUBATh 3aIUCH KYPHAIOB
C BO3MOXKHOCTBIO TIepexo/ia K 6oJiee cTapbiM Uitk 6ojiee HOBBIM 3anucsm (Puc. 115).

Mooyne « Cucmemmbie dHcypHAIbL»

HypHane:  CWcTeMHbIe CODBLLEHWA (Journald)

Yt 04 anp 2024 11:01:37 EET dc2 systemd([1]: session-5.s5cope: Deactivated successfully.

Yr 04 anp 2024 11:0 EET dc2 systemd[1]: Stopped Session b of User user.

Yr 04 anp 2024 11:0 EET dc2 systemd[1]: Started systemd-stdio-bridge -punix:path=%{XDG_RUNTIME_DIR}bus.
Y1 04 anp 2024 11:0 EET dc2 (o-bridge)[3539]: pam_tcb(login:session): Session opened for user by (uid=0)

Yt 04 anp 2024 11:01:37 EET dc2 systemd[1]: Started Session 6 of User user.

Yr 04 anp 2024 11:01:37 EET dc2 systemd[1]: run-ul5.service: Main process exited, code=exited, status=1/FAILURE

Yr 04 anp 2024 11:01:37 EET dc2 dbus-daemon[2302]: [system] Rejected send message, 2 matched rules; type="method_cal, sender=":1.17" (uid=500
pid=3541 comm="(sd-pam)”) interface="org.freedesktop.leginl.Manager™ member="ReleaseSession™ error name="(unset)” requested_reply="0"
destination="org.freedesktop.loginl® (uid=0 pid=2304 comm="/lib/systemd/systemd-logind™)

Yt 04 anp 2024 11:01:37 EET dc2 systemd[1]: Stopping Session 6 of User user...

Yr 04 anp 2024 11:01:37 EET dc2 systemd[1]: session-6.5cope: Deactivated successfully.

Yr 04 anp 2024 11:01:37 EET dc2 systemd[1]: Stopped Session & of User user.

Yt 04 anp 2024 11:01:47 EET dc2 systemd[1]: /run/systemd/generator.late/ahttpd-firsttime.service: 16: PIDFile= references a path below legacy directory Avar/
run/, updating fvarrun/hitpd-atterator/hitpd.pid — Jrun/hitpd-alterator/hitpd. pid; please update the unit file accordingly.

Yr 04 anp 2024 11:01:47 EET dc2 systemd[1]: Stopping Altterator WWW frontend server...

Yr 04 anp 2024 11:01:47 EET dc2 systemd[1]: ahttpd service: Deactivated successfully.

Yr 04 anp 2024 11:01:47 EET dc2 systemd[1]: Stopped Alterator WMWY frontend server.

Yt 04 anp 2024 11:01:47 EET dc2 systemd[1]: Starting Alterator WWW frontend server...

Yt 04 anp 2024 11:01:47 EET dc2 cert-sh[3587). Certificate wil not expire

Yt 04 anp 2024 11:01:47 EET dc2 systemd[1]: Started Alterator WWW frontend server.

Yt 04 anp 2024 11:02:02 EET dc2 aterator-chkpwd[3826]: pam_tch({aterator-chkpwd:auth): Authentication passed for root from (uid=0)

m n u m Crpokw F960-9%58 w3 9996 | Nokaszmieate: 20 cTpok  w

Puc. 115

B xypuane «Cucremnsie coobmenus (Journald)» oToOpakaroTcsi cOOBITHS TPOIIECCOB siipa U
MOJIb30BATENbCKOM 00JaCTH. Y KaXA0ro COOOILEHHS B 3TOM JKypHale €CTh IPUOPUTET, KOTOPBIH
UCTIOJIBb3YETCs JUIsl IOMETKH BaKHOCTH cooO1eHui. CooOIieHus1, B 3aBUCUMOCTH OT YPOBHSI IPUOPHUTETA,
IOACBCYHUBAIOTCA IBETOM.

KypHan MoxeT coaepkaTb JIOBOJIBHO OOJbIIOE KOJIMYECTBO COOOIIEHUH. YMEHBIIUTH JHUOO

YBCIIUYUTDH KOJIMUCCTBO BBIBOANUMBIX CTPOK MOXKHO, BLI6paB HYXHOC 3HAUCHHUC B CITUCKC «IToka3pIBaThHy.
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5.9.2 Cucremuble ciyKObI

Jlis u3MeHeHusl COCTOSIHUA CIIy»)KO MOXHO Hcnoib3oBaTh Moaysb LIYC «Cucremusie cityxObh»
(maker alterator-services) u3 pasnena «Cucrema». UnTtepdeiic no3BosseT U3MEHATh TEKyllee
COCTOSIHUE CITY>KOBI M, €CIM He0OX0AUMO, MTPUMEHUTH ONIIMIO 3aIyCKa CIIY>KOBbI IpU 3arpy3Ke CHCTEMBI
(Puc. 116).

Mooynv « Cucmemuule crysncobL»

Cmy#Bbl:
alterator-firsttime.service crond.service
=S e cron — cradgapTtHas nporpamma UNIX, koTopas 3anyckaeT ykasasHble Nons3oeartensm
auditd.service NPOrpamMmMel N0 PACTUCAHWMID. ViXie Cron Cogep#MT 60MblLE BO3MOMHOCTEA N0 CPABHEHWIO C

fazoBoil nporpamMmoi cron ana UNEX, Bkniodas ynyylleHHYIo Ge30NacHOCTE W G0NLLYID

autofs.service
TMEKOCTE.

avahi-daemon.service

avahi-daemaon.socket Tekylwlee COCTOAHWE CNy#GLI. paBoTaeT  He meHATb v
bind.service

blk-availability.service ® 3anycrats npu 2arpyake cHCTEMBI

cgconfig.service

cgred.service m
chrony-wait.service

chronyd.service

console-getty.service

consolesaver.service

crond.service

cups-browsed service

cups-lpd.socket

cups.service

cups.socket
debug-shell.service

Puc. 116

ITocne BBI60pa Ha3BaHUA CJ'Iy>K6LI U3 CIIMCKa 0T06pa>1<aeTc;1 OIMINCaHHuC ﬂaHHOﬁ CJ'Iy>I(6bI, a TaKoKe

Tekytiee cocrosinue: «Padoraer»/«OcranoBieHnay/«HensBecTHO.

5.9.3 CucremHble OTpaHUYCHUS

CpenctBamu mMoaynst «CHcTeMHbIE OrpaHHYeHus» (MakeT alterator-control) u3 paszaena
«Cucremay OnpeesnstoTCsl HECKOIBKO 3apaHee 3alaHHBIX PEXHMOB JIOCTYIA K TOMY WIH HHOMY (aiiy.
AJMUHUCTPATOpP CHUCTEMBI MOXET YCTaHOBUTH OJMH M3 3TUX PEXKUMOB — OH OyAeT rapaHTHUPOBAHHO
COXpaHEH MPU OOHOBICHUH CUCTEMBI.

Moaynb TakkKe MOXET HCIOJIb30BaTbCs Kak IPOCTOM KOH(UrypaTop, IMO3BOJSIONINNA
NEePEeKIF0YaTh MHOTHE CHCTEMHBIE CITYKObI MEXTy 3apaHee ONpeaeIEHHBIMU COCTOSHHUSIMHU.

Ha Puc. 117 noka3zaHbl HOJUTHKY UId KOMaHael fusermount.

JUist IepeKiIIoueH s COCTOSIHUS CIIeyeT BBIOpATh MOJUTHKY U HaXKaTh KHONKY «COXpaHUTbHY.
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Mooyns «Cucmemnbie ocpanuyeHusy

dvd+rw-booktype
dvd+rw-format
dvd+rw-mediainfo
fusermount
gpasswd Administer system group and gshadow files
groupmems Administer system group and gshadow files
growisofs
hddtemp
krbS-conf-ccache Kerberos client default credential cache
|dap-reverse-dns-lookup Allow reverse DMNS lookup functionality for LDAP queries
Idap-tls-cert-check TLS certificate check behavior
lightdm-greeter-hide-users Show or hide the list of known users in the greeter
Pesam: Cnpaeka:
public fuseonly: Only "fuse" group members can execute
Susr/bin/fusermount and /usr/bin/fusermount3
wheelonly
restricted

Puc. 117

5.9.4 OGHOBIEHHE CHCTEMBI

[Tocne ycTaHOBKM CHCTEMBI KpallHE Ba)XHO cleAuTh 3a oOHoBieHHsMH [10. OOHOBieHMS AJs
OC «Anbt CepBep» MOTYT cojepkaTh KaK HCIpPaBJICHHS, CBA3aHHBIC C 0€30MacCHOCTHIO, TaK W HOBBIN
(GYHKIMOHAT WM TNPOCTO YIydIIEHHE M YCKOPEHHE alropuTMoB. B mobOoM ciyyae HacTOSTEIbHO
PEKOMEHIyeTCs PETYIISIpHO OOHOBIISATH CUCTEMY JIJIsl TOBBILICHUS HaIEKHOCTH pabOTHI cepBepa.

Jns aBTOMAaTHM3anMu  TpoIlecca YCTAaHOBKM OOHOBJIEHHHM mpeaycmorpeH wmoaynb LYC
«O6HoBIIeHHE cucTeMb» (makeT alterator-updates) m3 pazgena «Cucrtema». 31ech MOXHO BKJIIOYUTH
aBTOMaTHUYeCKoe OOHOBIEHME uepe3 VHTepHeT ¢ OAHOTrO M3 Mpe/UlaraéMblX CEpBEpOB WIM 3aJaThb
coOcTBenHbIe HAacTpoiiku (Puc. 118).

Hcrounuk oOHOBIEHMH YyKa3bplBaeTcs SBHO (IpU BbIOpaHHOM pexume «OOHOBISATH CHUCTEMY
aBTOMAaTHYeCKH M3 VIHTepHeT») WM BBIYUCISIETCS AaBTOMATHYECKH (IpU BBIOPAHHOM pEXHME
«OOGHOBJIEHHE CHCTEMBI YIIPABIsEMOE CEPBEPOM» U HAIMYUM B JIOKAIbHOM CETH HACTPOCHHOTO cepBepa
OOHOBJICHUH).

HeobOxonumo Takxke ykaszarh penosutopuu. Cienyer oOpaTuTh BHUMaHHE Ha TO, YTO pa3HbIE
peno3uTopuu OBIBAIOT Pa3sHOM CTENEHU CTAOMIIBHOCTH M YeM CTaOWJIbHEEe PENO3UTOpUM, TEM peke Tam
HOSIBIISIIOTCS] HOBBIE BEPCUH MPHIIOKEHHH.

[Ipumeuyanue. Paboune cTaHIMU «BUAAT» JIOKAJIBHBIA cepBep OOHOBICHMIA, MPHU BBHIOOpPE
pexnma «OOHOBJIEHHE CUCTEMBI YNPABISIEMOE CEPBEPOM», €CIM OHU HAXOJATCA B JOMEHE (IIPH 3TOM
cepBep OOHOBJIEHUH JOJKEH ObITh HACTPOeH Ha «OmyOIuKoBaTh KaK PEMO3UTOPUI Ui aBTOMAaTUYECKUX

OOHOBJICHHIT»).
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Mooyne «ObHoseHUe cucmembly

() He 0GHOBAATE CHCTEMY
OGHOBNEHWE CUCTEMBI YTPABNAEMOE CEPEEPOM
O OGHOBNATE CHCTEMY AETOMATHYECKHM M2 MHTepHeT

PeMosHTOpUK: OaWHHafuAaTan nnathopMa

PacnucaHwe 0GHOBNEHWA
ExeqHeBHD
() ExeHefensHO B:

() EXEMECAUHO B JEHE:

Bpema:  02:00:00

= [

Puc. 118

[Iponiecc 0OOHOBIEHUS CUCTEMbI OyAeT 3alycKaTbCs AaBTOMATUYECKH COIJIACHO 33JJaHHOMY
pacIUCaHuUIO.

[Ipumeuanue. UtoObl yka3aTb B KauecTBE cepBepa OOHOBJIEHHM JIOKaJbHO HACTPOEHHBIH
UCTOYHUK, HEOOXOAUMO BbIOpaTh pexxuM «OOHOBIIATH CUCTEMY aBTOMAaTHUECKU U3 MIHTepHET», BHIOpAThH
B crnucke «/Ipyroil azpec» U ykazaThb ajpec JIOKaJbHOIO cepBepa OOHOBICHMH, HampUMep,
http://<ip cepBepa>/mirror (Puc. 119).

VYkazanue ucmounuxa obnosnenuii

OGHOBNATE CUCTEMY SBTOMATHYECKW W2 MHTepHeT

McTousng: Jpyroit agpec v

http:/f192.168.0.185/mirrar

PenozuTopin: OguHHaguaTas nnathopma

Puc. 119

5.9.5 Oo6nonenue siapa OC
Monaynbs «OOHOBNIEHHE siipa» (makeT alterator-update-kernel) peanusyeT GyHKIHOHAT
yTtunuThl update-kernel. JlaHHBIIA MOAYJIb PEIOCTABIISIET BO3MOKHOCTD:
- [POCMaTpUBaTh CIHCOK YCTAaHOBJIEHHBIX s/IED;
- yCTaHaBJIMBATh, OOHOBIATH U YAAJATH A7PA;
- 3a/1aBaTh AP0, 3arpy’kaeMoe Mo yYMOIYAHHUIO;
- YCTaHaBJIMBATB/yIalATh OTAEIbHbIC MOAYIH SApPA.
B rnaBHOM OkHe Moy oToOpa)kaeTcs siApo, 3arpy’KEHHOE 10 YMOJYAHUIO, U CIIUCOK YCTaHOB-

JIeHHbIX Moayaeit sapa (Puc. 120).
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Humepdpeiic mooyns « Obnosnenue aopay

Penu3 3arpyMeHHoro Aapa: 6.1227-6.12-alti AP0 2arpyXaeMoe No yMonuadu: | 6.12.27-6.12-alt
Tun 3arpyxeHHoro agpa (favour): 612

Bepcus 3arpyseHHor Aapa: 61227 YcTaHoBNeHHsle MoAYAKM: || drm

[] drm-nouveau
¥Ynanute Mogyne

YCTAHOBNEHHBIE Aopa;  6.12-6.1227-alt1 w

CpenaTb AP0 3arpyaeMbiM Mo YMON4aHH

3ameuaHuwe:

YTobk coenaTk AAPO 3ArPYMAEMEIM N0 YMOMUAHWIO, BolGEDUTE MeNaemMyl BEPCHID
B CMWCKE BLILLE W HAMMUTE KHONKY 'CLENaTE AAPO 3arpyMaeMsIM N0 YMOTUaHMID'.
Mepe3arpyanTe KOMNLTED, UTOGL! 3ArPY3UTECA C BEIBPAHHLIM AADOM.

Jamevanwne:

YT0o6kE! YCTAHOBUTE MOOYTN MAW 0GHOBWTE ALPO, HAXMWTE KHONKY "O6HOBMTE Aapo’
(uT0BbI YCTAHOBMTE MOLYNKM HYXHA NOCNeHAR BEPCHA AGPA).

370 noTpeByeT 0GHOBNEHWA CMIMCKA MAKETOE SOCTYNHLIX B PENO3MTOPKUN

M MOMET 3aHATL HEKOTOPOE BPEMA (JABWCHT OT CKOPOCTM MHTEPHETA).

Puc. 120

B muctpudyrtuse «Anpt CepBep» MOKHO YCTAHOBUTH HECKOJIBKO BEPCHM SApa OAHOTO U TOTO K€
TUMna ogHoBpeMeHHo. [Tocne ycTaHOBKY Mt OOHOBJIEHUS Apa CTapbIe siApa HE YAAISIOTCS.

B cnyuae BO3HUKHOBEHUS TIPOOJIEM C HOBBIM SPOM MOKHO MEPEKITIOYUTHCS Ha YCTAHOBIECHHOE
panee. /st aTOrO CrieAyeT BHIOpATh HY)KHOE SAPO B CIIHCKE «YCTAHOBICHHBIC SAPA» W HAXKATh KHOIKY
«CnenaTts siIpo 3arpyaemMbIM MO0 YMOTYAHUION.

Hakormuiennslit mpu 0OGHOBIIEHUSX HA0Op paHee YCTAHOBIEHHBIX SIIEP MOXHO yNaIUTh JUIsl OCBO-
00X IEeHUS TUCKOBOTO MPOCTPAHCTBA. J{JIs 3TOTO ciielyeT BhIOpaTh HYKHOE SIIPO B CIIHCKE « Y CTAHOBIIEH -
HBIE SI/Ipa» U HAXKATh KHOMKY « Y JATUTh SIAPOY.

21)'[5[ TOTO 4TOOLI OOHOBUThH AAPO WM YCTAHOBUTH HOBBIC MOAYJIM A4pa, CICAYCT HaXaTb KHOIIKY
«OOHOBUTH SA7PO...».

[Mpumeuanue. Ilpu Haxxatuu kHONKU «OOHOBUTH AIPO...» JOKAIbHAs 0a3a NaHHBIX MAKETOB
OyJeT CHHXPOHU3UPOBAHA C YIAIEHHBIM PEO3UTOPHEM, TO MOXKET 3aHATh HEKOTOPOE BPEMSI.

Ecnu B cucteMe yke yCTaHOBJIEHO TMOCJEIHEE SAPO, COOOIEeHne 00 3TOM TOSBUTCS B OTKPBIB-

nieMcsi OKHe, HHaue B 3TOM OKHe Oy/IeT MoKa3aHo JTOCTYImHoe K ycTaHoBKe sipo (Puc. 121).
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Locmynnoe k ycmanogxe a0po

Noctynuoe agpo: | 6.12.27-alt1 612 + MBocTynksie mogynu: () accel-ppp
[] anbox
[ drbdg
rMocnegHee AP0 YXE YCTAHOBNEHO B BALLEd CHCTEME. drm

Puc. 121

YroObl OOHOBUTH SAPO, HEOOXOAMMO HaxkaTh KHOMKY «OOHOBUTH siapo». [lanee criemyer
MOJITBEPAUTH KeJTaHue OOHOBUTH SAPO HAKATUEM KHOMKHU «Jla». YCTaHOBICHHOE SAPO CTAHET 3arpyxae-
MBIM TI0 YMOJTYAHHUIO.

[Ipumeganue. HoBoe sapo 3arpy3utcs TOIBKO TOCIIE TIepe3arpy3Ku CUCTEMBI.

Ecnu ¢ HOBBIM JIpOM 4YTO-TO MOMAET HE TaK, MOXHO BEPHYTHCS K NpPEAbIAYLIEMY BAapUaHTY,
BBIOpaB €ro B HaUaJIbHOM MEHIO 3arpy3uHuKa.

Ecmu simpo He TpeOyeT OOHOBIEHUS, B OKHE «J{OCTymHBIE MOIYJIM» MOXHO OTMETHTH MOJYJIH

Aapa H€06XOHI/IMBIG K YCTaHOBKC M HaXXaTb KHOIIKY «YCTaHOBUTH MOAYJIN.

5.9.6 OOHOBIIEHUE CUCTEM, HE UMEIOIINX BbIX0/1a B IHTEepHET

Jlig cucreM, HE UMEIOLIUX MPSIMOTO BbIX0J1a B VIHTEpHET, pEKOMEHIyEeTCsl YCTaHOBKA OTIEIBHOIO
cepBepa oOHoBieHuid Ha 0aze OC «AnbpT CepBep», HAXOJSIIETOCS BHE 3allUIICHHOTO0 KOHTypa U
OpraHu3alys OrpaHUYEHHOTO JOCTYTIa K 3TOMY CEpBEpY.

Monyne LIYC «CepBep oOHoOBneHui» (makeT alterator-mirror) u3 pasmena «CepBepbD»
npeHa3HayeH JUIsl 3epKaJIMPOBAHUS PEMIO3UTOPUEB U ITyOIMKAIUU UX AJ11 OOHOBJICHUN pabounX CcTaHUIUN
U CEpPBEPOB.

Ha crpanune Momayns MOXXHO BbIOpaTh, KaK YacTO BBINOJHATH 3aKayKy MaKeTOB, MOXHO
BBICTaBUTh BpeMsl, KOTJja HAUMHaTh 3epkanruposanue (Puc. 122).

3/ech TakKe MOXHO BBIOpaTh PEMO3UTOPUH, JIOKAJIbHBIE CPE3bl KOTOPBHIX HeoOxoaumbl. [Ipu
H@O)KaTUM Ha Ha3BaHUE pPEMO3UTOPHs, NOABISAIOTCS HAcTpoWku »storo penosutopus (Puc. 123).
Heo6xonumo BbIOpaTh MCTOYHMK, apXUTEKTYpy Mpolieccopa (€ciau MX HECKOJIbKO, TO CTOUT BHIOPATh
COOTBETCTBYIOIIHE).

[Ipumeuanue. [Ipu BeiOOpe M000M apXUTEKTYpHI TaKkke Oy1eT 100aBlIeH UCTOYHUK C noarch.
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Mooyne «Cepsep 006HOGIEHULY

Penosutopuin % |WcTounnk + | ApXuTEKTYpbl %

CrabunbHas seTka ALT Linux 5.1

Penosutopuil 06HoBNEHN ANA AnbT 8 CN

n
O
Penosutopuit o6HoBnenwit ana Anst CN 10 D
O
[ecaTan nnatdopma ]
OovHHANUATaA NNAThopMa ftp.aftinux.org | x86_64 . (3116)
Naras nnarpopma
WecTan nnatgopma
Cenbman nnatthopma
Bocbman nnatthopma
eBRTaR Nnathopma
Desnatan nnanpopma (mipsel)
ALT Linux Sisyphus

ALT Linux Sisyphus (loongarch64)

ALT Linux Sisyphus (mipsel)

ALT Linux Sisyphus (riscv6d4)

MyBnuunbiit Gpany TEAM t6

L] EE] Ea] Ea] EEa] (ERal] (el (S Ra] (g -/

I o o o R R

NMyBnuuHbii Gpany TEAM {7

CeoG0JHOE MecTo: 224 T6

TpegynpexeHre: 3ePKaNMPOBAHIE NOTPEGYET HANMUMA GONLLIOND KDNHUECTER MECTA HA JUCHE.

) OTrIouATL 3eprANkpoBaHIe
@ 3epranvpoBaTh eXeHEEHO
) 3epKanUpOBATE BXEHEENLHD B

) 3epHanvpOBATE BXEMECAUHO B AEHE:

BpemA:  02:00

[ romeum. | cosocm. |

Puc. 122

Hacmportixu penosumopus

Penosutopuii: OguHHaguaTans naatgopma

VISTOMHNK | i aptlinux org (ALT Linux, Moscow) v

ADXUTEKTYDEI: ] aarchB4
[ i586
%86_64
[] xB6_64-1586

TNokansHoe 3epKano penosMTopus
[CJ onyGnukoBars kak penoanTopuil As ABTOMATIMECKAX OBHOBNEHW

VICKNIUMTE KATANOTH W Maiink (KaasIi Wabnoy B OTAENEHOI CTPOKE)

SRPMS
RPMS . debuginfo
*-debuginfo-*

b

m COpocHTb ‘O4YMCTHTE NOKaNbHOE 3epKano

Puc. 123

CepBep OOHOBJICHUH MPEIOCTABIISICT BO3MOXHOCTh aBTOMAaTHYECKH HACTPOUTH OOHOBIICHHUE KJIH-
EHTCKHMX MAIIMH B HY)KHOM PEXHUME:
- «JlokanpHoe 3epKalio PEro3UTOPHUs» — B 3TOM PSIKUME Ha cepBepe co3aTcs KONus YAaIEHHOTO

penozutopus. 3arpy3ka [10 KIMEHTCKMMHM MallMHAMU MPOU3BOAUTCSA C JIOKAJBLHOIO CEpBepa 1o
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nporokoigam HTTP, HTTPS, FTP, rsync (1s kaxaoro mpoToKojia HY>KHO HacCTPOUTh COOTBET-
CTByIOIIME CITy>KObI, HIKe npuBeAéH npumep HacTpoiiku HTTP- u FTP-cepepa). Hanuuue nHa
JIOKAJIbHOM CepBepe 3epKalia PEermo3UTOpUs MpH OOJIBIIOM KOJIMYECTBE MAIIUH B CETH MO3BOJISET
CYILIECTBEHHO COKOHOMHUTH Tpa(uK.

[Ipumeuanue. 3epKkaaupoBaHue MOTPEOYET HANWYHS OONBIIOTO KOJIMYECTBA MECTa Ha JIUCKE.
YMeHbIINTh pa3Mep cKaunBaeMbIX (haiijIoB U 3aHMMAeMO€ PEMO3UTOPHEM MECTO Ha JAMCKE MOXK-
HO, YKa3aB MMEHa KaTajaoros U (aiyioB, KOTOpble OyAYyT UCKIIOYEHBI U3 CUHXpoHU3anuu. Hampu-
Mep, HE CKaUMBATh MAKEThI C UCXOIHBIM KOJIOM U MAKEThI ¢ OTIaJ0YHON HH(pOpMaIUei:

SRPMS

*-debuginfo-*

[I1abmoHBI YKa3bIBAIOTCSI MO OAHOMY B OTAEIBHOM CTpoke. CUMBON «*» HCIONB3yeTCs JUIS
MI0JICTAHOBKH JIFOOOTO KOJINYECTBA CUMBOJIOB.

«[ly6nukanus peno3uTopus» — B 3TOM cirydae nmyonukyetcs uin URL BHemHero cepsepa, coaep-
JKALIEr0 PENO3UTOPUIN WM, €CIIU BKIIIOUYEHO JIOKAJIBHOE 3€PKAJIO PEIO3UTOPHs, aapec 3TOro cep-
Bepa. Takas myOnauKanus Mo3BOJSET KIMEHTCKUM MallMHAM aBTOMAaTUYECKU HACTPOUTh CBOU Me-
HE/KEphl MAaKeTOB HA KCIOJIb30BaHHE BHEIIHETO WM JIOKAIbHOro peno3utopus. Co CTOPOHBI
KIIMEHTCKUX MAIllMH, B 3TOM Cily4yae, HEOOXOAUMO HAaCTPOUTh MOIYJb «OOHOBJIEHHE CUCTEMBDY,
OTMETHB B HEM IMyHKT « OOHOBIIEHUE CUCTEMBI YIPABISIEMOE CEPBEPOM».

Hacrpoiika 10KalbHOr0 perno3uTOpHs 3aKaHYMBACTCS HAXKaTUEM Ha KHONIKY «IIpuMeHUTH.

IIpumedyanue. [lo ymonuaHuto JIOKaNbHOE 3€pKaJI0 PEMO3UTOPHUS HAXOMUTCA B /sSrv/pub-

lic/mirror. Ing Toro 4troObl 3epKaJUpOBaHME MPOUCXOAMIO B APYryl0 Mamnky, HEOOXOIUMO 3Ty

NanKy MPUMOHTHPOBATh B ManKy /srv/public/mirror. ns storo B daiitn /etc/fstab cregyer

BIIMCATh CIICYIONIYIO CTPOKY:

/media/disk/localrepo /srv/public/mirror none rw,bind,auto 0 0

rae /media/disk/localrepo — nanka-xpaHWIMILE JIOKAJIbHOTO PEMO3UTOPHS.

[Ipumeuanue. Ecniu B karamorax /srv/public/mirror/<peno3utopuii>/branch/<apxutexrypa>/

base/ Her daitnoB pkglist.* 3HaUNT 3epKaTMpoOBaHKE HE 3aKOHYEHO (T.€. HE Bce (pailyibl 3arpyKeHbl Ha

Balll CEPBED).

5.9.6.1 Hacmpoiixa eeb-cepsepa

YcraHoBUTH BeO-cepBep (B TaHHOM MPUMEPE Nginx):

# apt-get install nginx

conf:

Cosznath daitn koHpUTYypamu cepBepa B /etc/nginx/sites-available.d/repo. -

server {
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listen 80;

server name localhost .local <pam ip>;

access_log /var/log/nginx/repo-access.log;

error log /var/log/nginx/repo-error.log;

location /mirror {
root /srv/public;
autoindex on;

}

Cnenath cChUIKY B /etc/nginx/sites-enabled.d/:
# 1In -s /etc/nginx/sites-available.d/repo.conf /etc/nginx/sites-
enabled.d/repo.conf
3anmycTuTh nginx U J00aBUTH €TO B aBTO3arPy3Ky:
# systemctl enable --now nginx
Ha xnueHTckux MammHax He0OXO0AMMO HACTPOUTH PETIO3UTOPUH:
# apt-repo rm all
# apt-repo add http://<ip cepsepa>/mirror/pll/branch
[IpoBepuTh NPaBUIBHOCTh HACTPOUKU PEIIO3UTOPUEB:
# apt-repo
rpm http://192.168.0.185/mirror pll/branch/x86 64 classic
rpm http://192.168.0.185/mirror pll/branch/noarch classic

5.9.6.2 Hacmpourxa FTP-cepsepa
VYceranoButh nakersl vsftpd, 1 ftp, €Ciau OHU elle HE YCTaHOBIICHBI:
# apt-get install vsftpd 1ftp
Hactpouts napametps! ucnonb3oBanus vs ftpd B daiine /etc/xinetd.d/vsftpd:
# default: off
# description: The vsftpd FTP server.
service ftp
{
disable = no # BxiOUaeT cayxdy
socket type = stream
protocol = tcp

walt = no
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user = root

nice = 10
rlimit as = 200M

server = /usr/sbin/vsftpd

only from = 0.0.0.0 # mpemocTaBmuTh IHOCTyH nJjid Bcex IP

IIepezanmyctuts xinetd:
# systemctl restart xinetd
M3meHuTh HaCTPOUKY MpaB focTymna B daitie /etc/vsftpd/conf:
local enable=YES
Coznarp katanor /var/ftp/mirror:
# mkdir -p /var/ftp/mirror
[IpumonTHpOBaTh Kataior /srv/public/mirror B /var/ftp/mirror c onuuei --bind:
# mount --bind /srv/public/mirror /var/ftp/mirror
[Ipumeuanue. Jlnd aBTOMAaTUYECKOr0 MOHTHpOBaHMs Karajora /srv/public/mirror
TIPH 3arpy3Ke CUCTEMBI HEOOXOIMMO JO00ABUTH CIEAYIONIYIO CTPOKY B (aiin /etc/fstab:
/srv/public/mirror /var/ftp/mirror none defaults,bind 0 O
Ha xnmueHTckuX MammuHax He0OXOAMMO HACTPOUTH PETIO3UTOPHH:
# apt-repo rm all
# apt-repo add ftp://<ip cepmepa>/mirror/pll/branch
# apt-repo
rpm ftp://192.168.0.185/mirror pll/branch/x86 64 classic
rpm ftp://192.168.0.185/mirror pll/branch/noarch classic

5.9.7 JlokanbHble YYETHBIC 3aIIUCU

Monynb «JIokanpHble y4€THBIE 3anUch» (IIAKeT alterator-users) u3 pasznena «llonp3oBare-
JW» MIpelHa3HayeH JUIsl aIMUHUCTPUPOBAHMSI CUCTEMHBIX Mojb3oBaTeneit (Puc. 124).

Jlst co3gaHust HOBOM yU&THOM 3armicu HEOOXO0IMMO BBECTH MMSI HOBOUM YUETHOM 3aliCH M HAXKATh
KHOTIKY «Co31aTb», IOCIIEe Yero UMsi 0TOOPa3UTCs B CIIUCKE CIIEBA.

Jl7isl TOTIOTHUTENBHBIX HACTPOEK HEOOXOAUMO BBIIEIUTH T00ABICHHOE UM, JIU0O0, €Cu HE00X0-

MO U3MEHUTH CYIIECTBYIOIIYIO YUETHYIO 3aITUCh, BEIOPATH €€ U3 CIHCKA.
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Mooynb «Jlokanvhvle yuémuvie 3anucuy

HoBaA yUETHAR 3aNNCh: Co3path
BuibpaTh aBatap
user Hacronwee nus: TpYnnkl, B KOTOPLIE BXOAMT NONL30BATENL:
test - ) audio
Jomawnuii katanor: | homeluser
camera
HTepnpetaTop koMaHa: | /bindbash ~ cdrom
cdwriter
BXOAuMT B rpynny aAMAHNCTPATOPOE floppy
fuse
HazHaueHHbIE CUCTEMHbIE PONM: users proc
] localadmins radio
] powerusers scanner
user
users
(]} Co3aatk aBTOMATHYECKH usershares
) (seegnTe tpazy) uucp
T vboxadd
{nosTopuTe dpasy) vboxst
vboxusers
video
MpuMeHNTE Ynanute nonbL3osaTens vmusers
wheel
xgrp

Puc. 124
5.9.8 AAMUHHCTPATOP CUCTEMBI
B mMonyne «AnMuHUCTpaTOp cucTeMbl» (MmakeT alterator-root) u3 pasgena «llomp3oBare-

JIU» MOYKHO U3MEHHTH MapoJib CYNEpIoib30BaTes (root), 3aJaHHBINA MPU HAYAIBHOW HACTPOUKE CUCTEMBI
(Puc. 125).

Mooynb «AOmunucmpamop cucmembviy

Maponk CUCTEMHOTD 8AMUHWCTPATOPa:

[[] CozpaTk aETOMATHYECKN
(emeguTe dpa3y)

(noeTopuTe thpaay)

PazpelweHrHele Ssh kKnoun:
SHA256:yqB0bTGsclxzmqMA2gE mjl/piE5dTyFAdHWIdPTaugY

HoBbIi kntou: RGN ER =Dl Daiin He BbiGpaH

Puc. 125

B nanHoM Moayine (ToibKo B BeO-uHTEp(deiice) MOXKHO J0OaBUTh MMyOJUUHYIO 4acTh Kitoda RSA
nn DSA s noctyna k cepepy no npotokosry SSH.
5.9.9 [lara u Bpems

B monyne «/lata u Bpemsi» (maketr alterator-datetime) u3 paznena «Cucrema» MOKHO U3-
MEHUTb J1aTy U BpeMs Ha CepBepe, CMEHUTh YaCOBOI MOSC, a TAK)KE HACTPOUTh ABTOMAaTHYECKYIO CUHXPO -
HU3AILUI0 4aCcOB Ha caMoM cepBepe 1o npotokosy NTP u npegocraBieHre TOUHOTO BPEMEHHU MO 3TOMY

MPOTOKOIY TSl paboYrX CTaHIMi JokanbHOH cetu (Puc. 126).
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Mooynv «/lama u epemsy

] Momyuats Touroe epema ¢ NTP-cepeepa:

Tekylan JaTa TekyLIEe BREmMA:

n MapT 2025 “ B

MH [Br|Cp|ur|nr|C6| Bc N\

1 2 -.‘\ ),
3 |4|5|6|7|8] o - -
- N

ECOl 1] 12]13|14]25] 16 -

17 [18]19]20[21]22] 23 s ~
24 |25]26]27]|28]29] 30 74 A
- ol

2025-03-10 10:52:16

. XpanuTs Bpema B BIOS no Mpuxsnuy

Yacoeoii noac: Eepona/KanuHuHmpas m

BLIGPATE UCTOUHUK CHTHANOB BPEMEHN:  tsc v

I

Puc. 126

CucteMHOe BpeMsl 3aBHCHUT OT CIEAYIOMNX (HakTOpoB:
- yacel B BIOS — 9ackl, BCTpOeHHBIE B KOMITBIOTEP; OHH PabOTaloT, TaXkKe €CIIM OH BBIKITIOYEH;
- CHUCTEMHOE€ BpeMs — 4achl B AJpe ONEpaliOHHON cucTeMbl. Bo Bpems paboThl cucTeMBI Bce Mpo-

LIECCHI NIOJIb3YIOTCS UMEHHO ITUMH YacaMy;

- 4acoBBbIE M0sICA — PETMOHBI 3€MJIH, B Ka)KJOM U3 KOTOPBIX IPUHATO €IUHOE MECTHOE BPEMSI.

[Ipm 3amycke cUCTEMBI NPOUCXOAUT AKTHBALMS CUCTEMHBIX YacOB M HX CHUHXPOHHU3ALMS C
annapaTHbIMM, KPOME TOrO, B ONPEIENEHHBIX CIydasX YYUTBIBACTCSA 3HAYEHHUE 4acoBOro mosca. Ilpu
3aBepILIEHUH PA0OTHI CUCTEMBI TPOUCXOIUT OOpaTHBIH Mporiecc.

Ecnu Hactpoena cunxponusanus Bpemenu ¢ NTP-cepBepom, TO cepBep CMOXKET caM paboTaTth Kak
cepBep TOYHOI'O BpPEeMEHHU. [[1s1 3TOro AOCTaTOYHO OTMETUTh COOTBETCTBYIOHIMM MyHKT «PaboTaTh Kak
NTP-cepBep».

[Ipumeyanue. BpiOop HMCTOYHMKA CUTHAJIOB BpEeMEHU (MUCTOYHMKA TAKTOBOM YacTOTHI)

JOCTYIICH B PCIKUME SKCIIEpPTA.

5.9.10 Arenrt HaOJIHOIEHUS
Monaynb «AreHT HaOmoneHus» (MakeT alterator-zabbix-agent) u3 pazgena «Cucrema»
MO3BOJISIET HACTPOUTH KIIMEHTCKYIO YaCTh CHCTEMBI MOHUTOpUHTA Zabbix.
Ha ctpanutie Mmomysst MOKHO 3a11aTh cieayromue mapamerpsl (Puc. 127):
- «Cnymats 1o agpecy» — [P-aapec, KOTOpbIil areHT TOJKEH MPOCTYIINBAT;
- «Appec cepBepa HaOIIOACHU) — aJJPeC cepBepa, KOTOPOMY pa3pelieHo 00paIiaThCs K areHry,
- «Wwms y3ma» — nipu BeIOOpe myHKTa «CUCTEMHOE» y3el OyneT mobamiieH Ha cepBep Zabbix mon
CUCTEMHBIM UMEHEM, MpH BbIOOpe myHKTa «llomp30BaTenbckoe» UMs y3/1a MOKHO yKa3aTh B MOJIE

«ITonp3oBaTenbCKOE UMS y3i1a»,



105

- «llonp3oBarenbckoe UMS y371a» — UM y3j1a MOHHTOPUHTA, KOTOpOe OyZeT yKa3aHO Ha cepBepe
Zabbix.

Mooynv «Aeenm HabarOOeHUA»

BHAKUNTEL CNYXEY areHTa MOHUTOPUHIA:

Crnywates no agpecy: | 0.0.0.0
[cnucox |P-agpecos]
Agpec cepeepa HaonwgeHna: | 192.168.0.145
(IP-agpec)
Wma yana: () Cucremuoe Monsz0BaTensckoe
[NonL30BaTENECHOE MMA Y3Na: | server.test.alt

PaspelThb BeiNOAHEHWE koMaHa, [

= =3

Puc. 127

[Ipumeuanue. Ilapamerp «Pa3pemmrs  BBINOJIHEHHME KOMAaHA»  HMCIOJb30BaThb  HE
PEKOMEHTyEeTCHI.

YroObl MpPUMEHUTh HACTPOWKHM W 3amycTUTh Zabbix-areHrt, cieyeT YCTaHOBHTb OTMETKY B
MyHKTe « BKIIIOUNTE City’)k0y areHTa MOHUTOPUHTa» U HaXaTh KHOMKY «[IpuMEHUTHY.
5.9.11 OrpanuyeHue UCMOIB30BAHUS AUCKA

Monyns «Wcnonb3oBanue nucka» (makeT alterator-quota) u3 pasgena «llomp3oBaTenm»
MIO3BOJISIET OIPAHUYUTH HCIIOJIB30BAHUE JMCKOBOIO MPOCTPAHCTBA I10JIb30BATENSIMH, 3aBEIAEHHBIMUA Ha
cepsepe B moayine «Iloap3oBarenny.

Monynb MO3BOJSET 33AaTh OrpaHUYEHUs (KBOTHI) ISl MOJIB30BATENs MPH HCIOIB30BAaHUH OIpe-
JenéHHOro pasnena aucka. OrpaHu4UTh MOYKHO KaK CyMMapHO€ KOJMYECTBO KUJI00aNT, 3aHATHIX (aiina-
MU TIOJIb30BATEIS, TaK U KOIMYeCTBO ATHX (aitnos (Puc. 128).

Mooynv «Hcnonvzosanue ouckay

DalNoBaA CHCTEMA i v  Iemiuee ncnonszoeanne aucka: 0 Kb
Markoe orpaHuyeHne: KB

BrnwueHo: O
HecTHoe orpaHuueHwe: KB

Konwuecteo thaiinoe: 0
MArKoE OrpaHryeHmne:

MonezoeaTent: user

HKEeCTKOE OrpaHNYeHWE:

Puc. 128
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Jis ynpaBneHuss KBoTtamu (aiioBas cHUCTeMa JOJDKHA OBITh MOJKIIOUYEHA C TapaMeTpaMu

usrquota, grpquota. [ljist 3Toro cneayet BhIOpaTh HYKHBIN pa3fen B criucke «DaiioBasi cucteMa» 1 ycTa-

HOBUTBH OTMETKY B moJie «BrmroueHoy» (Puc. 129).

3aoanue oepanuuenuii 0na noavzoeamens user Ha pazoen /home

DAAN0BAA CUCTEMA.  Jhome w  JEHYLIEE MCNONE30BaHWe aucka: 567320 Kb

MArkoe orpaHuuYeHme:
BrnoueHo: n o KB

Monsz0BaTenks: w

test

JKECTKDE OTPAHWUBHIE: g KE

KonwuecTeo ainoe; 114
MArKoe orpaHuyeHne: | 10g

JKecTHOE OTPAHWYEHWE: | 100

e [N

Puc. 129

I[J'ISI TOT'O YTOOBI 3a1aTb OTpaHUYCHUA [JIA ITOJIb30BATECIIA, HCO6XO,[[I/IMO BBI6paTB IIOJIB30BATCJIA B

criucke «Ilonp3oBarensy, yCTAaHOBUTh OTPAHUYEHUS U HAXaTh KHONKY «lIpuMeHUTBY.

5.9.12

[Ipw 3ataHnK OrpaHUYEHUN PA3INYAIOT )KECTKUE U MATKHE OIPaHUYCHUS:

MSTKOE€ OIpaHMYEHHE: HUKHSS MPaHUIA OTPAHUYEHUS, KOTOpask MOXKET ObITh BPEMEHHO IPEBBIILIE-
Ha. BpeMeHHOe orpaHu4eHre — OJHa HECIs,

XKECTKOE OTpaHUYCHHUE: MCIIOIB30BaHUE JIMCKA, KOTOPOE HE MOXKET OBITh NMPEBBIIICHO HU MPH Ka-
KHMX YCIIOBHSIX.

3nayenue 0 pu 3a1aHUU OTPAHUYECHUN 03HAYAET OTCYTCTBUE OTPAHUYCHUH.

Brixirouenue u nepesarpyska KOMIbIOTepa

I/IHOFJIa, B ICJIAX O6CHy}KI/IBaHI/I${ WX 110 OpraHU3allMOHHBLIM IMPUYWHAM HGO6XO}II/IMO KOPPEKTHO

BBIKJIFOUUTH WIH MEPE3Arpy3uThb CCPBEP. I[J'IH 9TOI'0 MOXKHO BOCIIOJIB30BAaTbHCA MOAYJIEM L[YC «BrIKTIOUEC-

HHUC KOMIIBIOTCPa» B pa3aciic «Cucremay.

Monyns Y C «BbeikitoueHre KOMIBIOTEPa» MO3BOJISET:

BBIKITFOUNTH KOMITBIOTED;

nepe3arpy3uTb KOMIIBIOTED;

NPUOCTAHOBUTH PabOTy KOMIIBIOTEPA;

MIOTPY3UTh KOMIIBIOTEP B COH.

Bo3MmoxHa HacTpoilKa eXeAHEBHOTO IPUMEHEHUS JaHHBIX JEHCTBUN B 3aJaHHOE BPEMs.

Tak xak BBIKIIOUCHUE U nepe3arpyska — KpuTUIHBIC JIA Q)YHKHHOHI/IpOBaHI/IH KOMIIBIOTEpaA OIIC-

pauuu, TO IO yMOJYaHHUIO HACTpOiKka BhIcTaBieHa B 3HaueHue «[Ipomomxuts padory» (Puc. 130). dns

BBIKJIIFOYCHMS, MEPEC3arpy3Kku UK NIepexoaa B 3Heproc6eperaloume PEKUMBI HY’)KHO OTMCTUTHL COOTBET-

CTBYIOIIMU ITyHKT 1 HaXxaTh «IIpuMeHUTH.
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Mooynv «Beikntouenue KomMnviomepay

MpoAOMHITE PaBOoTY
) BEINTIOUATL KOMALIOTED Ceifuac
() MepeaarpyanTe KOMNLIOTER CEfYac
) MpPNOCTAHOBUTE KOMMLIOTEP CEiiYac
) MorpyanTe KOMNLKOTER B COH Ceifuac

BhIKNKYATE KOMNLOTED KaXALIN eHs B. | 10:45:00
] MepezarpysaTte KOMMBIOTED KAXALIA OEHE B2 23:00:00
[] MpuocTaHaEnMBaTL KOMNLIOTED KAXALI AEHL B:  23:00:00

D Morpy#ars KOMNLITED B COH Ka#Osld deds 8. 23:00:00

1 =

Puc. 130

JIs1 e’xeJTHEBHOTO aBTOMATUYECKOTO BBIKJIIFOUEHHUSI KOMIIBIOTEPA, Iepe3arpy3Ky, a TaKKe Nepexo-
Jla B DHEprocoeperarolime pekuMbl HEOOX0AUMO OTMETUTH COOTBETCTBYIOIIUI MYHKT U 33J1aTh jKeJIaeMoe
Bpems. Hanpumep, 11l BBIKIIOUEHHUSI KOMITBIOTEpA CIIEYET OTMETUTh MYHKT «BBIKIIIOYaTh KOMIIBIOTED
KaKJIbIN JICHb B», 3a7aTh BPEMs BBIKJIIFOUCHHS B TI0JIE BBOJA CJIEBa OT ATOTO (hja)kKka U Ha)KaTh KHOIKY
«ITpuMeHUTHY.

[Ipumeuanue. [ BOSMOKHOCTH HACTPOHUKH OTMOBEIICHUI Ha e-mail, TomkeH ObITh YCTaHOB-
JIeH nakeT state-change-notify-postfix:
# apt-get install state-change-notify-postfix

Jl1s HAaCTPOIKHU OMOBEIICHUH HEOOXOAUMO OTMETUTh MyHKT «[Ipy M3MEHEHHUU COCTOSIHUSI CHUCTE-
MBI OTIPABIIATH JEKTPOHHOE MUCHMO TIO aJIpecy», BBECTH e-mail ajapec u HaxaTh KHONKY «[IpuMeHHUTH»
(Puc. 131).

[To ykazaHHOMY azipecy, py MU3MEHEHHUU COCTOSHHHM CHUCTEMBI OYyAyT MPHUXOIUTH JIEKTPOHHBIC

nucbMma. Hanpumep, npu BKIIIOUEHUU KOMIIBIOTEPA, COAEpKaHUE MUChbMa OyIeT cleayronee:

Mon Mar 10 11:02:43 EET 2025: The server.test.alt 1s about to start.
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Mooynv «Buikntouenue komnviomepay. Hacmpoiika onosewjenuii

Mpogon#uTe paboty

BbIKMIOUAT b KOMMNBIOTED CEAYAC
MepesarpyanTs KOMNLIOTEP CEAYAC
MPpUOCTAHOBWTL KOMMNBIITED CEAYAC
Morpy3uTh KOMMLIOTED B COH CEHYAC

BLIKNOUATE KOMMLIOTEP KAXAbIA AEHL B 23:00:00
Mepesarpy#aTs KOMNLIOTED KaXObLI AEHB B. | 11:22:00
MpPUOCTAHABNWEATE KOMNEOTED KEXORA DeHe B2 23:00:00

Morpy#aTh KOMNLIOTEP B COH Ka¥ablil feHb B: | 23:00:00

[Py MZMEHEHWN COCTOAHNA CHCTEME! OTNPABNATE INEKTPOHHOR NNCEMO N0 Agpecy. | ivanovi@test.alt

i

Puc. 131
[Ipu BBIKITIOUECHUH:
Mon Mar 10 12:02:28 EET 2025: The server.test.alt is about to shutdown.
Knomnka «COpocuTh» BO3BpaIlaeT cleIaHHBIM BHIOOp K OE30IIaCHOMY 3HAYCHHIO 110 YMOJIYAHUIO:
«[IpomomKuTh paboTy», MEPEUNTHIBAECT PACTIUCAHUS U BBICTABIISET OTMETKHU JIs €KEeIHEBHOTO aBTOMATH -

YCCKOIo ﬂCﬁCTBHH B COOTBCTCTBUC C IPOUYUTAHHBIM.

5.9.13 Hactpoiika orpanndenuii Ha ucnoiab3oBanre USB-ycTpolicTs
Monyne [IYC «Koutpons USB-yctpoiictBy (maket alterator-usbguard) uz pazgena «Cucremar
MpeHa3Ha4YeH I HACTPOWKM OrpaHuueHuil Ha ucnoiib3oBanue USB-ycrpoiictB. Monyns padoTaeT Ha
ocHoBe (ynkrmoHana USBGuard, mo3BossieT BecTH 4€pHBIA U OCNBIM CIIUCKU OTPAHHUYCHUA W TIPEJIO-
cTaBisieT ABa Tua neiicteuil — allow/block.
Monynb npenocTaBIIsSeT CIELYIOIMNE BOZMOKHOCTH:
- CKaHUpPOBaHUE MOJKIOYEHHBIX YCTPOUCTB;
- BBIOOp U 1006aBlIeHUE YCTPONUCTB B HAOOP MpaBUII U3 CIIMCKA MOJKIIIOUYEHHBIX YCTPONCTB;
- CO3JlaHue MPeyCTaHOBICHHBIX MIPABUII AJIS PACIPOCTPAHEHHBIX CIIEHAPUEB;
- cO3/AaHue MpaBui 1o aeckpunropam unrepdeiica: CC:SS:PP;
- cozzanue npasui no ceoiicrsam USB-yctpoiicta: PID, VID;
- co3aaHue npaswi no xemy ycrporcrsa mo PID+VID+SN;
- CO3JIaHUE CIIOXKHBIX MPABUII C IONOTHUTEIBHBIMH YCIOBUSMU;
- 3arpy3ka IpaBuII U3 csv-daiina;
- penaKkTUpOBaHUE 3HAYEHWUU B CO3JaHHBIX ITPaBUIIAX;
- TIPOCMOTP KypHajia coObITHI noakItoueHus/oTkaodernst USB-ycTpoiicTs.
Jlns yBenoMIIeHHs TIOJIb30BATENS O TMOJIKIIOYEHHOM M 3a0JI0KMPOBAaHHOM YCTPOHUCTBE COOOIICHH -

€M B Tpee UCIONIb3yeTCsl MOy b YBeZoMIIeHUH (rakeT usbguard-notifier).


https://packages.altlinux.org/ru/sisyphus/usbguard-notifier
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5.9.13.1 Ungpopmayuonnoe none

B undopmarmonnom none (Puc. 132) orobpakaercs Tekyiee cocTosiHue Cy>k0nl usbguard, criu-
COK TIIOJIb30BATENCH W TPYII, KOTOPBIE MOTYT PEIaKTUPOBATh IpaBHIIA, COOOIIEHHs 00 OMMOKax H
MpeIyIpexKICHUS.

Mooyne «USBGuardy. Ungopmayuonnoe none

. USBGuard cnywba AeTtosanyck BBIKMHOYEH Mpouecc HEAKTUBEH

ITH NoNbL30BaTENN MOTYT M3MEHATE Npaskna: root

3TH rpyNNkLl MOTY MEHATE Npaeuna: wheel

AKTUBMPOBATH KOHTPO/L NOPTOB

Puc. 132

[Ipumeuanue. JloGaBUTH/yIaIUTh MOJH30BATENS/TPYIITY, KOTOPHIE MOTYT PEAaKTUPOBATh
IIpaBuja, MOKHO B KOMaHJHOM CTPOKE, HAIpUMeED:
- J1aTh TMOJIH30BATEINIO USer MOJIHBIM JAOCTYyN K pazaenaM «devices» U «exceptionsy», MOIb30BATENb
user TaKxe OyJeT UMETh BO3MOKHOCTh IIPOCMATPUBATH M H3MEHSATH TEKYIIYIO MOJHUTUKY:
# usbguard add-user -u user --devices ALL --policy modify,list --
exceptions ALL
- yJaJuTh [paBa y MOJb30BATEIA USET:
# usbguard remove-user -u user
JomnonuurenbHyt0o WHGOPMAILMI0O CMOTPUTE HA COOTBETCTBYIOIIMX CTPAaHUILAX PYKOBOJCTBA,
HaIlpuMep:
$ usbguard add-user -h
s BrimroueHus: koHTposst 3a USB-yctpoiicTBaMu HEOOXOAMMO YCTAaHOBHTH OTMETKY B ITYHKTE
«AKTUBHpPOBATH KOHTPOJIb MOPTOB», HaxaTh KHOMKY «IIpoBeputb», a 3arem KHONKY «lIpuMeHHUTDHY.
Cyx6a usbguard Oyzert 3amyiieHa u 1o6aBieHa B aBro3arpysky (Puc. 133).

Koumponw nopmoe akmusuposan

@ UsbGuard ... AKTUBEH

3TH NoONL30BaTEN M MOTYT H3MEHATEL Npasuna: root

3TH rpynNbI MOTY MEHATE Npasuna: wheel

¥ AKTWBADOBATL KOHTPONB NOPTOB

Puc. 133

[Ipumeuanue. Ilo ymonuanuro OyaeT ycraHoBIIeH pexxuM «beinblil ciucok»: «3aba0KupoBaTh
BCE, KPOME TOJKIFOYCHHBIX YCTPOUCTBY, IIO3TOMY BCE MOJKIIIOUYCHHBIC YCTPOUCTBA OYAyT 100aBJICHBI B
CIIMCOK pa3peluéHHbIX, a Bce HoBbie USB-ycTpoiicTBa OynyT O10KkupoBathes. VI3MeHNUTh MOBEICHUE 110
YMOJTYaHHIO MOKHO, YCTAaHOBUB HYXKHBIH pPEXXUM Tiepes1 3armyckoM ciry>k0b! usbguard (cm. «IIpemycraHos-

KI»).
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Juis oTkroueHust KOHTpos 3a USB-ycrpoiicTBaMu HEOOXOUMO CHATH OTMETKY C TOJS « AKTH-
BHPOBATh KOHTPOJIb TOPTOBY», HAXKATh KHOMKY «IIpoBeputhy, a 3aTeM KHONKY «[IpuMeHUTH» W Tiepe3a-
IPY3UTh CUCTEMY.
5.9.13.2 Cnucox USB-ycmpoiicmeé

Ecnmu cmyx6a usbguard 3amymiena, B Beo-untepdeiice OyaeT oToOpak€H CIUCOK TEKYIIUX TOM-
KIFOYEHHBIX yCTpoiicTB (Puc. 134).

USBGuard. Cnucox USB-ycmpoticme

CrNWCoK yCTPONCTB
N % Mopt #% |CC:SS:PP & VID % | Bengop % |PID % | HasBanwe #% g::'::uhm % | Xaw 4 |Cratyc %
1 usb1 09:00:00 1déb Linux Foundation | 0002 *HCI Host 0000:00:14.0 JEP/EWzvigdJ 5V SeTUYBPatCNBKeaREvo20gdplNDio= | allow
Controller
2 usb2 09:00:00 1déb Linux Foundation | 0003 xHCI Host 0000:00:14.0 prii+Jby/bFHCN2INjQdAMbgcbtsedx\Vix+hZwjOPHSdQ= | allow
Controller
3 1-2 08:06:50 090c Silicon Metion, Inc. | 1000 USE DISK 2010121200000186 | 2dfdMHZxFSolAaMbsh68G4fpz D3IQLPLI+MTKHNSRIE= | block
- Taiwan (formerly
Feiya Technology
Corp.)
4 1-3 De:** Odca Lite-On TO7F HP Wide \ision | 200901010001 FDOUMHTcTTBkTSmXKgrG/ block
Technolegy Corp. HD Camera Z2Q207cu+lpQgCs24460d8=
5 1-10 el 8087 Intel Corp. Oaaa BpLyFMeiMuggZ SYbuMBAIxEhMoXynujoUMg83HPZkdU= | block
CkaHupoBaTh ycTpoiicTBa

Puc. 134

B cton6ie «Crartycy orobpaxkaercs Tekyiiee coctossuue USB-ycTpoticTta («allow» — paspemén-
HOE yCTpOHcTBO, «block» — 3a0110KMpPOBaHHOE YCTPONCTBO).

Hns penaktupoBanus coctostaus USB-ycTpolicTBa HEOOXOJUMO BBIJICIUTH CTPOKY € HY>KHBIM
YCTPOMCTBOM M HaXkaThb KHONKY «Pa30inokupoBatb»/«3abnokupoBarby». [Ipu 3ToM Oyner nodasineHo co-
OTBETCTBYIOIIEE MPABUJIO B TAOIUILY «XAIII».

I[Ipumeuyanue. Ecnu aktuBeH «bemnblit criucok», To A ycTpoicTBa co ctarycoM «block» Oy-
JIeT aKTHBHA KHOMKa «Pa30ioKkupoBaTh», ecii akTUBeH « YEPHBINA CIIUCOK», TO AT YCTPOICTBA CO CTaTy-
coM «allow» Oyzner akTuBHA KHOIKA «3a0JI0KUPOBATHY.

Knonka «CkaHHpOBaTh YCTPOWCTBA» IO3BOJIACT OOHOBHUTH CIHUCOK MOAKTIOYEHHBIX USB-
YCTPOMCTB.
5.9.13.3 Ilpedycmanosxu

[IpaBuna MoryTt pabortath B pexxume Oenoro wim uépHoro cnucka (Puc. 135). Ilocne ycranoBku
pexxuma «YEpHbI crucok», OyayT 3a0JI0KMpPOBaHBI TOJBKO IEpeunciieHHble B AaHHOM criucke USB-
ycrpoiictBa. Ilocie ycranoBku pexxnma «benbiit criucok», 0yayT 3abnokupoBansl Bce USB-ycTpoiicTsa,

KpOMC€ NEPCUUCIICHHBIX B TaHHOM CITMCKE.
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Mooyne «USBGuardy. Ilpedycmarnosxu

MpegycTaHOBKK

Benslii cnucok:

© 3aGnoKIPOBATE BCE, KPOME NOAKTHYEHHBIX YCTPOICTE
3a6N0KMPOEATE BCE, KPOME NMOAKNKUeHHLIX W HID/MHUB yeTpoiicTe

PyuHoil pexmm

YepHbIil cnncok:
ENOKMpOBaTEL YCTPOICTEA MO KNaccam geckpuntopa wHTepdeiica: 06 Image v 08 Mass Storage
BNOKMPOBATE YCTPOMCTEA N0 CNACKY N3BECTHLIX PIDVID, ncnoneayiowmx Android Debug Bus

PYUHOIl pexim

Puc. 135

Kpome pyuHoro pexxuma j00aBieHHs MPaBUI B CIUCKU CYLIECTBYET BO3MOXKHOCTh IpeABapH-
TEJIbHOM HACTPOUKM CIHMCKOB. [yt peaBapuTeIbHOM HACTPOHKH MPAaBUII HEOOXOAUMO:
1) BBIOpaTh COOTBETCTBYIOIINH ITyHKT:
- «benbIi cniucok»:

" «3abnokupoBaTh BCE, KpOME IOJAKIIOYEHHBIX YCTpPOHCTB» — B IpaBwia (Tabauna
«Xomy) ¢ neictBueM «allow» OynyT moOaBieHBI BCE MOIKIIOYCHHBIE YCTPOUCTBA.
Bce noeie USB-ycrpoiictBa OynyT 3a010kupoBansbl (OyayT oToOpaxaThCsi B TabIUIE
«Criucok ycTpoicTB» co cratrycoM «block»);

* «3abnokupoBaTh Bce, kpome nojkiaroueHHbIx 1 HID/HUB ycerpoiicTB» — B mpaBuia ¢
neiictBuem «allow» OyayT mo0OaBieHBI BCe MOIKIIOYEHHBIE yCTpoiicTBa (Tabmuia
«Xoam») u Bce ycrpoiictBa ¢ umHTepdeiicamu 03:*:* u 09:*:* (tabmuna «Macku
CC:SS:PP»). Bce HoBbie USB-yctpoiictBa kpome HID/HUB-ycTpoiicTB (kmaBuatypsl,
MbIIIH, JOKOHCTHKHM, USB-koHIEeHTpaTopsl) OyayT 3a0iokupoBaHbl (OyoyT oToOpa-
xatbes B Tabnuie « CiMcoK yCTpOUCTBY co ctatycoM «block»);

»  «Py4HOU peXUM» — TO3BOJISAET YCTAHOBUTH CBOM ITPABUIIA.

- «YEpHBIN CIIHCOKY:

* «brnokupoBarh ycTpoiicTBa Mo KiaccaM Jeckpuntopa uHtepgeiica: 06 Image u 08
Mass Storage» — B npasuia (tabmuna «Macku CC:SS:PPy») ¢ nefictBuem «block» Oy-
IyT 100aBJIeHBI Bce ycrporcTBa ¢ uaTepdeiicamu 08:*:* u 06:*:*. Bce USB-ycTpoii-
ctBa Mass Storage Device (USB-nakomnuTesnb, KapTa MaMsTH, KapaApuaep, mudpopas
dorokamepa) u Image (BeG-kamepa, ckanep) OyayT 3abmokupoBaHbl (OyayT oToOpa-
xatbes B Tabnuie « CiMcoK yCTpOUCTBY co ctatycoM «block»);

» «bnokupoBars ycrpoiicTBa no crnimcky u3zBecTHbIX PID:VID, ucnonssytommx Android

Debug Bus» — B npaBuna (tabnuna «Macku VID:PID») ¢ nefictBuem «block» OymayT
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nobasnensl u3BectHolie Android-yctpoiictBa. Bece Android-ycrtpoiictBa OyayT 3a0m0-

kupoBaHbl (OyayT oroOpaxarbcs B Tabmuie «CHHCOK YCTPOMCTB» €O CTaTycoM

«block»);

" «Py‘lHOﬁ PCKUM» — IMO3BOJIACT YCTAHOBUTH CBOU IIpaBUJIa.

2) naxatb KHONKY «IIpoBeputh». ByayT nokasans! manupyemslie usmenenus (Puc. 136);

HﬂaHupyesze UBMEHEHUA

Puc. 136

3) ecnu U3MEHEHUs1 KOPPEKTHBIE, HAXKATh KHOMKY «[IpUMEHUTHY.

Opyrie npasuna
O N % |I1pa|mnc 4 | Oeiicteue %
Mackn CC:S5:PP
D N % | CC:SS:PP % | Onucaine % | MopT % | Qeictene *
D & 03 allew
Mackn VID: PID
D |N o |\ﬂD %+ | Bengop & (PID 4+ | Haseanue 4+ | Mopt & | Oeictene *
Xaw
O N & | Xaw 4 | OnucaHune & | Oeiictene &
D [} “xHCHHost Controler alow
D 4 “xHClHHost Controler alow
o |2 “USE DISK" allow
D 3 “HP Wide Vieion HD Camara” allew
D 4 = allew
0 & . ikSqClssARULG yeUYEEEEBmO TTWHISXeo=" "USEZ.0HUB" allow
JEP/EWzvigd) 5\VSeTUYBPatCNBKeaREve20qdplNDio= *HCI Host Controller allow
prii+Jby/bFHCR2INjQdAMbgcBtsedxVx+hZwjOPHSdQ= xHCI Host Controller allow
2dfdMHZxF5olAaNbsh68G4fpzD3IQLPLI+MTKHNSRIE= USB DISK allow
FOOUHTe T8k T SmXKgrG/Z2020Tcu+lpQgCs 24460d8= HP Wide Visicn HD Camera allow
BpLyFMeiMugqZ SYbuMBAIxEhMNoXy nuj0UMgB3HPZkd LU= allow
an+hPjkSgC/s+AnuuG9Ke1ycUYS5865rBmC3TWH/SKso= USB2.0 HUB allow
Sxtepre gain | oain o vty | TEED

4) IS OTMEHBI M3MEHEHUH (70 HakaTusi KHONKK «II[puMeHnThY) cienyeT BeIOpaTh MyHKT «Pyd-

HOM pexuM», HaxKaTh KHOTIKY «IIpoBepuTth», a 3aTeMm «IIpuMeHUTH».

5.9.13.4 Jlobasnenue npasun

s noGaBieHUs] HOBOTO IpaBUJia JOKEH ObITh BbIOpaH MyHKT «Py4HON pexum» B OeIoM Wiu

yépHoM cnuckax. Eciau «PyuyHol pexkum» BbIOpaH B 0€JIOM CIIUCKE, MPaBHIIO OyIeT 100aBlIeHO C JIei-

ctBueM «allowy, eciu B uépHoM — ¢ eiictBreM «blocky.
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5.9.13.4.1 TIpaBuia no knaccy unrepdeiica
Hasznauenne USB-ycTpoHCTB MOXET ONpEeAeNsThCS KOJAMH KJIacCOB, KOTOPBIE COOOIIAIOTCS
USB-y3ny [1s 3arpy3ku HeoOX0quMBbIX apaiiBepoB. Koabl KjaccoB Mo3BOISIIOT YHUGUIUPOBATH paboTy C
OJIHOTHUITHBIMHU yCTPOICTBAMM PAa3HBIX MPOU3BOJUTENICH. Y CTPONCTBO MOKET MOAAEPKUBATH OJUH WIIU
HECKOJIBKO KJIACCOB, MAKCHUMAaJIbHOE KOJIMYECTBO KOTOPBIX ONPEAENAETCS KOJIMUYECTBOM JIOCTYIIHBIX
endpoints. Hanpumep, mmpoko u3BecTHsl ycTpoiicTa kitacca Human Interface Device, HID (mbimm, kia-
BHATYPBbI, HTPOBbIC MAHMUITYJISITOPHI U T.J.) WK ycTpoicTBa Mass Storage (USB-HakonuTenu, KapThl Ha-
MSTH U T.1.).
[Ipumeuanue. Knacc untepdeiica ykaspBaeTcsi Kak TpU 8-OMTHBIX YMCIIA B MIECTHAANATEPUY -
HOM dopmare, pazaeneHHbIx ABoeTouneM (CC:SS:PP). Uucna o6o3nauarot kitace unrepdetica (CC), mox-
kiacc (SS) u npotokon (PP). Bmecto HOMepa mojikiiacca v MpOTOKOJIa MOKHO HCIIOJIB30BaTh CUMBOI *,
4TOOBI COOTBETCTBOBATh BCEM MOKJIAcCaM WM MpoTokonaM. CorocTaBieHHue OMpeesIeHHOrO Kiacca U
OIPEEIIEHHOr0 IIPOTOKOJIA HE JOIyCKAETCsl, TO €CTh €CIM B KaUYECTBE HOMEPA MOJKJIAcCa UCIOIb3YETCS
*, TO JJIs IPOTOKOJIA TAK)KEe HE0OXOIMMO HCIIOJIb30BATh *.
JloGaBienue mpaBuiia Mo Macke:
1) mox tabmuueit «Macku CC:SS:PP» HaxkaTh KHONIKY «J[00aBUTHY;
2) B mone «CC:SS:PP» Bnmcarh Macky, HampuMmep, MPaBWIO JJIs BCEX YCTPOWCTB ¢ MHTEpdercamu
09:*:* (Puc. 137);
3) naxaths kHONKy «IIpoBeputh». KoppektHoe mpaBuio Oyzaer BblieneHO 3en€HbIM 1BeToM (Puc.
138), HEKOPPEKTHOE — KPACHBIM;
4) ucnpaBUTh WIM yAAIUTH HEKOPPEKTHOE IIPABUIIO U TOBTOPHO HaxkaTh KHONIKY «IIpoBeputhy;
5) Haxath kHONKY «IIpumeHUTH» AN akTUBauuu npasuia. [IpaBuiio st Bcex yCTPONCTB C MUHTEP-
(deticamu 09:*:* Gynet 100OaBIICHO.

Hobasnenue npasuna ons ecex ycmpoticma ¢ unmepgeticamu 09:*:*

Macku CC:55:PP
D N % | CC:SS:PP % | Onucanune % | Nopt %+ | OeiictBne *
D 5 03 allow
O - I 09:*:“1 - - allow
Copeners
Puc. 137

IIposepka npasuna

Mackw CC:SS:PP

D N # | CC:SS5:PP - | OnucaHue % |Mopt 4 | OeiicTene *

D 5 03 allow
D - [V Fred - - allow
Dononn.

Puc. 138
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5.9.13.4.2 TlpaBuna no VID&PID

Kaxxnoe USB-ycTpoHCTBO COAEpX UT aTpuOyThl, KyJa BXOIUT HJIEHTU(UKATOp pa3zpaboTyrka

ycrporictBa (VID) u uaentudukarop usnenus (PID). Ha ocHoBanum 3TUX WIEHTH(UKATOPOB Y3l

(KOMIBIOTEP) MILIET METO/IbI Pa0OTHI C 3TUM YCTPOMCTBOM (OOBIYHO 3TO BhIpa)kaeTcsi B TpEOOBaHUM yCTa-

HOBUTH JIpaiiBePHI, MOCTABIIIEMbIC pPa3pabOTIUKOM yCTPOUCTBA).

[Ipumeuanue. VID u PID — 310 16-OuTHBIC YKClia B MIECTHAAIIATEPUYHON CUCTEME CUHUCIIE-

Hus. B IMpaBHUJIC MOXXHO TaKXKE HMCII0JIb30BaTh CMMBOJI *:

)
2)

3)

4)
S)

JUTSL COOTBETCTBUSA JTIOOOMY HJIEHTU(DUKATOPY YCTpOHCTBA *:*

JUTSL COOTBETCTBHS JIFOOOMY UIACHTH(PHUKATOPY MPOTYKTa OT KOHKPETHOTO MOCTABIIHNKA, HAIPUMED,
090c:*

JHo6asnenne npasuia mo VID&PID:

non Tabmuneit «Macku VID:PID» naxats kHONIKY «/]00aBUTEY;

B nosie «VIDy BnmcaTth uaeHTudukarop pazpadorunka ycrpoiicrsa (VID), a B mone «PID» unen-
tudukarop uzaenus (PID) (Puc. 139);

HakaTb KHONKY «IIpoBeputh». KoppekTHoe mpaBuio OyAeT BbAEIEHO 3€IEHBIM I[BETOM, HEKOP-
PEKTHOE — KPACHBIM;

UCIIPaBUTh WJIU YJIaJIUTh HEKOPPEKTHOE MPABUIIO M IOBTOPHO HAXKaTh KHOMKY «[IpoBepuThy;
HaXaTh KHOMIKY «[IpuMEeHUTDY 17151 akTUBAIIMU TIpaBUIIA.

Jlobasnenue npasuna no VID& PID

Macku VID:PID

Ao

N 4 |(VID 4 | Benpgop + PID Hassanue % | Mopt 4 | [eictane *

1240 - |o101] - - allow

ossoer | spaner |

Puc. 139

59.13.43 IlpaBuna no xeury

Hns xaxaoro USB-yctpoiictBa USBGuard BbIYmcisieT Xem Ha OCHOBE 3HAY€HHH aTpuUOyTOB

ycTpoiictBa u ganubix geckpunropa USB (PID+VID+SN).

1)
2)
3)

4)
5)

JloGaBneHue mpaBuia 1o xemry:

noJ Tabnunei «Xsun HakaTh KHONKY «J{00aBUThY;

B 1oJie « XA BOUcaTh xeur ycrpoictsa (Puc. 140);

HaxaTb KHOIKY «IIpoBeputb». KoppekTHoe npaBuio OyJeT BBIACICHO 3€JIEHBIM 1IBETOM, HEKOP-
PEKTHOE — KPACHBIM;

VCIPAaBUTh WIM YAAIUTh HEKOPPEKTHOE IPABUIIO U MOBTOPHO HaXaTh KHOMNKY «IIpoBepuTh»;

HaXXaTb KHOIIKY ((HpI/IMeHI/ITB» AJId aKTUBAllUKW IIpaByJIa.
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Jobasnenue npasuia no xeury

Xaw

N % [ Xaw % | Onucanue % | [eicTene *

0 "JEP/6WWzvigdJ5VSeTUY8PatCNBKeaREvo20qdpIND/o=" "xHCI Hest Centroller” allow
“pri+Jby/bFHCN2INjQdAMbgcbtse3x Vi +hZwjOPHSdO=" "xHCI Host Controller™ allow
2 “FDOU/HTCT78kT SmXKgrG/Z2Q207cu+lpQgCs24460d8=" "HP Wide Vision HD Camera® allow

3 "BpLyF SYbuMBAIXE] ynujoUMg83HPZkdU=" - allow

OO000oao|o

IdedMHZxFSGIAaNbshSSGdfpzD3\QlPL3+M?KHnSR]E% - allow

[ Bubepure dhaiin | Gaiin we swibpan
Puc. 140

5.9.13.4.4 Jpyrue npaBuia
Moynb TO3BOJIIET CO3JaBATh CJIOKHBIE MPABUIIa C JOMOJHUTEIIBHBIMU YCIOBUSIMH.
Jlo6aBiieHHE CIIOKHOTO MPaBUJIA;
1) mox tabnuueit «/lpyrue npaBuia» HakaTb KHOMKY «/]00aBUTEY;
2) B none «IIpaBuno» Bnucars npasmio (Puc. 141). Hanpumep, npaBuiio, paspeiiaroliee moKiIroue-
HHE NPUHTEPA TOJIBKO Yepe3 ONpeAeIEHHbIN NOPT:
allow id 04a9:177a name "Canon E400" serial "F572EC" via-port "1-2"
hash "egl9yA8m+5VVMmhXOvbUzwNPDGCAPg+fxIQHvbptlsy="
3) naxath KHONKY «IIpoBeputh». KoppekTHoe mpaBuiio OyneT BbIIEICHO 3€JEHBIM IIBETOM, HEKOP-
PEKTHOE — KPACHBIM;
4) WCHpaBUTH UM yIATUTh HEKOPPEKTHOE MPABUIIO M TOBTOPHO HAXKaTh KHOMKY «[IpoBepuThy;
5) Haxath KHONKY «IIpUMEHUTHY 17151 aKTUBAIMH MPABHIIA.

ﬂo6aexzenue CJIOJICHOCO npasuja

[pyrue npasina
[] |N # |Npasuno % | Deictene %
D 9 allow id ScBE:fc52 serial "=5G-xMpl™ hash "6CJS2JC_" parent-hash "I }~|dJ” via-port "A?DYST+{" with-interface { 00:c1:A6 2E:** 1e:** c6.ae:0F SF** 3C** } allow
|- allow id 04a9:177a name "Canon E400" serial "F572EC" via-port "1-2" hash "eqIQyASm+5WMthOubUszPDGCAPq+foQHVbplI5Y="| allow
[ spene |
Puc. 141

5.9.13.4.5 3arpy3ka npaBui u3 (aiina

[IpaBuna nomKHBI OBITH TOOABIECHBI B CSV-(aiiy, MO OJHOMY MPABHIIYy B Kaxaou cTpoke. CTpoka
JIOJIKHA UMETh BHI:
allow/block, Interface, PID:VID, Hash

Hanpuwmep:
allow,,090c:1000,"2dfdMHZxF501AaNbsh68G4fpzD3iQLPL3+M7KHNnSRjE="
allow,00:00:~*,,
allow,,1000:%*,

allow,,,"eql9yA8m+5VVMmMhXOvbUzwNPDGCAPg+fxIQHvbptlsy="
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[Ipumeuyanue. Daiin He TOIKEH coepKaTh KOH(MIMKTHBIE MTPAaBUIIa — JOJDKHBI ObITH 100 BCe

allow, 1160 Bce block.

)

2)
3)

4)
S)

3arpy3ka npaBwi U3 Qaiina:

Ha)kaTh KHOIIKY «Bbroepure ¢aitn»/«O630p» (mox tadbaurei «Xsum) u BeIOpath ¢aiis ¢ npaBuiia-
MU;

Ha)XaTb KHOIKY «3arpy3uTh U3 ¢ainay;

HaxaTh KHONKY «IIpoBeputh». KoppekTHoe npaBuiio OyJIeT BbIIEICHO 3€JIEHBIM LIBETOM, HEKOP-
PEKTHOE — KPACHBIM;

WCHPABUTh WIH yAATUTh HEKOPPEKTHOE MPABUIIO M TOBTOPHO HAXaTh KHOMIKY «[IpoBepuTh»;
Ha)kKaTh KHOTIKY «[IpuMeHUTE)» ISl aKTUBAIH MTPABHJIA.

[Ipumeuanue. [lpu 3arpyske npasun u3 ¢aiina moiutuka Toxe OyIneT BbIOpaHa u3 (aiina.

Ecnu B (aitiie ykazaHa moJuTHKa IPOTUBOIOJIOKHAS TEKYILEH, BCe CYIIECTBYIOIIME paBuiia OyayT yaa-

JICHBI.

5.9.13.5 Yoanenue npasun

1)
2)
3)
4)

[Ipumep ynanenus npasuia 1o Macke:

B Tabnune «Macku CC:SS:PP» ycTaHOBUTH OTMETKY B 10JI€ C COOTBETCTBYIOIIUM IIPABUIIOM;
Ha)aTb KHOMKY «Y nanutby». [IpaBuso Oyaet rotoso k ynanenuro (Puc. 142);

Ha)kaTh KHONIKY «IIpoBeputh»;

HaxxaTb KHONKY «IIpuMeHuTH» U1 ynaneHus npasuia.

Yoanenue npasuna

Mackn CC:S5:PP

N 4 | CC:S5:PP ~ | Onncanne

L 4

Oeictane

Ao

MopT

-

Cinener |
Puc. 142

HpaBI/IJ'Ia H3 Jpyrux Ta6J'II/II_[ YAAUTAKOTCA aHAJIOTUYHBIM CII0COOOM.

5.9.13.6 Ilpocmomp sncyprana ayouma

s mpocMoTpa KypHana coObITUN moAKIroYeHus/oTkIoueHust USB-ycTpolicTB (KypHasia ayau-

Ta) HEOOXOAMMO HaXaTh KHONKY « KypHaim», pacroo)KeHHYIO B JIEBOM HIDKHEM yriy Moxyis. [lo Haxa-

THUIO Ha 3Ty KHOIIKY pacKpblBaeTcs >xypHai ayauta (Puc. 143).

[Ipumeuanue. g oOHOBICHUS )KypHaAIa HEOOXOIUMO HaXaTh KHONKY «DUIBTPOBATHY.
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Kypnan ayouma USBGuard

| [ ounvocar |

[17] [1738652142.7@9] (A) uid=0 pid=15667 result='SUCCESS' device.system_name='/devices/pcie@e®:@a/eee0:00:eb.a/usbl’
target.new='allow' device.rule='allow id 1d6b:@@@2 serial "@@@2:00:8b.8" name "EHCI Host Controller" hash

"SEIVqUnwe TEKDMNIODJUyXkFIvvFPJmyPTRKIIVCvIvE=" parent-hash "BfFg9THiKJIVTnHGCjHfIWc@@WcIIzhay)9C3BiPYho=" via-port "usbl" with-
interface 29:09:0@ with-connect-type ""' target.old='allow' type='Policy.Device.Update’

[18] [1738652142.718] (A) uid=0 pid=15667 result='SUCCESS' device.rule='allow id 1d6b:@@@1 serial "@eee:@@:06.8" name "OHCI PCI
host controller” hash "1UN32sIeMBB1D8Pd82mxu95iCTw8oK1T81ZDeg628/0=" parent-hash "XokStAV3JXWgqQkwel6YD7ZPFcHselOtwuGmVNBCed6E="
via-port "usb2" with-interface 89:80:0@8 with-connect-type ""' device.system_name='/devices/pci@@00:00/0000:00:06.0/ush2’
type='Device.Present’

[19] [1738652142.718] (A) uid=@ pid=15667 result='SUCCESS' device.system_name='/devices/pci@@ea:0o/0eed:d0:06.0/ush2’
target.new='allow' device.rule='allow id 1d6b:@@@1 serial "@@@@:@0:06.2" name "OHCI PCI host controller” hash
"1UN32sIeMBB1DBPd82mxud5iCTwaoK1T81Z0eg628/0=" parent-hash "XokStAV3JXWgQkWel6YD7ZPFcHselOtwuGmVNBCedBE=" via-port "usb2" with-
interface 29:00:00 with-connect-type ""' target.old='allow' type='Policy.Device.Update’

[28] [1738652142.71@] (A) uid=0 pid=15667 result='SUCCESS' device.rule='allow id @9@c:100@ serial "2010121200880186" name "USB

with-interface 88:06:50 with-connect-type "unknown"' device.system_name='/devices/pci@@e®:ee/ee00:00:0b.2/usbl/1-1"
type='Device.Present’

[21] [1738652142.724] (A) uid=8 pid=15667 result='SUCCESS' device.system_name='/devices/pci@@eo:ee/eeee:e0:0b.d/usbl/1-1"
target.new='block' device.rule='allow id ©9@c:1000 serial "2010121200800186" name "USB DISK" hash

"2dfdMHZxF501AaNbsh68G4 fpzD31iQLPL3+M7KHNSRIE=" parent-hash "SEiVqUnwwefEKDMN9OJUyXkFIvvFPJmvPTRKIIVCVIVE=" via-port "1-1" with-
interface 88:06:50 with-connect-type "unknown"' target.old='allow' type='Policy.Device.Update’

s | roven—

<< 12345 >

KOnW4yecTeo 3anvWceid Ha ogHy cTpaduwy (0T 1 oo 100)

DISK" hash "2dfdMHZxFSolAaNbsh68G4fpzD3iQLPL3+M7KHNSRjE=" parent-hash "SEiVqUwwefEKDMNSOJUyXkFIvvFPJmyPTRKIIVCvlvE=" via-port "1-1"

Puc. 143
[Mpumevanue. Punprpanus no sory USBGuard — cTporasi, perucrpo3aBucumast.

5.9.14 Hactpoiika orpannueHus noctyna K ¢aiinoBoit cucreme USB-ycTpoiicTBa

Monyns IIYC «Koutponas USB-ycTpoiicTB (MOHTHpOBaHHE)» (MakeT alterator-usbmount) u3 pas-
nena «CrcreMay To3BOJISIeT OTPAaHUYUTh TOCTYH K daittoBoit cucreme USB-ycrpoticta mo UID/GID. B

MOJyJIe TaKKe MPEAyCMOTpPEHa BO3MOKHOCTh IIPOCMOTpa KypHasia COOBITHI MOIKIIOYEHHSI/OTKIIIOUEHHUS

USB-ycTpoicTs.

OcobenHocTr paboThl MOIYJIS:

€CITH JUIS yCTPOMCTBA HE CO3/]aHO MPABUJIO, TO CIyk0a HE BMEIIMBACTCS B JIOTMKY MOHTUPOBAHUS
USB-ycrpoticTBa;

€CITH Il YCTPOMCTBA CO3aHO MPABHUIIO, TO CIIy)K0a MOHTHPYET OJIOYHBIE YCTPOWCTBA HA Ha3HA-
yenHoM USB-ycrpoiictBe B katanmor /media/alt-usb-mount/$user $group wmiam /media/alt-usb-
mount/root_$group, ecii oJab30BaTeIb HE YKa3aH;

ciyx0a HazHauaer ACL i yKa3aHHOTO TOJIb30BATEIIsl U TPYIINbI HA KaTaJlor, B KOTOPOM OyeT
CO3/1aHa TOYKa MOHTHPOBAHUS OJIOYHOTO YCTPONCTBA;

B IIpaBUJIaX MOKHO YKa3aThb TOJIbKO CYHICCTBYIOLICTO JIOKAJILHOTO IMMOJIb30BATCIIA U ITOJIB30BATCIIb-

CKYIO TpyMILY;
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- goctynn Kk USB-yCcTpoHCTBY Ha3HaA4€HHOMY I10Jb30BATEN0 M TPYIIIE MPETOCTABIISICTCS IMOJHO-
CTBIO (TW);

- 0001 Monb30BaTeNh MOKET OTMOHTHPOBATh YCTPOICTBO Yepe3 ctanaapTHbie cpenctsa OC;

- cayx0a He BMEIIMBAETCs B IIpaBa caMUX (aisIoBbIX CUCTEM OJIOYHBIX YCTPOMCTB;

- pexkoMeHayeMas (haiioBasi cUCTEMa IS IEPEHOCHBIX HocuTenei exFAT.
[NIpumeuanue. OcobeHHocTu paboOThl MO ¢ (hAaNIOBBIMU CUCTEMaMHU:

- EXT2/3/4, XFS, BTRFS noanep:xuBarot npasa. [[ocTym k ¢ainoBoii cucteme OyAeT TaKkKe orpe-
JIeNATHCS] HA3HAYEHHBIMU IIpaBaMU caMoii (haillIoBON CHCTEMBI;

- FATI16/FAT32/exFAT nHe nogaepxuBaroT mpasa. Jloctyn OyIeT IOTHOCTBIO ONPENesaThCS Yepes3
TOYKY MOHTHPOBaHMsI, Ha3HaueHHY0 B USBMount;

- ISO9660/UDF noanepxupaet Toabko readonly. Jloctym OyneT mpeaocTaBieH TOJIBKO Ha YTEHUE;

- NTFS nonnepxusaer npasa. He pexomenayercs ucnonbs3oBats. B cinydae ecin panee NTFS Ho-

cuTelb ObLI U3BICUEH HEOE30MaCHO, TO HOCUTEIIb OyI€T CMOHTUPOBAH TOJIBKO JUIS YTCHHUS.

5.9.14.1 3anyck/ocmanos ciyscovi

B Monyne otobpaxkaercs Tekyiee coctosinue ¢y k061 USBMount (Puc. 144).

JUig BKJIIOUYEHHST KOHTPOJISI HAJl yCTPOWCTBAMHU HEOOXOJUMO TMEPEIBHHYTh NEpPEKIII0YaTellb
«Cnyx06a USBMount ocranoBieHa» 1 HaxaTh KHOIKY «Coxpanutb». Cinyx6a USBMount 6ynet 3amy-
IIeHa 1 JoOaBlieHa B aBTO3arpy3Ky.

JUis OTKIIIOYEHHsT KOHTPOJS HaJ YCTPOMCTBAMHM HEOOXOAMMO TIEpeBUHYTh MEPeKI0YaTelb
«Cnyx6a USBMount akTHBHa» 1 Ha)KaTh KHONKY «COXpaHUTbHY.

Cnyacoa USBMount ocmanosnena

Cnyxoa USBMount octaHoBneHa

[ Cnyxba B,D,aHHblﬁ MOMEHT HE AKTMBHA, Bkl MOMETE BHIKUMTE 88, UTOBEI HAYATE MCNONE30BAHNE . ]

Puc. 144

5.9.14.2 Cnucok ycmpoticma
Ecnmu ciyxx6a USBMount 3anymiena, B BeO-uHTepdeiice OyaeT oToOpakEH CIUCOK TEKYIIUX MO/ -

KITHOUE€HHBIX ycTpoicTB (Puc. 145).
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Cnyocoa USBMount 3anywena

() Cnyw6a USBMount akTuBHA
CNWCOK YCTPONCTE
N  # | YerpoiicTEo 4 | ®alinoBan cuCTEMa 4 (VID £ |PID % |CepuiHblil HoMep % | Cratye % | Touka MOHTHPOBAHWA -
1 Idevisdb 080c 1000 2010121200000186 free
2 Idevisdb1 viat 090 1000 20101:21200000186 free
0O6noBMTE cnucok BNOYHBIX YETPORETE

Cnucok BEnagensies

D ‘ N ‘\ﬂ[) ‘ PID CepuilHbI HOMED ‘ MonbsoBaTtens ‘ Ipynna
JoBaBnTb

B cronbiie «Cratyc» oTtoOpaskaeTcs TEKyIIee COCTOSHHUE ycTpoucTBa («free» — Biazgenern s

YCTpOﬁCTBa HC Ha3HA4€H, «ownedy — YCTpOﬁCTBy Ha3Ha4YCH Bnaneneu).

Ecnn ycrpolicTBy HasHayeH Biajaelell U YCTPOMCTBO NPHUMOHTHUPOBAHO, TO TEKyIas TOYKa

Puc. 145

MOHTHPOBaHHSI 0TOOpaXkaeTcs B cTosoIe « Touka MOHTUPOBAHUS.

Kuonka «OOHOBUTH CHHCOK OJIOYHBIX YCTPOMCTB)» MO3BOJIIET OOHOBUTH CIIUCOK MOJKIIOYEHHBIX

YCTPOKCTB.

5.9.14.3 Jlobasnenue/yoanenue npagun

Jl;st Toro 4ToOBl HA3HAYUTH MpaBa ISl MOAKIIOYEHHOTO OJIOYHOTO YCTPOMCTBA, HEOOXOAMMO BbI-

MMOJIHUTH CJIICAYIOIIUC JIEHCTBUS:

1) BBLAETHTDH CTPOKY C HYXXHBIM yCTpoiicTBoM B Tabmuie «Crnucok ycrpoiictB» (Puc. 146) u Haxatsb

KHOTIKY «Ha3HaunTh Biamenpia» (MM JBaXKIbI MIETKHYTh MBIIIBIO TI0O CTPOKE C YCTPOMCTBOM):

2) mpaBuio Oynet nob6asiieHo B Tabimiy «Crimcok BianenbiieBy (Puc. 147);

3) B cronbue «llomp3oBarens» BbIOpaTh Mojb30BaTeNs, B cTondne «I'pynma» — rpynmy Biajenbla

6mouHoro ycrpoiictsa (Puc. 148);

4) naxartp kHONKy «Coxpanutb». Craryc ycrpoiicTBa B Tabnuie «CMCOK yCTPOICTBY U3MEHHUTCS

Ha «owned» (Puc. 149).

Hasnauenue énadenvya 0715 NOOKIIOUEHHO20 YCMPOUCmMEa

CnUCOK YCTPOWCTB
N # |YctpoicTeo 4 | ®aiinoBan cUCTEMa 4 |VID £ PID % | CepviHbIi HOMED % | Cratyc % | Touka MOHTMPOBaHKUA *
1 Idev/sdb 090c 1000 2010121200000186 free
2 Iev/sdb1 wiat 090c 1000 2010121200000186 free

OGHOBUTL cNMCOK GNOYHBIX YCTPORCTE

Puc. 146
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Ilpasuno dobasneno 6 mabauyy « Cnucok enadenvyesy

Cnucok Bnafensues

D N VID PID CepHHHBbIA HOMER Nonb3oBaTenk Ipynna

D 080c 1000 2010121200000186

T T T

[BEE,‘J.EHI:I HEKOPPEKTHBIE 3HAUEHWA, OOPATUTE EHMMAHWE HA FlIEF]F.H: OTMEUYEHHBIE KDACHBIM ]

Puc. 147

VYkazanue nonvzosamens u epynnol 01 6104H020 ycmpoLcmea

Cnucok Bnagensues

O N |VID PID CepuiHEIN Homep NMonesoBaTent Ipynna

D 090c 1000 2010121200000186 user user

T T T

Puc. 148

Cmamyc «ownedy» ona ycmpoticmsa 6 maoauye « CRucox ycmpoucmey

| CMNCOK YCTPORCTE

N % | Ycrponcteo 2+ | ddalinoBan cUCTEMa & | VID + | PID %+ | CepuilHbIi HOMED % | Cratyc 4 | Touka MOHTMPOBAHWA =
1 Idevisdb 090¢c 1000 2010121200000186 owned
2 Idevisdb1 wiat 090c 1000 2010121200000186 owned

06HeBUTL cNWcoK GNoYHbIX YETpolicTE

| CnWCOK BRafenbles

O N viD PID CepuitHBIA HOMED Monesosartent Ipynna

D o 090c 1000 2010121200000186 user user

T T T

Puc. 149

[Mpumeuanwue. [lpu cozmanumn/peakTMPOBAHUN TPaBUIIA, HEKOPPEKTHBIC 3HAUYCHUsSI OyaAyT BbI-
JICJICHBI KPACHBIM IIBETOM, KOPPEKTHBIC — 3CJIEHBIM.

UToObI HA3HAYUTH TIPaBa JJIs MPOU3BOJIHLHOTO OJIOYHOTO YCTPOMCTBA, HEOOXOIUMO:

1) HaxkaTh KHONKY «/{00aBUTHY», pacmoyiokeHHy0 1moj Tadnuiei « Cucok BiajensieB». B Tabnuiy
Oynet nob6aBneHa myctas crpoka (Puc. 150);

2) B cootBeTcTByIOIUX cronbuax ykaszatrb «VID, PID» u «Cepuitnbiii Homep ycrtpoiictBay (Puc.
151);

3) B cronbue «Ilonb3oBarensy» BeIOpaTh MOJIB30BaTENs, B cTOJNOLE «['pynma» — rpynmy Biajenblia

6mouyHoro ycrpoiictsa (Puc. 152);
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4) nHaxarb KHONKY « COXpaHUTb.

USBMount. Coz0anue Ho8oeo npasuna

Cnucok Bnagenbues
D N ViD PID CepHiHbIA HOMED MNone3oBaTens Ipynna
D V] 090c 1000 2010121200000186 USer USer
0 | I I 2| ]

Copocrrs

Puc. 150

USBMount. [lapamempul ycmpoiicmea

Cnucok Bnagenbues
D N [VID PID CepUilHbIA HOMED MNone3oBaTens Ipynna
D 0 | 080c 1000 2010121200000186 user user
O 346d 5678 FCOS50FA3ADE4

[BEE,‘J.EHI:I HEKOPPEKTHEIE 2HAYEHWA, OBPATHTE BHIMAHWE HA AUEKN, OTMEUEHHBIE KPACHEIM ]

Puc. 151

USBMount. Yxazanue epynnwvl 015 61041020 ycmpoucmea

Cnucok Bnagenbues
D N | VID PID CepHiHbBIN HOMED Monesosatens Ipynna
D 0 | 090c 1000 2010121200000186 user user
O 346d 5678 FCO950FA3ADES test v

I I BT |

test
test2
[BEE,‘J,EHI:I HEKOPPEKTHEIE 2HAYEHWA, 0GPATUTE BHUMAHWE Ha HLIEF]KH, OTMEUYEHHEE KPACHEIM ]

Puc. 152

IIpumevyanue. Ecnu HEOOXOQUMMO Ha3HAUUTh MpaBa s ONpPEAETIEHHOM IPYIIBI MOJb30Ba-
Tesel, B ctonbue «Ilonp3oBarensy cieayeT BEIOpaTh MpoUepK.
PenaxktupoBanue npasuia:
1) ABakIbl MIENKHYTh MBIIIBIO IO CTPOKE € NMpaBMWiIoM B Tabnuiie « CMCOK BlajeNblieB» (WK Bble-
JUTB CTPOKY B Tabnuie « CIUCOK BIa/IEbLIEB» U HAXKaTh KHONKY «V3MEeHUTHY);
2) BHECTH U3MEHEHUS;

3) HaxaTh KHONKY «COXpaHUTbY.
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VY nanenue npaBuia:
1) BBLIENIUTH CTPOKY(M) € paBUiioM B Tabiuie «CIUCOK BIIAJENIbLIEBY;
2) HaxaTh KHONKY «Y manuthy» (Puc. 153);
3) HaxaTh KHONKY «COXpaHUTHY.

USBMount. Yoanenue npasuna

[ Cnucok Bnafencles

D N viD PID CepuiHBIN HOMED Monesosarens Tpynna
O 0 080c 1000 2010121200000186 user user
D 4 Hed BE78 FCOOBOFAIADES teatd webmount

Puc. 153

[Ilpumeuvanue. [Iyiss oTMEHBI BHECEHHBIX U3MEHEHUH (710 HakaTHsi KHOMKK « COXpaHHUTHY) clie-

AYCT HAXKATb KHOIIKY ((C6POCI/ITB)).

5.9.14.4 Ilpocmomp sncyprana ayouma

Jlnst mpocMoTpa KypHajaa coObITUI MmoaKTtoueHus/oTkioueHnss USB-ycTpoiicTB He00X01uMo Ha-
JKaTh KHOMNKY «KypHai», pacrofioxKeHHYIO B JIEBOM HUKHEM yrily MoayJid. [lo HaxxaTHio Ha 3Ty KHONKY
packpsiBaercs xKypHai ayauta (Puc. 154).

Kypnan ayouma USBMount
|

[4] [2825-@3-12 21:55:16.827] [usb-automount] [info] Created mount endpoint /mediafalt-usb-mount/user_user/AC3F-3DC7
[5] [2825-83-12 21:55:16.829] [usb-automount] [info] Mount data =

uid=1eee,gid=100@, fmask=0007, dmask=0007, allow_utime=0020, codepage=866, shortname=mixed,utf8, flush, errors=remount-ro
[6] [2@825-@3-12 21:55:16.14@] [usb-automount] [info] Mounted /dev/sdbl to /media/alt-usb-mount/user_user/AC3F-3DCT7
[7] [2825-83-12 21:55:16.142] [usb-automount] [info] Created mountpoint for /dev/sdbl in the db

[8] [2825-@3-12 21:55:30.154] [usb-automount] [info] Polkit request for device (CanUserMount)/dev/sdcl

[9] [2825-83-12 21:55:3@8.158] [usb-automount] [info] daemeon reply to polkit = YES

[18] [2825-83-12 21:57:27.203] [usb-automount] [info] Polkit request for device (CanUserMount)/dev/sdc2

[11] [2825-@3-12 21:57:27.212] [usb-automount] [info] daemon reply to polkit = NO

[12] [2825-@3-12 21:57:31.218] [usb-automount] [info] Polkit request for device (CanUserUnMount)/dev/sdcl

[13] [2825-@3-12 21:57:31.218] [usb-automount] [info] Daemon response to polkit = UNKNOWN_MOUNTPOINT

anepen >

<< 1 2 >>

Crpanuua D us 2
KONWYECTBO 3anNWCcei Ha ofHy cTpaduuy (ot 1 go 100)

Puc. 154

5.10 TIlIpaBa nocryna k moxyssim [IYC
AI(MI/IHI/ICTpaTop CHUCTCMbI (I‘OOt) HUMECT NOCTYII KO BCEM MOAYJISAAM, YCTAHOBJICHHBIM B CUCTCMEC, U

MOJKCT Ha3Ha4YaTh MpaBa A0CTyIa IJIsd IIOJIb30BaTelIeH K OIPCACIICHHBIM MOIYJISAM.
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Jis pa3peiieHusi AOCTyMa MOJIb30BATENI0 K KOHKPETHOMY MOJYJIIO, aJMHUHUCTPATOPY B BeO-
unrepderice [[YC HeoOxoammo BbIOpaTh HYKHBIM MOAYJIh M HaXKaThb CChUIKY «llapameTpsl moctyma k
MOJYJIIO», PACIIOJIOKEHHYIO B HIDKHEH yacT okHa MmoayJs (Puc. 155).

Ccevinka «Ilapamempu docmyna K MOOYIO»

EpaHamayap

-

BhewHuwe ceti
MepeHanpaBneHne NoOpPTOE
CnucoK BNoKMpYEeMbIX XO0CTOB
BHyTpeHHWE CETH

PyuHoil pERMM YNPABNEHUA

Puc. 155

B otkpeiBIeMcs okHe, B cniucke «HOBBINM mosib30BaTenby, HEOOXOAUMO BBIOpATh MOJIB30BATENS,
KOTOPBIM MOJIyYUT JAOCTYyN K JaHHOMY MOJAYJIO, M HaxaTb KHONKY «Jlo6aButh» (Puc.156). s
COXpaHEHHUs HACTpoeK HeoOxoammo mepesamyctuTh HTTP-cepep, mist 3TOro AOCTATOYHO HaXaTh
kHOIKY «Ilepe3zammyctute HTTP-cepBep».

Ilapamempwr docmyna Kk MoOY0

MapameTpbl focTyna K MOZYNIO

Cneayoine NoL30BaTENN MMEKT 4OCTYN:

HOEGIA NONE20BATEN:

-

3ameuanme: Bre BallK M3MEHEHWA BCTYNAT B CUAY nocne nepesanycka HTTP cepeepa.

MNepesanyctute HTTP-cepeep

Puc. 156

Jis ynaneHust AOCTyHa I0JIb30BaTeNsl K ONPEAEICHHOMY MOIYNIO, aJIMUHHUCTPAToOpy, B OKHE
3TOr0 MOJYJII HEOOXOJUMO HaxaTh ccbUIKy «IlapameTprl mocTyna kK MOJYJt0», B OTKPBIBILIEMCS] OKHE B
CIMCKE I0JIb30BaTeNeil KOTOPhIM pa3pelleH TO0CTYI, BEIOPATh MOIb30BaTENsl, HAXKAaTh KHOIKY «Y TaIUTh)
(Puc. 156) n nepesanyctuts HTTP-cepsep.

CucTeMHBIH MOJIB30BATENb, MPOWUIA MpOLEAYpY ayTeHTU(DUKAIMM, MOKET IpOCMaTpUBaTh M

BBI3BIBATh MOAYJIU, K KOTOPBIM OH UMECT JOCTYII.
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6 KOPIIOPATUBHASA UH®PACTPYKTYPA

6.1 Anst [Jomen

«AnpT Jlomen» — cmyx0a KaTaloroB (JOMEHHas CIlyk0a), MO3BOJIAIONIAS IICHTPAIM30BAHHO
YIOPaBJIATh KOMIIBIOTEPAMU M TOJB30BATEISIMA B KOPIOPATUBHOW CETH C ONEPAlMOHHBIMH CHCTEMaMH
(OC) na saape Linux 1 Windows mo eauHbIM MpaBUjiaM M3 €IMHOTO IIeHTpa. B cucreme peanmn3oBaHO
XpaHEHHE JaHHBIX O TOJb30BATENAX, KOMIbIOTEpax (pabouMx CTaHNHMAIX) W JAPYTHX OOBEKTax
KOPIIOPAaTUBHON CETH, a TakKe yIpaBieHHe MpO(UIISIMHU TMOJIb30BaTeNell U KOMIBIOTEPOB C MOMOIIBIO
IPYNIOBBIX MOJUTHK B ToMeHax MS Active Directory / Samba DC.

[Ipumevanue. B qanHOM pasnene mpuBeAeHA KpaTKash MHCTPYKIHS Pa3BOPAUYUBAHUS «AJBT
Homeny. [TogpoOHyr0 nHGOpPMAIHIO MOXKHO B IOKYMEHTAIMH K «AITBT JloMeH».

[MoxnepxxuBarotes cienytomie 6a30Bbie BO3MOKHOCTH Active Directory:

- ayreHTuduKanmsa padounx cranuuii Windows u Linux u ciyx0;

- aBTOpHU3AIMs U NPEIOCTABICHHE PECYPCOB;

- rpynnossie noautuku (GPO);

- mnepemeniaemblie npodunu (Roaming Profiles);

- mojajep:kka MHCTpyMeHToB Microsoft s ynpasnenus cepsepamu (Remote Server Administration

Tools) ¢ kommbroTEepoB MO yrpaBieHneM Windows;

- momuepkka mporokojgoB SMB2 u SMB3 (B Tom umciie ¢ moanep kKo mu@poBaHus).

6.1.1 Co3manre HOBOrO JOMEHA

6.1.1.1 Ycmanoska nakemos
s Samba DC na 6a3ze Heimdal Kerberos Heo6x01uMO0 yCTaHOBUTH KOMIOHEHT samba-dc:
# alteratorctl components install samba-dc
niy naket task-samba-de:
# apt-get install task-samba-dc
6.1.1.2 Ocmanosxka Konpauxmyowux ciyxrco
Ecnu nHactpoiika goMeHa BBINOJHSETCS HE cpa3y nocie ycraHoBku OC, mepel yCTaHOBKOMU
HE00X0IMMO OCTaHOBUTH KOH(pIHMKTYIOHIHE Ciry>X0bI krbSkdc u slapd, a Taxoke bind:
# for service in smb nmb krb5kdc slapd bind; do systemctl disable

Sservice; systemctl stop S$service; done

6.1.1.3 Boccmanogénenue k nauanrbnomy cocmoanuio Samba
HeobxomumMo ounctuTh 06a3bl U KoH(purypamuioo Samba (IOMEH, €Clu OH CO3/[aBalics 10 ITOTO,
Oynet ynanén):

# rm -f /etc/samba/smb.conf
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# rm -rf /var/lib/samba
# rm -rf /var/cache/samba
# mkdir -p /var/lib/samba/sysvol
[Ipenynpexnenue. Heobxogumo ypamute daitn /etc/samba/smb.conf mnepen

CO3JaHUEM IOMEHA.

6.1.1.4 Buvibop umenu domena

Nms nomena, mist pazBopauuBaemoro DC, MOHKHO COCTOATP MUHHUMYM U3 JIBYX KOMITOHEHTOB,
pa3leNéHHBIX TOUYKOM.

I[Ipumeuanue. HeoOxoaumo uzberats cydpdukcos .local. [Ipu ykazanuu gomeHa, UMEIOLIETO
cypdukc .local, Ha cepBepe M MOAKIIOYAEMBIX KOMIIBIOTEpaxX IMOA ympasieHueM Linux motpebyercs
OTKJIIOUHUTH ClIy)k0y avahi-daemon.

Jlisl yCTaHOBKM UMEHH y3J1a M JOMEHa CJIelyeT BBIIOJHUTh KOMaHIblL:

# hostnamectl set-hostname <umMmsa ys3mia>
# domainname <wmMa momeHa>
Hanpuwmep:
# hostnamectl set-hostname dcl.test.alt
# domainname test.alt
[Ipumevganue. [locne n3MeHEHNsI UMEHH KOMITBIOTEPA MOTYT TI€PECTATh 3aIyCKaThCs MPUIIO-

skeHus. [ perenus 3Toi mpo6iieMbl HEOOXOAUMO Mepe3arpy3uTh CUCTEMY.

6.1.1.5 Cemesvle Hacmpoliku
J151s KOppeKTHOM paboThI cepBepa JOJKHBI COOTIOAATHCS CIIETYIOIINE YCIOBUS:
- JUId cepBepa JOJDKHO OBITh 3a/1aHo MojiHoe foMeHHoe ums (FQDN);
- IP-agpec cepBepa He 10JIKEH U3MEHATHCS;
- B HACTpOWMKax cereBoro nHTepdeiica nomwkeH ObITh Ykazan [P-agpec 127.0.0.1 B kauecTBe nepBUY-
Horo DNS.
HacTpoiiky cetu MOXKHO BBIIOJIHHUTB KaK B TpaguueckoM UHTepdeiice, Tak U B KOHCOJIH:
- B LIYC B paznene «Cetb» — «Ethernet nunrepdeiics» 3a1aTh UM KOMIIBIOTEPA U YKa3aTh B M0JIE
«DNS-cepseps» 127.0.0.1 (Puc. 157);
- B KOHCOJIH:
"  3a1aTh UMsI KOMIIBIOTEpA!
# hostnamectl set-hostname dcl.test.alt
* yka3zaTb cobcTtBeHHBbIN [P-anpec B kauectBe nmepBuuHoro DNS. Jlist aToro co3aare Qaiin /
etc/net/ifaces/enp0s3/resolv.conf co crieayrommmM conepKUMbIM:
nameserver 127.0.0.1

nameserver 8.8.8.8
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search test.alt
riae enp0s3 — ums uHTEpdEiica;
= o6noBUTH DNS anpeca:
# resolvconf -u
®  yOeaWThCS B HAIMYMH CIASAYIOIIMX CTPOK B (aiine /etc/resolv.conf:
nameserver 127.0.0.1
search test.alt
rae enp0s3 — ums uaTepdeiica.

Mooyne «Ethernet-unmepdgeticol»

WmA komnetoTepa: | deltestalt

WHTepdeilckl

enp0s3 CeTeBad KapTta: Intel Corporation 82548EM Gigabit Ethernet Controller
npoeog NogcoeguHEH
MAC: BB:00:27:c6:49:01

Bepcusa npotokona IP: | IPvd BHMIOUMTE

Koutwmrypauua: = BpyuHy v

192.168.0.132/24

IP-agpeca:

LobaeuTs * IP: 124 (255.255.255.0)

W

JHoGaBuTb

Loz no ymonuaHwmo:  192.168.0.1
DMNS-cepeepwl: 1270018888

LomMeHbI NOMCKA:

[HECKONEKD IHAYSHNI JANWCLIBANTCA Yepe3 npoden)

oo [ copoc |

Puc. 157

11 puMcEcdYaHHuC. ITocne m3MeHEeHNS UMEHU KOMITIBIOTEPA MOTYT IIEPECTATh 3allyCKATbCA IIPHUIIO-

eHus. [ perienus 3ol mpo6sieMbl HEOOXOAUMO Tepe3arpy3uTh CUCTEMY.

6.1.1.6 Coszoanue oomena ¢ [[YC
[Ipn wHMUManu3anuu aoMeHa B BeO-uHTepdeiice IIYC cremyeT BBITIOJIHUTH CIACAYIOIIHNE
IEUCTBUA:
1. B monyne JlomeH yka3zaTh UMs IOMEHA, OTMETUTh MyHKT «Active Directory», ykaszare [P-agpeca

BHemIHUX DNS-cepBepoB, 3aiarb Mapojib agMHUHHCTpaTOpa JOMEHa M HaXaTh KHOIKY

«ITpumenutr» (Puc. 158).
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[Mpumeuanue. [lapons amMuUHUCTpaTOpa MOJKEH OBITH HE MEHEE 7 CHMBOJIOB M COJEPIKATh
CUMBOJIbI KaK MMUHMMYM TpPEX TIpyHN U3 YETHIPEX BO3MOXKHBIX: JIATUHCKUX OYKB B BEpPXHEM U
HIPKHEM PETUCTpax, YHCeNl U IPYyrux HeOyKBEHHO-IM(PPOBBIX CUMBOJIOB. [lapoib, HE TTOJHOCTHIO
COOTBETCTBYIOIIUNA TpeOOBaHUSAM, 3TO OJHA W3 MPUYHMH 3aBEPIICHUS DPAa3BEPTHIBAHUS JOMEHA
OIIINOKOIA.

[Tocne ycnemHnoro co3ganust JoMeHa, OyaeT BoiBeieHa nndopmanus o gomene (Puc. 159).

2. Ilepe3arpy3utb cepBep.

Coszoanue domena 6 L[YC

Ams nomeHa: | testalt

Thn goMeHa:

lMpumeyaHue: IMA OMEHA J0MKHO COOTBETCTEOBATE RFC 1035:

1. MiMA SOMEHA AOMKHO COCTOATE W3 O4HOTO MW HECKOMNBKWX KOMMNOHEHTOB, PA3AENEHHLIX TOUKAMN.

2. KOMMNOHEHTE!I MMEHK JOMEHA [OMKHLI HAUWHATLCH CO CTPOUHOI MNKW NPONWCHON NATWHCKDHA BYKBL!, 3AKAHUMBATECA HA NATWHCKYIO BYKEY MKW
unpy, COAEP¥ATE NATUHCKUE BYKELI, UNMPEI N CUMBO @-».

3. KOMNOHEHT MMEHW OMEHA HE A0MHEH NPEBLIWATE 63 CHMBONOE.

4. [IMA JOMEHA He JOMHHO COAEPXATE KOMNOHEHTE! «localhosts, «localdomain» W «local», KOTOpLIE 3APE3ePBNPOBAHL] AN CTYMEeGHLIX Leneil.
5. PexomeHOYeTCA YKA3bIBATL JOMEH KAk MAHUMYM M3 ABYX KOMMOHEHTOE, pa3feNEHHbIX TOUKAMM.

Mpumepel: domain.loc, school-33.domain, deparment.company

(OOMEH, OCHOBaHHLIA Ha OpenLDAP u MIT Kerberos. PEkOMEHOYETCA ANA ayTEHTUMMKALWY paGounx CTaHUWA nog ynpasneduem ALT Linux)
3mom mun HeBO3MOMHO LICIO/IB308aME, MOCKO/LKY He yCmaHoaneH naxem ali-domain-server.

Active Directory

(OoMEH ANS KOHTPOANEpa goMeHa Samba AD. PEKOMEHAYETCA ANS ayTEHTHHWKALMM PAGOYMX CTAHUKMA Nog ynpasnednem v Windows w Linux)

[ ONoNHUTENbHLIE NapaMeTpbl:

DNS-cepeepbl: 5.8.8.8 (agpeca IP enewwnx cepeepos DNS)

[MNaponk aAMUHWUCTPATOPE. wesssses (Mapone agMUHKCTPATOPA goMeHa)

MOBETOpUTE NAPONL. | sessssss (mosTopnTe dpasy)
Tekyulee COCTORHKE:

Cnyx6a: %(_ 'NOT OK (samba service is stopped)’)
Wma pomeHa: -
Realm: —
Mma DC: —
Cepeep LDAP: -
Cepeep KDC: —-

(OoMEH ANA KOHTPOANEpa gomeHa FreelPA. PEOMEHAYETCA ANA AyTEHTHHMKALMKY PAGOUNX CTAHLWA Nog yIpasnedrem Linux)

3mom mun HEBO3ZMOXHO LUCTOAE30B8AME, NOCKOALKY HE YCmMAaHoeneH nakem freeipa-server, freeipa-server-ans.

) Toneko DNS
(oBcmy#MBaHWE TONLKD 3anpocoe DNS)

BHuUMaHMe: naMeHeHHe UMEHW AO0MeHa BCTYNWT B CUNY TONBKD NOCNE Nepe3arpy3kd KoMNeHTepa

D BOCCTaHOBNTb haiin KoHUIYpawKmM no ymonuaHuwio (krb5.conf).

I

Puc. 158
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Hnghopmayus o cozoannom domene

@ Active Directory
(OoMEH ANS KOHTPOANEpa goMeHa Samba AD. PEKOMEHAYETCA ANS ayTEHTHHWKALMM PAGOYMX CTAHUKMA Nog ynpasnednem v Windows w Linux)
[ ononHUTeNbHLIE NApaMeTpbl:

DMNS-cepeepbl:  8.8.8.8 (agpeca |P eHewHnx cepeepos DNS)
Maponb aAMUHUCTPATOPA: (napans 3gMUHKCTRATOPS ADMEHa)

MoBTOPMTE NAPONE! (nosTopuTe thpa3y)
Teryulee COCTORHKWE:

Cnywiba: OK
mA nomena: testalt
Realm: TESTALT
WMma DC: decl testalt
Cepeep LDAP: dcl.testalt (192.168.0.132)
Cepeep KDC: 192.168.0.132

Puc. 159

6.1.1.7 Cozoanue oomerna 0OHOU KOMAHOOU

Co3nanue KoHTpoJuIepa foMeHa test.alt ¢ maponem aamMuHucTpatopa Pa$$word:

# samba-tool domain provision --realm=test.alt —--domain=test \

--adminpass='PaS$word' --dns-backend=SAMBA INTERNAL \

--option="dns forwarder=8.8.8.8" --server-role=dc --use-rfc2307
rae

- --realm — o6macts Kerberos (LDAP), u DNS ums nomeHa;
- --domain — ums qomeHa (UMsi pabodeid TPYIIIbI);
- --adminpass — mapoib OCHOBHOT'O aJJMHHHCTpATOpa IOMEHa;
- dns forwarder — Buemnuit DNS-cepsep;
- --server-role — Tum cepBepHO posu.
[Ipumeuanue. Ilapamerp --use-rfc2307 NO3BOJSET MOIICPKUBATH PACIIMPEHHBIC
atpu6yTsl THNa UID u GID B cxeme LDAP u ACL Ha daiinoBoii cucteme Linux.
Ecnu ypoBeHb He ykaszaH, TO JOMEH pa3BopauuBaerca Ha ypoBHe 2008R2. Jlns pa3BopauuBaHus
JIOMeHa Ha 0oJiee BBICOKHX YPOBHSX YPOBEHb HEOOXOIUMO 3TO SIBHO yKa3aTh, HAPHUMED:

# samba-tool domain provision --realm=test.alt --domain=test \
--adminpass="'Pa$$word' --dns-backend=SAMBA INTERNAL \
--option="dns forwarder = 8.8.8.8" \

--option="ad dc functional level = 2016" \

—--server-role=dc --function-level=2016

[Ipumeuanue. Eciu Heobxomum ypoBenb 2012 R2, To crneayeT cHaudana pa3BepHYTh JOMEH
Ha ypoBHe 2008 R2, a 3arem moBeicuTh ero g0 2012 R2 (cm. «IloBbiieHne ypoOBHSI CXEMBI,
(YHKIIMOHAJILHOTO YPOBHS IOMEHA).
6.1.1.8 Humepaxmusnoe cozoanue domena

[Ipumeuanue. VY Samba cBoii coOctBeHHbli DNS-cepsep. B DNS forwarder IP
address HyxHO yka3aThb BHemHH DNS-cepBep, uto6s1 DC Mor paszpemaTh BHEUIHHE IOMEHHBIE

HMCHAa.
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JIs  MHTEpaKTUBHOTO pa3BepThIBAaHUS HEOOXOAMMO BBINIOJHUTH KOMaHIy samba-tool
domain provision, 3TO 3amyCTUT YTWIUTY pa3BEepPThIBaHUs, KOTOpas OyAeT 3aaBaTh paszInYHBIC
BOMPOCHI 0 TPeOOBaHUAX K YCTAaHOBKE. B mpuMepe mokazano co3nanue joMeHa test.alt:

# samba-tool domain provision

Realm [TEST.ALT]:

Domain [TEST]:

Server Role (dc, member, standalone) [dc]:
DNS backend (SAMBA INTERNAL, BINDS FLATFILE, BIND9 DLZ, NONE) [SAM-
BA INTERNAL]:

DNS forwarder IP address (write 'none' to disable forwarding)
[127.0.0.1]:8.8.8.8

Administrator password:

Retype password:

Looking up IPv4 addresses

Looking up IPv6 addresses

Setting up share.ldb

Setting up secrets.1ldb

Setting up the registry

Setting up the privileges database

Setting up idmap db

Setting up SAM db

Setting up sam.ldb partitions and settings
Setting up sam.ldb rootDSE

Pre-loading the Samba 4 and AD schema
Adding DomainDN: DC=test,DC=alt

Adding configuration container

Setting up sam.ldb schema

Setting up sam.ldb configuration data
Setting up display specifiers

Modifying display specifiers and extended rights
Adding users container

Modifying users container

Adding computers container

Modifying computers container

Setting up sam.ldb data
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Setting up well known security principals

Setting up sam.ldb users and groups

Setting up self join

Repacking database from vl to v2 format (first record CN=Address-Book-
Roots2,CN=Schema, CN=Configuration, DC=test, DC=alt)

Repack: re-packed 10000 records so far

Repacking database from vl to v2 format (first record CN=nTFRSSet-
tings-
Display,CN=407,CN=DisplaySpecifiers,CN=Configuration, DC=test,DC=alt)
Repacking database from vl to v2 format (first record CN=Remote Desk-
top Users,CN=Builtin,DC=test,DC=alt)

Adding DNS accounts

Creating CN=MicrosoftDNS,CN=System, DC=test,DC=alt

Creating DomainDnsZones and ForestDnsZones partitions

Populating DomainDnsZones and ForestDnsZones partitions

Repacking database from vl to v2 format (first record
DC=ForestDnsZones, DC=test.alt,CN=MicrosoftDNS, DC=DomainDnsZones, DC=tes
t,DC=alt)

Repacking database from vl to v2 format (first record
CN=MicrosoftDNS, DC=ForestDnsZones, DC=test,DC=alt)

Setting up sam.ldb rootDSE marking as synchronized

Fixing provision GUIDs

A Kerberos configuration suitable for Samba AD has been generated

at /var/lib/samba/private/krb5.conf

Merge the contents of this file with your system krb5.conf or replace
it with this one. Do not create a symlink!

Once the above files are installed, your Samba AD server will be ready

to use

Server Role: active directory domain controller
Hostname: dcl

NetBIOS Domain: TEST

DNS Domain: test.alt

DOMAIN SID: S-1-5-21-1303430852-2161078951-3079987082
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IIpu 3ampoce BBoma HeoOXomumMo HaxuMarh <Enter> 3a HCKIIOYEHHEM 3ampoca IMapoJis
anmuHucTpaTopa («Administrator password:» u «Retype password:»).

[Ipumevyanue. Ilapons agMUHUCTpATOPA IOJDKEH OBITH HE MEHEEe 7 CHUMBOJIOB W COJEpPXKATh
CHUMBOJIBI KaK MUHUMYM TPEX TPYMN U3 YETHIPEX BO3MOXKHBIX: JJATUHCKUX OYKB B BEPXHEM U HIIKHEM
perucrpax, 4YHCed W JPYrux HEOYKBEHHO-IIM(PPOBBIX CHUMBOJOB. [laponb, HE MOIHOCTHIO

COOTBETCTBYIOIINN TpeOOBaHUIM, 3TO OJIHA U3 IPUYUMH 3aBEPIICHUS Pa3BEPThIBAHUS JOMEHA OLIMOKOM.

6.1.2 3amyck ciryx0bl
B (aiin /etc/resolvconf.conf 100aBUTH CTPOKY:
name servers=127.0.0.1

O6HoBUTH DNS anpeca:

# resolvconf -u

I[J'ISI YCTaHOBKU CJ'Iy)K6BI M0 YMOJIYaHHIO U €€ 3aI1yCKa, HGO6XO,[[I/IMO BBIIIOJIHUTH KOMAaHY:

# systemctl enable --now samba

6.1.3 Hactpoiika Kerberos

Buectn wusmeneHuss B aitn /etc/krb5.conf. Cnemyer pacKOMMEHTHpPOBATb CTPOKY
default realm U coAepXKUMOE pa3eioB realms U domain realm M yKa3aThb Ha3BaHUE JIOMEHA
(oOpatuTe BHHMMAaHME HA PETUCTP CHMBOJIOB), B CTpoke dns lookup realm JOOIKHO OBITH
YCTaHOBJIEHO 3HaYeHne false:

includedir /etc/krb5.conf.d/

[logging]

# default = FILE:/var/log/krb5libs.log

# kdc = FILE:/var/log/krb5kdc.log

# admin server = FILE:/var/log/kadmind.log

[libdefaults]

dns lookup kdc = true

dns lookup realm = false

ticket lifetime = 24h

renew lifetime = 7d

forwardable = true

rdns = false

default realm = TEST.ALT
# default ccache name = KEYRING:persistent:%{uid}

[realms]
TEST.ALT = {

default domain = test.alt
}

[domain realm]
dcl = TEST.ALT
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[Ipumeuanue. B MomeHT co3manus gomMeHa Samba koHuUrypupyer mabnoH ¢aiina
krb5.conf mis nomena B karaiore /var/lib/samba/private/. MoXHO NpOCTO 3aMEHUTH ITUM
daitnom daiin, HaxoasIKiCS B KaTanore /etc/:

# cp /var/lib/samba/private/krb5.conf /etc/krb5.conf
6.1.4 TIpoBepka paboTOCIIOCOOHOCTH JOMEHA

[IpocmoTp oO1ielt nHGpOpMALIUHN O TOMEHE:

# samba-tool domain info 127.0.0.1

Forest : test.alt

Domain : test.alt

Netbios domain : TEST

DC name : dcl.test.alt

DC netbios name : DC1

Server site : Default-First-Site-Name
Client site : Default-First-Site-Name

[TpocMOTp TIpeoCcTaBIsIEMbIX CITYKO:
# smbclient -L localhost -Uadministrator

Password for [TEST\administrator]:

Sharename Type Comment

sysvol Disk

netlogon Disk

IPCS IPC IPC Service (Samba 4.20.6-alt3)
SMB1 disabled -- no workgroup available

O6mue pecypcesl netlogon u sysvol co3gaBaemble O YMOTYAHUIO HYKHBI JUIs1 QYHKIIMOHUPOBAHUS
cepBepa U co3larTces B smb . conf B Mpoliecce pa3BepThIBAaHUS/MOICPHU3AIIH.
[Iposepka koHpurypamuu DNS:
- Heobxoaumo yoenuThbes B Hanmmuuu nameserver 127.0.0.1 B /etc/resolv.conf:
# cat /etc/resolv.conf
search test.alt

nameserver 127.0.0.1

# host test.alt

test.alt has address 192.168.0.132
test.alt has IPv6 address fd47:dl1le:43cl:0:a00:27ff:fece:2424

- TIPOBEPUTH UMEHA XOCTOB:

# host -t SRV _kerberos. udp.test.alt.

_kerberos. udp.test.alt has SRV record 0 100 88 dcl.test.alt.
# host -t SRV ldap. tcp.test.alt.

_ldap. tcp.test.alt has SRV record 0 100 389 dcl.test.alt.
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# host -t A dcl.test.alt.

dcl.test.alt has address 192.168.0.132
Ecnu nmena He HaxosATCs, HEOOXOAMMO TIPOBEPUTH BHIKITIOUCHHE CITY)ObI named.
[Tposepka Kerberos (umst tomeHa AOKHO OBITh B BEPXHEM PETUCTPE):

# kinit administrator@TEST.ALT

Password for administrator@TEST.ALT:
[IpocmoTp mosrydeHHOTro Omsera:

# klist

Ticket cache: FILE:/tmp/krb5cc O

Default principal: administrator@TEST.ALT

Valid starting Expires Service principal
25.03.2025 12:09:59 25.03.2025 22:09:59 krbtgt/TEST.ALTETEST.ALT

renew until 26.03.2025 12:09:56

6.1.5 TloBeimeHue ypoBHS CXeMbl, (YHKITHOHATHHOTO YPOBHS JOMEHA
J171s1 TOBBINIIEHUST YPOBHSI IOMEHA HEOOXOAMMO BBITIOTHUTE CJIETYIONTNE ACHCTBUS:
- yKa3aTh (QYHKUHMOHAIBHBIN ypoBeHb AD, KOTOpHIH OyAeT moaaepKUBATHCSI KOHTPOJIEPOM JTIOME -
Ha B mapamerpe ad dc functional level ¢aiina /etc/samba/smb.conf. Bo3mox-
ueie 3HadeHus: 2008 R2, 2012, 2012 R2, 2016;
- OOHOBHTbH CXEMY JOMEHA, BHIIOJIHUB KOMaHY':
# samba-tool domain schemaupgrade --schema=<SCHEMA>
rie SCHEMA — cxema, 10 KOTOpOW HEOOXOJUMO BBITIONHUTH OOHOBIIEHHE (MO0 YMOIYAHHUIO
2019);
"  [OATOTOBUTH (DYHKIIMOHAJIBHBIN YPOBEHb JTOMEHA, BHIMIOJHUB KOMAH/TY:
# samba-tool domain functionalprep --function-level=<FUNCTION LEVEL>
rae FUNCTION LEVEL — ¢yHKImoHaJIbHBIA YPOBEHb, K KOTOPOMY HY’KHO MOATOTOBUTHCS (110
ymouanuio 2016);
- yKa3aTh QYHKIMOHAIbHBIC YPOBHH JJOMEHA U JIeCa, BBIIOJIHUB KOMaH/TY:
# samba-tool domain level raise --domain-level=<DOMAIN LEVEL> --for-
est-level=<FOREST LEVEL>
rae:
= FOREST LEVEL — yposens pabotsl jieca. Boamosknsie 3Hauenus: 2003, 2008, 2008 R2,
2012, 2012 _R2, 2016;
= DOMAIN LEVEL — ypoBenb pabotel nomena. Bozmoxkuwie 3nadenus: 2003, 2008,
2008 R2,2012,2012 R2, 2016.
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[Ipumewyanue. Ilpu ycranoBke 3HaueHuss mapamerpaad dc  functional level B
¢aiine /etc/samba/smb.conf BpyuHyto, 3ammuTa OT HecoBmajgeHUs (GYHKIUH MEXIy KOHTpOJUIEpaMu
JoMeHa cHikaeTcs. 1loaToMy Ha Bcex KOHTposuIepax JOMEHa JOJKHA HCIOJIb30BATHCSA OAHA M Ta XKe
Bepcusi Samba, 4ToOBl rapaHTUPOBATh, YTO MOBEACHUE, HAOII0AaeMOe KIMEHTOM, OyleT OAMHAKOBBIM
HE3aBUCHMO OT TOT0, K KAKOMY KOHTPOJUIEPY JIOMEHA OCYIIECTBIISICTCS COCTUHEHHUE.

JUsisi IOBBIMIEHUS] YPOBHSL CXEMbI M (DYHKIIMOHAIBHOTO YPOBHS JOMEHa HEOOXOAMMO BBITIOJHHUTH
CleyIoue AeHCTBUS:

- B paszen [global] daiina /etc/samba/smb.conf 100aBUTH CTPOKY:
ad dc functional level = 2016

- mepe3arpy3uth ciyk0y samba:
# systemctl restart samba.service

=  BBIIIOJIHHUTH KOMAaH/bI:

# samba-tool domain schemaupgrade --schema=2019

# samba-tool domain functionalprep --function-level=2016

# samba-tool domain level raise --domain-level=2016 --forest-
level=2016

- yOeauThbcs, 4YTO YPOBHH JJOMEHA U Jieca TOBBIIICHBI:
# samba-tool domain level show

Domain and forest function level for domain 'DC=test,DC=alt'’

Forest function level: (Windows) 2016
Domain function level: (Windows) 2016

Lowest function level of a DC: (Windows) 2016

6.1.6 YnpapieHue Mojab30BaTEIIMU
Jnst co3manus moiab30BaTeNs ¢ MapoJIeM UCIIOIb3YIOTCA KOMaH/IbI:
samba-tool user create <mMsI NOJIBE30BaATEJIS>
samba-tool user setexpiry <mMsa HOJIB30BaTEJIS>
YV nanuTh noiap30BaTeIIs:
samba-tool user delete <umMs HOJIbL3OBATEJIS>
OTKIIOYUTH ITOJIB30BATENA:
samba-tool user disable <umMmg nojJb30BaATEJIS>
BxiarouuTts mosib30BaTeNs:

samba-tool user enable <uMsa noJb30BaATEJIA>
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W3MeHuTh mapoJib nosib30BaTeIs:
samba-tool user setpassword <uMda OOJIB30BATEJIS>

[IpocMoTpeTh JOCTYITHBIX MOIB30BATEIICH:
# samba-tool user list

Hampumep, co3marh monb30BaTeiss ivanov M yCTAaHOBUTh, YTO CPOK JEHCTBHUS IapOJIs
MOJIb30BATENsl 1IVAanOV HUKOT/Ia HE UCTEKAET:
# samba-tool user create ivanov --given-name='lBaH VBaHOB' --mail-
address='ivanovQ@test.alt'
# samba-tool user setexpiry ivanov --noexpiry

[Ipeaynpexnenue. Henb3s nmomyckaTh OJUHAKOBBIX MMEH JJIsl MOJB30BATENsl M KOMIIbIOTEPA,
9TO MOXKET MPHUBECTH K KOJUTM3UAM (HaIIpUMEp, TAKOTO IMMOJIb30BATENs HENIb3s 100aBUTh B rpyIy). Eciu
KOMITBIOTEP C TAKUM UMEHEM 3aBeAEH, YIAIUTh €r0 MOYKHO KOMaHI0M:
pdbedit -x -m <uma>
6.1.7 IlpucoeanHeHue K JOMEHY B pOJIM KOHTPOJIEPA JOMEHA

s obecriedeHus: OTKa30yCTOMUMBOCTH U OAaTaHCUPOBKU HArpy3kd B JIOMEH MOTYT J100aBIIATHCS
JIOTIOJTHUTEIbHBIC KOHTPOJUIEPHI IOMEHA.

3aBeZicHUE JOMOJHUTEIBHOTO KOHTPOJIJIEpA JOMEHA BBINOJHAETCA NYTEM NPHUCOCIUHEHUS
nonosHuTeasHOr0 DC K CylecTBYIOIIEMY JOMEHY.

Ha Bropuunom DC B /etc/resolv.conf o0s3arenbHO nomkeH ObiTh mobaBinen PDC kax
nameserver:
# echo "name servers=192.168.0.132" >> /etc/resolvconf.conf
# echo "search domains=test.alt" >> /etc/resolvconf.conf
# resolvconf -u
# cat /etc/resolv.conf
search test.alt
nameserver 192.168.0.132
nameserver 8.8.8.8

Bce neiicTBus, yka3zaHHbIE HUKE, BBIMOIHIIOTCS Ha 3ToM y3ine dc2.test.alt (192.168.0.133), ecnu
HE yKa3aHO WHOE:

1. YcraHoBuTh naker task-samba-dc, KOTOPbIA YCTAHOBUT BCE HEOOXOAMMOE:
# apt-get install task-samba-dc
2. OcranoBuTh KoHpuKTyIomue ciyx0os1 krbSkde u slapd, a Taxoke bind:

# for service in smb nmb krb5kdc slapd bind; do systemctl disable
Sservice; systemctl stop S$service; done

3. Ouwnctuth 6a3sl ¥ KOHPUTYparUo Samba (JIOMEeH, €CJIM OH CO3aBajICs A0 ITOT0, OYACT yOalucH):
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rm -f /etc/samba/smb.conf

rm -rf /var/lib/samba

rm -rf /var/cache/samba

mkdir -p /var/lib/samba/sysvol

4. Ha cywmectBytomiem DC 3aBectu azapec IP ans HoBoro DC (komaHJa BBINIOJIHAETCS HA y3J1€
dcl.test.alt):

samba-tool dns add 192.168.0.132 test.alt DC2 A 192.168.0.133 -Uad-

ministrator

[Ipumeuanue. VYkazanue ayreHTUuuupyomeid wuHpopmanuu (UMEHU TMOJIB30BATEN H

napoJisi) 00s13aTebHO.

5. Ha HOBOM KOHTpoJUIEpE JIOMEHa YCTaHOBMTH CJIEIYIOIIME NapameTpsl B ¢aiine KoHpurypamun

kiuenTta Kerberos (daitn /etc/krb5.conf):

[libdefaults]

default realm = TEST.ALT

dns lookup realm = false

dns lookup kdc = true

#

6. Jlus nmpoBepKU HACTpOWKHM 3anpocuTh Ouier Kerberos ans anMuHucTpaTropa oMeHa (MMs T0MEeHa
JOJDKHO OBITh YKa3aHO B BEPXHEM PETUCTPE):

kinit administrator@TEST.ALT

Password for administrator@TEST.ALT:

#

7. Yb6enutbcsi, 4TO OUIIET TOJTYyYECH:

klist

Ticket cache: FILE:/tmp/krb5cc 0
Default principal: administrator@TEST.ALT

Valid starting Expires Service principal
25.03.2025 12:23:59 25.03.2025 22:23:59 krbtgt/TEST.ALTQRTEST.ALT

#

renew until 01.04.2025 12:23:56
8. Bsectu monomuutensHbiii DC B momeH test.alt B kadyecTBe KOHTpOJUIEpa JOMEHA!

samba-tool domain join test.alt DC -Uadministrator --realm=test.alt

--option="dns forwarder=8.8.8.8"

B xoH1e 6y,[[eT BBIBCACHA I/IH(I)OpMaL[I/IH O MPUCOCAUHCHUH K JOMCHY:

Joined domain TEST (SID S-1-5-21-80639820-2350372464-3293631772) as a

DC

JUJ1s IOJTy4eHus TOTIOIHUTENIbHOW MH(POPMALIMU MO>KHO BOCTIOJIB30BATHCS KOMAH/I0i:

samba-tool domain join --help
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9. Cnenath ciyk0y samba 3ammyckaeMoi M0 yMOTYaHHUIO U 3alTyCTHTD e€:

# systemctl enable —-now samba

6.1.8 IlpoBepka pe3yabTaTOB MPUCOCTUHECHUS
[Mpumeuanue. I[locie mpucoequHEeHUs K IOMEHY CIy>KO€ CHHXPOHHU3AIMH JaHHBIX MOXET
MOHAIOOUTHCS 10 15 MUHYT I aBTOMATHUYECKOTO (POPMHUPOBAHUS TOIKITIOUCHIH [Tl PETUTUKAIIHH.
[TpoBepka KOPPEKTHOCTH TPUCOETUHEHHUS:
1. TIIposeputh paboty DNS:
# host -t A test.alt
test.alt has address 192.168.0.132
test.alt has address 192.168.0.133
B criucke agpecoB pomkeH otobpaxkarbes [P-anpec n1o6aBneHHOr0 KOHTpOJUIEpa TOMEHaA.
2. TIpoBepHTb cTaTyC peIUIMKALUU MEXIY KOHTpoJuiepaMu AomeHa. s atoro Ha nobasiennom DC
BBINOJHUTh KOMAH/TY:
# samba-tool drs showrepl -summary
[ALL GOOD]
[Ipumeuanue. IlogpobHee 0 HACTPOIKE pEIUIMKAIIMK CM. B pazjaene «Permnmukanusy.
3. Ha no6asnenHom DC co3naTh HOBOTO MOJIK30BATENS JOMEHA!
# samba-tool user add testuser --random-password
User 'testuser' added successfully
4. YOeauThcs, 4TO y4€THAs 3alKUCh CO3/IAHHOTO TOJB30BaTelsd JOCTYITHA HA MEPBOM KOHTPOJUIEpE
JIOMEHa:
# samba-tool user list | grep testuser

testuser

6.1.9 Pennukauus

Hauunast ¢ Bepcuu samba 3.5, TOIMOJIOTHSI PETUTMKAIIMHA BEICTPAUBACTCSl aBTOMATHICCKH.

I[Ipenynpexnenue. be3 ycnenHoil AByHanpaBiIeHHON peruinkanuu B TeueHue 14 nueit DC
UCKJIIOYaeTcs M3 JOMEHa. YKazaHue ayTeHTHuuuupymoomeid uHpopmanuu (MMEHH MOJIb30BaTels U
napoJisi) 00s3aTeabHo!

[Ipouenypa AByCTOPOHHEN PETUITMKALINU:

1. Pernmkanus ¢ mepBOro KOHTpoJUiepa JOMEHA Ha BTOPOM:

# samba-tool drs replicate dc2.test.alt dcl.test.alt dc=test,dc=alt
-Uadministrator

CHauaia YKa3bIBACTCA IIPUCMHUK, 3aTCM UCTOYHUK, ITOCJIC OTOI'0 pCINIMIUpyeMas BETKa B LDAP.
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2. Pennukainus Ha nepBbId KOHTPOJLJIEP IOMEHA CO BTOPOTO:
# samba-tool drs replicate dcl.test.alt dc2.test.alt dc=test,dc=alt
-Uadministrator
CHayasia yka3pIBaeTCsl IPUEMHUK, 3aTEM UCTOUYHHUK, [10CJIE ATOro perunupyemas Betka B LDAP.
3. Jlns mpocMoOTpa cTaTyca peruiMKaluyu MOXKHO 3aimyCTUTh kKoManay Ha DC:
# samba-tool drs showrepl
IIpumeuanue. Eciu perunkanus Ha Windows He pabotaer, Heo6XxoauMo 100aBUTh B Active
Directory Sites and Services HoBoe coenunenue Active Directory, perumnupoBats Ha DC, monoxaaTh

MUHYT 5 1 ONpo0OoBaTh perIuiupoBaTh ¢ Samba Ha Windows.

6.1.10 IToaxmroyeHue K JOMEHY Ha pabodell CTaHIUU
g BBoja kommbloTepa B «AnbT Jlomen» morpeOyercsl ycTaHOBUTH nakeT task-auth-ad-
sssd U BCe ero 3aBUCUMOCTH (€CJIM OH €I1l€ HE YCTaHOBIIEH):
# apt-get install task-auth-ad-sssd
CuHXpoHHU3a1Us BpEMEHU C KOHTPOJIJIEPOM JIOMEHA IPOU3BOIUTCS aBTOMATUYECKHU.
Jl1s BBO/Ia KOMITbIOTEpA B JIOMEH, Ha HEM JI0JKEH ObITh ocTtyneH cepsep DNS, numeromuii 3amnu-
CH IIPO KOHTpoJuIep JoMeHa. Huxke npuBesneH npumep HaCTpOMKU CETEBOro MHTep(deiica co CTaTHIECKUM
IP-anpecom. Ilpu nonyuenun IP-anpeca no DHCP nannbie o cepsepe DNS Takxke JOTKHBI OBITH MOJTyYe-
Hbl oT cepBepa DHCP.
Hactpoiiky cetu MO>KHO BBIIIOJIHUTH KaK B rpauueckoM uHTepdeiice, Tak U B KOHCOJIU:
- B IYC B paznene «Cetb» — «Ethernet unrepdeiicb» 3a1aTh UMsI KOMIIBIOTEPA, YKa3aTh B IOJIC
«DNS-cepBeps» DNS-cepBep nomena u B nose «/loMeHsl nouckay — 1oMeH ais noucka (Puc.
160);
- B KOHCOJH:
"  3aaTh UMsI KOMIIBIOTEpA!
# hostnamectl set-hostname newhost.test.alt
» B kauectBe nepBuuHoro DNS nomxen ObiTh ykazan DNS-cepBep momena. [lns storo
HeoOxoauMo co3nath Qaiin /etc/net/ifaces/enp0s3/resolv.conf co crnemyrommum coaepKu-
MBIM:
nameserver 192.168.0.132
rae 192.168.0.132 — IP-agpec DNS-cepBepa gomeHa.
* yka3atb cinyx0e resolvconf, ucronszoBats DNS KoHTpoJUIEpa 1OMEHA U IOMEH JUIs ITOHC-
ka. Jlnst aToro B ¢aiine /etc/resolveont.conf 106aBUTE/OTpeIaKTUPOBATH CIIEAYIONIHE Mapa-
METpBI:
interface order='lo 1o[0-9]* lo.* enp0s3'

search domains= test.alt
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rae enp0s3 — uHTEpdEiic, Ha KOTOPOM JIOCTYIIEH cepBep, test .alt — moMeH.
= o6HOBUTH DNS anpeca:
# resolvconf -u
B pesynbrare BBINMONMHEHHBIX AeicTBHil B (aiine /etc/resolv.conf MOMKHBI MOSBUTHCS
CTPOKH:
search test.alt
nameserver 192.168.0.132
[Ipumeuanue. Ilocne n3MEHEHNsI IMEHU KOMIIBIOTEPAa MOTYT IEPECTATh 3alyCKaThCs MPUIIO-
keHus. [ perienus 3o mpoOieMbl HEOOXOAUMO Tepe3arpy3uTh CUCTEMY.

Hacmpoiika na ucnonvzosanue DNS-cepsepa domena

LieHTp ynpasneH A cucTeMon X
i=fnagkan W Pexoms akcnepra X Buotog & cnpaexa
WMA KoMnbioTepa: | newhost.testalt
]
HuTepdeics
Certesan xapra: [ntel Corporation E2540EM Gigabit Ethernet Controller
NPanog NaACoESAHER
MAL: 08:00:27:81:0e:40
Wrepenc BKNOYEH
Bepcw npoTokona IP: |IPvd = | v BEAKUKTE

Kondurypauna: | Bpyuwyo -
192.168.0.196/24
IP-agpeca: YAANKTE

fobasuts T IP: 124 (255.255.255.0) = | [NobBaswrs
LLINKDE MO YMONYaHM: |192.168.0.1
DNS-cepeepe: | 192.168.0.13288488

OomeHt nowcxa: | testalt
[HECKOMBED SHAUEHHA SAMMCHIBSOTCR Yepes npoben)

NonoAHUTaALHO...

MNpymernTs | CBpocKTs

Puc. 160

6.1.10.1 Beoo 6 domen 6 I]YC

s BBoa paboueii ctanuu B fomeH Heooxoaumo 3anyctuts HYC. B Y C cnenyer nepeiitu B
paznen «llonap3oBaTenun» — «AyTeHTU(DUKALINAY.

B otkpeiBmiemMcst okHE HE0OX0AMMO BBIOpaTh MyHKT «Jlomen Active Directory» (Puc. 161) u 3a-
MIOJTHUTB TOJIS, TTOCTIE YeTO HaXKATh KHONKY «II[puMeHUTHY.

B otkpsiBmieMcst okHe (Puc. 162) Heo0X01MMO BBECTH UMS ITOJIH30BATENIs, UMEIOIIETO MTPaBO BBO-
JIATh MAlllMHBI B JOMEH, U €ro MapoJib U HaxkaTh KHOMKY «OK».

[Ipyn ycrnemHOM TMOAKITIOYEHUHM K JOMEHY, OTOOpasuTCs COOTBETCTBYIOIIAs WH(pOpMamms

(Puc. 163).
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B600 6 0omen 6 «Llenmpe ynpasnenus cucmemoury

LleHTp yNpaBneHHA CHETEMOR X
i=rnagHan W Pexoms axcnepta XK Boixog @ cnpasxa
NoxansHan Basa NoNb30BATENER

Aoaed ALT Linux wian Astra Linux Directory

Aomen: |test.alt

K3WWpoBaTL ayTEHTHUKILMKD NP HEZOCTYTHOCT CEPBEPa JOMEHA

® Nosmed Active Directary
Aomes: test.alt
Fabouan rpynna:  |test
Wma komnsioTepa: |newhost
® 5550 (B QMHCTEEHHOM JOMEHE)

Winbind (& chomHRIX SOMEHExX)

Aowmes FreelPA

HacTpodxw 5550...

BHAMAHME!

WameneHne oMeHa 3apaBoTaeT ToNLKD MOCHE NEPEIANPYIKMA KoMNLIOTEPa

BOCCTaMOBMTEL dafns komdurypawam no ysmonuammo (smb.conf, krbS.conf, sssd.conf),
MpHMesUTE

Puc. 161

Ilapamempubi yuemnou 3anucu ¢ npagamu NOOKIIOYEHUsI K OOMEHY

BeEegTe Naponk 4nA yUETHOM 23nIucK
€ Npagami NOAKMNKYEHNA K JOMEHY.

Mma nonbzoeatens: Administrator

Napone: 00000000 10

WMcnone20EaTe y¥e nonyueHHsIR Bunet Kerberos

QK OTMeHa

Puc. 162



141

Yenewnoe nooknouenue k 0omeny
Wndopmaymn

Jobpo noxanoeats B
aomeH TEST.ALT.

[ Po |

Puc. 163
Jlanee HEOOXOAMMO TIepe3arpy3uTh pabodyro CTAHITUIO JJIsl IPUMEHEHUS BCEX HACTPOEK.

6.1.10.2 B600 6 0omeH 8 KOMAHOHOU CIMPOKe

Jlis BBoJa paboyeil cTaHIIMU B IOMEH MOXKHO BOCIIOJIB30BAThCS CIIEAYIONIEeH KOMaH/I0M:
# system-auth write ad test.alt newhost test 'administrator' 'Pa$
Sword'

Joined 'NEWHOST' to dns domain 'test.alt'

ITepe3arpy3utb pabo4yro CTaHIHIO.

6.2 ['pynnoBeie MOAUTHUKN

['pynmnoBsle MONMUTUKU — 3TO HAOOP MPaBUII U HACTPOEK JIJIsl CEPBEPOB U pabOUYUX CTAHLUH, peau-
3yEMbIX B KOPIOPaTUBHBIX PEIICHUAX. B COOTBETCTBUM C IpyNIOBBIMU IOJUTHUKAMHU IPOU3BOAUTCS Ha-
CTpoiika paboueil cpelibl OTHOCUTENBHO JOKAJIBHBIX MOJIUTHK, AEHCTBYIOUINX 110 YMoJYaHHio. B nanHoM
paszene paccMOTpEHa pean3alusl MOJJEPKKH IPYNIOBBIX NOJUTHK Active Directory B perieHusix Ha
6aze nuctpubytuBoB ALT.

B nuctpubytuBax ALT 1t npuMeHeHus TpyNIOBBIX MOJIUTHK, HA JAaHHBIH MOMEHT, IpeaJiaraeT-
Csl UCIIOJIb30BaTh MHCTPYMEHT gpupdate. MHCTpyMeHT paccuuTal Ha pabOTy Ha MalllHE, BBEIEHHON B
noMeH Samba.

Wnterpanus B unppactpykrypy LDAP-o0bexTOoB Active Directory Mmo3BoJisieT OCYIIECTBIATH
NPUBSA3KY HACTPOEK YMpaBIIEMbIX KOH(Urypaluii o0beKTaM B JepeBe KaTajaoroB. Kpome riobambHBIX
HACTPOEK B paMKax JOMEHa, BO3MOKHA MPUBSA3KA K CIEIYIOIIUM IpynnaM 0ObeKTOB:

- noxpaszaenenus (OU) — nonp3oBaTenn U KOMIBIOTEPHI, XPaHAIIMECS B COOTBETCTBYIOLIEH YacTu

JepeBa 0ObEKTOB;

- CalThl — IPyIIIbl KOMIIBIOTEPOB B 33/IaHHOM IIOJICETH B paMKaxX OZHOT'O U TOTO ke JOMEHA;
- KOHKPETHBIE NIOJIb30BATENIN U KOMIIBIOTEPHI.

Kpome Toro, B camux 00beKTax rpyHIOBbIX MOJIUTUK MOTYT OBbITh 3aJjaHbl JOTIOJIHUTEIbHBIE YCIIO-

BUs, QUIBTPHI U OTPAaHUYCHHUS, HA OCHOBAaHUH KOTOPBIX NMPUHUMAETCS pEIIeHHE O TOM, KaK MPUMEHSThH

JIAHHYIO TPYIIIOBYIO ITOJIUTHKY.
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[MomuTHky moapa3AesAIOTCS Ha MOTUTHKH U KOMIBIOTepoB (Machine) u HOIUTHUKH [UIS MTOJB30-
Bateneil (User). [lomuTuky 1Uis KOMIBIOTEPOB MPUMEHSIOTCS Ha XOCTE B MOMEHT 3arpy3KH, a TaKkKe B
MOMEHT SIBHOTO WJIM PETYJISIPHOTO 3ampoca IIaHUPOBIIMKOM (pa3 B 4ac). [lonb3oBaTenbckue MOIUTHKU
IPUMEHSIOTCS B MOMEHT BX0J1a B CUCTEMY.

['pymnoBbie MONIUTUKU MOKHO MCIIONB30BATh ISl Pa3HbIX IIeJIeH, Hanpumep:

- yCTaHOBKHM JoMainHell ctpanuisl Opaysepa Firefox/Chromium (skcrnepumeHTanbHas MOJUTHKA).
MO>XHO YCTaHOBHTH IpHU Hcnoiab3oBanu ADMX-daitnoB Mozilla Firefox (maker admx-fire-
fox), Google Chrome (maker admx-chromium) u Yandex (maketr admx-yandex-browser)
COOTBETCTBEHHO;

- ymOpaBJIeHHs MOYTOBBIM KiaueHTOM Mozilla Thunderbird. Bo3aMokHO yCTaHOBHTH MpHU HUCIIONIH30BA-
Hun ADMX-¢aiinoB Mozilla Thunderbird (maker admx-thunderbird);

- YCTaHOBKH 3arpeTa Ha IMOIKIIIOYCHNE BHEITHINX HOCUTEICH;

- yIpaBJIeHUA MOJUTUKAMH control (peanu3oBaH MHPOKUIT HAOOp HacTpoek). MOXKHO yCTaHOBUTH
npu ucnonb3oBannn ADMX-¢aitnos ALT;

- BKJIIOYEHMS WM BBIKIIOUEHUS pa3iIMyHBIX CIyk0 (cepBucoB systemd). MOXHO YyCTaHOBHUTH IPH
ucnonszoBanuu ADMX-daitnos ALT;

- HacTpOWKH yAaneHHoro joctymna kK pabouemy croiy (VNC) u HacTpoilku rpaduueckoi cpeisl
MATE. MoHoO ycTaHOBUTH NpH Hcmonb3oBaHuu ADMX-daiinos ALT;

- HacTpoiiku cpenpl padouero crona KDE (sxcnepumenTanbHas nmoiuTuka). MOXHO YCTaHOBUTD
npu ucrnonb3oBanuu ADMX-daitnos ALT;

- ymOpaBlIeHHE HacTpoukamu ciryxkO0bl Polkit (peanmnzoBan mupokuit Habop HacTpoek). Bo3zmokHO
YCTaHOBUTH NpH Hcnonb3oBaHuu ADMX-gaitnos ALT;

- TMOJKIIOYECHHUS CETEBBIX JHUCKOB;

- yHOpaBJICHUS TIEPEMECHHBIMU CPEIbI;

- yIpaBJIeHHs OOLIUMU KaTaJloraMu (3KCIIepUMEHTANIbHAS MTOJIUTUKA);

- re”HepupoBaHus (yIaJeHHs/3aMEHBI) SIPIBIKOB JIJIs 3aIlyCKa MPOorpamm;

- CO3/1aHus KaTajoros;

- ynpasieHwus ¢aiinamu (IKCEpUMEHTAIbHAS TIOJUTHKA);

- YIpaBJICHUS CIICHAPUSMU 3aIlyCKa U 3aBepIlIeHUs pabOThl KOMIBIOTEPA, BXO/Ia M BHIX0/1A MOJIB30-
BaTellsl U3 CUCTEMBI (9KCIIEpUMEHTAIbHAs IOJIUTHKA);

- YCTaHOBKH M yJIAJICHUS MTAKETOB (IKCIIEPUMEHTAIbHAS TIOJUTHKA).

[Ilpumeuanue. Moaynu (HacTpoOilKu), MOMEUEHHBbIE KaK SKCIIEPUMEHTAJIbHbIE, HEOOXOAUMO

BKJIFOYATh BpyuHY0 Yepe3 ADMX-daiinet ALT B paznene «I pynmmoBbie TOJTUTHKI.
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6.2.1 Pa3BeprTbhiBaHHE rPYNIIOBBIX MOJIUTUK
[Ipouecc pa3BépThIBAaHUE TPYIIOBBIX MOJUTHUK:
1. PazBepuyTh «AnbT Jomen» (cM. pazaen « AnabT JloMen»).
2. Y cTaHOBUTH aIMUHHUCTPATUBHBIC MIA0NOHBL. [1J1 3TOTO:

- YCTaHOBUTH IAKETHI MOJUTUK admx-basealt, admx-chromium, admx-firefox, admx-
yandex-browser, admx-thunderbirdu yruaury admx-msi-setup:

# apt-get install admx-basealt admx-chromium admx-firefox admx-yandex-
browser admx-thunderbird admx-msi-setup

- ckayatb U yctaHoBUTh ADMX-(aiinsr oT Microsoft, BEIOJIHUB KOMaHY:

# admx-msi-setup

[Ipumeuanue. Ilo ymonuanuto, admx-msi-setup yCTaHABIMBAET IMOCIEIHIOK BEPCHUIO
ADMX ot Microsoft (ceituac ato Microsoft Group Policy — Windows 10 October 2020 Update (20H2)).
C noMomnipIo mapaMeTpoB, MOXKHO YKa3aTh APYrol HCTOUHHK:
# admx-msi-setup -h
admx-msi-setup - download msi files and extract them in <destination-
directory> default value is /usr/share/PolicyDefinitions/.
Usage: admx-msi-setup [-d <destination-directory>] [-s <admx-msi-
source>]
Removing admx-msi-setup temporary files...
- TIOCJIE€ YCTAaHOBKU TOJIUTUKU OYyAYT HaXOQuThCs B Karajmore /usr/share/PolicyDefini-
tions. Heobxomumo ckomupoBaTh JokaibHble ADMX-daitnel B cereBoil kaTtanor sysvol (/
var/lib/samba/sysvol/<DOMAIN>/Policies/):
# samba-tool gpo admxload -U Administrator

3. Brectn Mamuny B 1omMeH 1o MHCTpyKIuH (cM. pasaen «IlogkimtoueHne K JOMEHY

Ha paboyeil CTaHIIunY).

[Mpumeuanue. JlomkeH ObITh yCTAHOBIICH MAKeT alterator—-gpupdate:

# apt-get install alterator-gpupdate

JIns1 aBTOMaTH4YeCKOro BKIIFOUEHHSI TPYIIIOBBIX MOJUTHK, IPU BBOJE B JOMEH, B OKHE BBOJIa UME-
HU Y TApOoJisi MOJb30BaTelIs, UMEIOLIEro MPaBo BBOJUTH MAIIMHBI B TJOMEH, OTMETUTh MMyHKT «BKIIIOUUTH
rpynnoBble NOaUTUKNY (Puc. 164).

[Nonutuku OyayT BKIIIOUEHBI cpa3y MOCiE BBOJA B IOMEH (II0CiIe Tepe3arpy3Ku CUCTEMBI).



144

Mooynw LY C «I pynnogvle nonumuxuy

BeeguTe Napoik A4NA YYETHOM 23NNCK
C NpaBamMi NoOAKNKYEHWA K JOMEHY.

MmA nonezoeatens: | Administrator

MNaponk: (TITTTTL) o|

v | BKIHMWTE rRYNNoebie NoAWTHUEK
Mcnons20BaTh yxe NnonyueHHsbIR bunet Kerberos

0K OTMeHa

Puc. 164

[Ipumeuanue. Eciau mammHa y)ke HAXOIUTCS B JIOMEHE, MOXKHO BPYYHYIO BKIFOYHTH TPYIIITO-
BbI€ MOJIUTUKU C TTIOMOIIBI0 MOAYJIA alterator-gpupdate. s atoro B [IYC B paznene «Cucrtemar
— «['pynmnoBble MOJUTUKM» CJeNyeT BbIOpaTh malbioH JokanbHOW monutuku («Cepep», «Pabouas
craHmws» i «KOHTpoJuIep TOMEHa») U YCTAaHOBUTH OTMETKY B IMYHKTE « YTIPaBJIEHUE TPYTITIOBEIMH TI0-
mutukamuy (Puc. 165).

Mooyne L]V C «I pynnogvle noaumuxuy

LleHTp ynpaBneHHa CHCTEMOR x

i=rnagran W Pexoim skcnepta X Buog @ cnpaexa

v ¥npagnesue rpynnossisveg NoAMTHEIMA

BHAMAHWE: ITOT MOAYNL BKAKYAET NOARLHXKY YIPABNSHWR FPYNINOBLIMKA NOANTHEAMMA
NOALIOBATENEA N KOMMLKTEpA. JONONHUTENEHER HACTPORKIA NPUMEHAMKITCA BO BPEMSA 3aTPy3KM
KOMNBEOTERA W NOCNE BXOAA NONLIOBATENA B CHCTEMY NPH ayTeHTHWKALWM B Active Directory.

Texywmd Npoduas NEYNNoBLX NONUTHK:
KoHTponnep AomeHa Active Directory
Cepaep

* Pabouan CTaHUYMA

MpraMeHHT

Puc. 165

4. Ha paboueit crannuu, BBEAEHHOW B JOMEH, YCTaHOBHUTH aJMHUHUCTPATUBHBIE
WHCTPYMEHTHI (MOIYJb yNAJEHHOrO YIpaBieHHs 0a3oii maHHbiXx koHourypamuun (ADMC) u
MOJIYJIb PEIAKTUPOBAHUS HACTPOEK KIHEHTCKOM KoHpurypanuu (GPUI)):

# apt-get install admc gpui
I[Ipumeuanue. B Hacrosmee Bpems GPUI ve ymeet unrats daitnel ADMX ¢ koHTposuiepa 1ome-

Ha. Jl711 KOppeKTHOM paboThl HEOOXOAUMO YCTaHOBHUTH NakeThl admx u ¢aitnel ADMX ot Microsoft:
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# apt-get install admx-basealt admx-samba admx-chromium admx-firefox

admx-yandex-browser admx-thunderbird admx-msi-setup

# admx-msi-setup

5. Hactpouts, ecnmu 310 HeoOxomumo, RSAT na wmammae ¢ OC Windows
(ympaBnenue cepsepom Samba c¢ nomouipio RSAT noanepkuBaercs u3 cpenbl 10 Windows
2012R2 BKIOYUTENBHO):

- BBectu MamuHy ¢ OC Windows B 1oMeH (ynpasieHue cepsepoM Samba ¢ nomouisio RSAT nog-
nepxuBaercs u3 cpensl 10 Windows 2012R2 BKIIOUNTENBHO);

- BKJIIOYUTH KOMITOHEHTHI yIAJIEHHOTO aJMHHUCTPUPOBAHUS (TOT IIar MOXHO MPOIYCTHTb, €CIIH
aJIMUHUCTPATUBHbIEC 11a0JIOHBI ObLIM YCTAaHOBJIEHBI HA KOHTpOJUIEpe AoMeHa). [l 3a1aHus KOH-
¢urypanuu ¢ nomouibto RSAT HeoOxonumo ckadark Qaifabl aIMUHUCTPATUBHBIX [IA0JIOHOB
(patimer - ADMX) wu  3aBucamme OT  s3bika  ¢aitnet  ADML w3 pemnosutopus

http://git.altlinux.org/gears/a/admx-basealt.git (https://github.com/altlinux/admx-basealt) u pa3zme-

ctuth ux B karajgore \<DOMAIN>\SYSVOL\<DOMAIN>\Policies\PolicyDefinitions.

6. KOPPEKTHO YCTaHOBJICHHBIE aJIMUHUCTPATHUBHBIE IMIa0JIOHBI OyIyT OTOOpa)keHbl B
ocHacTke «Pemaktop ympaBieHuss TPYNIOBBIMH TOJUTHKaMK» B paszzaene «Kondurypanms
komnbioTepay/ «Kondurypamus mone3oBatens» — «l[lomutukm» — «AJIMUHUCTPATHBHBIC
mabmons (Puc. 166).

AomunucmpamusHule wabI0Hbl 8 KOHCONU gPMe.MSC

= PeaakTop ynpaeneHua rpynnossIMI IOANTMKaM E@
(Qaiin  [feiictene  Bua Cnpaexa
=2 7Bz HmlT
= Monumuka KDE [DCLTEST.ALT] CocTosHue CocTosHue Kommentapuii
4 & KoHburypauws komnstoTepa | Samba onum
a || Moautukn 1 SSHD onun
3 Kondmrypauns nporpanm x
- 555D
+ [ Kowdurypauus Windows - Dr;”““
[ 4 || AaMnHUCTpaTUEHbIE WabnoHe: onpeaenenng]| yStEm X
, 7] Google \#@ Mpaea gocTyna u nosegeHne ouepean 3aaannii fust/bin/at He 3agana Her
. = Mozilla |53 Pexxim aemona NTP Chrony He zagana Her
= Kowmnonertsl Windows |23 Pazpeluenne Ha ncnonssoeanne crontab He zagana Her
| Mento «Myck» 1 nanens saga4 | Pesxnna CUPS He zagana Her
“| Manens ynpaenenua | OBpatHelii nonck DNS gna zanpocoe OpenlDAP He zaaana Her
" MNpwktepsi i@ Mposepka cepTudnkata NpW yCTaHOBNEHUW CoeanHeHNI TL... He 3apana Her
" Cepeep |33 Pexxim paBotel Postfix MTA He zaaana Her
| Cete |53 Pazpewuenia gna /ust/bin/postqueue He zagana Her
| Cncrema |3 Peskm patiotel Rpcbind He sagana Her
4 [ Cwcrema ALT |z Moaaepxka SFTP Ha cepeepe OpenSSH He 33aaHa Her
| BesonacHocTe i Moagepskia ayTeHTudurarmm OpenSSH-knnenTtos vepes GS... He sagana Her
| Buptyanusauma

| Tpaduueckan nogcuctema

> ] Tpynnoseie nonuTukm
| MonTuposanue

» || Hacrpoiikm KDE

» ] Hactpoiiku Mate

> [] Mpasuna Polkit
| Mpunoxerua ana CO/DVD
| Cereseie npunoxenna

» ] Cnyx6el
°| ¥aanenneii goctyn vepes Vino
“| ¥npaeneHwe nakeramn

» [ Angexc

.= Bce napamerpel
: | Hactporika
a 4 Kondurypauws nonssoeatens
> | Monutuku
> [ ] Hactpoiika

‘ .

11 napameTpoB

Paciunpentbiit )\CTaHAapTHbM
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Puc. 166

6.2.2 Ilpumep co3naHus rpynnoBOi MOIUTHKI

Jlnst co3manus TPYNIOBOM MONMUTHKYA HA MalluHE, BBEIEHHON B JJOMEH, HEOOXOIUMO BBITIOJHUTH

CIICAYIOIHNE MIaru:

N00aBUTH TOMEHHBIE YCTPOUCTBA (KOMITBIOTEPBI/TIONIb30BaTeNnun) B nmoapasnaenenue (OU) (uHCTpY-
meHT ADMC nnm ocractka Active Directory «Ilonb30BaTenu 1 KOMIIBIOTEPHI»);

co3naTh MoJUTUKY 1 HazHa4YHUTh €€ Ha OU (ADMC nim ocHacTka «YTpaBiieHHe TPyIOBOM MOJIH -
THKOM»);

oTpeaakTupoBaTh napameTpbl NoIUTUKN (GPUI nnn ocHactka «PegakTop ynpasieHHs IpyIIOBbI-
MU TIOJIUTHKAMI ).

B kauecTBe mpumepa, cozmaauM MOJUTHUKY, Pa3pellaloulyl0 3alycKaTh KOMaHIy ping TOJIBKO

CYTMepnob30BaTeNio (root).

B ADMC Ha paboueii craHiinu, BBeAEHHOW B JIOMEH, WM B OCHAcTKe Active Directory — monib30-

BaTeIM U KOMIIBIOTEPBI HEOOX0AUMO co3aaTh nojpaszzaenenue (OU) u nepeMecTuTh B HEr0 KOMIIbIOTEPHI

U II0JIb30BaTeNIEN TOMEHA.

Jns ucnons3oBanuss ADMC cnenyer cHavana noinyuuts Omier Kerberos ans agmuuuctpaTtopa

JOMCHA:

S kinit administrator

Password for administratorW@TEST.ALT:

Hanee 3amyctuts ADMC. Unatepdeiic ADMC nokazan Ha Puc. 167.

Unmepdgheiic ADMC
[AD - ox
Gain Qedctewe Bup Hactpoiku oMol
-—
p
W Uentp ynpasnenus Active Directory [del.test.alt] test.alt 9 obbeRTOR
Cwestar [ - Knace Onmcanve
v B O6bexTo rpynNoBoR NONKTHKK £} Bulltin bulltinDomain
v B CoxpanBHHbe 3anpocw £ Computers KoHTeRAHep Default container for upgrad. ..
f8 Domain Controllers Mogpasgenenne Default container for demain. ..
1 ForeignSecurityPrincip... KoWTednep Default container for security. ..
Help Desk Mpynina BesonacHocmv - M.
& KDE Noppaznenexue
1 Managed Service Acco... KouTefmep Default container for manag...
test Fpynna BesonacWocta - n..
Bl Users KeHTeAnep Default container for upgrad...
administratorf@test.alt
Puc. 167

st co3manust moipa3aeieHus CIIeTyeT:

B KOHTEKCTHOM MEHIO JJoMeHa BeIOpaTh MyHKT «Co3nate» — «llompaznenenue» (Puc. 168);
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B OTKPBIBLIEMCS] OKHE BBECTH Ha3BaHUE nojpasnaeieHus (Hanpumep, OU) u Haxatbh KHONKY «OK»
(Puc. 169).

ADMC. Co3z0oanue Ho6020 nodpazoeneHus

AD - ox%
Pain [fedctewe Bug Hactpodxu [Momows

O —

)

W LiewTp ynpasneqns Active Directory [dcl test.alt] test.alt 9 ofivexToB
= pestalt Cozgats N HoMnsioTep Onucanuwe
v B OBvexTol rpynnesoil nonw - nain

v B CoxpaHéHHee 3anpocu Haimd... Ly p Default container for upgrad. ..
MamenmTe cydpurcn UPN Mpynna TeHME Default container for domain. ..
inetOrgPerson p Default container for security...

| Nompasencine SN

eHME

OfHoBNTE None3csaTens p Default container for manag...

CaolicTaa OBWan nanka sonacHocT - ...
USETS KoHTeRHep Default container for upgrad...

administrator@test.alt

Puc. 168

ADMC. Hosoe noopazoenenue

m Co3naTe nogpaszfeneHue — O X

Mma: lDU| l

v| 3aWKTUTL OT YOaneHMs

X Cancel

Puc. 169

I[anee H606XOIII/IMO NEpCMECTUTL KOMIIBIOTCPBI U MoJb30BaTelIeil JoOMEHa B noapa3aciiCHUC ou

(Puc. 170):

B KOHTEKCTHOM MEHIO 10JIb30BaTENs/KOMIIBIOTEPA BEIOPATh MyHKT «IlepeMecTuts. ..»;

B OTKPBIBILIEMCS IUAI0roBOM OKHe «Bri6op koHTeitHepa — ADMC)» BbIOpaTh KOHTEHHEpP, B KOTO-
pBIi CIIETyeT NEPEMECTUTD YUETHYIO 3alIMCh MTOJIb30BATEIIS.

Jnist co3aHust MOMTUTHKH [T IOpa3IesieHUs] HeOOXOAMMO:

B KOHTEKCTHOM MEHIO mojpaszfencHus (B manke «OOBEKThl TPYNIOBON MOJUTHKW») BBIOpPATh
nyHKT «Co3/1aTh MOJUTHKY U CBSI3aTh C 3TUM noapaszaeneHuem» (Puc. 171);

B OTKPBIBIIEMCS OKHE BBECTH Ha3BaHUE MOJUTUKU U HaxaTh KHONIKY «OK» (Puc. 172).
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Komnvromepul u nonvzosamenu 6 noopaszoenenuu OU

AD

dain  Oedctsme Bug Hactpoikw Momows
OB

W Uestp ynpasnenin Active Directory [del.test.alt] OU

~ e testalt Hun
» L} Builtin W ADOD
7 Computers B ADOT
v [ Domain Controllers W MIRROR
+ B ForeignSecurityPrincipals W NEWHOST
+ 8 KDE O effice
v L} LostAndFound = TEST
+ 1 Managed Service Accounts 8 TestOU
ou B WORKADOD
+ B Program Data B WORKADM
v B System 5 Doxymenta
v B Users Komapoe Mnes
v BT OfnexTsl rpyNNoBoE NOAMTHEM Mapros Masen
v BT Coxpamiénmeie 3anpoce Opnos Muxaun

Puc. 170

* Knacc
KomnspoTep
KoMnesaTep
KomnbioTep
KoMnusoTep

13 obnexTon
Onucanne

Mpynna BeaonacHocTi = ...

MNoppasgenenue
Mogpasgenenme
HKomnpsoTep
KomnoioTep
Obuwan nanka
Mons3ceaTtens
KomTakT
MNonsscsatens

administrator@testalt

ADMC. Konmexcmuoe merio noopazoeieHus 8 00beKkmax epynnosslx noIumukK

@ain Oeictene Bug Hactpoikwm Momows

W UexTp ynpasnenua Active Directory [del.test.aly]) OU

b o testalt MpHBASIHHBE NOAHTHEM
- - i

0 OBwerTs rpynnoBcH NONWTHKKY Mops~ Mg

= e testalt

(21 YeTaHoBKa NaKeTos

v (&) Default Domain Policy
+ ¥ Domain Contrallers
+ M KDE

“ Co30aTh NOAPA3RENeHHe

v B Bee nonature
v B CoxpamBunme 3anpocu
CBR3aTE CYLLECTEYID YD MONMTHEY
BroxkMpoBaTe HacneaoBaHne
MepermenonaTs
¥aanuTe
Q6HOBMTE

CroRcTea

-0 X

HacnegyeMue NONMTHEA

(22 SHCNePHMEHTANLHLE NONUTHRA

Co3gate nonMTH Ky M CBAZATE C 3THM NoOAPa3geneHHeM

MpuHyguTens OTHARYEHD
W
L

Puc. 171

administrator@testalt

ADMC. Co3z0anue o6vekma epynnosou noaumuKu

AD

Cozmate rpynnoeyl NONUMTHRY

O X

Mma: [Control_ping|

|

| X Cancel H & OK ]

Puc. 172
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PenakTupoBanue HACTPOEK IPYIIITIOBOMN IOJUTUKHU:

- B KOHTEKCTHOM MEHIO CO3JJaHHOM MOJUTHUKH BBIOpaTh MyHKT «M3MeHuTsh...» (Puc. 173);

- OTKpOEeTCs OKHO peaakTupoBaHus rpynmnoBsix mosutuk (GPUI) (Puc. 174);

- mnepeiitu B «Kommbrorepy — «AnMuHUCTpaTUBHBIE mabnoHs» — «Cucrema ALT». 3aech ecth
HECKOJIBKO pa3/iesioB, COOTBETCTBYIOIIUX KaTeropusim control. Beropats pa3aen «CereBbie Mpuio-
JKEHUS», B IPABOM OKHE peflakTopa 0To0pa3utcs crnucok nonutuk (Puc. 175);

- IICJKHYTH JICBOW KHOMKOM MBIIIN HA MOIUTHKE «Paspemenus mis /usr/bin/ping». OTKpoercs aua-
JIOTOBOE OKHO HAaCTPOWKH MOJUTUKU. BbiOpaTh mapamerp «BkitoueHO», B BBIMAJAIONIEM CITHCKE
«KoMmy pazpemieHo BBINOIHATEY BbIOpaTh MyHKT «Toibpko root» u Haxarh kHONKy «OK» (Puc.
176);

- mocje oOHOBJICHUS MOJUTHKU HA KJIMEHTE, BHIMOJIHATH KOMaHAY ping CMOXET TOJIbKO aIMHHH-
CTpaTop:

$ ping localhost

bash: ping: xomMaHIa He HaWIeHa

$ /usr/bin/ping localhost

bash: /usr/bin/ping: OTkazaHo B IOCTyIIE
# control ping

restricted

ADMC. Konmexcmuoe mento 00vekma epynnogou noaumuKy

AD) _ox
Pain feidcrene Bug Hactpoimn [omows

W Lestp ynpasnenus Active Directory [del.test.alt] Control_ping

b e tesbalt MecToHaxoaeHue = Mpuuygurens: Otknioveds Myme
= B O6wexTsl rpynnoBoi NonMTHIH 3 KDE testaltf
= testalt & ou test.alt/

v (&) Default Domain Policy
+ % Domain Contrallers

v+ T8 KDE
- & ou
B Control_ping T

4 YETAHOBKA NAKETOR
) BRCNEpUMEHTANBHEIE MO NHT
v B8 TEST DobasnTe cBaze...
B Tesou oo
v B Bce nonuTHkm
v BT Coxpaménmme 3anpock

OmenioseHo

MNepenmenosat
Y RAnWTE
ObHOBHTE
CROACTED

4 L]

administrator@test.alt

Puc. 173
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Mooyns pedaxmuposanusi Hacmpoek kiuenmcxou kougueypayuu (GPUI)

P

i GPUI =
@ain Ban Momows
|I'I|,1Mu-:. | - KomnssoTep Momows:
= I [smbiffdcl.test.alt] - Control_ping B nNonssceatens WaBnoH NoKANEHED MpynNo Lo
+ i KomnewTep NOANTHK
+ & Nonesosatens
Puc. 174
Mooyns pedakmuposanusi Hacmpoek Knuenmckot kougueypayuu (GPUI)
g GFUN - O
@aiin Ban NModows
NomcK.. Paspewenue Ha wLnenb3oBaHme jusribin/mir Nomowe:
= [smb:fjdcltestalt] - Control_ping Pazpewenun gna fusribin/ping HacTpofika NapaMeTpoB CeTeBb
= W HomnsioTep Paspewenns gna fusrfsbinfpppd npsAcwerm,

* B AfMumHucTpaTHEHEE WaBRoHE
» B KomnorenTe Windows
¥ E Menm «lycns 1 naHens :agay
v B Nanens ynpannesies
v B NpeHTeps
v BT Cemn
+ B Cuerema
= BN Cucrema ALT
+ B BesonacHocTs
v B Bupryanmaawms
v BI Mpaduueckan nogoucTema
» B3 Mpynnoese nonumiEx
» B MonTuposanwe
v B Hactpoiium KDE
+ B Hactpoinw Mate
+ B3 Npasuna Polkit
v B Npunowenns ana CO/OVD
CeTenme NPHAOKEHKA
¥ E Cryecb
¢ BT YaaneHHbii AecTyn uepes Vino
» B ¥npaenemue nakeTaMm
v BT fAngerc
+ B Google
v B Mazilla
» B Hactpoiin
+ B Hactpoiku cucTeme
v B Nonesosatens

Paspewenna Ana wireshark-capture (dumpcap)

Puc. 175
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GPUI. [luanocoeoe okHO HACMPOUKU NOJUMUKU

g GPUI —ox
@aidn Ban Nosows

MonuTuka: Paspewerna ana fusrfbin/ping
v [smb:/fdc.test.alt] - Control_ping =
= B HomnewoTep
« BN AfMumMUCTPaTHEMEE Wabnome
v B KoMmnonenTte Windows

-
J Menr «lTycns ¥ naHens 3agay

CocToaHWE NONWTHEK HOM'E‘FIJKIIIHEE'TE:H Ha:

He cROHEHIYPHPOBaHD B Maatdopma ALT HaK MHEHHMYM

+ B Nanens ynpasnenia * BrnoueHo
¥ -—
| Es::mpu LI KoMMEHTapHEA:
v B Cucrema
« B Cocrema ALT Onncanme: Onugmm:
+ B BesonacHocTs HOMY PARPRUIHO [ e root x
v BB BupTyanusauws BHINONHAT:
| padrivecHan NOOCHCTEMS MomMows:
v B3 Mpynnossie nonuTike 3Ta NONUTHES oNpegenaeT
v B MonTupoBanmne palpewerna ana fusrfbin/ping
v B Hactpo#um KDE
v B Hactpodnm Mate NicBol nonbaoeaTent —
+ B9 Npassna Polkit nioBoR NONBL30BATENS MOWET

v B Npunomenss ans CO/OVD 3aMyckaTs fust/bin/ping

= B Cetensse npunomeHua

Mpynna netadmin —
PaspeweHue Ha MCNONLI0BA...

NABLIDBATENAM W3 FPYANE

B Paspewenus ana fusribinfping anEtadmins paspelens
Paapewenua gna fusr/sbin/p... 3amyckaTe fusrfbinfping
Paspewerna ans wireshark-c...

v B Coyowba Tonbke Fo0t— TOALKO
v B YoaneuHwi goctyn vepes Vino CYnepnCAL30BaTENE (root]
- MOMET 3amycHaTs fusr/bin/ping
" YNpaBNeH e NaKeTaM:
v B Angenc - . =
» B Google OmaeHa oK

v =5 Maozilla =

Puc. 176

[Ipumep cozmganus rpynnoBoit nonutuku Ha MamuHe ¢ OC Windows:

- Ha MalllMHe, ¢ ycTaHOBJIECHHBIM RSAT, OTKpBITh OCHACTKY «YIIpaBi€HUE IPYIIIOBBIMU MOJIUTHKA -
MU (gpmc.msc);

- co3maTh HOBBIM 00BekT rpynmnoBoi nmonutuku (GPO) u cBszath ero ¢ noapazaenenuem (OU), B
KOTOPBII BXOJIAT MAIIMHBI UM YYETHBIE 3aITUCH MOJIb30BaTENEH;

- B KoHTeKCTHOM MeHI0 GPO, BriOpath MyHKT «M3MeHUTS...». OTKkpoeTcs pepaktop GPO;

- mepeitu B pa3aen «Kondwuryparus kommnborepay — «llomutukm» — «AJMHHACTPATHBHBIE 1A -
osonb» — «Cuctema ALT». 31ech ecTh HECKOIBKO MOPa3/IeioB, COOTBETCTBYIOIINX KaTeroOpH-
am control. BeiOpats pa3nen «CereBble IPUIOKEHUS», B MIPABOM OKHE PEJaKkTopa OTOOpa3uTCs
cniucok nonutuk (Puc. 177);

- JIBOXIBI MICIKHYTh JICBOW KHONKOW MbIIM Ha moymTuke «Paspemenus s /ust/bin/ping.
OTKpoeTcst TuaaoroBoe OKHO HacTpoiiku nmoautuku (Puc. 178). Beiopars mapametp « BKIIOUUTHY,
B BbINa1ato11eM crucke «Komy paspeiieHo BBIOIHATEY BbIOpaTh MYyHKT « TOMBKO 100t» U HaXaTh

KHOIIKY «IIpumeHuTs».
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Pazoen «Cemesvie npunoscenusiy»

= PeaaxTop ynpaeEneHns rpyninoesImMm NoauTMKann

®ann  deidcrewe  Bug

&= 7[E = H

Cnpaeka

=)

_EJ Monutuka Control_ping [DCLTEST.ALT]
4 i KoHdurypauwa KomMneoTepa

4 || MNoawtren

> KoHdurypauma nporpanm

Kondnrypauwa Windows

>

| S Sy I

Fl

i

Google

Mozilla

Cwerema ALT

"] BesonacHocTs

| BupTyanuzauma

| Tpadnueckan nogcucrema

| Sy

> [ Tpynnoesie noanTikm
| MoHTupoBanue

> || Hactpoiikn KDE

> || Hacrpoiikn Mate
| Mpunoxexna gna CO/DVD
| Cetesbie npunoxerna

s L CaywBel

T ar

4 | i |

A,B,MHHHCTF]ETHEHbIE wabnoHeb: onpejener

| ¥Yaanenneii goctyn uepes Vine

CocToaHue

\¥% Paspewwenna ana Susr/bin/ping
|53 Pazpewenna ana fusr/sbin/pppd

|53 Paspewuenve Ha ucnonesosanue Susr/bin/mtr

|53 DYHKUNOHANBHBIE BOSMOMKHOCTH M paspelleHna gna wiresh..,

- |l 1] i

CocToAHue
He zagaHa
He zagaHa
He zagana
He zagaHa

PaclumnpenHbiii }\ CTaH,a,apTHblﬁ/

4 napamerpos

Puc. 177

Tonumuka «Paspewenus ons /usr/bin/ping»

A Pasperuenns gna fust/bin/ping

E} Paspewenns ans fusr/bin/ping

[o [=]=s]

l Mpeasaywmnii napamerp | l Cregyrowmii napametp

Toneko root

- sanyckate Jusr/bin/ping

paspelueno 3anyckate fusr/bin/ping

sanyckate Jusr/bin/ping

MokeT 3amyckate fust/bin/ping (B KoHTelHepax)

«netadmin» paspelero sanyckate fusr/bin/ping (s
KOHTEAHEpaX)

NioBoit nonezoeatens — noboil NONE30BATENS MOMKET

Ipynna netadmin — neab3cEATENAM W3 rRYNNLl snetadmins
Toneko root — Toneko cynepnonbsceatent (root) monxer
MoBoii nonssoeaTens (B KoHTERHEpaX) — NBOR NoNL3IDEATENS

Ipynna netadmin (& koHTEfHEpax) — NoABIOBEATENAM W3 Py MBI

©) He saaaHo KommeHTapui: m
@ BrnmunTs
) OTknouMTE b
Moazepacnzaetcs: g Mnatdopma ALT Kak MUHARMYM -
Mapametpei: Cnpaeka:
KoMy paspelienc BEINGAHATE: 3Ta NOAWTMKE DNPEAENAET paspelledna ana fusr/bin/ping -
y :

[ ok ][ omesa |

’ Mpumerute

Puc. 178
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[Ipumedynue. g AMarHOCTUKM MEXaHU3MOB MPHUMEHEHHUS TPYIIIOBBIX MOJIMTUK HA KIMCHTE
MOYKHO BBITTOJIHUTH KOMaHIY:
# gpoa --loglevel O

B BbIBOJIC KOMaH/IBI OyayT (QUTYpHPOBATH MOJYUYCHHBIE IPYIIIOBbIE 00BEKTHI. B yacTHOCTH, COOT-

BETCTBYIOIIMIA yHUKaNbHBIN K011 (GUID) oObekTa.

6.3 Samba B pexume (aitioBoro cepepa
Samba — nakeT nporpamm, KOTOpbI€ MO3BOJISAIOT 0OPAIIATECS K CETEBBIM JAUCKaM U IPUHTEpaM Ha
Pa3IMYHBIX OINEPALMOHHBIX cucTemax o mnpotokory SMB/CIFS. Mmeer KIMEHTCKYIO U CEpPBEPHYIO

qacCTH.

6.3.1 Hacrpoiika smb.conf

[Mpumeuanue. [locne pemaktupoBanus ¢aiia /etc/samba/smb.conf, cieayer 3amy-
CTUTb KOMAHJY testparm U1 IPOBEPKH (haiiia Ha CHHTAKCUYECKHE OIINOKHU:

# testparm /etc/samba/smb.conf

W, B cimydae oTcyTCTBUS OMIMOOK, IEPE3ayCTUTh CIyKObI smb 1 nmb, 4TOOBI H3MEHEHHSI BCTYTIN-
JH B CUIIY:

# systemctl restart smb
# systemctl restart nmb

Kaxnpiii paznen B daitne xondurypauuu (kpome pazzaena [global]) omuceiBaer oOmmii pecype.
HaszBanue paznena — 310 ums obero pecypca. Ilapamerpsl B pazaene onpenesisitoT CBOWCTBa 00IEro
pecypca.

OOumii pecypc COCTOUT U3 KaTajora, K KOTOpPOMY IPEJOCTaBIAETCS TOCTYI, a TaKKe ONMUCAHUSA
npaB AOCTyIa, KOTOPbIE MPEIOCTABISIOTCS MOIb30BATENIO.

Paznensr — 310 100 obuMe (aitnoBeie pecypcsl, MO0 CiyKObI meyaTu. Pa3zgenam MoxxeT ObITh
Ha3HAYeH TOCTEBOM JOCTYII, B 3TOM CIIy4ae JUIf IOCTyIa K HUM He TpeOyeTcs mapoib (Ui OnpeaeTeHHs
IpaB JIOCTYTa UCIOJIb3YETCs CIelMaibHas rocTeBas yueTHas 3anuck). [nd noctyna k pasnenam, K KOTo-
PBIM 3armpelleH rocTeBOM JOCTYII, MOTpedyeTcs napoJb.

[Ipumeyanue. Samba HCMONB3YyEeT OTACNBHYIO OT CHCTEMHOW 0a3zy MaHHBIX MOJIb30BaTENIEH.
J111 BO3MOYKHOCTH JTOCTYTIA MOJIb30BATENS K MarKe (©CJIM 3alpeleH TOCTEBOM JOCTYIT) HEOOX0MMO BHE-
CTH ero B 0a3y JaHHBIX samba M YCTaHOBHUTH MapOJIb IS JOCTyNa K OOIIUM pecypcaM (OH MOXKET COBIa-
JlaTh C OCHOBHBIM IapoJsieM Mosb3oBaress). Cienyer yuyuThIBaTh, 4TO B 0a3y JaHHBIX samba MOXHO J10-
0aBIATH TOJIBKO TEX MOJB30BaTENeH, KOTOPHIE yXKe ecTh B cucteme. Jlo6aBUTh mob3oBaress B 6a3y JgaH-
HBIX Samba MOHO, BBITIOJTHUB KOMaH/y (JOJDKeH OBITh YCTAHOBIIEH IMAKeT samba-common-client):
# smbpasswd -a <uMa_noJjbs30BaTEJIA>

B (aiine xordurypanuu ecth Tpu crienuagbHbIX pasaena: [global], [homes] u [printers].
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Paznen [global]

[TapameTpsl B 3TOM paszjeliie MPUMEHSIOTCS K CepBepy B IIEJIOM WIIHM SBJISIOTCS 3HAYCHUSIMH TI0
YMOJYaHHUIO JUIsl pa3/IesioB, 1 MOTYT OBITh IepeorpeiesieHbl B pa3zere.

Paznen [homes]

Hcnonb3yercst Ui MOAKIIOYCHHS TOMAIIIHAX KaTaJoroB rmosb3oBareneit. [lpu kaxmom oOpaie-
HUM Samba cHauajga WOIET UMs 3alPOILIEHHOTO pecypca B CIUCKE OOIIMX PECYpCOB, M €CIH UM HE
HaliJIeHO MpoBepsieT Haauuue B KoHpurypamuu cekuuu [homes]. Ecnu Takas cekuusi ecTb, TO UMS Tpak-
TyeTcs Kak MMs TMOJIb30BaTeNsl, U MpoBepsieTcs Mo 0a3e JaHHBIX MOJb30BaTenel cepBepa Samba. Ecnu
UM HaiiieHo B 0a3ze TaHHBIX MOJIb30BaTeNei, To Samba npeaocTaBiseT B KayecTBe OOIIEro pecypcea J10-
MalIHAA KaTaJIOT 3TOTO IOJIb30BATENsA. AHAIOTHYHBIA MPOIECC MPOUCXOINT, €CITU UM 3aIPOIICHHOTO
pecypca — «homesy, 3a UICKJIFOUEHHUEM TOT0, YTO UMS OOIIET0 pecypca MEHsIeTCsl Ha UMs 3allpallliBarolie-
r'O MOJIb30BATENs.

Paznen [printers]

Ecnu B daiine koHbUTypanuu uMeeTcs pasnuen [printers], moap30BaTeId MOTYT MOAKITIOYATHCS K
T000My MPUHTEPY, YKa3aHHOMY B (paiisie printcap JOKaIbHOTO XOCTA.

[Ipumeuanue. B ogHOpaHroBoii cetu (T.e. eciu Samba HCMONb3yeTCs UCKIIOYUTEIHHO KaK
(aiinoBbIil cepBep, a HE KaK KOHTPOJUIEP JOMEHA) JIJIsl BO3MO>KHOCTH HCIIOJIb30BaHMs (paiimoBoro pecypca
[homes], HEOOXOIMMO MOOABUTH KaXKIOTO JIOKAJBHOTO IMOJIL30BATENsI B CIIUCOK TOJIb30BaTeNei Samba,
HaIpuMep:

# smbpasswd -a user

New SMB password:

Retype new SMB password:
Added user user.

IIpumeuanue. Ecnu B pazgene [homes] ykazan rocteBoit foctyn (guest ok = yes), Bce
JIOMAIITHUE KaTaJloTh OyAyT BUIHBI BCEM KIIMeHTaM Oe3 maposisi. Eciii 3To TelCTBUTENBHO HYXKHO (XOTS
MaJIOBEPOSATHO), pa3yMHO TaK)K€ yKa3aTh JOCTYN TOJLKO /Ui uTeHus (read only = yes).

[Mpumeuanue. Gnar browseable ANsg IOMAIIHUX KAaTaJoOroB OyJEeT yHACIEAOBaH OT IJIO-
6anbHOTO hiiara browseable, a He ¢guara browseable pa3aena [homes]. Takum oOpazoM, ycTaHOB-
Ka browseable = no B pasnene [homes] ckpoer obmuii pecypc [homes], HO caenaeT BUIUMBIMH BCE
ABTOMATHYECKUE JOMAITHHE KaTaJOTH.

OnucaHne HEKOTOPHIX TApPaMETPOB:

- Dbrowseable — omnpenensieT, 0TOOpa)kaeTcst IU ATOT OOIIMIA pecypc B CIHUCKE TOCTYMHBIX OOIIMX

PECYPCOB B CETEBOM OKPYKEHUH U B CIIHCKE MPOCMOTpa (TI0 yMOT4aHuIo: browseable = yes);

- path — yka3bpIBaeT Karajaor, K KOTOPOMY JOJIKEH OBITh MPEI0CTaBIICH JOCTYII;
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- read only — eciu s 3TOrO apamMeTpa 3aJaHo 3HAUYCHHE «YEeS», TO TOJIb30BATENHN CIIY>KObI HE
MOTYT CO3/1aBaTh WM U3MEHSITH (haiiiibl B KaTasiore (1Mo ymoayanuto: read only = yes);

- writable — MHBEPTUPOBAHHBIA CHHOHMM s read only (1o ymMonyaHuio: writeable = no);

- write list — CHHCOK MOJB30BaTENCH, KOTOPHIM OyAET MPEJOCTaBIeH AOCTYI IJISi YTCHUS U
3anucu. Eciii monbp30BaTesh HAXOJUTCS B 3TOM CITUCKE, eMy OyJIeT NMpeA0CTaBlIeH JOCTYI JIIs 3a-
IUCH, HE3aBHCHUMO OT TOTO, KaKOH MapaMeTp yCTaHOBJEH i mapamerpa read only. Cnomcok
MOJKET BKIIFOYATh UMEHA TPYIII C UCIOJIh30BAHNEM CHHTAKCHCa (@group;

- read list — CHHCOK IOJIb30BaTENCH, KOTOPBIM OYyJeT NMpeAOCTaBlIeH JOCTYI TOJBKO JIJIs YTe-
Hus. Ecnu nosb3oBaTens HaXOAUTCS B 3TOM CIHCKE, eMy He OyJeT MpeI0oCTaBIeH TOCTYI JUIs 3a-
MUCH, HE3aBHCHUMO OT TOTO, KaKOH IapaMeTp yCTaHOBJIEH s mapamerpa read only. Cnmcok
MOYKET BKIIFOYATh UMEHA TPYIIIT;

- guest ok — ecnu 3TOT mapaMeTp UMEET 3HAuUeHHUE «yes», TO Ul MOJKIIUEHHUS K pecypcy He
TpedyeTcs maposib (1o yMoa4anuio: guest ok = no);

- guest only — pa3pemuTh TOJIBKO TOCTEBbIC COSAMHEHHS K 00IIeMy pecypcy (10 YMOIYaHUIO:
guest only = no);

- printable — ecnu 3TOT MapamMeTp UMEET 3HAYECHUE «YyeS», TO KIMEHTBI MOTYT OTKPHIBATh, ITH-
caTh W CTaBUTD 33/IaHKs B oUepe/Ib nevatu (1o yMOIYaHuo: printable = no);

- map to guest — ompeaesseT YTo JenaTh C 3alIpocaMi, KOTOPhIE HE yJIAI0Ch ayTeHTU(UIIPO-
BaTh: «Never» — 3alpockl ¢ HEMPaBUIHLHBIME MApOJISIMU OyIyT OTKIOHEHHI;, «Bad user» — 3anpockl
C HENPaBWJIBHBIMH TTAPOJISIMH OYIyT OTKIOHEHBI, €CJIA TAaKOE UM MOJIB30BATENsl CYIIECTBYET (110
yMoOTuaHHio: map to guest = Never).

IIpumep HacTpoiiku /etc/samba/smb.conf mig paborel Samba B pexume (aiinoBoro
cepBepa ¢ ABYMS OTKPBITBIMU JIJISl OOIIETO JIOCTYTAa PecypcamMu, TOMAITHIMHU KaTaJIoTaMU IOJIb30BaTelei

U TIPUHTEPOM (3aKOMMEHTHPOBAHHBIE TTAPaMETPhI ICUCTBYIOT M0 YMOIYAHUIO):
[global]
workgroup = WORKGROUP
server string = Samba Server Version %v
security = user
log file = /var/log/samba/log.%m
max log size = 50
guest ok = yes
cups options = raw
map to guest = Bad User
; idmap config * : backend = tdb

[homes]
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comment = Home Directory for 'su'

browseable = no
writable = yes
guest ok = no
[share]
comment = Common place

path = /srv/share

read only = No

[printers]
comment = All Printers

path = /var/spool/samba

browseable = no
; guest ok = no
; writable = no

printable = yes

# KarTajior OOCTYIHBIM TOJIBKO OJS UTEHMS, Ba MCKIIOUEHMEeM I[OoJib30BaTejielt
# Bxomammx B Tpynny "staff"
[public]

comment = Public Stuff

path = /home/samba

public = yes

writable = yes

write list = +staff

; browseable = yes

[Free]
path = /mnt/win/Free
read only = no

; browseable = yes

guest ok = yes

ITpocMOTp pecypcoB, TOCTYIHBIX MOJI30BATENIO USET':
# smbclient -L 192.168.0.157 -Uuser
Password for [WORKGROUP\user]:

Sharename Type Comment

share Disk Commonplace

public Disk Public Stuff
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Free Disk
IPCS IPC IPC Service (Samba 4.20.6-alt3)
user Disk Home Directory for 'user'

OOpamienre K JOMallHed Mamke IOJb30BaTeNd BBIMOJIHICTCS IO HMEHH IOJIb30BaTeNs
(nampumep, smb://192.168.0.157/user).
[Ipumeuanue. i1 0O3HAKOMJIEHHSI C MPOYUMH BO3MOKHOCTSIMHU, YMTAUTE PYKOBOJCTBO IO

smb . conf. Iyt 3T0ro ucnonb3ynuTe KomMmaHay man smb.conf.

6.3.2 MonTtupoBanue pecypca Samba uepes /etc/fstab

Coznatp (aiin /etc/samba/sambacreds (Hanpumep, KOMaH/I01 mcedit
/etc/samba/sambacreds), ¢ COIEPKUMBIM:
username=yMs_IOJIb30BaTEN
password=mnapoJib

Jlis MoHTHpOBaHUS pecypca Samba B /etc/fstab HeoOX0auMO MPONUCATh:
//server/public /mnt/server public cifs users,credentials=/etc/samba/
sambacreds 0 0

Hns 3amutel uHOpManuu, npaBa Ha ¢ailn /etc/samba/sambacreds, HEOOXOIUMO
YCTaHOBUTH TakK, 4TOObI ails1 ObLT JOCTYIEH TOJIBKO BIAAEIbILy U IPUHAJIEKAT root:
chmod 600 /etc/samba/sambacreds

chown root: /etc/samba/sambacreds

6.4 SOGo
SOGo — cepsep rpymmoBoit padoTel, aHamorndHblii Microsoft Exchange, ¢ Be6-unTepdeiicom u
noctyrnoM o MAPI ais Microsoft Outlook.
SOGo obecneunBaeT BeO-uHTEepdeiic Ha ocHOBe AJAX W moanepKUBaeT pa3IMuHbIC HATHBHBIC
KITUEHTHI C TIOMOIIBIO CTaHIAPTHBIX MPOTOKOJIOB.
Bosmoxnoctu SOGo:
- o0IIMe MOYTOBBIC TAIKY, KAJICHIAPH U aJPECHbIC KHUTH;
- BeO-uHTepdeiic, ananornunbiii Outlook Web Access;
- mnogaepxkka mpotokoioB CalDAV, CardDAV, GroupDAV, Microsoft ActiveSync, IMAP u
SMTP;
- npoctyn no MAPI nns Microsoft Outlook, He TpeOyromuii BHEITHUX MOJTyJIEH;
- JIeTIeTHUpPOBaHME, YBEIOMIICHHUS, Pe3epBUPOBAHHE, TOEPIKKA KATETOPUI U MOYTOBBIX (DUIBTPOB;
- TOJJIepKKa HECKOJIBKHUX MOYTOBBIX ALIUKOB B BeO-UHTEpeiice;
- Single sign-on ¢ momomsio CAS, WebAuth mmu Kerberos.

[Tpumeuanue. MAPI over HTTPS He noanepkuBaetcs.
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6.4.1 VYcranoBka
Jna ycranoBku crabmibHOl Bepcun SOGO HEOOXOAMMO BBINOJIHUTH KOMaHAy (ApaiiBep K

PostgreSQL Oynet ycTaHOBJIEH aBTOMAaTHYECKH ):

# apt-get install task-sogo

6.4.2 IloaroroBka cpembl
[ToAroToBUTSH K 3aIyCKy U HACTPOUTH cy:k0b1 PostgreSQL:
- CcO3JaTh CHCTeMHBbIE 0a3bl JaHHBIX (Mapoiis moibs3oBarens PostgreSQL HeoOXoMuMo 3aIOMHUTB):
# /etc/init.d/postgresgl initdb

BBenuTe HOBEIM [IapoOJib CYIEPIIOJIE30BaTEJIA:
[loBTOpPUTE €T'0:

- 3aIyCTUTh CIYXKOy:
# systemctl start postgresqgl
Coznate monb3oBarenss sogo W 0a3y JaHHBIX sOgo (mapoib HEOOXOIUMO 3alOMHUTH) U 0azy
JaHHBIX s0go (mpu 3ampoce «Ilaposby» ciieayer BBECTH Mapoib MOIb30BaTENs postgresql, Co3aaHHbIN pu

CO3/IJaHUY CUCTEMHBIX 0a3 IaHHBIX ):
# su - postgres -s /bin/sh -c 'createuser --no-superuser --no-createdb --no-create-
role --encrypted —-pwprompt sogo'

BBemuTe napoJsib OJIS HOBOM POJM:
[loBTOPUTE €TO:
[laposkb :

# su - postgres -s /bin/sh -c 'createdb -0 sogo sogo'

[lapoJsb :

# systemctl restart postgresqgl
Hacrpoiika «AnbT JJomen»:
- TpeABapHUTENbHO co3aaTh «AnbT Jlomen» (cM. «Anbt Jomeny);
- co3JaTh B JIOMEHE IMOJIb30BaTels sogo ¢ mapojieM Pa$$word (mpu 3ampoce aBa)<apl BBECTH Ia-
pOJIB):
# samba-tool user add sogo

# samba-tool user setexpiry —--noexpiry sogo
6.4.2.1 Hacmpoiika SOGo
SOGo HacTpauBaeTcs Ha JOMEH test.alt.

3anonHUTh (haitn koHpurypauu /etc/sogo/sogo.conf:

SOGoProfileURL = "postgresqgl://sogo:password@/sogo/sogo_user profile";
OCSFolderInfoURL = "postgresql://sogo:password@/sogo/sogo folder info";
OCSSessionsFolderURL = "postgresql://sogo:password@/sogo/sogo sessions folder";

OCSEMailAlarmsFolderURL = "postgresqgl://sogo:password@/sogo/sogo _alarms folder";
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SOGoEnableEMailAlarms = YES;
SOGoDraftsFolderName = Drafts;
SOGoSentFolderName = Sent;
SOGoTrashFolderName = Trash;
SOGoIMAPServer = "imaps://localhost:993/?tlsVerifyMode=allowInsecureLocalhost";
SOGoMailingMechanism = sendmail;
SOGoForceExternallLoginWithEmail = NO;
NGImap4ConnectionStringSeparator = "/";
SOGoUserSources = (
{

id = sambalogin;

displayName = "SambaLogin";

canAuthenticate = YES;

type = ldap;

CNFieldName cn;
IDFieldName = cnj;

UIDFieldName = sAMAccountName;
hostname = "ldaps://127.0.0.1";

baseDN

"CN=Users, DC=test,DC=alt";
bindDN = "CN=sogo,CN=Users,DC=test,DC=alt";
bindPassword = "Pa$Sword";

bindFields = (sAMAccountName) ;

id = sambaShared;

displayName = "Shared Addressbook";
canAuthenticate = NO;

isAddressBook = YES;

type = ldap;

CNFieldName cn;
IDFieldName = mail;

UIDFieldName = mail;

hostname = "ldaps://127.0.0.1";

baseDN = "CN=Users,DC=test,DC=alt";

bindDN = "CN=sogo,CN=Users,DC=test,DC=alt";

bindPassword = "Pa$S$Sword";

filter = " ((NOT isCriticalSystemObject='TRUE') AND (mail='*') AND (NOT ob-

jectClass=contact))";
by
{
id = sambaContacts;

displayName = "Shared Contacts";
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canAuthenticate = NO;
isAddressBook = YES;

type = ldap;

CNFieldName cn;
IDFieldName = mail;

UIDFieldName = mail;

hostname = "ldaps://127.0.0.1";

baseDN = "CN=Users, DC=test,DC=alt";

bindDN = "CN=sogo,CN=Users, DC=test,DC=alt";

bindPassword = "Pa$$word";

filter = "((((objectClass=person) AND (objectClass=contact) AND

((uidNumber>=2000) OR (mail='*')))
AND (NOT isCriticalSystemObject='TRUE') AND (NOT showInAdvanced-
ViewOnly='TRUE') AND (NOT uid=Guest))
OR (((objectClass=group) AND (gidNumber>=2000)) AND (NOT isCritical-
SystemObject="'TRUE') AND (NOT showInAdvancedViewOnly='TRUE')))";
mapping = {
displayname = ("cn");

}s

)

SOGoSieveScriptsEnabled = YES;
SOGoLanguage = Russian;
SOGoTimeZone = Europe/Moscow;

SOGoFirstDayOfWeek = 1;

Irac password — [MapoJib POJIk SOZO, 3a,I[aHHBII71 Ipu CO3aaHNN 0a3nl JaHHBIX SOZO0.
Bxiarounuts CJIy)KGI:I 10 YMOJIYaHHIO U NIEPE3alyCTUTD UX!:

# for service in samba postgresgl memcached sogo httpd2;do systemctl enable

Sservice;systemctl restart $service;done

Bo3MmoskHble omOku OyayT 3anucansl B Qaiin xxypHana /var/log/sogo/sogo. log.

6.4.3 Bxmouenue BeO-unTepdeiica

s BKITroueHus BeO-uHTepderica HeoOX0MMO BHITTOTHUTH KOMAH/IbI:
# for mod in proxy proxy http authn core authn file auth basic authz user env dav
headers rewrite version setenvif; do a2enmod $mod; done
# alensite S0Go
# systemctl restart httpd2 sogo
Be6-unrepdeiic SOGo Oyaet moctyneH o aapecy http://agpec_cepsepa/SOGo/ (Puc. 179).

I[Ipumeuanue. Ecau npu Bxone B BeO-unTepeiic Bo3HUKaeT omnoOka «HenpaBuiibHbIN J10ruH

WM TIApOJIb» U B Jiorax /var/log/sogo/sogo.1log ecTh OMUOKY BUAA:
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Jul 06 16:14:51 sogod [12257]: [ERROR] <0x0x5578db070b40[LDAPSource]> Could not bind
to the LDAP server ldaps://127.0.0.1 (389) using the bind DN:
CN=sogo, CN=Users, DC=test, DC=alt

Cnenyer B ¢ailn /etc/openldap/ldap.conf nob6asure onuuto TLS REQCERT allow u

nepe3anycTUuTh CIykO0bl samba u sogo:

# systemctl restart samba sogo

@opma exoda 6 unmepgpetic SOGo

v /@5060 x\L+ - & X

€ 2 C @ [ro 192.168.0.132/50Go/ 0 PAN a i

@ 3anomuuTb UMA nonbaoBaTens

_>

Puc. 179

6.4.4 HacTpolika 2JIEKTPOHHOM MOYTHI
Hns  ucnonp3oBaHus 31eKTpoHHOH mouTsl B SOGo (Puc. 180) HeoOXoauMo HacTpoUTh

ayreHtudukanuio B Active Directory st Postfix u Dovecot.

Hcnonvzosanue snekmponnoi noumst 8 SOGo

Q, Bxopawwe

petrov@test.alt

3 coobwenna =" NopAfok nony4eHunAa test

LJ Bropsupe|2 BTopHHK, MapT 25, 2025 16:09 EET
System Administrator . Homy
fd UepHoBuin i 203 @  System Administrator
@ root@deltestalt petrovi@test.alt

= OmpasnekHsie @  System Administrator 14:04

A test 3938
B Kopauka . BT 25 map 2025 16:09:14 EET

©  System Administrator
’| Cnam A test B
Puc. 180

B nmpumepe ucnonb3yercs cienyromas KoHQUrypamus:

- UM4 JoMeHa: test.alt;
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- pa3meleHue mouThl: /var/mail/<ums romena>/<ums nojib3oBaresss™> (popmar maildir);

- poctyn Ha yreHue noutsl: IMAP (mopt 993), SSL;

- goctyim Ha otnpaBky nmouTtel: SMTP (mopt 465), SSL/STARTTLS;

- JaHHbIe ayTeHTHU(UKaMu: email ¢ TomeHoM (Hampumep, petrov(@test.alt) nim ums nosib30BaTeNs.

[Mpumeuanue. Y nomp3oBareneidr SambaDC nomkeH ObITh ykazaH aTpuOyT mail. YkazaTh

aTpuOyT mail MOXHO, HalpUMeEp, MPHU CO3JaHUHM YYETHOW 3aIllMCH, WUCIIONB3YS ONMIUI0 —-mail-ad-

dress:

# samba-tool user create petrov --mail-address='petrov@test.alt'

[Npumeuanue. J[octyn k cepBepy LDAP ocymectBisercs mno mnpotokony ldap 6e3

mudpoBanuss. Ha  xonTpomepe gomena SambaDC  HeoOxomumo — oTkItounTh  ldaps B

/etc/samba/smb.conf Bceknun [globall:

ldap server require strong auth = no

U TIepe3anycTUTh samba:

# systemctl restart samba

[IpenBapuTelbHO HEOOXOAMMO C€O37aTh Mojib3oBaTens vmail (mapoias Pa$$word) ¢ He

UCTEKAIOUIEH YYETHOM 3aIIUChIO:

# samba-tool user create -W Users vmail

# samba-tool user setexpiry vmail --noexpiry

6.4.4.1 Hacmpouixa Postfix

YcranoButh naker postfix-ldap:

# apt-get install postfix-ldap

+H H H H

B kararnore /etc/postfix u3MeHUTH Qailiibl IyTsl TOMeHa test.alt:

- HU3MEHHUTb cozepkumoe daitna main.cf:

Global Postfix configuration file. This file lists only a small subset
of all parameters. For the syntax, and for a complete parameter list,
see the postconf (5) manual page. For a commented and more complete
version of this file see /etc/postfix/main.cf.dist

mailbox command = /usr/libexec/dovecot/dovecot-lda -f "$SENDER" -a "SRECIPIENT"
inet protocols = ipv4

# Mappings

virtual mailbox base = /var/mail

virtual mailbox domains = test.alt

virtual mailbox maps = ldap:/etc/postfix/ad local recipients.cf
virtual alias maps = ldap:/etc/postfix/ad mail groups.cf
virtual transport = dovecot

local transport = virtual

local recipient maps = $virtual mailbox maps

# SSL/TLS

smtpd use tls = yes

smtpd tls security level = encrypt
#smtpd tls security level = may
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smtpd sasl auth enable = yes

smtpd sasl local domain = test.alt

smtpd sasl path = private/auth

smtpd sasl type = dovecot

smtpd sender login maps = ldap:/etc/postfix/ad sender login.cf
smtpd tls auth only = yes

smtpd tls cert file = /var/lib/ssl/certs/dovecot.cert
smtpd tls key file = /var/lib/ssl/private/dovecot.key
smtpd tls CAfile = /var/lib/ssl/certs/dovecot.pem

smtpd recipient restrictions = permit mynetworks, reject unauth destination,
permit sasl authenticated, reject
smtpd sender restrictions = reject authenticated sender login mismatch

- (aiin /etc/postfix/mydestination mgoJKeH OBITH MYyCTHIM;

- B (allnmaster.cf HEOOX0IUMO JOOABUTH CTPOKH:

dovecot unix - n n - - pipe
flags=DRhu user=mail:mail argv=/usr/libexec/dovecot/deliver -d ${recipient}
smtps inet n - n - - smtpd

-o smtpd tls wrappermode=yes
-o smtpd sasl auth enable=yes
-0 smtpd client restrictions=permit sasl authenticated, reject

- cos3zgarhk Qaiin ad local recipients.cf:

version = 3

server host = test.alt:389

search base = dc=test,dc=alt

scope = sub

query filter = (&(| (mail=%s) (otherMailbox=%u@%d)) (sAMAccountType=805306368))

result filter = %s
result attribute = mail
special result attribute = member

bind = yes
bind dn = cn=vmail, cn=users,dc=test,dc=alt
bind pw = Pa$S$word

- cos3zgaTk Qain ad mail groups.cf:

version = 3

server host = test.alt:389

search base = dc=test,dc=alt

timeout = 3

scope = sub

query filter = (&(mail=%s) (sAMAccountType=268435456))
result filter = %s

result attribute = mail

special result attribute = member

bind = yes
bind dn = cn=vmail, cn=users,dc=test,dc=alt
bind pw = Pa$S$word

- cos3zgaTk Qaiin ad sender login.cf:

version = 3

server host = test.alt:389

search base dc=test,dc=alt

scope = sub

query filter = (&(objectClass=user) (| (sAMAccountName=5%s) (mail=%s)))
result attribute = mail

bind = yes
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bind dn = cn=vmail, cn=users,dc=test,dc=alt
bind pw = Pa$Sword

- TIepe3aIyCTUTh CIYKOy postfix:

# systemctl restart postfix
[IpoBepka koHurypamuu Postfix (B BEIBOJE HE JOIHKHO OBITh HUKAKUX COOOIICHHN):

# postconf >/dev/null
[IpoBepka monb30BaTeNs MOYTHI petrov:
# postmap -q petrov@test.alt ldap:/etc/postfix/ad local recipients.cf
petrov@test.alt
IIpoBepka Bxopa:
# postmap -g petrov@test.alt ldap:/etc/postfix/ad sender login.cf
petrov@test.alt
[IpoBepka obmiero ampeca e-mail:
# samba-tool group add --mail-address=sales@test.alt Sales
Added group Sales
# samba-tool group addmembers Sales ivanov,petrov
Added members to group Sales

# postmap -q sales@test.alt ldap:/etc/postfix/ad mail groups.cf
sales@test.alt,ivanov@test.alt,petrov@test.alt

6.4.4.2 Hacmpoiika Dovecot
VYcranosutk Dovecot:

# apt-get install dovecot
W3menuTh daisl 115 JoMeHa test.alt:

- cosnatk ¢ain /etc/dovecot/dovecot-1ldap.conf.ext:

hosts = test.alt:3268

ldap_ version =3

auth bind = yes

dn = cn=vmail, cn=Users,dc=test,dc=alt

dnpass = PaS$s$word

base = cn=Users,dc=test,dc=alt

scope = subtree

deref = never

user filter = (&(objectClass=user) (| (mail=%Lu) (sAMAccountName=%Lu)))
user attrs = =uid=8,gid=12,mail=user

pass_filter (& (objectClass=user) (| (mail=%Lu) (sAMAccountName=%Lu) ) )
pass_attrs = mail=user

- mpuBectH daiin /etc/dovecot/conf.d/10-auth.conf « Buay:

auth mechanisms = plain
!include auth-ldap.conf.ext

- U3MeHuTh Qailn /etc/dovecot/conf.d/10-mail.conf:

mail location = maildir:/var/mail/%$d/%n:UTF-8:INBOX=/var/mail/%$d/%n/Inbox
mail uid = mail
mail gid = mail
first valid uid = 5
first valid gid 5
- u3MeHuTh daitn /etc/dovecot/conf.d/10-master.conft:

service imap-login {
inet listener imap {
port = 0
}
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inet listener imaps ({
}
}
service pop3-login {
inet listener pop3 {
port = 0
}
inet listener pop3s {
port = 0
}
}
service lmtp {
unix listener lmtp {
}
}
service imap {
}
service pop3 {
}
service auth {
unix listener auth-userdb {
}
unix listener /var/spool/postfix/private/auth {
mode = 0600
user = postfix
group = postfix
}
}
service auth-worker {
}
service dict {
unix listener dict ({

}

- uU3MeHuTh (aiin /etc/dovecot/conf.d/15-1da.conf:

protocol lda {
hostname = test.alt
postmaster address = administrator@test.alt

}
- U3MeHuTh Qaiin /etc/dovecot/conf.d/15-mailboxes.conf:

namespace inbox {

inbox = yes

mailbox Drafts {
auto = subscribe
special use = \Drafts

}

mailbox Junk {
auto = subscribe
special use = \Junk

}

mailbox Trash {
auto = subscribe
special use = \Trash

}

mailbox Sent {
auto = subscribe
special use = \Sent

}

mailbox "Sent Messages" {
special use = \Sent

}
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- co3math ¢aiin /etc/dovecot/conf.d/10-stats.conf:

service stats {
unix listener stats-reader ({
user = mail
group = mail
mode = 0660
}

unix listener stats-writer ({
user = mail
group = mail
mode = 0660

- [epe3amycTuTh ciyx0y dovecot:

# systemctl restart dovecot

[TpoBepka koHduryparuu Dovecot (B BEIBOJIE HE JODKHO OBITh HUKAKUX COOOIECHUH):

# doveconf >/dev/null
6.4.4.3 Bezonacnocmo
Tak kak koHpurypanuonssie Qailnbl cogepxar napoib mnoib3zoBatenss LDAP, ux neoOxoaumo

CACIaTb HCAOCTYITHBIM IJId YTCHUS ITPOYHUM I10JIb30BATCIISAM:

chown dovecot:root /etc/dovecot/dovecot-ldap.conf.ext

chmod 0640 /etc/dovecot/dovecot-ldap.conf.ext

chown root:postfix /etc/postfix/ad local recipients.cf /etc/postfix/ad mail group-
.cf /etc/postfix/ad sender login.cf

chmod 0640 /etc/postfix/ad local recipients.cf /etc/postfix/ad mail groups.cf /
etc/postfix/ad_sender login.cf

H U o

[Tepe3amycTuTh CITyKOBI:

# systemctl restart dovecot postfix
6.4.4.4 Ilposepxa xongueypayuu
IIpoBepka SMTP:

# date | mail -s test petrov@test.alt
# mailqg
Mail queue is empty

[Iposepka IMAP (Bbixon no <Ctrl>+<D>):

# openssl s client -crlf -connect dcl.test.alt:993

tag login petrov@test.alt Pa$$word

tag OK [CAPABILITY IMAP4revl LITERAL+ SASL-IR LOGIN-REFERRALS ID ENABLE IDLE SORT
SORT=DISPLAY THREAD=REFERENCES THREAD=REFS THREAD=ORDEREDSUBJECT MULTIAPPEND URL-PAR-
TIAL CATENATE UNSELECT CHILDREN NAMESPACE UIDPLUS LIST-EXTENDED I18NLEVEL=1 CONDSTORE
QRESYNC ESEARCH ESORT SEARCHRES WITHIN CONTEXT=SEARCH LIST-STATUS BINARY MOVE] Logged
in

rie dcl.test.alt — ums y3mna cepsepa SOGo.
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6.4.5 Hactpoiika aBTOOTBETUMKA, TIepeagpecaii U QUIbTPALIH
B nmanHOM pasznene paccMOTpeH mporiecc KoHpurypupoBanus Dovecot ¢ mumarunoMm Sieve, s
BO3MOXXHOCTH (PHIIBTpALIMK U TIEpeapecaluy IIUCceM.
Hacrpoiika Dovecot:
- B aiine /etc/dovecot/conf.d/dovecot.conf yka3aTh HCIOIb3yEeMbIEe TPOTOKOJIBI:
protocols = imap lmtp submission sieve
- B (¢ailn /etc/dovecot/conf.d/10-mail.conf nobasute onmuoo mail home ¢ yka3za-

HUCM ITIYTH JO KATaJIOI'OB C IOYTOM:

mail location = maildir:/var/mail/%d/%n:UTF-8:INBOX=/var/mail/%d/%n/Inbox
mail uid = mail
mail gid = mail
first valid uid = 5
first valid gid = 5
mail home = /var/mail/%d/%n
[Tepemennsie %d 1 %n yka3pIBaroT Ha UMsI JOMEHA U UMsI yUE€THOM 3aIHCH.

- B (aiine /etc/dovecot/conf.d/15-1da.conf B pa3men protocol lda mo0aBUTH
IUIar¥H sieve:
mail plugins = $mail plugins sieve
- B (ailne /etc/dovecot/conf.d/20-1mtp.conf B pasgene protocol lmtp Takxke
yKa3aTh IJIaruH sieve:
mail plugins = $mail plugins sieve
- B (aitne /etc/dovecot/conf.d/20-managesieve.conf paCKOMMEHTUPOBATH CTPOKY:

protocols = $protocols sieve
- B (aitne /etc/dovecot/conf.d/90-sieve.conf  3aKOMMEHTHPOBaTH  CTPOKY

sieve = file:~/sieve;active=~/.dovecot.sieve u 100aBUTh HOBOE €€ 3HAUCHUE:
#sieve = file:~/sieve;active=~/.dovecot.sieve
sieve = file:/var/mail/%Ld/%n/sieve;active=/var/mail/%Ld/%n/active.sieve

B 3TOM K€ (paiiie paCKOMMEHTHPOBATH ONLUIO sieve extensions u NpuBeCcTH €€ K BUMY:
sieve extensions = +notify +imapflags +vacation-seconds +vacation +date +relational
- B aiine /etc/dovecot/conf.d/10-auth.conf noakmoYuTh master-users:
!include auth-master.conf.ext

- B ¢ailne /etc/dovecot/master-users co3aaTh 3aMuch:

my master user@non-exist.com:{PLAIN}password::::::
JlomkHO OBITH 00s13aTENIBHO YKa3aHO HECYHIECTBYIOLIEE MMsI JJOMEHa. B peanbHBIX YCIOBUAX
HE00XO0IMMO UCIOJIb30BaTh XeIll Napous (Hanpumep, doveadm pw -s SSHAS512).
- B (aiine /etc/sogo/sieve.creds yKka3aTh 3TH JaHHbBIC B BUJIC:
my master user@non-exist.com:password
- B Havayo (aiina /etc/cron.d/sogo nonucarh:

MAILTO=""
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B 9TOM ke (paiiyie paCKOMMEHTHPOBATH CTPOKY:

*/5 * Kk Kk ox 5090 /usr/sbin/sogo-tool update-autoreply -p /etc/sogo/sieve.creds

B SOGo HeoOXoauMoO aKTHBHPOBAaTH OKHO HACTPOEK MOYTOBBIX (HIBTPOB (Mapamerp
SOGoSieveScriptsEnabled), OKHO HacTpoeK coobOmeHuii 00  oTmycke (mapamerp
SOGoVacationEnabled), a Takke OKHO HAaCTPOEK aJPECOB JJIEKTPOHHOMN MOYTHI I MEPEChLUIKU
(mapametrp SOGoForwardEnabled). [Jns atoro B daitn koHburypammm /etc/sogo/sogo.conf

J00aBUTH CTPOKHU:

S0GoSieveScriptsEnabled = YES;
SOGoVacationEnabled = YES;
SOGoForwardEnabled = YES;
S0GoSieveFolderEncoding = UTF-8;

[Tepe3anmycTuTh CiTyKOBI:

# systemctl restart postfix dovecot sogo

B pesynbrare B BeO-unTepdeiice SOGO B HACTPOIKAX IMOYTHI MOSBITCS TPH JOMOTHUTEIHHBIC
Biimanku (Puc. 181). Ha Brimanke «®unbtpey (Puc. 182) MoxHO co3mpaBaTh (GUIBTPHI M yCTaHABINBATH
KPUTEPUH, 10 KOTOPBIM OHHU JOJDKHBEI paboTath. Ha Bkmanke «Otmyck» (Puc. 183) mMoxHO HacTpouthb
aBTOOTBET Ha BpeMs ormycka. Ha Bkmangke «llepecwuika» (Puc. 184) HacTpamBaetcs mepeajpecanus
AIEKTPOHHOMU MOYTHI.

SOGo. Hacmpotixu noumol

Wrops NeTpos

petrovi@itestalt

HacTrpoiki OBLLEE METKH YUETHBIE 3AMKWCA IMAP QUNBETPBI OTNYCK MEPECBINMKA

a Oblwes

MoKa3bIBaTh TONBKO NOYTOBLIE ALMKK, HA HOTOpEbIE NOOANWCAH
Kanenpapb

CMHXDOHM3WPOBATD TONBKO NOYTOBLIE NANKKW N0 ymonuaHuio (EAS)
AnpecHan kHura

Houra MpoBepATE KONWYECTBO HENPOYMTAHHBIX coBWEHWIA NA BCEX MOUTOBbIX ALLWMKOB

CopTHpOBaTh cOOBILEHHUA N0 TEMaM

MoKasbiBaTh NOMNHYIO 3NEKTPOHHYKD NOYTY N Oﬂ‘jHETEHEﬁ WM OTNPaBUTENA B NOUTOBBIX AWMWKAX

O 0o oo o

CHPBITh BNOMEHMA ANA BCTPOEHHbIX W306PAMEHHA

Puc. 181



169

SOGo. Hacmpoiixka ¢purempa

[OKYyMEHTbI

Ana BXoAAWKX COOﬁLI.I'EHMﬁ KoTopble OTBEUAHT BCEM YKa3aHHbIM NpaBunam

SHaueHne

*  COMEpMUT ~  BamHo

AofiaenTe yenoene

BbINONHMTE Ceayione AeilcTeuA
NouToesi Ak

MNepemecTuTb coobuieHue 8~ LWabnoHbl

RoBasnTe ReRCTEHE

OTMEHA

Puc. 182

SOGo. Hacmpoiiku asmoomeema na nepuood omnycka

Wrops MeTpoB

petrov@testalt

Hactponku OBLLEE METHH YUETHbIE 3AMTUCH IMAP DUNLTPLI OTNYCK MEPECHINKA

¢ Dbwee

G Kanengapk Tema coobleHnA aETooTEETa
ABTOOTBET

BHIHUNTD GBTOMATHYECKYHD OTNPaBKY cooblueHHA ob oTnycKe

B8 Anpecnan knura Bt momere Hanncars Slsubject A1 SCTABKI B HEXOGHYID TEMy

Nouta TeKCT CODBIEHNA 2ETOOTEETA
lloBpoiiA ferb! € 19.05.25 no 27.05.25 Haxomycb B oTnycke Bes goctyna k noute, Mo cpo4YHbiM Bonpocam oBpallaiTecs Ha

sales@test.alt

AQpECa 3NEKTPOHHOA NOUTH!

petrov@testalt @ Eseagute agpec 3neKTPOHHOI NoUTE JIOBABMTb E-MAIL AfIPECA N0 YMOMUAHUIO

[IHER MEMAY OTBETAM N

7 -

He oTNpaBnATL OTBETHI HA NOYTOBLIE CNMCKW PACChINKK

BCerma oTNpaenATe oTeeTHOe coobweHne ob oTnycke

[« of atnycke oTp. R D

D He nonyyaTb BXOAAWNWE NHCHMA BO BDEMA OTNYCKA
[« o6 amycke onp: R, HO c HE AOCTEBNAKITCR B BAI NOUTD BN RLINK.

OrpaHuyeHn s akTUBauum

HBCI'DBMBBﬁTE JAM3N3a30Hbl AHER M Y3COB CAMOCTOATENBHO, A TAKKE KOMﬁMHMDyﬁTE HX CKOHKPETHBIMH AHAMK Hedenu, yTobbI
HACTPOUTH HWALTPbI OTMYCKA B COOTBETCTBMMN C BALUMMMK NPEANOUTEHWAMK
MepEwil e Hb oTmycka MocnegHni feneoTnycka *

BKNIOUMTL aBTooTBET HA  [1]  19Mai2s OTKNioYMTs aBToOTBET NocRe  [£]  Z7-Mai2s -

BHNWUYKWTH 3BTOMETHUECKMIA OTBET B \:‘ OTKNHOUYATE ABTOMATHYECKWIA OTBET B
08:00 - @© 000 <
BENIOUNTD 8 BTOOTEETU MK B 3TH OHA

D‘ BC || nH H BT H cp || ut || nT || 6 |

Puc. 183
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SOGo. Hacmpoiika nepeadpecayuu 31eKmpoHHOU NOYNbL

BTOPHHK /7
L . MAPT [

- : /)

2025 £ —

Wropb Netpos

petrovitestalt

Hactpoiikn OBLLEE METHMW VUETHBIE 3AMTACH IMAP DOUNBTPBI OTINYCK MEPECBIMKA

£ Obuwee
MNepecwinaTh BXOAALME COOBLIEHKMA
G Kanenpapb AR PECE INEKT POHHOA NOWTH
a ivanov@test.alt @ EBzenutea
AnpecHan KHura
Mouta Bcerga nepecbinate

BxogRWME CODGIEHNR NEPECLINAKTCR A0 NPUMEHEHHA BAWNX HHNETROE.

OCTABNATE KOMUID

Puc. 184
6.5 FreelPA

FreeIPA — 3TO KOMILIEKCHOE pEUIeHHWE MO yHpaBieHHI0 Oe3omacHocThi0 Linux-cucrem, 389
Directory Server, MIT Kerberos, NTP, DNS, Dogtag, cocrout u3 BeO-uHTepdeiica u unTepdeiica
KOMAaHHO! CTPOKH.

FreeIPA sBnsieTcs HMHTErpUPOBAHHOW CHUCTEMOH NPOBEPKU IMOJUIMHHOCTH W aBTOPHU3AllUU B
cereBoii cpexe Linux, Free[PA cepBep oOecneumBaeT NEHTPaIM30BaHHYIO TPOBEPKY TMOMITUHHOCTH,
aBTOPH3ALMIO U KOHTPOJIb 32 aKKayHTaMH I10JIb30BaTeNIeH coXpaHssl CBEICHUs O MOJIb30BaTee, rpynmnax,
y3J1ax U APYTUX 00bEKTax HEOOXOAMMBIX /ISl 00ecreueHus ceTeBON OE30MaCHOCTH.

6.5.1 VYcranoska cepepa FreelPA

B kauectBe mpumepa nokasana ycraHoBka cepBepa FreeIPA co BctpoenHbiM DNS cepepoM u
nomeHoM EXAMPLE.TEST B nokanbhoii cetn 192.168.0.0/24. B mpumepe Ui yCTaHOBKU cepBepa
UCTIONB3YeTCs y3el: ipa.example.test (192.168.0.113).

Jli1s1 KOppEeKTHOM paboThI cepBepa TOKHBI COOTIOAATHCS CIIEIYIOIINE YCIOBUS:

- 75 cepBepa JI0JDKHO OBITh 3a/1aHo nosHoe nomeHHoe ums (FQDN);

- IP-anmpec cepBepa He TOKEH U3MEHSTHCS;

- B HACTpOWKax ceTeBoro MHTepdeiica MoKeH ObITh yKazaH coOcTBeHHBIN [P-anpec B kauecTe
nepBuyHOTO DNS.

CeteBble HACTPOIKU MOKHO BBIIIOJIHUTB KaK B TpaguueckoM UHTepdeiice, Tak U B KOHCOJIH:

- B IIYC B paznene «Cetb» — «Ethernet unrepdeiice» 3a1aTh UM KOMIIBIOTEPA, YKa3aTh B M0JIE

«DNS-cepBeps» [P-anapec mamunsl 1 B nojie «/{omensl noucka» — noMeH jyist noucka (Puc. 185);

- B KOHCOJIH:
"  33/1aTh UMl KOMIIbIOTEpA:

# hostnamectl set-hostname ipa.example.test
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yKa3zatb coOctBeHHbIN [P-anpec B kauectBe nmepBuuHoro DNS. Jlns sToro co3nmats daiin

/etc/net/ifaces/enp0s3/resolv.conf co CleayOMUM COIEPKUMBIM:

nameserver 192.168.0.113

nameserver 8.8.8.8

search example.test

rie enp0s3 — ums unrepdeiica, 192.168.0.113 — [P-agpec cepsepa;
= o0HoBuTH DNS anpeca:

# resolvconf -u

Mooynv Ethernet-unmepgeticot

imA komneoTEpPa: | ipa.example test

WuTepeifcs
enp0s3 Cetepan kapTa: Intel Corporation B2548EM Gigabit Ethernet Controller
NpoBoA NOACOSAMHEH
MAC: B8:8@:27:23:79:d8

Bepcwa npotokona IP: | IPyd v Brnounts

KoHurypauna:  BpyuHyw w

IP-agpeca:

OoGaents 1 IP: 24 (255255 2550) W NobaBnTk

182.168.0.11324

LWnoz no ymonuaHuw:. 192 168.0.1
DNS-cepeepel: | 1921680113 8688

JomeHsl noncka:  example test

[HECKONEKD IHAYEHWA 3ANMCLIBANTCR “epe3 npoben)

[ ONONHATENEHOD...
CoanaTh 00bLeqHHEHNE. ..

Crowenn, J copner |

Puc. 185

[Ipumeuanue. Ilocne u3mMeHeHHs] UIMEHU KOMIBIOTEPAa MOTYT MEPECTATh 3aMyCKaThCs MPHIIO-

KCHUA. I[J'IH PCUICHHA ITOH HpO6JIeMBI HCO6XOI[I/IMO nepe3arpy3uTb CUCTEMY.

Ecmu nacrpoiika FreeIPA Bomonnsercs He cpasy mnocie yctanoBku OC, Bo wuzbexaHue

KOH()JIMKTOB C pa3BopayuBaeMbIM tomcat HeoOxouMo oTKIIIoUnTh ahttpd, padoTarommii Ha opty 8080,

a Taxoke oTkmrounth HTTPS B Apache2:

# systemctl stop ahttpd

# a2dissite 000-default https
# systemctl condreload httpd2
# a2disport https
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YcTanoBUTh HCOGXOI[I/IMBIC IIaKCThI:

# apt-get install freeipa-server freeipa-server-dns
WJIM Yepe3 KOMITOHEHTBHI:
# alteratorctl components install freeipa-server
Komanna ycranoBku cepsepa FreelPA, co BcrpoenasiM DNS-cepBepom, aBTOMaTHYeCKUM OOHA-

pyxeHueM oopaTHbIX 30H DNS u ¢ HacTpoliKoii cepBepa nepechuloK, B TAKETHOM PEXHUME:

# ipa-server-install -U --hostname=$ (hostname) \
-r EXAMPLE.TEST -n example.test -p 12345678 -a 12345678 \
--setup-dns --forwarder 8.8.8.8 --auto-reverse

Jly1s makeTHOM yCTaHOBKH HEOOXOIMMO YKa3aTh CIEAYIOLIUE TapaMeTphl:

- —-r REALM NAME — ums obnactu Kerberos miist cepepa FreelPA;

- -n DOMAIN NAME — IOMEHHOC UM,

- -p DM PASSWORD — mapoiib, KOTOpBII OyAET UCIOJIb30BATHCS CEPBEPOM KATaJIOTOB JUIl MEHE-
Jxepa katanoros (DM);

- —a ADMIN PASSWORD — napoib noab3oBaTens admin, agmuauctparopa FreelPA;

- —U — MO3BOJIUTH IPOLECCY YCTAaHOBKHM BbIOpATh MapaMeTphbl MO0 YMOJYAHHUIO, HE 3alpaliuBas y
MOJIb30BaTENS HHPOPMAIIHIO;

- --hostname=HOST NAME — noaHoe DNS-ums sToro cepsepa.
UroObl yCTaHOBHUTH CepBep €O BCTPOeHHBIM DNS, MOmKHBI Takke OBbITh 100aBJICHBI CIEIYIONINE

napameTpsl:

- —--setup-dns — co3narb 30Hy DNS, eciu oHa enie He CylecTByeT, 1 HacTpouTb DNS-cepsep;

- —-forwarder wmu —-no-forwarders — B 3aBUCUMOCTH OT TOI'0, HY’KHO JII HACTPOUTH CEP-
Bepbl nepecbutkn DNS nin Her;

- —-auto-reverse WIM ——no-reverse — B 3aBUCUMOCTH OT TOr'0, HY>KHO JI1 HACTPOUTH aB-
ToMatuueckoe oOHapyxkeHue oOpaTHbX 30H DNS, koTopble HOMKHBI ObITH co3nanbl B FreelPA
DNS, wiu oTKJIIOUUTh aBTOMATUYECKOE ONpe/ieieHne 00paTHbBIX 30H.
Jlns 3ammycka HHTEPAaKTUBHOM YCTAHOBKH CIIEYET BBIIIOJIHUTh KOMAHIY:

# ipa-server-install

Ha mnepBsiii Bompoc, HykHO U ckoHpurypupoate DNS-cepsep BIND, cienyer oTBeTHTH

YTBEPAUTENBHO:

Do you want to configure integrated DNS (BIND)? [no]: yes
OcTaJibHbIe BOIIPOCHI MOKHO BbIOpaTh 10 yMosidaHuio (mpocto Haxarth <Enter>). IIpu ycranoBke
TakXe MoTpedyeTcs BBECTH Maposib aAMUHUCTPATOPAa CUCTEMbl U NApOJib aJMUHHUCTpATOpa KaTajloroB

(Taponu TOJKHBI OBITH HE MEHEe 8 CUMBOJIOB).
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[Tepen HagaioM KOH(PUTYPUPUPOBAHUS CUCTEMA BBIBEIET MHGOPMAIUIO O KOHPUTYpALIUU U TIO-
[IPOCUT €€ MOATBEPAUTE:
The IPA Master Server will be configured with:
Hostname: ipa.example.test
IP address(es): 192.168.0.113
Domain name: example.test

Realm name: EXAMPLE.TEST

The CA will be configured with:
Subject DN: CN=Certificate Authority, O=EXAMPLE.TEST
Subject base: O=EXAMPLE.TEST

Chaining: self-signed

BIND DNS server will be configured to serve IPA domain with:

Forwarders: 8.8.8.8

Forward policy: only

Reverse zone (s) : 0.168.192.in-addr.arpa.

Continue to configure the system with these values? [no]: yes

[Tocie moaTBepkACHUS Ha4HETCS TMpoliecc KoHpurypanuu. [loce ero 3aBepiieHus OyJIeT BhIBE-
JIEHA MOJICKa3Ka CO CIEAYIOLIMMH IIaramu.

Beb-untepdetic Oyaer qocTymneH mo agpecy https://ipa.example.test

J71s BOBMOXXHOCTH ynpaBiisATh cepBepoM FreelPA u3 koMaHIHONW CTPOKH HEOOXOIUMO MOTYyYUTh
ounet Kerberos:
# kinit admin

Jlo6aButs B DNS-3anuce o cepBepe BpeMeHHU:
# ipa dnsrecord-add example.test ntp. udp --srv-priority=0 \
--srv-weight=100 --srv-port=123 --srv-target=ipa.example.test
Record name: ntp. udp
SRV record: 0 100 123 ipa, 0 100 123 ipa.example.test

[TpoBeputs padoty NTP-cepBepa MOXHO KOMaH 10¥:
# ntpdate -g localhost
server 127.0.0.1, stratum 4, offset -0.000082, delay 0.02570
24 Mar 10:11:57 ntpdate[25874]: adjust time server 127.0.0.1 offset
-0.000082 sec



174

[IpoBeputs HamMUME MPSAMON ¥ 0OPATHOM 30H MOYKHO, BBITIOJIHUB KOMAH/IbL:
# ipa dnszone-show example.test
Vmsa sBo0HEI: example.test.
AxTMBHaa 30Ha: True

[IOTHOMOUHEIM CcepBep MMEH: ipa.example.test.

# ipa dnszone-show 0.168.192.in-addr.arpa.
Vmsa 3oHel: 0.168.192.in-addr.arpa.
AxTMBHada 30Ha: True

[IOTHOMOUHEIM CcepBep MMEH: ipa.example.test.

[Ipumeuanue. B ciydae c6os yctaHoBku cepBepa FreeIPA nHexotopslie ¢aiinbl KoHbUrypauuu
MOTYT OBITh y>X€ CKOH(UI'YypHUpOBaHbl. B 3TOM cilydae JOINOJHUTEIbHBIE MOIBITKH YCTAaHOBUTH CEPBEP
FreelPA 3aBepmiarcss HeynauHo. YToObI pemuTh 3Ty MpobieMy, Mepes; NOBTOPHOM MOMBITKOM 3amycka
npoliecca YCTaHOBKH, CIEAYeT yIaIUTh YaCTHUHYI0 KoHpurypammio cepsepa FreelPA:

# ipa-server-install --uninstall
Ecnu ommbku npu ycranoBke cepepa FreelPA ocrarotcs, cienyer nepeycrtanoButs OC. OnHum

u3 TpeboBaHUM 11 ycTaHOBKH cepBepa FreelPA sBnsercs uncras cucreMa 0e3 Kakux-J1m00 HaCTpOeK.

6.5.2 JloGaBieHHE HOBBIX IOJIB30BATEIICH JJOMEHA

Jlnsa noGaBieHus HOBBIX MOJIB30BaTENE MOXHO BOCIOJIb30BaThes BeO-uHTEepdeiricom FreelPA.
st aToro HeoOXoIUMO OTKpPBITH B BeO-Opay3epe aapec https://ipa.example.test/ipa/ui (Puc. 186) u BBe-
CTH JIaHHBIC aJ]MHHHICTPATOPA JIUIsl BXO/Ia B CUCTEMY.

Beb-unmepdhetic FreelPA

v | <& Identity Management x| + -4 x

€ > C M 9% ipaexample.test/ipa/ui/ Q o} .8 = oa

FreelPA

nonbsoeatens

Puc. 186
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CoznaTh HOBOTO TMOJB30BATENS JJOMEHA, Ui 3TOro B okHe HA crpanuue «Vaentuduxanusy —
«ITonp3oBarenu» — «AKTUBHBIC MTOJIH30BATEIN» HEOOXOUMO HAXKATh KHOMKY «/{o6aBuTh» (Puc. 187).

Tonvzoeamenu domena

FreelPA

WaeHTudurkauun Monutuka AYTEHTUHUKALWA

Mons3sosatenn Yanel Cimywibi Fpynns MNpegcrasneqna (D ABTOYYACTHNK Subordinate IDs v

AKTMBHBIE MONbL30BaTENM

Axvene o [ a] 2 06roants || & Yaanure || + oasurs || — Oncniosnre || v Braounre | Aeficrans -
nonsaozaTenn

1mA yueTHoii
Henoatee pragHHue

sanuci AQpPEC 3NEKTPOHKHON Homep
LA [  nonwzoeartens ma ®amunna CocToAnMe | UID nouTLl Tenedoxa ApnxHocTe
Xpatimsie - P
z admir Administrator | v 034400000
nonL3oeaTeny ——
Nokazako 3anucedt: ¢ 1 ne 1 1

B otkpriBmiemcsi okHe (Puc. 188) HeoOXxoanMo BBeCTH JaHHBIE MOJIB30BATENSI U HAXKATh KHOMKY
«Jlo6aBuTh». Co3/TaHHBIN T0JIL30BaTEIIb IMOSBUTCS B CIIUCKE IoIb30oBareich (Puc. 189).

OKHo 00b6asieHus H08020 NOAL308AMES OOMEHA

HAobaBnTe NnonbsoBaTEnA =

Mma y4ETHOA isakova
SANACKH
NoNL30EBaTENA
Wmn * Onbra
damunua * Hcakoea

Knacc

Bes nu4HoR O

rpynnb
ID rpynnbt G42000000 e
HoBbliA napons o
MNpoBepuTe
napont

#* DEAzZaTeNbHOE None

AoGaBuTh | | JloGasnuTb W goGaBuTh ewe | | JoBaBuTh W MKIMeHWTL | | OTMEeHWTb

Puc. 188
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Cnucok nonvszosameiel 00OMeHdA

AKTUBHbIE NOMbL30BaTEeNN

Q 2 06HoBUTE || B ¥aanuTe ||+ [Jo6aBuTe | = OTKAWUYATE || « Brnrouwts | | JedcrBmna ~
WM yuETHOR
3anucu Afpec 3NeKTPOHHORA Homep
[ ] none30BaTens Wma Dam e Coctoanue  UID nouTsl TenepoHa  JonmxHOCTE
| | admin Administrator | « 948000000
BrntoueHo
o | isakova Onbra Wcakosa v S48000007 | isakova@example.test
BrntoueHo
[ | ivanov Hnes MeaHoe v 948000003 | ivanov@example.test
BrntoueHo
Puc. 189

6.5.3 BBoj paboueii cranuuu B 1oMeH FreelPA

6.5.3.1 Ycmanoexa FreelPA knuenma
Y cTaHOBUTH HEOOXOIUMBIE TTAKETHI:
# apt-get install freeipa-client 1libsss sudo krb5-kinit bind-utils
libbind zip task-auth-freeipa
[Ipumeganue. Ounctures KoHurypammio freeipa-client HeBo3MOXHO. B ciyuae eciam 310
HeoOXxoauMo (HampuMmep, IS yJIajaeHus, mepeycTtaHoBku freeipa-client) cieayer nepeycTaHOBUTD CUCTE-
My.
Knuenrckue KOMIBIOTEPH! TOIDKHBI ObITh HACTPOCHBI Ha Ucnonb3oBaHue DNS-cepBepa, KOTOpBIH
Obu1 ckoHuUrypupoBaH Ha cepBepe FreelPA Bo Bpewmst ero ycranoBku. Ilpu momyuennn IP-ampeca mo
DHCP nannsie o cepepe DNS Taxxke momknbsl ObITh modydeHsl oT cepBepa DHCP. Hwxke nmpuBenen
pUMep HAaCTPOMKU ceTeBoro unTepderica co cratuueckum [P-anpecom.
B ceteBbIX HacTpoiikax HEOOXOIMMO YKa3aTh HCHOJb30BaTh cepBep FreelPA st paspemenus
UMEH. DTH HaCTPOMKH MOKHO BBITIOJIHUTH KakK B rpaduyeckoM uHTepderice, Tak ¥ B KOHCOJIH:
- B IYC B paznene «Cetb» — «Ethernet unrepdeiice» 3a1aTh UMsI KOMIIBIOTEPA, YKa3aTh B TOJIE
«DNS-cepBeps» DNS-cepBep nomena u B moine «JlomeHsl moucka» — nomeH it moucka (Puc.
190);
- B KOHCOJHM:
"  33/1aTh UMS KOMIIBIOTEpA:
# hostnamectl set-hostname compOl.example.test
» no6aButh DNS cepBep, ans s3Toro HeoOxoaumo co3fath ¢aitn /etc/net/ifaces/
eth0/resolv.conf co caeayoummM COIepKUMBIM:
nameserver 192.168.0.113

rae 192.168.0.113 — [P-agpec DNS-cepBepa qomeHa.
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» ykazarb ciyx0e resolvconf, ucnonszoBars DNS FreeIPA u nomen s noucka. J{ist aToro

B (aiine /etc/resolvconf.conf 100aBUTH/OTPEAKTHPOBATH CIECAYIONINE TTapaMeT-

pBI:

interface order='lo 1lo[0-9]* lo.* ethO'
search domains= example.test
rae ethO — uatepdeiic, Ha kotopoMm focryneH Free[PA cepBep, example.test — TOMeH.

= o6HOBUTH DNS anpeca:

# resolvconf -u

Hacmpoiixa na ucnonvsosanue DNS-cepsepa domena

LieHTp ynpaBneHna CHCTEMOR x
i=rnagHan W Pexoma skcnepta K Buixog B cnpasxa
Wmn komnesoTepa: | compdi.example.test
HHTepdedics
Ceresan xapra: Intel Corporation B2540EM Gigabit Ethernet Controller
NpoBos NOATOERNHER
MAC: 08:00:27:81:bedd
Wrrepdenc BKTOYEH
Bepcua npotokona IP: (IPvd = | v BEAKMATE

KoHdurypauma: | Bpyumyw »
192.168.0.44/24
IP-agpeca: YAANWTE

Aobasure T IP: /24 (255.255.255.0) = | fOobasuTs
LLNKRE Mo ymomuan|e: | 192.168.0.1
DNS-cepeepe: 1921680113 8.88.8

Jlomersl noucka: | example.test
(HEDEMEED JHIEHHA JAMEBSOTO Yepes npoben)

AononMUTENEHO. ..

MprmesnTe | COPOCHTE

Puc. 190

B pesynbTare BBIMONHEHHBIX IEHCTBUH B daiiie /etc/resolvconf.conf MOMKHBI MOSBUTh-
Cs CTPOKHU:
search example.test
nameserver 192.168.0.113

[Ipumeuanue. Ilocne n3BMEHEHUs] UMEHU KOMIIBIOTEPAa MOTYT IIE€PECTATh 3allyCKaThCs MPUIIO-
skeHus. [[st penienus 3ol mpoOieMbl HEOOXOAUMO TIepe3arpy3uTh CUCTEMY.
6.5.3.2 Be00 6 domen 6 [[YC

Jlns BBoa paboueii ctannuu B 1omeH Heooxoaumo B LIYC crnenyer nepeiitu B pazaen «I[lonb3o-

BaTeNN» — «AyTEHTH(PHUKALINY.
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B otkpeiBmieMcst okHe HeobxonuMo BeiOpath myHKT «JlomeH FreelPA» (Puc. 191) u 3anmonHuTh
TOJISI, TIOCJI€ Yero HaXKaTh KHOMKY «[IpuMeHUuTh.

B600 6 domen 6 «l]enmpe ynpasnenus cucmemori»

LleHTp ynpasneHHa CHCTEMOR ®
iEfnapHan W Pexsm sccnepra X Buooog B Cnpasxa

NoxansHan Baza Nonb3osaTensi

JAomen ALT Linux nan Astra Linux Directory

Aosen: testalt

KILUMPOBATE AyTEHTHSHKALMKY NPH HEACCTYNHOCTH CEPBEPA AOMEHA

Oomer Active Directory

& 5550 (B AMMCTEEHHOM 4OMEHE)

Winbind (& cnoscHsix gomerax)

* fomes FreelPA
domes: example.test

WA xomneiotepa:  compl

HacTpofxu 5550...

Brmarme!

MamMeHeHWe AoMeHa 3apaboTaeT ToNLKD NOCAE NePeIarpyIKH KOMNLIOTepa

BOCCTaHOBHTL dains koHdurypam no ymonuamm (smb.conf, krbS.conf, sssd.conf).

MpHMEHATE

Puc. 191

B otkpeiBmiemcst okue (Puc. 192) HeoOXxoauMo BBECTH UMS MOJIH30BATENs, UMEIOIIETO MPaBO BBO-
JIUTh MAITUHBI B IOMEH, U €r0 Mapojb U HaxaTh KHONKY «OK».

Ilapamempwl yuemnoti 3anucu ¢ npagamu NOOKIIOUEHUs K 0OMeEH)

BeeguTe Naponk 4NA YYETHON 3anuncK
C NpaBamMu NOAKNKYEHNA K A0MEHY.

WmA nonkzoeatens: | admin

Mapon: sesssces O

OK OTMmeHa

Puc. 192
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[Ipu ycnemHoOM MOAKIIOYEHUH K JOMEHY, OTOOpa3uTcs COOTBETCTBYromIas nHpopmanus (Puc.
193).

Yenewnoe nooknouenue k 0omeny

MHdopmanua

0 Jobpo noxanoeats B
AomeH example.test,

[ o ]

Puc. 193
Janee, 1y1s IpUMEHEHHUS BCEX HACTPOEK, HEOOXOUMO Tepe3arpy3uTh pabouyro CTAHITHIO.

6.5.3.3 Ilookntouenue k cepgepy 6 KOHCOMU
3amyCcTUTh CKPHUNT HACTPONKH KIIMEHTA: B TTAKETHOM PEKHUME:
# ipa-client-install -U -p admin -w 12345678
WA UHTEPAKTUBHO:
# ipa-client-install
Ecnu Bce HacTpoeHO BEPHO, CKPHIT JOHKEH BBIIATH TAKOE COOOIICHHE:
'''"Discovery was successful!''"'
Client hostname: compO2.example.test
Realm: EXAMPLE.TEST
DNS Domain: example.test
IPA Server: ipa.example.test
BaseDN: dc=example,dc=test
Continue to configure the system with these values? [no]:
Heo6xoaumMo OTBETUTH «yes», BBECTH UMsI MOJIb30BATENs, UMEIOIIEr0 MPaBO BBOJAUTHh MAIMHEI B
JIOMEH, U €r0 MapoJib.
[Ipumedvanue. Eciu npu BXozie B JTOMEH BO3HUKAET TaKas OIIMOKa:
Hostname (compO2.example.test) does not have A/AAAA record.
Failed to update DNS records.
Heo6xoaumo nmpoBeputs [P-anpec nomennoro DNS cepsepa B ¢aiine /etc/resolv.conf.
B ciyyae BO3HUKHOBEHHS OIMIMOKH, HEOOXOAMMO Tepe ] TOBTOPHON YCTaHOBKOM 3aIlyCTHUTh MPO-
HeAypy yIalCHUS:
# ipa-client-install -U --uninstall
s paGothl sudo-MOTUTHK ISl JOMEHHBIX MMOJIb30BaTeNel Ha KIIMEHTCKON MalinHe HE00X0IUMO
pa3pemuTh A0CTyT K sudo:

# control sudo public
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6.5.3.4 Bxo00 nonvzosamens
B okne Bxona B cucreMy HeoO6xoauMo Haxath cchliky «Hert B criucke?» (Puc. 194), B oTKpbIB-
IIeMCsl OKHE BBECTH JIOTHH YUYETHOM 3ammucH nojib3oBatels gjoMeHa (Puc. 195) u naxats <Enter>, BBecTH
apoJib, COOTBETCTBYIOIIMM 3TOH yueTHoH 3anucu (Puc. 196) u naxars <Enter>.
OxkHo 6x00a 6 cucmemy

MH, 17 mapTa 14:06

HeT B cnncke?

Puc. 194

Bx00 nonvzoseamens

MNH, 17 MapTa 14:06

ivanov

Puc. 195
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3anpoc naponsa

MH, 17 mapTa 14:06

Puc. 196

[Ipu mepBoM BXoje mosb30BaTeliss OyJIeT 3alpolleH TeKyIIuid (YCTaHOBJIEHHBIH aJMUHHCTPATO-
pOM) IapoJib U 3aTeM Y I0JIb30BaTelsl 3alpalliBacTCsl HOBBIM Mapoib U ero noarsepxkiaenue (Puc. 197,
Puc. 198).

3anpoc mexywezo napons npu nepsom nookarodenuu Kk cepsepy FreelPA

EKYLUM Mna ponk ©

Cpok JeHCTBMA Napona McTEK. He OUMO Celdac
M3MEHWTb BaLl Nape

Puc. 197

3anpoc Hosoeo naponsa npu nepgom nookaroueHuu k cepgepy FreelPA

Hogeiit napone

Puc. 198
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ITocne nepBoil aBTOpU3aIMK TOMEHHBIN I0JIb30BaTENb OyJET OTOOpaKaThCs B CIUCKE MOJIb30Ba-

tenei (Puc. 199). OtkinrounTs 0TOOpakeHHE CIUCKA IOJIb30BaTENeH Ha SKpaHe BX0Ja MOKHO B MPUIIO-

xennun «Hactporiku GDM» (Puc. 200) (momkeH ObITh ycTaHOBIIEH TTakeT gdm-settings).

I®

ab

Y o®or

Cnucox noavzoeameieil

MH, 17 mapta 14:55

MBaHoB MBaH

& Opnos Muxaunn

Het B cnncke?

Puc. 199

Omxknouenue cnucka noivzosamerell Ha I9KpaHe 6xo0a

BHewHwi Bua,

WpudhTel

BepxHsa navens

3BYK

MbIlWb W cEHCOpHaRA NaHenb
Ducnnei

SKpaH BXOAA B cUCTEMY
MuTtaHue

MHCTpyMeHTbI

JKpaH BXOAA B CUCTEMY x

OTKNIOYUTE KHOMKW Nepe3anycka

OTKNIOYMTE CNMCOK Nonb3oBaTenen (:)
BrNioYKTe NoroTun v
3ATE 1] r I M NONb30E
MpueseTcTBEHHO® cooblyermne
BrnoumTe
YeenuuueaTs O
: 4

Puc. 200
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[Ipumevanue. [ng oTKIOYEHHS OTOOpaKEHHsI CIUCKAa II0JIb30BATENCH MOXKHO TaKxkKe
BOCTIOJIb30BAThCS CICAYIOMIAM PEIICHUCM:
1) co3matk (aitn 96-local-gdm-settings B karanore /etc/dconf/db/gdm.d/ (kaTanor HyxHO TIpenBapu-
TEJBHO CO3/1aTh, €CIIU €T0 eIlI€ HEe CYIIECTBYET) CO CIEAYIOLIUM COIACPKUMBIM:
[org/gnome/login-screen]
#OTKJIOUUTEL CIMCOK I10JIb30BaTeJIeNn
disable-user-list=true
2) coznarts ¢aiin /etc/dconf/profile/gdm co ciemyrommm coaepKIUMbIM:
user-db:user
system-db:gdm
file-db:/usr/share/gdm/greeter-dconf-defaults
3) BBIOJIHATH KOMaHY:
# dconf update
[Ipenynpexnenue. Eciu Mamuna 10 3T0ro O6bU1a B IpYTrUX JOMEHAX WIHA €CTh IPOOJIEMBI CO
BXO/JIOM T0JIb30BaTeNel pEeKOMEHAYETCSI OYUCTHUTh KA1 sSsd:
# systemctl stop sssd
# rm -f /var/lib/sss/db/*
# rm -f /var/lib/sss/mc/*

# systemctl start sssd

6.5.4 VYpanenue xnuenrta Free[PA

IIpu ynanenuu, knmeHt ynansercs u3 aomeHa FreeI[PA Bmecre ¢ xoHurypanumeil cucteMHbIX
cyx06 FreelPA.

Jlna ynanenus knuenrta Free[PA HeoOxoaumo:

= Ha KJIIMCHTC BBECTU KOMAaHAY:

# ipa-client-install --uninstall

Client uninstall complete.

The original nsswitch.conf configuration has been restored.
You may need to restart services or reboot the machine.

Do you want to reboot the machine? [no]: yes

The ipa-client-install command was successful

- Ha KJIMEHTe yJAaluTh, €CId OHM ecTh, cTapble mnpuHuunansl Kerberos (kpome /etc/

krb5.keytab):
# ipa-rmkeytab -k /path/to/keytab -r EXAMPLE.TEST

- Ha cepBepe FreelPA ynanute Bce 3anucu DNS nis kiveHTckoro y3na:

# ipa dnsrecord-del
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Vmsa 3anucu: compOl
VMg 30HE: example.test
BO3MOXHOCTL yHajleHMs OINpeleJIEHHOM 3alMcCHU He IIpelyCMOTpeHa.

Yoanmurs Bce? Yes/No (default No): yes

Ynanera sBanuch "compOl"

- Ha cepBepe FreelPA ynanute 3anuck y3na ¢ cepsepa LDAP FreelPA (mpu atom OyayT yaajieHbl

BCE CIIy>KObI U OTO3BaHbI BCE CEPTU(UKATHI, BbIAAHHBIE JIJIS1 3TOTO Y3J1a):

# ipa host-del compOl.example.test

6.5.5 Hactpoiika periukanuu

Jlisl yCTaHOBKM PEIUIMKHM MCHOJB3YeTCsl YTWINTa ipa-replica-install. Pemmuku HEoOxo-
JUMO yCTaHaBJIMBATh MO OJHOM. Y CTaHOBKA HECKOJIBKHUX PEILIMK OJJHOBPEMEHHO HE MOJIEPKUBACTCS.

HoByto peninky MOKHO yCTAHOBHT:

- HacymecTBymomeM kineHTe Free[PA mytem npeobpa3oBaHus KJIMEHTa B PEIUIUKY;
- Ha MalluHe, KOTopas €Ille He 3aperucTpupoBana B JomeHe FreelPA.

B ob6eux 3Tux cuTyanusx MOKHO HACTPOUTH PEILIMKY, TOOABUB HY>KHbIE MapaMeTpbl B KOMaHIy
ipa-replica-install.

[lepen pazBopaunBaHrEeM pEIUIMKHA HEOOXOAUMO yOeIUThCs, U4To MpH HacTpoiike DNS B mporecce
nHunuanuzanuu Free[PA Opima co3gana oOpatHast 30Ha DNS («CeteBbie cityx0b»—«DNS»— «30HbBI
DNS») u B 00paTHO#1 30HE cO31aHa peBepCHUBHAS 3aITUCh Il OCHOBHOTO cepBepa 192.168.0.113.

[Ipumeuanue. Ecnu permka HaxonuTes B Apyroi IP-cetu, Heo0XxoauMo Bpy4HYIO J0OaBUTh
3anuch st 00paTHOM 30HBI perunky Ha cepepe FreelPA.

B npumepe 115t HACTpOIKH PETUTHKAIIMN UCTIONB3yeTCs y3en replica.example.test (192.168.0.145).

[Tepen HACTPOWKON pEIUIMKAIMA HEOOXOIUMO HACTPOUTH CUCTEMY Ha Mcmolib3oBanue DNS-cep-
Bepa, KOTOPHIN ObUT CKOHPUTypHpoBaH Ha cepBepe FreeIPA Bo BpeMs ero ycTaHOBKH:

- B LIYC B pazuene «Cetrb» — «Ethernet unrepdeiice» 3a1aTh UM KOMITBIOTEPA, YKa3aTh B MOJIE

«DNS-cepBeps» [P-anpec cepepa FreeIPA u B mone «JloMeHBI moucka» — IOMEH ISl TIOMCKa

(Puc. 201);

- B KOHCOJIH:
"  3371aTh UMsI KOMIIbIOTEpA!

# hostnamectl set-hostname replica.example.test
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» ykazatb DNS u nomen aiis noucka B ¢aitnie /etc/net/ifaces/enp0s3/resolv. -

conft:

nameserver 192.168.0.113

nameserver 8.8.8.8

search example.test

rae enp0s3 — ums uaTepdeiica, 192.168.0.113 — IP-aapec cepsepa;
= o6nOoBUTH DNS anpeca:

# resolvconf -u

Hacmpotixa yzna replica.example.test

AmA komnetoTepa:  replica.example test

WuTeptheickl
enp0s3 Cetesan kapTa: Intel Corporation 8254@EM Gigabit Ethernet Controller
NpoBO4 NOACOEAMHEH -
MAC: @8:00:27:12:a36:21 P

Bepcwa npotokona IP:  [Pvd w BHNHOUNTE

Kondmrypauwa: | Bpydryw hd

192.168.0.145/24

IP-agpeca:

JoGaenTe 1 IP: 124 (255.255.2550) w [obaBnTb

LWnw3 no ymonuanwio: | 192.168.0.1
DMNS-cepeepbl: | 192 16801138888

JomeHel noncka: | example test

[HeCKDNEKD IHAEHWIA IANMCLIBAXTCR vepe3 npoben)

[ ONONHATENLHO...
Coapatk oDLeUHEHHE. ..
Co3paTh CETEBOI MOCT...

rwers [ Copocm

Puc. 201

[Ipumeuanue. Ilocne U3MEHEHNs] NMEHU KOMIIBIOTEPA MOTYT NEPECTATh 3AIlyCKaThCS IPHIIO-
skeHus. [t perieHus 3Toi mpoOieMbl HEOOXOIUMO TIepe3arpy3uTh CUCTEMY.

[Ipu ycraHOBKE PEIUIMKH B CUCTEME, KOTOpas €llle He 3aperucTpupoBaHa B fomene FreelPA, ytu-
JUTA ipa-replica-install CHAaYaaa pETUCTPUPYET CUCTEMY B KAUECTBE KIMEHTA, a 3aTEM yCTaHABJIMBA-
€T KOMIIOHECHTBI PEIUIMKHU. B npuMepe, onrcaHHOM HUXKe, U1 aBTOPU3aLUU PErUCTPAliMi UCIIOJIb3YETCs
CIIy4alHbIN MapoJib, JEUCTBUTEIBHBIN TOJIBKO U1l OJHOW PETUCTPALIMU ATOIO KIUEHTA.

Y cTaHOBKA PEIIMKY C UCIIOIb30BAHUEM CIIy4alHOIO I1apOoJIs:

- Ha cepBepe FreelPA momyunts Ouner Kerberos:

$ kinit admin

- Ha cepBepe FreelPA no0aBuTh BHENIHIOIO cUCTeMy B KauecTBe y3ia FreelPA:
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$ ipa host-add replica.example.test --random --ip-address=192.168.0.145

VMa yzya: replica.example.test

Crryuaruet napoJsib: 2RAaT0Ix81itDsYugdDGoRtBt

[laposie: True

Tabmuua kiodeln: False

Managed by: replica.example.test

- Ha cepBepe FreelPA nobaButh cucrtemy replica.example.test B rpymmy y370B ipaservers:
$ ipa hostgroup-add-member ipaservers --hosts replica.example.test

Tpynmna ysJoB: l1lpaservers

Omnmucanme: IPA server hosts

Y3JBE-yUYaCcTHUKM: ipa.example.test, replica.example.test

- Ha MalllMHEC, TAC 6y,HeT YCTaHOBJICHA PCIIIMKA, YCTAaHOBUTDH H606XO,I[I/IMBIC IIaKCThI:

# apt-get install freeipa-server freeipa-server-dns
- Ha MalluHe, rje OyJeT yCTaHOBJICHA peIlInKa, 3almyCTUTh YTHINTY ipa-replica-install,
yKa3aB Cr€HEPUPOBAHHBIN MAPOJIb B MapaMeTpe ——password (T.K. MapoJib YACTO COJAEPKUT CIie-

[IMaJIbHBIC CHMBOJIBI, CJICTYET 3aKJIIOUUTh €TO B OJITMHAPHBIC KABBIYKH):
# ipa-replica-install --password='2AaT0Ix8itDsYugdDGoRtBt' \

--setup-ca --setup-dns --forwarder 192.168.0.113 --forwarder 8.8.8.8

Configuring client side components
This program will set up IPA client.
Version 4.9.14

Discovery was successful!

Client hostname: replica.example.test
Realm: EXAMPLE.TEST

DNS Domain: example.test

IPA Server: ipa.example.test

BaseDN: dc=example,dc=test

The ipa-client-install command was successful
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The ipa-replica-install command was successful
[Ipumeuanue. dbus MOXKET MeIIaTh MPOBEPKE COCTMHEHUI MTPHU YCTAHOBKE PEIUIUKH, TPH T0-

SIBIICHUU OITMOOK MOKET TIOMOYh Iepe3anycK CepBUCa:

# systemctl reload dbus
[Tocne co3manus PEerIMKH MOXKHO MPOBEPUTH, PEILTULMPYET JIM PEIUIMKA JaHHbBIE TOJKHBIM 00-
pasom:
- CO3JaTh IOJb30BATENs HA HOBOU PEILIUKE:
$ kinit admin
$ ipa user-add test user
- yOeauThbes, 4TO MOJIB30BATEIb BUJCH HA IPYrOM peILIUKE:
$ kinit admin
$ ipa user-show test user
[Tocne HACTPOHKM M PEIUIMKALMU KOHTPOJUIEPOB MOCMOTPETH TOIMOJIOTHIO MOXKHO B BEO-MHTEp-
¢eiice FreelPA (Puc. 202) («IPA-cepep» — «Tomonorus» — «Topology Graphy).

Tononocus FreelPA

< FreelPA

VrpaeneHWe AocTyNoM Ha 0CHOBE ponel ~  /inanasoHsl MeHTgMKaTopoB JloMeHsl ofnactu (realm) OTHOLIEHWA JOBEPIR

Topology Graph (example.test)

Cyddmrcel Tononorm

IPA-cepeepb £ 06HoBUTL | | + flo6aBuTh ‘Aanur

Ponwn cepeepa
ca
YpoBeHb gomeHa

Topelogy Graph »
e)-

Pacnonoxerins IPA

replica

ipa
Puc. 202

6.6 Cucrema MoHUTOpHHTa Zabbix

Zabbix — cucTeMa MOHHUTOPMHIAa W OTCJICKMBAHHUS CTAaTyCOB pa3HOOOPa3HBIX CEPBUCOB
KOMIIBIOTEPHOM CETH, CEPBEPOB U CETEBOI0 00OPY10BaHUSI.

Jlig ynpaBieHus: CHCTEMOl MOHUTOPUHTA U YTEHUS JaHHBIX UCIIOJIb3YeTCsl BeO-uHTepdeiic.

Ilepen ycraHOBKOM HOJKeH OBITH YCTaHOBJIEH M 3amylueH cepsep PostgreSQL, ¢ co3maHHbIM
noJjp30BaresneM zabbix U co3ganHo 6a3oi zabbix.
6.6.1 VYcranoska cepBepa PostgreSQL

YcranoButs PostgreSQL, Zabbix-cepBep U TONOTHUTENbHYIO YTUINTY fping:
# apt-get install postgresgll7-server zabbix-server-pgsgl fping

[ToAroToBUTH K 3aIyCKy U HACTPOUTH c1y:k0b1 PostgreSQL:
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- co3/IaTh CUCTeMHbIE 0a3bl JaHHBIX (MOTpeOyeTCs TaKKEe CO3/aTh Mapoib CYIEPIIOIb30BATEIs
PostgreSQL):
# /etc/init.d/postgresgl initdb

BeenuTe HOBBI NapoOJib CYIEPIOJb30BATEJA:
l[loBTOPUTE €T0:

- BKJIIOYHTH [0 YMOJYAHUIO U 3aITyCTUTH CITy KOy postgresql:
# systemctl enable --now postgresqgl

- co3maTh moJib3oBaTels zabbix u 6a3y maHHBIX zabbix (10 MpaBaMu root):
# postgres -s /bin/sh -c 'createuser --no-superuser --no-createdb --
no-createrole --encrypted —--pwprompt zabbix'

BeenuTe napoJsib OJ18 HOBOM POJIM:
[loBTOPUTE €I'0:
[Taponsb:

# postgres -s /bin/sh -c 'createdb -0 zabbix zabbix'

[TapoJik :

# systemctl restart postgresqgl
- 1006aBuTH B 0a3y naHHBIC JUIsl BeO-uHTEpdeiica (mocieaoBaTeIbHOCTh KOMaH ] BaXKHA, B Pa3HBIX
Bepcusix Zabbix myTh OyAeT OTINYaThCs, BEPCUS TIOMEUEHa 3BE3/104UKOMN):
# postgres -s /bin/sh -c 'psgl -U zabbix -f /usr/share/doc/zabbix-com-
mon-database-pgsgl-*/schema.sqgl zabbix'

[lapoJsib TOJNIb30BaTeEJNS zabbix:

# postgres -s /bin/sh -c 'psgl -U zabbix -f /usr/share/doc/zabbix-com-
mon-database-pgsgl-*/images.sqgl zabbix'

[laposnp moJyb30BaTena zabbix:

# postgres -s /bin/sh -c 'psgl -U zabbix -f /usr/share/doc/zabbix-com-
mon-database-pgsgl-*/data.sgl zabbix'

[lapoJsib ToOJNIb30BaTeEJNa zabbix:

6.6.2 VYcranoBka Apache2
Y CcTaHOBUTH HEOOXOAUMBIE TTAKETHI:

# apt-get install apache2 apache2-mod php8.3

Jlo6aBUTh B aBTO3aMyCK U 3aIyCTHTh apache2:
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# systemctl enable --now httpd2
6.6.3 VYcranoska PHP

[ITpumevanune. Haunnas ¢ Bepcuu php8.0, makeTsl MOIysIeii HMEHYIOTCS CICAYIOIUM 00pa3oM:
php<maxopHaa>.<MMHOPHAaHd BepCUM>—<UMI MOIOYyJIg>

N3 peno3utopuss MOXKHO YCTAaHOBUTH M DJKCIUIyaTUPOBAaThb B OJIHOW CHUCTEME OJHOBPEMEHHO
pasnble Bepcur PHP. B nanHOM pyKOBOZCTBE B KauecTBe MpUMepa Ucnoib3yercs: php8.3.

Y CcTaHOBUTH HEOOXOAUMEIE TAKETHI:
# apt-get install php8.3 php8.3-mbstring php8.3-sockets php8.3-gd ph-
p8.3-xmlreader php8.3-pgsqgl php8.3-1ldap php8.3-openssl

W3mennts onuuu php B daiine /etc/php/8.3/apache2-mod php/php.ini:

memory limit = 256M

post max size = 32M
max execution time = 600
max input time = 600

date.timezone = Europe/Moscow
always populate raw post data = -1
[epe3amyctuth apache2:
# systemctl restart httpd?2
6.6.4 Hactpoiika u 3amyck Zabbix-cepBepa
BHecTH n3MeHeHus B KOHQUIypallMOHHBIH (aiin /etc/zabbix/zabbix server.conf:
DBHost=localhost
DBName=zabbix
DBUser=zabbix
DBPassword=Ilapoyib OoT 6OasH
Jlo6aBuTh Zabbix-cepBep B aBTO3aIyCK | 3aITyCTHTh €T0:
# systemctl enable --now zabbix pgsqgl
6.6.5 YcranoBka BeO-unTepdeiica Zabbix
Y CcTaHOBUTH METaIaKET:
# apt-get install zabbix-phpfrontend-apache?2
BxorounTs ajyionsl B apache?2:
# 1In -s /etc/httpd2/conf/addon.d/A.zabbix.conf /etc/httpd2/conf/extra-
enabled/
[Tepe3anyctuts apache2:

# systemctl restart httpd2
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W3menutp mpaBa A0CTyna K KOH(MUIYpAaMOHHOW IUPEKTOpuM BeO-uHTepdeiica, 4yToObl BeO-
YCTaHOBLIMK MOT 3aIllucaTh KOHPUTypalnOHHbIN (aiii:
# chown apache2:apache?2 /var/www/webapps/zabbix/ui/conf
[lepeliTn Ha cTpaHuUIly YCTaHOBKH zabbix cepBepa: http://<ip-cepepa>/zabbix (Puc. 203). 3nech
MO>KHO BBIOPATH SI3bIK YCTAHOBKH.
Cmpanuya yemanoexu Zabbix cepsepa
v | H vucrannauns X | + - &8 X

€ - C M@ A Hesawmweno 192.168.0.198/zabbix/setup.php v oF LS & i

ZABBIX

MpoBepka NpeaEapUTENEHEIX
YCNOBMA

HacTpoitka nogkniouerns k 5 ,D,06p0 noXXanoeaTk B

HacTpoitku

L]
MpensapuTensHLIil 0G3op
MHCTaNMALWKN

]

YcraHoeka

A3bIK N0 yMONMYaHW | Pyccknid (ru_RU) ~

Hanee

Puc. 203

I[Ipumeuanue. Ecnu npu Bxoae Ha cTpanuiy http://<ip-cepepa>/zabbix nossisercs ommoka:
«J10CTYyI 3arpenien», clexyer B ¢aiine /etc/httpd2/conf/sites-
available/default.conf B ceknuio <Directory> n100aBUTh 3aIUCh:

Require all granted

U Tepe3amnyCcTuTh apache2:

# systemctl restart httpd2

[Ipu mepBoM 3axoje Ha CTpPaHMILy 3aMyCTUTCS MacTep, KOTOPBIA IIAr 3a IIaroM IPOBEPHT
BO3MOKHOCTH BeO-cepBepa, narepnperaropa PHP u ckondurypupyer noaximoderue k 6a3e JaHHBIX.

Jlns Havana yCTaHOBKM HEOOXOJMMO HakaTh KHONKY «Jlajmee», 4TO OCYIECTBHUT IEepexo]i Ha
CTpaHMIly MpPOBEPKH NpeaBapuTenbHbIX ycioBuil (Puc. 204). HeoOxoaumo OOyCTaHOBHTH TO, 4TO

TpeOyeTcs U MEePerTH Ha CIEIYIONLYIO CTPAHUILY.
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Zabbix. Cmpanuya nposepku nped8apumenbHulxX YCio6utl

ZABBIX

MpoBepka NpeaBapUTenbHbIX YCNOBUIA

Tekyllee IHAUEHNE TpebyeTcR
Fobpo noxanosate Bepcus PHP 8.3.18 800 oK
MpoBepka NpeaBapUTenbHBIX
YCrIOBMiA PHF onuwa "memory_limit" 256M 128M OK
HacTpoitka nogknioueHna k B PHP onuuA "post_max_size” 32M 16M OK
Hactpoitia PHP onuua "upload_max_filesize” 20M 2m 0K
MpegeapuTentHeIi obaop
MHCTaNnALKA PHP onuma "max_execution_time" G600 300 oK
YcTaHoBka PHP onuwa "max_input_time” 600 300 oK
MNopnepwka 633 AaHHeIX PHP MySQL 0K
PostgreSQL
PHP bcmath B OK
PHP mbstring B OK
PHP nnna "mhetrinn fune nvarlnad™ RLIKTI RLIKTI MK

Puc. 204

Ha »stoii crpanume (Puc. 205) HE0OX0AMMO BBECTH MapaMmeTphl MOIKITIOYCHHUS K 0a3e JaHHBIX
(mapaMmeTpbl TOAKIIOUEHUs HYKHO YKa3bIBaTh TakWe ke, Kak y cepBepa Zabbix). I[lo ymomyanuio B

kauecTBe «Database schema» HeoOxoaumo ykaszate «publicy.

Zabbix. I[lapamempol nookntouenus Kk 6aze 0aHHbIX

ZABBIX

OoGpo NOXanNoEaTe

MpoBepka NpeagapuTensHbIX
BIHA

ycr
HacTpoWka nogkniodeHna K 6O
Hactpoikm

MpegeapuTensHei obaop
MHCTANMALMKA

YcTaHoBka

HacTpoiika nogkniodyeHns k B

Moxanyiicra, coagaiTe 6a3y AaHHBIX EDYUHYIO W YKEXUTE NapaMeTpel KOHDUIYpaUwunm Ans
COBAMHEHUA € 3TON Basoi. HammuTe kHonky "danse” Npy 338epLWEHnN.

Tun a3kl AaHHBIX

XocT Baskl A3HHBIX

MopT Ga3sl daHHbIK

MmA Da3kl gaHHBIX

Cxema D33kl aHHLIX
XpaHeHWe YUETHBIX JaHHBIX B
Mons3oeatens

Mapone

TLS wudpoeanue Da3kl JaHHBIX

Postgre SQL w

localhost

0 0 - NCNOMNL30BATE NOPT NO YMOMYaHWK
Zabbix

public

HashiCorp Vault XpaHunuwe CyberArk

Zabbix

freee

Puc. 205



192

Ha crnenyrommx crpaHuiax HeoOXOIMMO BbIOpaTh HACTPOMKH BeO-uHTEepdeiica u 3aaarh UMs
cepsepa (Puc. 206), u 3aBepuuth ycranoBky (Puc. 207, Puc. 208).

Hacmpotuixu Zabbix cepsepa

ZABBIX HacTtpoiiku

MmA cepeepa Zabbix | zabbix_server
LoBpo noxanoeats

YacoBod NOAC N0 yMONYaHW0 | CUcTemMHbIR: (UTC+03:00) Europe/Moscow ~
MpoBepka NpeaBapUTEnkLHbIX

yCnosni Tema no ymonuanmo | MonyGas v
Hactpoika nogxnioueHua k B
Hactpoitkm

MpeasapuTensHsIi 063op

WHCTaNnnALWK
YcTaHoBka
Puc. 206
Zabbix. [lapamempul konpueypayuu
ZABBIX MNpeasapuTenbHbIM 0630p MHCTaANNALWK

MoxanyAcTa, NpoBEpETE NapaMeTPel KOHMWIYPaLUWK. ECNW BCE BEPHO, HAXMUTE KHONKY “[anee” unm
KHOMKy "Hasag" ona W3aMeHeHnA NapamMeTpoe KoHDWypaumn.
NoBpo noxanoeate

. I Tun Ga3sl AaHHLIX  PostgreSQL
MpoBepka npegeapuTenLHLIX

YCNOBWM Cepeep G2zl ganHex localhost

HacTpoika nogrnioueHns Kk B MopT Ga3kl 4aHHBIX MO YMOMUaHWO

HacTpoikm MMA Gaskl QaHHbE  Zabbix

MpeasapuTensHLIit 063op

MMA NoNL30EaTENA 0T Gaskl AaHHblX  Zabbix
MHCTaNNALWK

Maponk oT Ga3kl QaHHEIxK >
YCTaHoBKa ' A

Cxema Gasbl gaHHbIX  public

TLS wudpoBaHie Gassl faHHblX Talse

imA cepeepa Zabhix zabbix_server

Puc. 207
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Zabbix. Oxonuanue ycmaHosKu

ZABBIX YcTaHoBKa

Nofpo noxanoBaTh

MpoBepka NpeBapUTENbHLIX

YCIOBAA

Hactpoika nogknioueHns K B

HacTtpoiim

MpeasapHTensHsii 0630p Mosgpaensem! Bel ycnewHo yctaHoeunu Zabbix seb-
MHCTANNALMK MHTe quemc.

YCTAHOBKA

©ann kondurypaurK "confizabbix.confphp” cospan.

Puc. 208

Ilocne oxkoHYaHWs YCTaHOBKM Ha 3KpaHe OyaeT oToOpaxarbcsi (opma BXxona B HHTepdeiic

ynpasieHus cucreMoil Monutopunra (Puc. 209). ITapameTpsl 1ocTyna no yMOIYaHUIO:

Jormu: Admin

[lapoJsib: zabbix

Dopma 6xooa 6 unmepgpeiic ynpasieHus CUCMeMou MOHUMOPUH2A

ZABBIX

MIMA None3oeaTens

Admin

+| 3anoMHUTE MeHAa Ha 30 aHel

BoOATH

Puc. 209

Boiins B cucremy, HY)KHO CMEHUTHh Mapojib MOJB30BaTENsl, 3aBECTU IPYrHX IOJb30BaTENeH U

MO>KHO HauaTh HacTpauBaTh Zabbix (Puc. 210).
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Humepdheiic ynpasnenus cucmemor MOHUMOPUH2A

ZABBIX Giobal view T
Top hosts by CPU utilization Hudpopmayms o cucteme
5 Manerm Host name Utiization mavg Smavg 15mavg  Procsssss 1 T Napaustp nauaHis fsTana
Zabbix server '02 Zabbix cepesp sanywes fs locathost: 10051
Zabbix server n
Values per second Bepcun Zabbix cepeepa 708
Bepcua Zabbix eef-nHTepdeiica T.0E u
WHBEHTapKIALMA
i s Kaliningrad
C6 JaHHbX
-
[locTynHOCT Yanos cetn MpoBnemsi no BaxHOCTH TeokapTa
+ v
0 1 1 0 0
. . e [ s
L.
Current problems
BpemA v Mo Yaen cetw MpoGnema = BaxsHocTs Anwrensqocts OGHosnTe Oedctana Terw
13:23:26 *+ Zabbix Linus: Zabbix agent is not avaiabls (for 17w 305 OBHosnTs scops: avaiabity)

sarver am)

Puc. 210
B npodune nmonp3oBarenss (Puc.211) MOXkHO HacTpouTh HEKOTOpbIE (YHKIMH BeO-uHTEpdeiica

Zabbix, TaKHUC, KaK SA3bIK HHTCp(beﬁca, OBCTOBAsA TEMA, KOJINYCCTBO OTO6pa)KaeMI>IX CTPOK B CIIMCKaX H

T.II. CI[CJ'IaHHBIC B HpO(I)I/IJ'Ie HN3MCHCHUA 6y2[yT IMPUMCHCHBI TOJIBKO K IMOJIb30BATCJIIO, B HpO(I)I/IJ'Ie KOTOpPO-

ro ObLIN CAcJIaHbl 5T U3MCHCHU.

IIpogpune nonvszosamens

ZABBIX SN podunb nonb3oeartens: Zabbix Administrator ~

MonssoBaTens  OnoBeweHWs  OnoeelleHWA eeb-uHTepdelica

- Mapone M3MEHWUTE Naponk
L\ OnoBeljeHnA
A3bIK | CUCTEMHOE NO YMONUIHUIO A

=, Tonb3oBaTenn .
: YacoBow NOAC | CMCTEMHOE No ymondanuio: (UTC+03:00) Europe/Moscow >

" AIMWHUCTpUpOBaHKWE TeMa | CucTemHoe No yMON4aHNIo w

ABTO-BXOL |V
Mognepxka

ABTO-BbIX0[
WHTerpauun

* OBHoBWTE | 30s

Momowb
* KonwuecTeo CTPOK HA CTPaHuLe | 50

HacTpoiiki Nons3osaTtens

s

Mpodmne OfBHoBHTE OTmeHa

APl TOKEHBI

URL (nmocne exoga B CUCTEMY)

Brixog

Zabbix 7.0.11. @ 2001-2025, Zabbix SIA

Puc. 211

Uto0BI cobupath nHGOPMAIUIO C Y3JI0B, cepBep Zabbix UCIOb3yeT HHMOPMAIUIO, TIOTy4aeMYyIO
oT areHToB. UTOoObI 00aBUTH HOBBIH Yy3€l, CIIEAyeT YCTaHOBHTh Ha Y3€ll, KOTOPBIA HEOOXOIUMO

MOHHUTOPUTH, Zabbix-areHt u 100aBUTHh HOBBIH X0cT Ha Zabbix-cepBepe.
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6.6.6 YcranoBka kiHeHTa Zabbix
YcTaHoBUTH HEOOXOAUMEIN MAKET:
# apt-get install zabbix-agent
Ecnu Zabbix-areHT ycTaHaBIMBAETCS HE HA CaM CEPBEP MOHUTOPHHTA, TO B (aiie KoHPUTypaluu
arenra /etc/zabbix/zabbix agentd.conf HyXHO 3a1aTh ClIEAyIOIIUE IAPAMETPHI:
Server=<ip-cepBepa>
ServerActive=<ip-cepBepa>
Hostname=compOl.example.test
rae comp01.example.test — uMs y371a MOHUTOPUHTA, KOTOPOE OyAET yKa3zaHo Ha cepBepe Zabbix.
[Ipumeuanue. Eciu mapamerp Hostname Oyner mycToil Wiy 3aKOMMEHTHPOBAH, TO Y3l
100aBUTCS TIOJT CHCTEMHBIM UMEHEM.
Jlo6aButh Zabbix agent B aBTO3aIyCK U 3aIlyCTHTD €T0:
# systemctl enable --now zabbix agentd.service
[Ipumeuanue. [nsg HacTpoiiku Zabbix-areHTa MOXHO BOCIOJIb30BaThcsa Moxayiem L[YC

«ATEHT HAOJIIOIEHUSD.

6.6.7 JloGaBieHue HOBOTO XOCTa Ha cepBep Zabbix

Kaxxnprit XocT HE0OX0AMMO 3apeTUCTPUPOBATH HA cepBepe Zabbix.

Nudopmanus o HacTpoeHHBIX y3lax cetd B Zabbix moctymHa B pazaene «COOp AaHHBIX» —
«Y3nbl cetuy. Jlns mo6aBlieHUs HOBOTO y3Jla CETU ClieyeT HaxkaTh KHOMKY «Co3mate y3en cetm» (Puc.
212).

Coz0anue H08020 y31a cemu

,

W ®unstp

ZABBIX Sl V3nkl ceTu

Bubpars

BubpaTe

DNS Conepwut - YoanuTe

1] OTuetsl

- g

Zabbix sarver BnamMeHTL AaHHLX 5 Tpurrepw 67 [pagwmm 8 OBuapywenwe 6 Beb 127.0.0.1:10050

L\ Onosewesun

Puc. 212

B oTkpeiBIIEMCS OKHE HEO0OXO0IMMO 3amoyiHUTh moiist «Mmst y3na cetn» u «IP ampecy» cormacHo
JaHHBIM T0OABISIEMOTr0 XOCTa, BBIOpaTh mabnon «Linux by Zabbix agent», 106aBUTh XOCT B OMpE/IEICH-
HYIO Tpymiy (BbIOpaB OHY M3 HUX M3 CIHUCKA, JIMOO CO37aB HOBYIO T'PYIIY) U HAXaTh KHOMKY «Jloba-

BuTh» (Puc. 213).
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Co3zoanue Hoeo2o y3ia cemu. ﬂaHHble 0obasnsiemoz2o xocma

Hoeklit y2en cetn

¥sencerw IPMI Term  Makpocel  Mesentapuzaums  Wwbposanwe  MpeofpascsaHue 3HaqeHWR

* MmA yana ceTH [ comp01.example.test

Bugumoe uma | HostW

WIETP LN |inux by Zabbix agent X BuiGpath
* [pynnbi y3nos cetw | REEGT=EIEERS 4 BuiGpats
WHTepheict D iepes MopT Mo YMOrMaHWo

n DNS 10050 ® Voanums

OotasuTs

Onucanne

HaBniopeHwe yepes Mpoxkcu Ipynna npokcu

AKTMBMpOBEHD |~

Puc. 213

[Ipumevanue. B none «Mms y3ma ceTm» CTaBUTCS 3HAYCHHE, KOTOPOE yKa3aHO B HACTPOIMKax
arenra (/etc/zabbix/zabbix agentd.conf) B none Hostname.

[Ipumeuanue. Bee nmpaBa gocTymna Ha3HAYAIOTCS HA TPYIIBI y3JI0B CETH, HE WHIUBUYAITHLHO
y3iaM ceTd. [1oaToMy y3er ceTu T0JDKeH MPUHAIIISKATh XOTs OBl OJHOM rpyTIie.

[Tony4eHnue nepBbIX JaHHBIX MOXKET 3aHATH 10 60 cexyHa. J{s Toro 4ToOBl MPOCMOTPETh cOOpaH-
HBIC JaHHBIE, HeoOXxoauMo mepeltu B «Mouutopunr» — «[locnennue maHHbIe», BBIOPATh B QUIBTPE

HY’KHBIH y3eJ1 ceTu U HaxkaTh KHONKY «[Ipumenuts» (Puc. 214).

6.6.8 ABToperucrpanus y3jioB

B Zabbix cymecTByeT MexaHM3M, KOTOpBI Mo3BojsieT Zabbix-cepBepy HauWHATH MOHUTOPUHT
HOBOT'0 000PYZOBaHUS aBTOMAaTHYECKH, €CIIM Ha 3TOM 000pYJOBAaHUU UMEETCSl YCTaHOBIEHHBIN Zabbix-
areHT. Takoil moaxo/| Mo3BoJIeT J0OABIATH HOBBIE Y3JIbl CETH HA MOHUTOPUHT 0e3 Kakoi-1100 HacTpoii-

K1 Zabbix-cepBepa BpyUHYIO [0 KaXKI0MY OTJEIbHOMY Y311y CETH.
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Cobpannvle Oanmubvie

ZABBIX MocnenHue faHHbIe
Tpynnu yanos cami Bufpats
S Mawenw
LR T Ho sty X Buofipats
Vimm
ToRMAILTP BAMAST TOMLKC Ha OTQHMETROBAHHLIE FaHHbIE
WnBexTapHaUMA 3Nsl CETH
HostW 43
Otvetal

compansnt 43

component: application 1 cpu 17 envionment | memory 7 os3 raw | securty | storage 3 system 12

Bes pannsx C aaHHsmun
Yasn ceTi Vinam acneaHn pa
Hostw R
Hostw 18¢
Hast 200
HostW Caontext switches per sscond B
HostW CPU gusst nics time I [}
Hostw a 1c
Hostw CPU idle tima

CoxpaHuTs kmx

AoBasnTe

OToBpaxats TarM

MpnopHTeT oToBpakesnA Teras

pa— e ]

MonpoGHan nHopuauna

Macneanss sxauenn HamsHssne
1.23 GB
64.7675 %

b124af5f74120d6.

0%

0%

Puc. 214

Comspwr

CARRE : ) e T

MprmasiTs ChpoeuTs

Hs nongspunsasTcA

YasnnTe

Her

Mpadwix

Mpadwix

MeTapua

Mpacwx

Mpacwx

Mpadwix

Mpadwix

JlJisi HacTpo¥KM aBTOpETrHCTpalu HeoOxonuMmo mepeiitn B «OmnoBemeHus» — «JledcTBusy —

«JleficTBUS aBTOpETUCTpAIIM» B HAXKATh KHOMIKY «Co3aaTh aeicteue» (Puc. 215).

Aemopeeucmpat;wz y3io86

ZABBIX

e =]

TR | corocim

Onepauni

[HaHHbie He HaligeHsl

Puc. 215

Cospats asiicrane

W ©unsp

Ha otkpsiBIICiicS cTpaHuIlE, Ha BKIagke «JleicTBus» 3anomHuTh noje «Mms» u 1006aBUTh ycio-

Bus. B mone «YcnoBus» CJICAYCT 3a1aTh IIpaBUJjid, 110 KOTOPBIM 6y,ZLy'T I/I,Z[eHTI/I(I)I/ILII/IpOBaTLCSI pPEerucTpu-

pyemble xocThl (Puc. 216).
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Aemopeeucmpauuﬂ Y3J7106. Yenosus u()eHmuqbuKauuu y3ia
Hoeoe peictene

OevicTenwe  Onepauud 2
*Wma | ABTOperMCTpamMa

YenoBMA  Moonwch ima NercTane

A MeTagaHHblie y3noe ceTH cogepsu alt autoreg YoanuTh
NoGasuTh
AKTMBMpOBaHO
* Dortwsa CyLWEecTEBOBETE NO KPalHEeR MEpE OgHa ONepaLua .
Puc. 216

Ha Brianke «Oneparumy» B nosie «Omepanumy ciaenyer J00aBUTh IpaBuiia, KOTOPhIe HEOOX0IUMO
IPUMEHUTH NPH peructpaunu xocta. [Ipumep Habopa mpaBuiI A perUcTpaluy y3ia, J00aBIeHUs ero K
rpymne «Discovered hosts» ¢ npucoenunenneM k mabiaony «Linux by Zabbix agent» noka3zansl Ha Puc.
217.

Asmopezucmpayus y3nos. [lpasuna, npumensemvle npu pecucmpayuu y3ia
Hoeoe peiictene
DOefictene  Onepaumm 3

Onepaumn  [etanu NeiicTae

NoGaBnuTb Y3&n CeTH WaMeHuTs YoanuTs
NoGasnTe B rpynnel yanos cetd: Discovered hosts WaMeHnTL YoanuTh
MpucoeauuuTs Wwabnons: Linux by Zabbix agent WaMeHuTs YoanuTs

OobasuTh

* [orokHa CyLWEcTEOBATE NO KPaHEl MEpE OfHa ONepalua.

oo
Puc. 217
B koH}uUryparnronHom Qaiine areHra ykasarhb CleAyIONIHe 3HaYeHUS:
- B mapameTrpe Hostname — YHUKaIbHOE UM,
- B mapamerpe ServerActive — [P-aapec cepsepa;
- B mapaMmerpe HostMetadata — 3HaueHHe, KOTOpoe OBUIO yKa3aHO B HACTpOMKax cepBepa
(HostMetadata=alt.autoreq).
[lepe3anycTuth areHr.
6.7 OtkazoycroituuBblii knactep (High Availability) Ha ocHoBe Pacemaker
Pacemaker — menemxkep pecypcoB kiactepa (Cluster Resource Manager), 3amadeii KOTOpOTO 5IB-
JSeTCsl JOCTUKEHHE MaKCUMAIbHOM JIOCTYIMHOCTH YIIPABIISIEMBIX UM PECYPCOB U 3alllUTa UX OT cOOEB,

KaK Ha YPOBHC CaMUX pCCYpCOB, TaK U HAa YPOBHC LCJIbIX Y3JIOB KJIaCTEpa.

KiroueBsie ocodbennoctu Pacemaker:
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- oOHapy)XeHHE M BOCCTAaHOBIICHHE COOEB Ha YPOBHE Y3JIOB U CEPBUCOB;

- BO3MOKHOCTB TapaHTHUPOBATh IEJIOCTHOCTh JAHHBIX, ITyTEM OTPaKICHHS HEUCTIPABHBIX y3JIOB;

- MOAJepKKa OJHOTO WM HECKOJBKUX y3JIOB Ha KJlacTep;

- MOJAJepXKa HECKOJbKUX CTaHAAapTOB MHTep(eiica pecypcoB (Bce, YTO MOXKET ObITh HANUCaHO
CLIEHApUEM, MOXKET OBITh KIaCTEPU30BaAHO);

- HE3aBHCUMOCTH OT ITOJICUCTEMbI XpaHEHHS — OOIIHIA JMCK HE TpeOyeTcs;

- MOAJepKKa U KBOPYMHBIX U PECYPCO3aBUCUMBIX KIIACTEPOB;

- aBTOMATHYECKU peIuIMuupyemMasi KOHPUrypaius, KOTOPYI MOXHO OOHOBJIATH C JIFOOOTO y311a;

- BO3MOJKHOCTbH 33/IaHUS TIOPSJIKA 3aIIyCKa PECYypCOB, a TAKXKE UX COBMECTUMOCTH Ha OJTHOM Y3II€E;

- MOJJEPKHUBACT PACIIMPEHHBIC THUIIBI PECYPCOB: KIOHBI (KOTJa pecypc 3alylieH Ha MHOXKECTBE
y3JI0B) M IONIOJIHUTEIIbHBIE COCTOSIHUA (master/slave u mogo0Hoe);

- eJMHbIEe HHCTPYMEHTHI YIIPABIEHHS KJIACTEPOM C MOEPKKON CLIEHApUEB.

Apxutekrypa Pacemaker npencrasinser codoil Tpu ypoBHS:

- KJIACTEPOHE3aBHCUMBIN YPOBEHb — Ha ’TOM YPOBHE PaCIOIararoTcs PeCypehl M MX CKPHIITHI, KOTO-
PBHIMU OHHU YIPABJISIFOTCS | JIOKAJIBHBIA IEMOH, KOTOPBIH CKPBIBACT OT APYTUX YPOBHEH pasiruus
B CTaHJapTax, UCIOIb30BAaHHBIX B CKPUIITAX;

- MeHemxkep pecypcoB (Pacemaker) — pearupyer Ha COOBITHS, MPOUCXOASAIINE B KJIACTEpPe: OTKA3
WIN TIPUCOCIMHEHNE Y3JI0B, PECYpCOB, MEPEXO] Y3JIOB B CEPBUCHBIA PEKUM H JPYTHE aIMHHHU-
CTpaTHBHBIC JeicTBHs. Pacemaker, MCXO/Is U3 CIIOKMBIICHCS CUTYaIUH, JICJIaeT pacdyeT Hauboee
ONTUMAJFHOTO COCTOSIHUS KJIacTepa W 1aeT KOMaH/bl Ha BBIMOJTHEHUE JEHCTBUM A JOCTUKCHUS
ATOTO COCTOSTHUSI (OCTAaHOBKA/TIEPEHOC PECYPCOB MIIH Y3JIOB);

- uHpopmanmoHHBI ypoBeHb (Corosync) — Ha 3TOM YPOBHE OCYIIECTBIISCTCS CETEBOE B3aUMO/ICH -
CTBHE y3JIOB, T.C. IIepeada CEPBUCHBIX KOMaH]I (3aIlyCK/OCTaHOBKAa PECYPCOB, Y3JI0B H T.1.), 00-
MeH nH(popManuei o IOJIHOTe CocTaBa KiacTepa (quorum) H T.JI.

V3en (node) kiacrepa mpeacTaBisieT coO00 (pu3nyUecKuii cepBep WM BUPTYaJIbHYIO MAILIMHY C
ycraHoBleHHBIM Pacemaker. VY31pl, mpenHazHaueHHBIC IS TPEAOCTABICHHUS OJWHAKOBBIX CEPBHCOB,
JIOJDKHBI UMETh OJIMHAKOBYIO KOH(HUTYpaIIHIO.

Pecypcbl, ¢ TOUKH 3peHuUs KilacTepa, 3TO BCE UCIOJIb3yEeMbIe CYIIIHOCTH — CEPBHUCHI, CIIY>KObI, TOU -
KA MOHTHPOBaHHUA, TOMa U pasznensl. [Ipu co3manum pecypca norpedyercs 3a1aTh €ro Kiacc, THII, o -
Baiiziepa M COOCTBEHHO MMsI C JONOJHHUTEIBHBIMH ITapaMeTpaMu. Pecypchl Mmoaaep>kKuBat0T MHOKECTBO
JIOTIOJTHUTEIBHBIX TMapaMeTPOB: MPUBS3KY K y3i1y (resource-stickiness), posu mo ymondanuro (started,
stoped, master) u T.1. EcTb BO3MOXXHOCTH MO CO3JJaHHUIO T'PYII PECYpPCOB, KIOHOB (paboTaromux Ha
HECKOJIbKHUX y3J1aX) U T.II.

CBsi3u onpenensitoT MPUBA3KY pecypcoB K y3iy (location), mopsimox 3amycka pecypcoB (ordering)

¥ COBMECTHOE MX IPOKUBaHUE Ha y3ie (colocation).
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Hacrpolika y310B Kinactepa

Jis pyHKIMOHUPOBAHUS OTKa30yCTOMUMBOIO KjacTepa HE0OXOJUMO, YTOOB! BHIIOJHSUIMCH Clie-

Jyrole TpeOOBaHUS

JlaTa ¥ BpeMs MEX/1y y3JaMHU B KJacTepe JOJKHBI ObITh CHHXPOHU3UPOBAHBI;

JIOJKHO OBITH OOECTICUEHO pa3pelieHrne UMEH Y3JI0B B KJIACTEPE;

CEeTEeBbIE TIOAKITFOYCHHUS JTOJDKHBI OBITh CTA0OMIILHBIMH;

y Y3JI0B KJIacTepa JijIsl OpraHu3aliy U30J1uu y3ia (fencing) 10KHBI IPUCYTCTBOBATH (DYHKUIMU
yhpaBiIeHus MUTaHUeM/iepe3arpy3koit ¢ nomorsto [IPMI(ILO);

CJIEIyIOIIME TOPTHl MOTYT MCIIOJIB30BAThCs PA3JIMYHBIMU KOMIIOHEHTaMM Kiactepuzauuu: TCP-
noptel 2224, 3121 u 21064 1 UDP-niopt 5405 1 10/KHBI OBITH OTKPBITHI/IOCTYIIHBI.

B npumepe ucnomnsiyetcs crneayromas KOHPUrypamus:

node01 — mepssiii y3en knactepa (IP 192.168.0.113/24);

node02 — Bropoii y3en knacrepa (IP 192.168.0.145/24);

node03 — tpetuii y3en knactepa (IP 192.168.0.132/24);

192.168.0.251 — BuptyansHsbIil [P-anpec, mo koropoMy OyJeT OTBE4aTh OJUH U3 y3JIO0B.
JlanpHeiiye neicTBUS clieyeT BBIOJIHUTh Ha BCEX y3JlaxX KiacTepa.

11 puMCcHYaHHuC. PGKOMGHI[yeTCH HCIIOJIB30BaTh KOPOTKHUEC NMCHA Y3JIOB. I[JISI N3MCHCHHA UMCHU

xocTa 0e3 mepe3arpy3ku, MOXXHO BOCIIOIB30BAThCS YTUIUTON hostnamct1:

# hostnamectl set-hostname nodeOl

6.7.1.1 Hacmpotixa paspeweruti UMEH Y3108

Crnenyet o0ecniednTh B3aMMHO-OHO3HAYHOE MIPSIMOE M 00paTHOE MpeoOpa3oBaHNEe UMEH JJI BCEX

y3710B Kjactepa. JKenarenbHo ucnonb3oBaTh DNS, B kpaiiHeM citydae, MOXHO OOOWTHCH COOTBETCTBYIO-

[IMMH 3alHCSIMH B JIOKANBHBIX (haiinax /etc/hosts Ha KaKIOM y3ie:

# echo "192.168.0.113 nodeOl1l" >> /etc/hosts

# echo "192.168.0.145 node02" >> /etc/hosts

# echo "192.168.0.132 node03" >> /etc/hosts

[IpoBepka mpaBUIBHOCTH pa3pelICHNs UMEH:

# ping node01l
PING node0Ol (192.168.0.113) 56(84) bytes of data.
64 bytes from node0l (192.168.0.113): icmp seg=1 ttl=64 time=0.352 ms

# ping node02
PING node02 (192.168.0.145) 56(84) bytes of data.
64 bytes from node02 (192.168.0.145): icmp seg=1 ttl=64 time=0.635 ms
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6.7.1.2 Hacmpoiika SSH-nooxknouenus mesxcoy ysnamu

[Ipu nactpoiike SSH-nonkmroueHus: aas root mo K4y HEOOXOAUMO yOpaTh KOMMEHTApuu B
(aiine /etc/openssh/sshd config auns cTpok:
PermitRootLogin without-password
PubkeyAuthentication yes
AuthorizedKeysFile /etc/openssh/authorized keys/%u
/etc/openssh/authorized keys2/%u .ssh/authorized keys
.ssh/authorized keys2
PasswordAuthentication yes

Kpome Toro, nmonesno 106aButs B /etc/openssh/sshd config qupekTusy:
AllowGroups sshusers

co3/aTh rpynny sshusers:
# groupadd sshusers

U 100aBUTH Ty/1a MOJIb30BATENCH, KOTOPBIM Pa3perieHo MoAKIoYaTses mo SSH:
# gpasswd -a <username> sshusers

IIpumeuvanue. Ilocne pemakrupoBanus ¢aiiia /etc/openssh/sshd config cuenyer
nepe3amnycTuTh ciyx0y sshd:
# systemctl restart sshd

Co3nath ¥ akTUBHUPOBATH HOBBIN K04 SSH Ge3 mapousi:
# ssh-keygen -t ed25519 -f ~/.ssh/id ed25519 -N ""

[Ipumeuanue. Hesammumennsie kaoun SSH (6e3 maposist) He peKOMEHAYIOTCSI ISl CEPBEPOB,
OTKPBITHIX JIJIsl BHEILIHETO MUDA.

CkomnupoBats my0auuHyto yactb SSH-kITtoua Ha Apyrue y3ibl KiacTepa:
# ssh-copy-id -i ~/.ssh/id ed25519.pub user@node02
# ssh-copy-id -i ~/.ssh/id ed25519.pub user@node03

B pesynbrare momydaeM BO3MOXKHOCTH pa0OTHI ¢ JOMAITHUMHU KaTaJIOraMH IOJIb30BATENsl USer
YAIEHHOTO y3J1a — KOMMUPOBATh K cebe U OT celsl, yAaliaTh, peJaKTUPOBATh  T.I.

CronpoBath myOau4Hyr0 9acth SSH-Kir0o9a Ha Bce y3Ibl Kiactepa sl aaMUHUCTpatopa. Jlis
ATOTO MOJAKIIOYUTHCS K KaXAOMY Y31y U TOJI 100t CKOUPOBATh MyOIUYHYIO YacTh KItOYa!
# ssh user@node02
user@nodel02 $ su -
node02 # cat /home/user/.ssh/authorized keys >>
/root/.ssh/authorized keys
node02 # exit

user@node02 $ exit
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YOeauTbes, 4To Teneph MOYKHO 3aIyCKaTh KOMaHIbl yIAIEHHO, 0€3 mapoJis:
# ssh node02 -- uname -n

node02

6.7.2 YcranoBka kiactepHoro 110 u co3nanue kiacrepa
s ynpaBnenus kinactepom Pacemaker MOXHO UCIIONB30BaTh YTUIUTE PCS (MAKET PCS).
[TakeT pcs (pacemaker/corosync configuration system)—yTwinra Ijs yIpaBiie-
HUsl, HACTPOMKH U MOHUTOPUHIA KJacTepa. Y IPaBIsIETCS Y€PEe3 KOMaHIHYIO CTPOKY.
YCcTaHOBHTH Ha BCEX y3JaX HEOOXOUMBIC TTAKETHI:
# apt-get install corosync resource-agents pacemaker pcs
[Ipumeuanue. Ilaker resource-agent — COAEPKUT areHTHI pecypcoB (HAOOP CKPUIITOB)
Knactepa, cootBercTByromue crenupukanuu Open Cluster Framework (OCF), ucnonssyemsie s B3au-
MOJICHCTBUS C Pa3IMIHBIMU CITy’)k0aMU B CpeJie BBICOKOU TOCTYMHOCTH, YIIPABISIEMONH MEHEIKEPOM pe-
cypcoB Pacemaker. Ecii ecTh HEOOXOUMOCTE yIPABIIATH AOMOJHUTEIIBEHBIMU PeCypcaMu, ClIeyeT ycTa-
HOBHUTb HEJOCTAIOIINI MMAKET resource—agents—*:
$ apt-cache search resource-agents*
[Ipu ycranoBke Pacemaker aBromaTtmuecku OyneT co3faH Moib3oBaTesnb hacluster. Jlns uc-
MOJIP30BAHUS PCS HYXKHO 3a7aTh MapoJjIb MOJIb30BaTeNi0 hacluster (0JUHAKOBBIN HAa BCEX Yy3JIax):
# passwd hacluster
3amycTuTh U JOOABUTH B aBTO3Aarpy3Ky CIyk0y pcsd:
# systemctl enable --now pcsd
Hactpouts ayreHTH(UKaUIO (KOMaH/1a BBIMOIHIETCS HAa OJTHOM Y3JI€):
# pcs host auth node0l node02 node03 -u hacluster
Password:
node(02: Authorized
node(Ol: Authorized
node03: Authorized
ITocne 3Toro KiIacTepoM MOKHO YIPABISITH C OJTHOTO y3JIa.
Co3znartb knacrep:
# pcs cluster setup newcluster node0l node02 node03
Destroying cluster on hosts: 'node0l', 'node02', 'node03'...
node03: Successfully destroyed cluster
node0l: Successfully destroyed cluster
node02: Successfully destroyed cluster

Requesting remove 'pcsd settings' from 'node0l', 'node02', 'node(03'
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node0l: successful removal of the file 'pcsd settings'
node03: successful removal of the file 'pcsd settings'
node(02: successful removal of the file 'pcsd settings'
Sending 'corosync authkey', 'pacemaker authkey' to 'nodeOl', 'nodeO2',
'node03"
node(0l: successful distribution of the file 'corosync authkey'
node(0l: successful distribution of the file 'pacemaker authkey'
node(03: successful distribution of the file 'corosync authkey'
node03: successful distribution of the file 'pacemaker authkey'
node(02: successful distribution of the file 'corosync authkey'
node(02: successful distribution of the file 'pacemaker authkey'
Sending 'corosync.conf' to 'nodeOl', 'node02', 'node(03'
node0l: successful distribution of the file 'corosync.conf'
node02: successful distribution of the file 'corosync.conf'
node03: successful distribution of the file 'corosync.conf'
Cluster has been successfully set up.

3anmycTUTh KJ1acTep:
# pcs cluster start --all
node02: Starting Cluster...
node03: Starting Cluster...
nodeOl: Starting Cluster...

Hactpoiika aBTOMaTH4YECKOr0 BKJIIOUEHHS KJIacTepa MPHU 3arpy3Ke:
# pcs cluster enable --all
nodeOl: Cluster Enabled
node02: Cluster Enabled
node03: Cluster Enabled

[IpoBepka cocTosiHUs KacTepa:
# pcs status cluster
Cluster Status:
Status of pacemakerd: 'Pacemaker is running' (last updated 2023-09-27
16:59:12 +02:00)
Cluster Summary:

* Stack: corosync
* Current DC: nodeOl (version 2.1.5-altl-a3f44794f) - partition

with quorum
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* Last updated: Wed Sep 27 16:59:13 2023
* Last change: Wed Sep 27 16:59:09 2023 by hacluster via crmd on
nodeO1
* 3 nodes configured
* 0 resource instances configured
Node List:
* Online: [ node0l node02 node03 ]

PCSD Status:
node02: Online
nodeOl: Online
node03: Online

IIpoBepka CHHXPOHU3ALMH Y3JI0B KJIacTepa:

# corosync-cmapctl | grep members
runtime.members.l.config version (u64) = O
runtime.members.l.ip (str) = r(0) ip(192.168.0.113)
runtime.members.l.join count (u32) =1
runtime.members.l.status (str) = joined
runtime.members.2.config version (u64) = 0
runtime.members.2.ip (str) = r(0) ip(192.168.0.145)
runtime.members.2.join count (u32) =1
runtime.members.2.status (str) = joined
runtime.members.3.config version (u64) = 0
runtime.members.3.ip (str) = r(0) ip(192.168.0.132)
runtime.members.3.join count (u32) =1
runtime.members.3.status (str) = joined

6.7.3 Hactpoiika mapamMeTpoB Kjactepa
Hactpoiiku knactepa MOKHO IPOCMOTPETH, BBITIOJIHUB KOMaHAY:
# pcs property
Cluster Properties:
cluster-infrastructure: corosync
cluster—-name: newcluster
dc-version: 2.1.5-altl-a3f44794f

have-watchdog: false
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6.7.3.1 Keopym

KBopym omnpenensier MUHUMAaIbHOE YUCIIO Pa0OTAIOIIKX Y3JIOB B KJIACTEPE, IPU KOTOPOM KJIacTep
cuutaercs paborocrnocoOHbIM. [1o ymMonuaHHIO, KBOPYM CUMTAaeTCs HEpaOOTOCHOCOOHBIM, €CIM YHUCIIO
paloTaroUIMX y3JI0B MEHbILIE MTOJOBUHBI OT OOILETr0 YUCIIa Y3JI0B.

Knacrep, cocrosimuii u3 1ByX y3110B, Oy1eT UIMETh KBOPYM TOJIBKO TOTJa, Kornaa oda y3ia paboTa-
10T. [lo ymonuanuto, ecinu HeT kBopyMma, Pacemaker octanaBnuBaeT pecypchl. UToObl 3TOro M30€KaTh,
MO’KHO IIpu HacTpoiike Pacemaker yka3aTh, 4To HaJlM4Me WIN OTCYTCTBHE KBOpyMa HE JIOJKHO YUMTHI-
BaThCA:

# pcs property set no-quorum-policy=ignore
6.7.3.2 Hacmpoiixa STONITH

Jis KOppeKTHOH paboThl y3JI0B C OOIIMM XpaHWIMIIEM, HEOOXOAMMO HACTPOMTh MEXaHU3M
STONITH. Ototr MexaHHU3M MO3BOJIAET KiacTepy (PU3MYECKH OTKIIOUUTH HE OTBEYAIONIUI Ha 3ampOChI
y3€1, YTOOBI HE TIOBPEAUTDH JaHHbIEC HA O0IEM XpaHUIIHILE.

IToxa STONITH He HacTpoeH, ero MOKHO OTKJIIOYNTb, BHITIOJIHUB KOMaH/Y:

# pcs property set stonith-enabled=false

I[Ipumedyanue. B peanbHOI cucTemMe Henlb3sl HCIOJIB30BaTh KOH(MUIYPALUIO C OTKIOYEHHBIM

STONITH. OtxitoueHHBIH apaMeTp Ha CaMOM Jieie He OTKIIoYaeT (PyHKIHIO, a TOJIBKO JIHUIIb SMYJIUPY -

eT ee cpabaThIBaHKE MIPH OMPEICIICHHBIX 00CTOsITEILCTBAX.

6.7.4 Hactpolika pecypcoB

B nmanHOM pasnene paccMOTpeHa HacTpoWKa pecypca, KOTOPBIA OyJeT ynpaBisiTh BUPTYyaJbHBIM
[P-anpecoM. DTOT aapec OyeT MUTPUPOBATH MEXKIY Yy3JIaMH, IPEIOCTaBIsAsA OHY TOUKY BXOJAa K pecyp-
cam, 3acTaBiisisg paboTaTh HECKOJIBKO Y3JIOB KaK OJIHO 1I€JI0€ YCTPOMCTBO AJIsi CEPBHCOB.

Komanga co3nanus pecypca BupryanbHoro [P-aapeca ¢ umenem ClusterIP ¢ ucnonszoBanuem an-
roput™a pecypcoB OCF (kaxupie 20 cekyHa MPOU3BOAMTH MOHUTOPUHI paboThHI, B CIIydae BbIXOJA U3
CTpOS y3JIa He0OXOAMMO BUPTYaIbHBIN [P nepexmounts Ha apyroit y3en):

# pcs resource create ClusterIP ocf:heartbeat:IPaddr2 ip=192.168.0.251
cidr netmask=24 op monitor interval=20s

CnHCcOK TOCTYNIHBIX CTAaHAAPTOB PECYPCOB:

# pcs resource standards
1sb
oct
service
systemd
CnHcoK TOCTYyNHBIX OCTABIIMKOB cueHapueB pecypcoB OCF:

# pcs resource providers
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heartbeat
pacemaker
redhat
Crnucok Bcex areHTOB PeCYpCOB, JOCTYNHBIX Ui onpeaenéHHoro nocrasmuka OCF:
# pcs resource agents ocf:heartbeat
aliyun-vpc-move-ip
anything
AoEtarget

apache

zabbixserver
ZFS
Cratyc kiactepa, ¢ 100aBJIEHHBIM PECYPCOM:

# pcs status
Cluster name: newcluster
Status of pacemakerd: 'Pacemaker is running' (last updated 2023-09-27
17:14:58 +02:00)
Cluster Summary:

* Stack: corosync

* Current DC: node(Ol (version 2.1.5-altl-a3f44794f) - partition with
guorum

* Last updated: Wed Sep 27 17:14:58 2023

* Last change: Wed Sep 27 17:14:46 2023 by root via cibadmin on
nodeO1

* 3 nodes configured

* 1 resource instance configured

Node List:
* Online: [ node0l node02 node(03 ]

Full List of Resources:

* ClusterIP (ocf:heartbeat:IPaddr2): Started nodell

Daemon Status:

corosync: active/enabled
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pacemaker: active/enabled
pcsd: active/enabled
Ecnu ocranoBuTh Ki1actep Ha y3ie node01:
# pcs cluster stop node0l
ClusterIP naunér pabotars Ha node02 (nmepexitoueHue Npou3oiér apromaruuecku). IlpoBepka
cratyca Ha y3ie node02:
# pcs status
Cluster name: newcluster
Status of pacemakerd: 'Pacemaker is running' (last updated 2023-09-27
17:16:30 +02:00)
Cluster Summary:
* Stack: corosync
* Current DC: node02 (version 2.1.5-altl-a3f44794f) - partition with
quorum
* Last updated: Wed Sep 27 17:16:30 2023
* Last change: Wed Sep 27 17:14:46 2023 by root via cibadmin on
node01
* 3 nodes configured

* 1 resource instance configured

Node List:
* Online: [ node02 node03 ]
* OFFLINE: [ nodeOl ]

Full List of Resources:

* ClusterIP (ocf:heartbeat:IPaddr2): Started node02

Daemon Status:
corosync: active/enabled
pacemaker: active/enabled

pcsd: active/enabled
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6.8 OpenUDS

OpenUDS 310 MHOromiat¢popMeHHbI Opokep MOIKIOYEHUHN ISl CO3AaHUs U YIpPaBICHUs BUP-
TyaJbHBIMH PA0OYMMH MECTaMHU U MPHIIOKEHUSIMU.
OcHoBnble koMnoHeHTHI pemenust VDI Ha 6aze OpenUDS:

- OpenUDS Server (openuds-server) — Opokep MOJIKJIIOYECHHH MOIb30BaTENCH, a TakkKe HHTepdeiic
aIMUHHUCTPATOpPA JJIsl HACTPOUKH;

- SQL Server. lnsa pabotsl django-npuioxeHusi, KOTOPBIM sIBIsieTcs openuds-server, Heo0XoauM
SQL ceprep, Hanpumep, mysql wim mariadb. SQL Server MokeT OBITh YCTaHOBJIEH Kak Ha
OTJIEIbHOM CEepBepe, TaK U COBMECTHO ¢ openuds-server;

- IInardopma ans 3amycka KIMEHTCKMX OKpykeHMH u mpuioxeHuid. OpenUDS coBmectuma co
MHOKeCTBOM cucteM Buptyanusanuu: PVE, OpenNebula, oVirt, OpenStack. Bo3moxHo ucnomns-
30BaHuUE C OT/AEIBHBIM CEpBEPOM 0€3 BUPTyalu3aluu (aHaJOT TEPMUHAIBHOIO PELLIEHUS);

- OpenUDS Client (openuds-client) — KITHEHTCKOE MPUIIOKEHUE IS TIOAKITIOUEHUS K OpoKepy co-
eMHEeHUN U JaTbHEHIIero moiy4yeHus J0CTyMa K BUPTyaTbHOMY paboueMy OKPY>KEHUIO;

- OpenUDS Tunnel (openuds-tunnel) — penienue ans TyHHETUpOBaHUSA OOpalleHUH OT KIMEHTa K
BUPTyaIbHOMY pabouemy okpyxkeHuto. OpenUDS Tunnel mpemnasHaueH s mpeaoCcTaBICHHS
JIOCTYyTIa U3 HEIOBEPEHHBIX CETMEHTOB CETH, Hampumep, u3 cetu MHTepHeT. Y craHaBiIMBaeTcs Ha
OTJIebHBIN CepBep;

- OpenUDS Actor (openuds-actor) — [1O i rOCTeBBIX BUPTYaIbHBIX MAIWH, PEANHU3YET CBS3KY
BUPTYaJIbHON MAIIUHBI U OpOKepa COeAMHEHUH.

Cucremnsie TpeboBanus s komrnoneHToB OpenUDS nipencrasiens! B Tabnwuia 5.
[Ipumeuanue. Ecmu cepBep c 0a3oif JaHHBIX YCTaHOBJIEH Ha TOW e MallluHe, TA€ U
OpenUDS Server, TpedyeMoe KOJIMYECTBO MaMATH HY>KHO IPOCYMMHPOBATb.

Tab6nuna 5— Cucremusle TpeOOBaHUS

Kommnonent o3y LI Huck
SQL Server 1T 2 vCPUs 10Th
OpenUDS Server 2TB 2 vCPUs 8I'b
OpenUDS Tunnel 2Tb 2 vCPUs 13Tb

6.8.1 VYcraHoBka

6.8.1.1 Ycmanoska MySQL (MariaDB)
Ycranosuts MySQL (MariaDB):

# alteratorctl components install mariadb
WIH:

# apt-get install mariadb-server
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3amyctuth cepBep mariadb u 1006aBUTH €T0 B aBTO3arpy3Ky:
# systemctl enable --now mariadb.service
3amath maposib root 11t mysql U HacTpOMKK OE30MaCHOCTH:
# mysgl secure installation
Coznarp 0a3zy nanHbeix dbuds, monb3oBaTens 6a3el qanHbIX dbuds ¢ maposem password u npeno-
CTaBUTb €My IpUBMIErHH B 6a3e JaHHbIX dbuds:
$ mysgl -u root -p

Enter password:

MariaDB> CREATE DATABASE dbuds CHARACTER SET utf8 COLLATE
utf8 general ci;

MariaDB> CREATE USER 'dbuds'@'S$' IDENTIFIED BY 'password';
MariaDB> GRANT ALL PRIVILEGES ON dbuds.* TO 'dbuds'@Q@'S';
MariaDB> FLUSH PRIVILEGES;

MariaDB> exit;

6.8.1.2 Ycemanosexa OpenUDS Server
OpenUDS Server MOXHO YCTaHOBHUTH IPHU YCTaHOBKE CHCTEMBI, BHIOpAB JJIsl YCTAHOBKH IYyHKT
«CepBep BUpTyalIbHBIX pabounx ctosoB OpenUDS».
[Tpu 5TOM OyIyT YCTAaHOBIICHBI:
- openuds-server — django mpuiIox)eHue;
- gunicorn — cepBep npuiiokeHui (odecneunBaet 3anyck django kak crangaptHoro WSGI mpuio-
KEHUS),
- nginx — http-cepBep, UCMONB3yeTCs B KAUECTBE reverse-proxy s Joctyna K django mpuiioxe-
HUI0, 3aITyIIIEHHOMY C TIOMOIIIBIO0 gunicorn.
[Ipumeuanue. B yxke yCTaHOBJIEHHON CHCTEME MOXXHO YCTaHOBUTH MakeT openuds-—
server-nginx:
# apt-get install openuds-server-nginx
Hactpoiika OpenUDS Server:
- OTpeAakTHpoBaTh Qailn /etc/openuds/settings.py, yKa3aB KOPPEKTHbIE NaHHbIE IS
noaktoueHust kK SQL ceppepy:
DATABASES = {
'default': {
'ENGINE': 'django.db.backends.mysqgl',
'OPTIONS': {

'isolation level': 'read committed',
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by

'NAME': 'dbuds',
'USER': 'dbuds',
'PASSWORD': 'password',
'HOST': 'localhost',
'"PORT': '3306",

= 3allOJIHUTb 6a3y JaHHBbIX Ha4YaJIbHBIMHU JAaHHBIMU:

# su -s /bin/bash - openuds

$ cd /usr/share/openuds

$ python3 manage.py migrate

S exit
- 3amyCTUTh gunicorn:

# systemctl enable --now openuds-web.service
- 3amyCTUTh NEInx:

# In -s ../sites-available.d/openuds.conf

/etc/nginx/sites-enabled.d/openuds.conf
# systemctl enable --now nginx.service
- 3amyctuTh MeHekep 3aga4d OpenUDS:
# systemctl enable --now openuds-taskmanager.service
[Mpumeuanue. Ilepex 3amyckoM nginX HEOOXOAMMO OCTAaHOBUTH, €CIM OHA 3allyIleHa,
ciyk0y apache2:
# systemctl disable --now httpd2

Be6-unrepdeiic OpenUDS (Puc. 218) 6yaet noctynen no aapecy https://aapec-ceprepa/.

[Ipumevanue. Mmsa/maposns no ymonyanuro: root/udsmamO
[Ipumeuanue. Jyg nonydeHus aoctyna Kk manenu aaMmuauctpupoanusi OpenUDS, cnenyer B

MEHIO MOJIb30BaTels BeIOpaTh MyHKT «[lanens ynpasnenus» (Puc. 219).


https://xn----7sbbhigbb8gdcgb/
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6.8.1.3 OpenUDS Tunnel

6.8.1.3.1 VYcranoBka OpenUDS Tunnel
VYceranoBka OpenUDS Tunnel nomkna BeIoNHATECS Ha oTnenabHO oT OpenUDS Server cucreme.
OpenUDS Tunnel MOXHO yCTaHOBUTbH NMPHU YCTAHOBKE CHUCTEMBbI, BHIOpaAB ISl YCTAHOBKU ITYHKT

«CepBep TYHHEIHPOBAaHUS BUPTYaIbHbIX pabounx crosoB OpenUDSy.
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[IpumeuyaHnue. B yxke yCTaHOBICHHOW CHUCTEME MOKHO YCTAaHOBUTH IAKET openuds-tun-
nel:
# apt-get install openuds-tunnel
IIpumeuanue. Ilpu ycranoBke openuds-tunnel B /etc/openuds-tunnel/ssl remepupy-
10Tcs cepTudukarbl. IX MOXHO 3aMEHUTh Ha CBOM, BBINYIIEHHbIE BHYTPU OpPTaHU3alUU WIH Y AOCTOBE-
psronuM LierTpom.
6.8.1.3.2 Hacrpoiika OpenUDS Tunnel
Ha OpenUDS Tunnel:
- ykazath azapec cepBepa OpenUDS (Gpokepa) B ¢aiine /etc/openuds-tunnel/udstun-—
nel.conf:
uds server = http://192.168.0.53/uds/rest/tunnel/ticket
uds token = 5ba9d52bb381196c2a22e495fflc9badbdc03440b726aa8b
rae 192.168.0.53 — anpec OpenUDS cepsepa (6pokepa);
- 3alyCTUTh U J00aBUTH B aBTO3arpy3Ky cepsrc OpenUDS Tunnel:
# systemctl enable --now openuds-tunnel.service
Ha cepsepe OpenUDS 3apeructpupoBaTh TyHHENBHBIN cepBEP, BBIIIOIHUB KOMaHY:
# openuds tunnel register.py -H 192.168.0.88 -n Tunnel \
-t 5baf%d52bb381196c2a22e495ff1c9badbdc03440b726aa8b

Tunnel token register success. (With token:
50a9d52bb381196c2a22e495ff1c9badbdc03440b726aa8b)

rae:
- -H —3apmaér [P-agpec TyHHEIBHOTO CEpBEPA;

- -n—3a1aéT Ha3BaHUE TyHHEI,
- -t —TO3BOJISIET yKa3aTh TOKEH TYHHEJIbHOTO cepBepa (13 daiina udstunnel.conf).
[Ipu co3gaHuyM TYHHEIBHOTO TpaHCNIOpTa, HAa BKuaake « TyHHens» ykasate [P-anpec u nmopt TyH-

HEIbHOTO-cepBepa: 192.168.0.88:7777.

6.8.1.3.3 Hacrpoiika HTML5
Ha OpenUDS Tunnel:
- B (ailne /etc/guacamole/guacamole.properties mnpuBecTH 3HAYCHHE IapaMeTpa
uds-base-url K BUay:
http://<IP openuds cepBepa>/uds/guacamole/auth/<ToxkeH mu3 daisa udstunnel.conf>/
Hanpuwmep:
uds-base-url=http://192.168.0.53/uds/guacamole/auth/5ba9d52bb381196c2ac03440b726aa8b

- HacTpouTh tomcat:
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st mopkmrouenus o http: Tak kak tomcat mo ymomdanuro padoraet Ha nopTty 8080, To mepen
3ammyckoM tomcat HeoOXoaAMUMO, TUOO0 OCTAaHOBHUTH CIIY )0y ahttpd:

# systemctl disable --now ahttpd
JInb6o m3menuts B (aitie /etc/tomcat/server.xml nopt 8080 Ha Apyroil MOMyCTHUMBIMA

HOMeEp nopTa, Hanpumep, 8081:
<Connector port="8081" protocol="HTTP/1.1"
connectionTimeout="20000"

redirectPort="8443" />
Jns noaxmouenus no https: B ¢aiin /etc/tomcat/server.xml gob6aButh HOBbIN Connec-
tor, B KOTOpOM yKa3ath nopT (B npumepe 10443), ceprudukar (paiin .crt, .pem u T.1.), 3aKPHITHIN

kitoy (key, .pem u T.1.):

<Connector port="10443" protocol="org.apache.coyote.httpll.HttpllAprProtocol"
SSLEnabled="true"

ciphers="A-CHACHA20-POLY1305, ECDHE-RSA-CHACHA20-POLY1305, ECDHE-ECDSA-
AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES256-GCM-SHA384, ECDHE-
RSA-AES256-GCM-SHA384, DHE-RSA-AES128-GCM-SHA256, DHE-RSA-AES256-GCM-SHA384, ECDHE-
ECDSA-AES128-SHA256,ECDHE-RSA-AES128-SHA256, ECDHE-ECDSA-AES128-SHA, ECDHE-RSA-AES256-
SHA384,
ECDHE-RSA-AES128-SHA, ECDHE-ECDSA-AES256-SHA384 , ECDHE-ECDSA-AES256-SHA, ECDHE-RSA-
AES256-SHA, DHE-RSA-AES128-SHA256, DHE-RSA-AES128-SHA, DHE-RSA-AES256-SHA256, DHE-RSA-
AES256-SHA, ECDHE-ECDSA-DES-CBC3-SHA, ECDHE-RSA-DES-CBC3-SHA, EDH-RSA-DES-CBC3-
SHA,AES128-GCM-SHA256, AES256-GCM~-SHA384,
AES128-SHA256,AES256-SHA256,AES128~-SHA, AES256-SHA, DES-CBC3-SHA"

maxThreads="500" scheme="https" secure="true"

SSLCertificateFile="/etc/openuds-tunnel/ssl/certs/openuds-tunnel.pem"

SSLCertificateKeyFile="/etc/openuds-tunnel/ssl/private/openuds-tunnel.key"

maxKeepAliveRequests="1000"

clientAuth="false" sslProtocol="TLSv1+TLSv1l.1+TLSv1.2" />

- 3amyCcTUTh cepBUCH guacd u tomcat:

# systemctl enable --now guacd tomcat
Ha cepsepe OpenUDS mnipu co3znanuu HoBoro TyHHensHOTO Tpancrnopra HTMLSRDP na Britagke
«Tynnenb» ykazats [P-agpec u mopT TyHHENIbHOTO-cEpBEpA:
- http://192.168.0.88:8080 — mys noakiroueHus no http;
- https://192.168.0.88:10443 — nuis nmoaxiroueHus o https.
6.8.2 O6noBnenue OpenUDS
[Tocne o6HOBREHUSI Openuds—-server 0 HOBOW BEpCHH HEOOXOJUMO BBIMOJIHUTH CICAYIOLINE

IEUCTBHUS:
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- TEepEeHECTH W3MEHEHHWs, €CITM OHH eCTh, W3 HOBOTO KOH(UrypamuoHHOro daitma /etc/
openuds/settings.py.rpmnew B (aiin /etc/openuds/settings.py. [IpoBeputs,
YTO U3MEHUJIOCHh MOXHO, BBHIITOJIHUB KOMaHY:
# diff -u --color /etc/openuds/settings.py /etc/openuds/settings.py.rpmnew
- BBINOJIHUTH MUTPAIUIO 0a3bl JAaHHBIX:

# su -s /bin/bash - openuds -c "cd /usr/share/openuds; python3 manage.py

migrate"
- Tepe3arpy3uTh CHUCTeMY, TaK Kak Ipu OOHOBJIEHHMH He cozfaércs daitn /run/openuds/

socket.

6.8.3 Hactpoiika OpenUDS
6.8.3.1 Ilocmaswuku ycuye
B pazpene «IlocraBmmku yciyr» (Puc. 220) moaxmouuTh OAUMH U3 TMOCTaBIIMKOB («Service
providersy):
- «[locraBmuk miaThopMbl Proxmoxy;
- «[locraBmuk miatdopmer OpenNebulay;
- OraenbHbll cepBep 0e3 BupTyanuzanun: «llocTaBimuk MammH craTuueckux IPy.

OpenUDS. llocmaswuxu ycuye

v [ uds x| + - 8 x
¢« 5> C @ (' https//192.168.0.53/uds/adm/providers ) IS - i
\‘ uDs Pycckuid - roct =

L TNocTaBLLUMKK YCNyT

=
= # Penaktiposatb 2. Paspelenun Il O6cnywusatue 1, 9kcnopr
[
v

B noctaewmk Mawnk cTatuueckux IP

L)
%
a

MocTaBWMK NnaThopM XenServer/XCP-NG
MocTaewwmk nnaTpopMbl OpenGnsys | r:}

MocTaewmk nnathopMbl OpenNebula

MocTaewwk nnatdpopmMbl OpenStack MonbaosaTenbeime

apHK CraTtye CepBuchl J—

MoCTABLMK NNATROPMbI Proxmox

= %[

MocTaBwwMK nnaThopmMbl oVirt/RHEV

Mpunep NocTaBWMKa

CoBMeCTMMbIA NOCTaBWKMK NnaTdopmbl OpenStack

Puc. 220
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6.8.3.1.1 OpenNebula
MunumanbHble mapameTpsl 11 HacTpolku «[loctaBuiuk miargopmsl OpenNebulay:
- Bkimaaka «OcHoBHOW» (Puc. 221):
* «Mms» — Ha3BaHUE MOCTABIIMKA;
=  «Xoct» — [P-agpec cepepa OpenNebula;
»  «[lopT» — MOPT MOAKITIOYCHHUS;
» «/ms nonb3oBatens» — uMs nojib3zoBatens OpenNebula (c mpaBamMu aAMUHUCTPATOPA);
» «[laposb» — maposb mosab30BaTes;
- Bkianka «Pacmmpennsiiny (Puc. 222):
"  «OmHOBpEMEHHOE CO3[JaHNE» — MAKCHUMAIBHOE KOJIMYECTBO OJHOBPEMEHHO co3/1aBaeMbiXx BM;
* «OnHOBpPEMEHHOE yJaJIeHHE) — MAaKCUMAJIbHOE KOJIMYECTBO OJTHOBPEMEHHO yAansieMbix BM;
» «TaiimayT» — TaiiMayTt nogxiroueHus k OpenNebula B cexyHax.
Hcnons3ys kaonky «IIpoBepuTh», MOKHO yOEAUTHCS, YTO COSAMHEHNE YCTaHOBIECHO MPABUIIBHO.
[Tocne uaTerpanuu maatdopmsl OpenNebula B OpenUDS Heo6xoanmo co3nath 0a30BYIO CIIy KOy
tuna «JleiictByromue o6pazsl OpenNebulay. [{s aToro qBa) bl MENKHYTh MBIIIBIO IO CTPOKE CO3/1aH-
HOT'O MOCTAaBIIMKa YCIYT WM B KOHTEKCTHOM MEHIO MOCTaBIIMKa BbIOpaTh MyHKT «IloapobHocTs» (Puc.
223).

OpenUDS. Ilooknouenue cucmemul supmyanuzayuu OpenNebula

HoBblin nocTaBWwMK
OCHOBHOIA PacLWpeHHbI

Tarn

Wna *

OpenMebula

KomMmeHTapun

Xoct *

192.168.0.185

Mopr *
2633 <

Wenonbaoeats SSL
Het
Wma nonbsceatena *

oneadmin

MNaponk *

oooooooo‘ ®

MposepuTb OTMEHHTb W 3aKpbITb CoxpaHWTb

Puc. 221
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OpenUDS. Ilooxkniouenue cucmemwl supmyanusayuu OpenNebula

HoBbIA NOCTaBLMK
OCHOBHOM PacwmpeHHbIA

O pHCBpeMEHHCE Co3aHMue™
10 <

O pHoBpeMeEHHCE yaaneHue ™
5 <

TaimayT *
10 <

MpoBepuTb OTMEHHTD W 3aKpbITh CoxpaH1Tb

Puc. 222

OpenUDS. Konmexcmuoe mento «Service providers»

Monb3acsaTenbcKue

Hma 4 Tun KommeHTapuu CraTyc Cepeuch JE——
& OpenNebula g;;?ﬂﬁﬂrﬁnnmqu”h' AkTuRbLIG 0 0
(] W stticr MOCTaBLUMK MaLLMH Ia Kenuposato T T
: cTatu4eckux [P L) MonpobHocTs
# Penaktuposats 1 BolGpaHHble NpeaMeThbl
2, Paspewennn
Il Obcnysxueanue
B VYoanum
Puc. 223

[Ipumeuyanue. BoiOpaB myHkT «OOCTy>KUBAaHHE», MOXKHO NMPHUOCTAHOBUTH BCE ONEPAIIUH, BbI-
nosHsieMble cepsepoM OpenUDS nnst nanHoro mocraBuiuka yciayr. IloctaBmiuk ycinyr pekoMeHayeTcs
MEPEBOJUTH B PEXKUM OOCITYKUBAHUS B CIIydasx, KOTJIa CBSI3b C 3TUM IIOCTABIIUKOM Oblila MOTEpsSHA WU
3aIJIaHUPOBAH MepPephIB B 00CITYKUBAHUH.

B otkpsiBIIEMCs OKHE, Ha BKiaake «llocramuku yciryr» Haxath KHONKY «HoBbliy — «/leicTBy-
rorue oopassl OpenNebulay (Puc. 224).

OpenUDS. Co3zoanue nosoti ycnyeu «/eticmsyrowue oopaser OpenNebulay

MNaHene MoCTaBLWHKH Yoy

ifi Ycnyru OpenNebula

[ & ﬂeﬁcrsyrou.meoﬁpaahlDpenNebuIa]
0

13

CepeMchl

Mma cepeuca KommeHTapun Tun CepeucHble Mynb
P + P s . Nonb3oBaTenA

Puc. 224
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3aroTHUTh MUHUMAJIBHBIE TApaMETPhl KOH(UTYpaLUH:

BKianka «OcHoBHOW» (Puc. 225):
«ms1» — Ha3BaHUE CITY>KOBL;
«XpaHWIHIIEY» — MECTO, T/Ie OYQyT XpaHUTHCS CTEHEPUPOBAHHBIE BUPTyallbHbIE paboune CTo-
JIBL;

BKiIasnka «MammHay (Puc. 226):
«bazoBas mammHay — mabdimoH BM, ucnonb3yemsiii cucremorr OpenUDS my1st pa3BepThiBaHUS
BUPTYaJIbHBIX pabounx cTooB (cM. «[loaroroBka mabdaona BUPTYaIbHOW MAIIMHBIY);
«Mmena mammny» — 6a30Boe Ha3BaHME IS KJIOHOB € 3TOM MamuHsbl (Harpumep, Desk-work-);
«/lnmHa UMEHM» — KOIMMYECTBO (P CUETUHKA, TPUKPEIUIEHHOTO K 0a30BOMY MMEHHU PabOUmnX
CTOJIOB (Hampumep, eciiu «/J{auHa uMeHn» = 3, Ha3BaHMs CTEHEPUPOBAHHBIX PAabOYMX CTOJIOB
oynyt: Desk-work-000, Desk-work-001 ... Desk-work-999).

OpenUDS. Coszoanue cuycovt muna « OpenNebula Live Imagesy. Bknaoka « OCHOBHOUY

HoBbiii cepBuc

OCHOBHOIA Mall uHa

Tarw

Wra*

ALTWorkstation

KoMMERTa WM

¥paHunMiye *

default -

OTMEHWTB W 3aKPbITh CoXpaHWTb

Puc. 225

OpenUDS. Co3zoanue cayacovr muna « OpenNebula Live Imagesy». Bxnaoka «Machiney

HoBblit cepBUC

OCHOBHOM MaluHa

Bhlf WaABNoH *

ALT Workstation -

Wmexa malmy *

Desk-work-

Onusa uneHa *

3 <

OTMEHUTL M 2aKpPbITE CoxpaHuTb

Puc. 226
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PVE

MunumanbHble mapameTpsl 11 HacTporku «[loctaBuiuk miaargopmbl Proxmox»:

BKiasnka «OcHoBHOW» (Puc. 227):

«MMs» — Ha3BaHME TIOCTABILUKA;

«Xoct» — [P-angpec/ums cepsepa i kinactepa PVE;

«ITopT» — MOPT MOAKIIOUEHNS;

«MMs nosib30BaTeNs» — UMS OJIB30BATENs C 10CTaTOYHbIMU IpuBMiIerusimMu B PVE (B popma-
TE M0JIb30BaTeNb@ayTeHTU(UKATOP);

«Haponb» — [apoOJib MOJb30BATCIIA,

BKimaska «Pacmmpennsriny (Puc. 228):

«OZIHOBPEMEHHOE CO3[JaHUE» — MAKCUMAJIBHOE KOJIMYECTBO OJJHOBPEMEHHO co37aBacMbix BM;
«OZIHOBPEMEHHOE YIAJIEHUE) — MAKCUMAJIBHOE KOJIMYECTBO OJJHOBPEMEHHO yaansieMbix BM;
«TaiimayT» — TaliMayT noakIro4YeHus K Proxmox B cekyHaax;

«Hauanbusiit VmID» — nnentudukarop BM, ¢ kotopsiMm OpenUDS nHaunet renepupoats BM
Ha Proxmox (>=10000);

«TaitmayT» — nuana3oH MAC-aapecoB, KOTOpble OyAyT UCIOIB30BATHCSA PAOOYMMHU CTOJIAMHU.

OpenUDS. Ilooknouenue cucmemol gupmyanuzayuu PVE

HoBbIi nocTaBWMK
OCHOBHOM PacluMpeHHbIiR

Taru

3rM 3TOM0 3MeMeHTa

Wna *
PVE

KomMmerTapuu

KOMMEHTapKUKM 3TOM0 3N1EMeHTa

XocT*

192.168.0.186

Mopr*
8006

WmA nonbsosatend *

root@pam

......... ®

MpoeepuTb OTMEHUTb W 2aKpBbITh CoxpaHuTb

Puc. 227
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OpenUDS. Ilooknouenue cucmemul gupmyanuzayuu PVE

HoBbIi nocTaBLL UK

OCHOBHOW PacLwupeHHbIR
O pHoBpEMEHHOE CO3gaHue
10 v
O pHoBpeMerHoe yaaneH1e*
5 ~
TaimayT *
20 <
Havanbtbi Vmld *
10000 <

AOuanazox MAC-agpecos®

52:54:00:00:00:00-52:54:00:FF:FF:FF

Puc. 228

Ncnonb3ys kHonky «[IpoBepuTh», MOKHO YOSIUTHCS, YTO COSAMHEHNE YCTAHOBJICHO MPABUIIHHO.

[Tocne unTerpanuu mwiargopmel PVE B OpenUDS HeoOxonumo co3nate 0a30BYI0 CIIy)O0y THITa
«Csi3aHHBIN KIOH Proxmox». [[jist 3Toro MBaXkIbl MENKHYTh MBIIIBIO 110 CTPOKE CO3JJAHHOTO TIOCTABIIH -
Ka yCIIyT WIK B KOHTEKCTHOM MEHIO MOCTaBIIKKa BbIOpaTh MyHKT «[lompoGHOCTEY» (PHC. 229).

[Ipumeuyanue. BoiOpaB myHkT «OOCTyKUBAaHHE», MOXKHO NMPHUOCTAHOBUTH BCE OTEPAIIUH, BbI-
nonuasiemble cepepoM OpenUDS mnst nanHOTO mocTtaBmuKa yciryr. [locTaBOIMK ycIoyr peKOMEHIyeTcs
MIEPEBOJIUTH B PEKUM OOCITY)KUBaHUS B CIy4asix, KOTJa CBsI3b C THM ITOCTABIIUKOM OblLjIa TIOTEPSHA WIIH
3arIaHUPOBaH MepephIB B 00CTYKUBAHUU.

OpenUDS. Konmekcmuoe menio nocmaswuxa yciye PVE

MonbaoBaTenboKWe

Wmn Tun KommexTapuu Cratyc Cepeuchl
t p R p CEPEMChI

O&

ﬁ PYE MocTasBlwk A TR 0 0

MNaT@opmMel Proxmox
) staticp MOCTABLLMK MELUMH IE' KonMpo=ars X

cTaTudeckux IP
MogpobHocTe

PenakTupoBaTh 1 BoiGpaHHble npeameThbl

De N, &

PazpeweHuns

OBcnyxuBaHKHe

YoanuTe

Puc. 229

B OTKPBIBIICMCS OKHC, Ha BKJIAJIKC «ITocTramuku YCIyr» HaXXaTb KHOIIKY «HoBp1i» — «CBs13aH-

HbIH K10H Proxmox» (Puc. 230).
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OpenUDS. Coszoanue nosoti ycayeu «Ceszannviii kKion Proxmoxy

ELEN T MocTaBWKKK yonyr

&l Yenyrm PVE

# PelaKTHpoBaTE T, Skenopt B Yaanure

R CBA3AHHbIA KNoH Proxmox

Dof 0 r:_;

Puc. 230

3amosHUTh NapaMeTpbl KOHPHUTYPAIHUH:
- Bxnaaka «OcHoBHoi» (Puc. 231):

* «Mms» — HazBaHue Iy kOBl

*  «IIym» — myn, B koTopoM OyayT HaxoauTecsi BM, co3nanusie OpenUDS;

» «BpIcokas nocTynHoOCTh» — BKIHOYATh co3ganuble BM B rpynny HA PVE;

» «Cnavana nomnpo6oBate SOFT Shutdown» — eciau aktuBHO, OpenUDS mombiTaercs, nepen
YHUUYTOXKEHHEM aBTOMATHUYECKH CI€HEPHUPOBAHHOI'O BUPTYAJIBHOIO pabodero CTrojia, BBIIOJ-
HUTb KOHTPOJUPYEMOE OTKIIOUEHHE MAIIUHBL;

OpenUDS. Co3zoanue cuycovt muna « Proxmox Linked Cloney. Bxraoka «Mainy

HoBblin cepeuc

OCHOBHOW MaluuHa

Tarm
Tarwv aToro 3NemeHTa
Wma *
Simply
KommetTapuu
KomMmeHTa PHKW 3TOrO 3NEMEHTG
Myn
None -
BbICOKaA BCCTYMHOCTE
Disabled -
Crauana nonpobyiime S0FT Shutdown

B Her

OTMEHWTb M 3aKpbITb CoxpaHWTb

Puc. 231

- Bxknaaka «Mammnay (Puc. 232):
» «bazoBas mamumua» — madion BM, ucnons3yemsrit cuctemoit OpenUDS st pazBepThIBaHUS

BUPTYyaJbHBIX pabouux cTosoB (cM. «IloaroroBka nmabnoHa BUPTyabHOW MaIlIuHBI»);



HoBbIi cepeuc

OCHOBHOW MawmHa

BasoBan MalmHa *

pve01\SL (107)
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«XpaHWJIHILE» — MECTO, T1ie OyIyT XpaHUTHCS CTeHEPHPOBAHHBIE BUPTYyaJbHBIE paboune cTo-
b1 (IO AEPKUBAIOTCS XpaHUIINIIA, [TO3BOJISIIOIINE co3AaBaTh « CHUMKI);

«mena mamuny — 6a30BOE Ha3BaHKE JJIs1 KJIIOHOB C 3TON MamuHbl (Harpumep, Desk-SL-);
«/InrHa UMEHN» — KOIMYEeCTBO LIU(p CUETUMKA, IPUKPEIUIEHHOTO K 0a30BOMY UMEHHU Pabouynx
CTOJIOB (Hampumep, eciu «/{n1MHa uMeHn» = 3, Ha3BaHMs CTEHEPUPOBAHHBIX PabOYMX CTOJIOB
OoynyT: Desk-SL-000, Desk-SL-001 ... Desk-SL-999).

OpenUDS. Cozoanue cuyscovt muna « Proxmox Linked Cloney. Bknaoka «Mawurnay

XpaHunuwe*

nfs-storage (622.91 GB/36.90 GB)o6L Wil

WMmetia mawmH *

Desk-SL

Onura uverin *

3

OTMEHWTE W 2aKPbITE CoxpaHuTb

Puc. 232

3aBepIICHHSI

(«Machine Name-Name Length») (Puc. 233).

[Tocne Toro, kak cpexa OpenUDS Oyner HacTpoeHa u OyAeT CO3MaH MEPBBIA «ITyJ yCIyT», B CPe-
ne PVE moxHo Oyner HaOnronaTh, Kak pa3BopauuBaroTcsi padoune cronbl. CHavana OyneT co3iaH Ima-
6mon («UDS-Publication-pool name-publishing-number») — ki1on BM, BeIOpaHHOW IpHU perucTpauu

mporecca Cco3laHus KIoHa OyayT Co3JaHbl pabo4yme  CTOJBI

PVE. Co3z0annvle wabnonst u paboyue cmo.ivl

= [atauexTp (pve-cluster)

Eb pvedt
102 (ALT)

106 (ALT10)
107 (SL)

(o)l 10003 (Desk-SLOO1)
(L 10004 (Desk-SL0O02)
[t 10001 (UDS-Publicatien-SimplyLinux-1)

= [ local (pved1)
=[] local-iso (pved1)
= (i newCIFS (pved1)
=" nfs-backup (pved1)
=[] nfs-storage (pve01)
Eb pvel2
Bl pve3

Puc. 233



222

6.8.3.1.3 VYnaneHHBbII 10CTYM K OTJEILHOMY CEPBEPY

B OpenUDS ectb BO3MOXHOCTh HPEIOCTABUTh JOCTYN K MOCTOSIHHBIM ycTpoWcTBaM (¢uznye-
CKUM WJIM BUPTYaJbHbIM). [IOCTYyIl K OTJCIIBHOMY CEpBEpY OCYLIECTBISETCS MyTeM Ha3HayeHus IP-anpe-
COB I10JIb30BATEIISIM.

Jlig perucTpanyy MOCTaBIIMKA JaHHOIO TUHA cieayeT B paszaene «llocraBmiuku yciyr» Haxarb
kHonKy «HoBblit» 1 BeIOpaTh NyHKT «IlocTaBuuk Manus cratudeckux [Py.

Jlna Hactpoliku «IloctaBmpka MamumH ctatudeckux IP» nocratouHo 3a1aTh Ha3BaHUE NIOCTABIIU-
ka (Puc. 234).

OpenUDS. Ilookntouenue K cepsepy 6e3 supmyaiuzayuu

HoBblii nocTaBLWKMK

Taru

Wram *

StaticlP

KommeHTapuu

MposepTb OTMEHWTE W 3aKpbITh CoXpaH1Tb

Puc. 234

st cozmanms 6a30BbIxX cepBrucOB «llocTaBmumka MamyH cratudeckux [Py ciemyer nqBax sl men-
KHYThb MBILIBIO 10 CTPOKE CO3/IaHHOI'O MOCTaBIIMKA YCIYT WJIA B KOHTEKCTHOM MEHIO MOCTaBIIMKa BbI-
Opath myHKT «I1ogpoOGHOCTEY.

OpenUDS no3BossieT co3aaBath ABa Tumna yciyr «[loctaBimka MamH craTudeckux [Py:

- «Crarnueckuii MHOKeCTBeHHBIN [P-ampecy — ucmonb3yeTcs A MOKII0OUEHUS OJTHOTO TTOJIh30Ba -
TeNsl K oqHOMY KommbioTepy. [loanep:kuBaercs HeorpaHnueHHOE KonnuecTBo [P-aapecos (MoxxHO
BKIIIOUUTH B CIIHCOK BCE YCTPOMCTBA, KOTOPBIE MOJKHBI ObITh JOCTYIMHHI yaaiéHHo). [lo ymomua-
HUIO CUCTeMa OyAeT MPEeIOCTABISITh TOCTYI K YCTPONCTBAM B TOPsIKE odepean (EPBBIi MOb30-
BaTeJIb MOJYYUBIIHNI AOCTYN K 3TOMY IyJy, MOJy4aeT AOCTYI K MaminHe ¢ nepBbiM [P-anpecom
U3 Chucka). MOXHO TakKe HAacTpPOUTh BBIOOPOYHOE paclpenesieHHe, YTOObl OMpeneIEHHOMY
MOJIB30BATENI0 HAa3HAUaJICs onpeaeneHHbli komnbiorep (IP-ampec).

[Ipumeuanue. g HACTPOMKM INPUBI3KM KOHKPETHOIO IOJIB30BaTelsl K KOHKpeTHOMY [P
HeoOxonumo B pazaene «Ilynbr yemyr» (cm. pasznen «Ilynel yenyr») nns co3gaHHOM yCiIyrd Ha
BKiasnke «Ha3HaueHHble cepBUCH» HaxaTb KHONKY «Ha3HauuTe ycinyry» M 3aiaTh NPUBS3KY

noJip3oBarest ycrpouctny (Puc. 235).
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- «Craruuyeckuii onuHOUHBIN [P-anpec» — ucnonb3yercs A NOAKIIOYEHUS! HECKOJIBKUX M10JIb30Ba-
Tenel kK oqHoOMY KoMnbioTepy. [Ipn oOpamiennu kaaoro HOBOTo MOIb30BaTeNs OyIeT 3aITyCKaTh-
Cs1 HOBBIU CEaHcC.

OpenUDS. Ilpussaszka nonvzosamento ycmpoucmesy

Ha3Ha4yuTb ycnyry nonb3oBaTenio BPY4Hyio

yenyra

192.168.0.117

AyTeHTHdMKaTOD
Internal

MNonbacsaTens

test

Puc. 235

Jns co3nanust HoBoM yciyru tuna «lloctaBmuk mamuH cratudyeckux IP» ciemyer, Ha BKiIaake
«lToctaBmuku ycnyr» Haxatbh KHONKY «HoBbwlil» — «Cratnueckuii MHOXecTBeHHbIN [P-anpecy wumm
«HoBb1i» — «Cratnueckuii onuHounsblil [P-agpecy» (Puc. 236).

OpenUDS. Coszoanue nosoti ycnyeu « Cmamuueckutl IP-adpecy

# Pepaktuposatb T, 3kcnopr B Yoanus

‘ CTaTUJeckKuil MHOMECTEBEHHDIA |P-agpec

o

. CTaTUJecKWid oQWHOUHBIR IP agpec

Puc. 236

[TapameTpsl kKoHQUryparuu 11 yeayru «Ctatndeckuil MHOKeCTBeHHbIH [P-anpecy:
- Bkmaaka «OcHoBHoI» (Puc. 237):
=  «MMs» — Ha3BaHUE CITYKOBI;
» «CHomucok cepBepoB» — OAWH WINM HECKOJbKO IP-ampecoB mammH, K KOTOPBIM OyAeT ocyiue-
CTBJIATHCS 1OCTYM (MAIIMHBI JOJKHBI OBITH BKIIOUEHBI M HacTpoeHb! cM. «IloaroroBka mabino-

Ha BUPTYaJIbHOM MaIIUHBD»);
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«Kittou ycnyru» — TOKeH, KOTOPBIi OyeT NCIOIb30BATHCS KIMEHTAMH JJISl CBS3H C CEPBUCOM.
Ecnu B aTOM monie He yka3aH TokeH (TycTo), cUcTeMa He OyJIeT KOHTPOJIUPOBATH CEAHCHI TOJIb-
30BaTelel Ha KoMIbloTepax. Takum 00pa3om, KOrja KOMIBIOTEp Ha3HAYAETCs T0JIh30BATEIIO,
9TO Ha3HAueHUe OYIET COXPAHATHCA 0 TEX MOp, MOKa aAMHUHHUCTPATOP HE YJAIUT €ro Bpyd-
Hyto. [Ipy HaTMYMU TOKEHA CEaHChI MOJIb30BaTeNel OYAyT KOHTPOIMPOBATHCS (IIPU BBIXOJIE U3
ceaHca, KOMIBIOTEPhl CHOBA CTAHOBSTCS JOCTYIIHBIMHU UJISl TOCTYTA APYTHX TOJIb30BaTEINICH).
Ecmu TokeH yka3zaH, HeoOXoauMo, 4ToObl Ha KommbloTepax (IP-ampec, KOTOpBIX ykaszaH B 1oJie
«Cnucok cepBepoBy) Obu1 yetanoBieH Unmanaged UDS Actor.

OpenUDS. Coszoanue cuyacovt muna «Static Multiple IP»

HoBblii cepBUC

OcHOBHOI PaclMpeHHbI

Taru

W *

Students

KomMMeHTapui

CNUCOK CepBepos
192.168.0.102,192.168.0.117,192.168.0.103

Ko y crmyru

OTMEHHTE W 3aKPbITh CoXpaHWTb

Puc. 237

Bxnanka «Pacmmpennsiity (Puc. 238):

«IIpoBepHuTh OPT» — MOPT, MO KOTOPOMY CHUCTEMa MOXKET MPOBEPHUTH, JOCTYIICH JIN KOMITBIO-
Tep. Ecnu KOMIBIOTEp HE JIOCTYNEH, CHCTEMa aBTOMATHYECKH MPEIOCTABHUT CIICIYIOIICe
yCTpOiCcTBO B criucke. 0 — He MPOBEPATH TOCTYITHOCTh KOMITBIOTEPA;

«[IpomycTuTh BpeMs» — TEpUOJ, B TEUCHHE KOTOPOTO HE OYAET MPOBEPATHCS IOCTYITHOCTH
HEJIOCTYTHOM MaIllUHbI;

«MaxkcuMalibHOE KOJIMUYECTBO CEAHCOB HAa MAIlMHY» — MaKCUMAJIbHAs MTPOJAODKUTEIBHOCTD Ce-
aHca (B yacax), mpexae yem OpenUDS pemmmwr, uTo 3Ta MammuHa 3a0JIOKUPOBaHA U OCBOOOIUT

e€ (0 o3HauaeT «HUKOTIa»).
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OpenUDS. Coszoanue cuyocovt muna «Static Multiple IP»

HoBbli cepeuc

OCHOBHOH PacwupeHHbIA

MNpeeepbTe nopr *

22

L4

MponycTuT b Bpema ™

15

L%

IMaKCHMENbHOE KOMWYECTEO CEAHCOE HE MaLLIMHY *

0 <

3aBnoKMpYHATE MELUMHY BHELLIHWM SOCTY oM

_'HET

OTMEHHTH U 3aKpbITb COXpaHWTb

Puc. 238

I[Ipumeuanue. Haznauenue IP-agpecoB OyaeT oCyIIeCTBIATHCSA B MOPSAKE JOCTYIA, TO €CTh
NepBOMY TOJIb30BATENI0, KOTOPBIM oOpaiaercs K ciry:xOe, Oyaer Ha3HaueH nepbiii [P-anpec B crimcke.
[P-anpec Oyner mpuBsi3aH MOIH30BATEINIO, JAXKE TTOCIIE BBIXO/A ITOJIH30BATENs U3 CHCTEMBI (TI0Ka aJIMUHU -
CTpaTOp HE YIAIUT NPUBSI3KY BPYUHYIO).

[IpocMoTpeTs/U3MEHUTh MPUBS3aHHBIE CEaHChl MOXKHO B paszeine «Ilymel ycmyr» (cMm. pazzen
«Ilynel yemyr») Ha Bkiaake «Hasnauennslie cepsuch» (Puc. 239).

OpenUDS. IIpussasannsie cepsucwi cayacovl «Static Multiple 1Py

HasnauetHbie cepBMCHI Tpynne TpaHcnopTs JannaHWpOBaHHbIE AEACTEHA aApAM Owarpammbl

n PUBA3&HHBIE CEPBMUCHI

DuneTp
Q. CMeHUTb BNajently (3] Hyphans Ty 3kcnopr B Yaanurs 1-2of2 ’:J
Nata cosgasmn Peauznn Unigue ID I3 '”-PYHT::?““” Cratye Cratyc gaTe BpatoTe Dmp’:‘;’rmn Ompa':mem Enageney Bepcun arenta
D 24.03.2025 1247 192.168.0.102 192.168.0.102 192.168.0.102 BepHlit 24.03.2025 124 ma 192.168.0.122 192.168.0.122 user@internal keussecTHO
D 24.03.2025 1923 1921680117 192.1680.117 192.168.0.117 BepHolit 24.03.2025 1923 & 192.168.0.100  192.168.0.100 test@Internal HenssecTHO
Puc. 239

[TapameTpsl koHQUryparmu 1 yeryru «Cratndeckuit oquHounslii IP-agpecy (Puc. 240):
- «/ms» — Ha3BaHUE CITYXOBI;
- «IP-agpec mammub — [P-agpec MammHbL, K KOTOPO# OyIeT OCYHIECTBIATHCS IOCTYI (MallnHa

JOJIKHA OBITh BKIIIOUEHA M HacTpoeHa cM. «[lonroroBka nmadiaoHa BUPTyalbHON MAIlIUHBD).
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OpenUDS. Co3zoanue cuycovt muna «Static Single IPy»

HoBblit cepeuc

Taru

Winmm *
EDU
KoMMeHTapHK

|P agpec MaLluHb!

192.168.0.123

OTMEHWTb W 3aKpbITh CoxpaHuTb

Puc. 240

6.8.3.2 Hacmpotuixa aymenmuguxayuu noiv3osameneti

AyTeHTu(UKaTOp MpOBEpsAeT NOJIMHHOCTH MOJb30BATeNeH M MPEAOCTABISIET MOJIb30BATEISIM U
rpynmnam mojib30BaTeNeil pa3pelieHus Ha MOIKII0UeHUE K Pa3InYHbBIM BUPTYAIbHBIM pa0OYUM CTOJIAM.

AyTeHTH(DHUKATOpP HE SABISICTCS 00S3aTENBHBIM KOMIIOHEHTOM ISl CO3JAHMS «ITyJia YCIIyT», HO
€CJIM HE CO3/1aH XOTsI Obl OJIMH ayTEeHTHU(UKATOp, HE OyJeT MOJIb30BaTeNeH, KOTOpPble CMOTYT MOJKIIO-
4yaThCs K ciyx6am Ha matdopme OpenUDS.

[Ipumeuanue. Ecau B cucteme 3aperucTpupoBaHo 0ojiee OJHOTO ayTeHTH(PUKATOPA, M OHU HE
OTKJIFOUEHBI, Ha 3KpaH BXo/a OyeT 100aBIeHO moye « AyTeHTU(DUKATOP» ¢ PACKPBIBAOIIUMCS CITHCKOM.
B sTOM crincke MOXKHO BBIOpaTh ayTeHTU(PUKATOP, KOTOPBIA cHCTeMa OyET UCTIONIb30BaTh IS IPOBEPKH
nosib3oBatens (Puc. 241).

OpenUDS. Bvibop muna aymenmugurayuu noivzosamerneti

WmA nonb3osatena *

Internal -

A BTOpH20BaTbCA

Puc. 241

[Ipumevanue. [Ipu co3nanuu nr000T0 ayTeHTH(HUKATOpa 3amonHseTcs moie « MeTkay. [Tonb-
30BaTeIb MOXKET MPONTH MPOBEPKY MOAITUHHOCTH C TTIOMOIIBIO YKA3aHHOTO ayTeHTU(HUKATOpA, JaKe eCIH
B cpene OpenUDS HAcTpOoeHO HECKOIBKO ayTECHTH(PHUKATOPOB. [JIsI 3TOTO0 HYKHO MONYYUTHh JOCTYH K
skpany Bxoma OpenUDS B dopmare: OpenUDS-server/uds/page/login/metka  (Hampumep,
https://192.168.0.53/uds/page/login/AD).
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Jlnisi HACTpOWKM ayTeHTHU(HUKAIMUA B paszenie «AyTeHTU(PHUKATOPbD HEOOXOAUMO BBHIOpATh THII
ayreHTU(UKanmuu Tonb3oBarenei (Puc. 242). MoxHO BBIOpaTh Kak BHENIHHE HWCTOYHUKH (Active

Directory, OpenLDAP u 1.1.), Tak U BHyTpeHHHE (BHYTpeHHss 6a3a naHHbIX, [P-ayTentuduxanms).

OpenUDS. Bvibop muna aymenmugurayuu noivzosamerneti

T uos

AyTeHTUdUKaTOpDI
s P ayTenTuduKraTop

5 AyTeHTudukaTop Regex LDAP Tun KOMMEHTADUA MpHopuTET
[ ] o

! BHyTpeHHAA B,

! yip A 5 AyTenTubukaTop Regex ]

[ M NpocToi ayTeHTUdmKETOP LDAP
. | AyTenTubukaTop Regex
_’2 5 MpocToiLDAP 2eipa LDAP 3
= @ Pafuyc ayTeHTuduKaTOp ternal BryTperran B 1
Puc. 242

6.8.3.2.1 Bnytpennss bJ{

[Ipu ayrentudukanmm «Bayrpennss bJ» nanHbie monp3oBaTeneil U rpymmn xpaHsaTcs B 6a3e naH-
HBIX, K KOTOpoii nmoakitoueH cepeep OpenUDS.

s coznanus ayrentudukanuu tuna «Baytpennss b/I» B pa3nene « AyTeHTUPHUKATOPBD» CIEy -
€T HaXaTb KHONKY: «HoBeli» — «BHyTpeHH:sa B/]».

MuHuMabHbIe TapaMeTpsl KoHpurypamuu (Bkiaanka « OCHOBHOWY): UMs ayTeHTH(HUKATOpa, TpH-
opuret u MeTka (Puc. 243).

OpenUDS. Buympenuss 6asza 0annbix

HoebIii AyTeHTudmkaTop
OCHOBHOM PacLUNpeHHbIi SKpan/Aucnnei

Tarun

W *

Internal

KomaerTapum

MpropureT *

1 ~

MeTka *
login

OTmeKiTs U saKpeIT

Puc. 243




228

ITocne toro, kak ayrenTudukarop thumna «BHyTpenuss bJl» cozman, HYHO 3aperHCTPHpPOBATH
M0JIb30BaTeNe U Ipynnbl Hojb30oBaTenel. [ aToro cienyer BolOpaTh ayTeHTHGUKaTOp «BHYTpeHHS s
b/I», 3atem Bo BKiagke «['pynmbep» co3maTe rpymmsl Mojab3oBaTenel, Bo Bknanke «llonp3oBarenn» co-
31aTh nojb3oBarenei (Puc. 244).

OpenUDS. Buympennsis 6a3a 0aHHbIX — NOIb308amMeNU

&« ! Internal

Manens MonbzoBatenei Tpynni: HypHansi

2 TekyliMe nonb3osaTenu

®UNLTP

]

4-Pone Hwma KommerTapun COCTORHHE Mocnegtuin Bxogn
nonb3cBaTena

[ test MNonb3oceaTens AKTHBHbI 01.07.1972 02:00

[ user MNonb3oceaTens AKTHBHbI 01.07.1972 02:00

Puc. 244
6.8.3.2.2 Ayrentudukarop Regex LDAP

OTOT ayTeHTU(UKATOP MO3BOJSET MOJIB30BATENSAM UM TPYIIaM MOJIb30BaTeNle, MPUHAIeKAIINX
NPaKTUYECKH JII0OoMy ayTeHTH(uKaTopy Ha ocHoBe LDAP, momy4ars 10cTyn K BUPTyaJIbHBIM pabodum
CTOJIaM U MPUIIOKEHUSIM.

[Ipumeuanue. Ha cepsepe LDAP nomkHa ObITh HacTpO€Ha OT/eNIbHAs yUETHAsS 3aMUCh C Ipa-
Bamu uteHHs: LDAP. OT nanHo# y4eTHOM 3anucu OyJeT BBITIOJHITHCS MOJAKIIOUEHNE K CepBEpy KaTajo-
T'OB.

[Mpumep HacTpoiiku unTerpamuu ¢ FreeIPA (cepBep ipa.example.test):

1. B paznene «AyTeHTH(QUKATOpPb» HaxaThb KHONKY: «HoBwIi» — «AyTteHTH(UKaTOp Regex

LDAP».

2. 3anoyHUTh IOJIs IEPBBIX TPEX BKIAJIOK.
- Bruagka «OcHoBHOW» (Puc. 245): ums ayteHtudukaTopa, npuopurer, Metka, [IP-anpec FreelPA-
cepsepa, mopT (00sraHO 389 6e3 ssl, 636 ¢ ssl);
- Bkmagka  «YuétHele — gaHHbie»  (Puc. 246): uMs  TIonb3oBarens (B dbopmare
uid=user_freeipa,cn=users,cn=accounts,dc=example,dc=test) u mapoms;
- Briagka «LDAP undopmanus» (Puc. 247): obmas 0a3za monb3oBaTesel, Kiacc Mojb30BaTeen

LDAP, nnentuduxatop atpulyTa Nojab30BaTelNsl, aTpUOYT UMEHU I0JIb30BaTeNsl, aTpU0yT UMEHH

TPYIIIBL
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OpenUDS. Unmezpayus ¢ FreelPA

HoBblit ayTeHTMdUKaTOp

< OcHOBHOM Y4ETHBIE faHHble PacluMpeHHbIi LDAP uHbopMaLua >

Taru

Wwa *

freeipa

KommersTapum

MpuopureT *

2 <

MeTra*
freeipa

XocT *
192.168.0.113

Mopr*
389 <

Wcnonbsoeate S50

B Her
OTMEHHTE W 3aKpbITe CoxpaH1Tb

Puc. 245

OpenUDS. Unmezepayus ¢ FreelPA — yuemnvle Oannble no1b308amelis

HoBbIi ayTeHTUdMKaTOP

4 OCHOBHOR YYETHBIE AaHHbIE PacwmupeHHbIA LDAP uHpopmMaLma >

MNonb3osatent *

uid=ivanov,cn=users,cn=accounts,dc=example dc=test

Napons*

LTI @

MNpoeepuTs OTMEHWTb M 2aKPbITh CoXpaHWTb

Puc. 246
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OpenUDS. Unmezepayus c FreelP — LDAP ungpopmayus

HoBbliA ayTeHTU(UKaTOp

OCHOBHOM Y4ETHbIE laHHble PacLunpeHHbIi LDAP unopmauma >

Basa*

cn=accounts,dc=example,dc=test

Knacc nonb3oBaTenn *

posixAccount

WaeHTudmkaTop aTpkdyTa nonb3oeaTend *

uid

ATpHEGYT UMEHM NCNb3CEATENA *

cn

ATPHEYT b1 MMEHM Mpy b *

memberQf

OTMeHMTL n 3aKpLTS

Puc. 247

[Ipumeuanue. Mcnons3ys kHonKy «IIpoBeputhb», MOKHO MpoBEepUTh coenuHeHue ¢ FreelPA-
CEPBEPOM.

HoGaBute rpynmy LDAP, B koTOpyro BXOISAT MOJb30BaTeNd. J[as 3TOro ciemyeT BBIOpATh
CO3/MaHHBIN ayTeHTHUKaTOp («freeipa»), 3aTeM B OTKPBIBIIEMCS OKHE Ha BKJIagke «['pyrimbn
HaxaTb «HoBpli» — «'pynmay».

3anmonmaute dn cymectByromedt rpynmbl  (ans  FreelPA mo yMmomuanuio 3TO rpymnma
cn=ipausers,cn=groups,cn=accounts,dc=ipa,dc=example,dc=test), = MOXXHO  TaKXke  yKa3aTh
paspeménnsnie mynsl (Puc. 248).

OpenUDS. Unumeepayus ¢ FreelPA — 0obasnenue epynnot LDAP

Hoeas rpynna

cn=ipausers,cn=groups,cn=accounts,dc=example dc=test

KOMMEHTAPKK

CocToAHKe

Brnto4eHo -

Puc. 248
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[Ipumep nactpoiiku ayrenTrdukanuu B Active Directory (omen test.alt):
B paznene Ayrentudukaropsl HaxkaTh KHONKY: «HoBeli» — «AyTtentuduxarop Regex LDAP».
3aI10JIHUTH OJIS MIEPBBIX TPEX BKIAJOK.
BKJIaka «OcHoBHOW» (Puc. 249): ums ayrentudukaropa, npuopurer, MeTka, [P-anpec cepsepa
AD, niopt (066190 389 663 ssl, 636 c ssl);
BKiIanka «Yuéraele nannabie» (Puc. 250): ums momp3oBatesns (MOXKHO yKazaTh B BUIE UMsI(@I0-
MEH) U TIapOoJib;
Bkiaaka «LDAP undopmarms» (Puc. 251): obmast 6a3a mosip3oBaTeneil, Kiacc Moib3oBaTesei
LDAP, unentudukarop atpudyTa moJIbp30BaTeNs, aTpu0yT UMEHH OJIH30BATEINS, aTPUOYT UMEHH
TPYTIIBIL.
[Ipumeyanue. Ecmu B mnone «Maentupukatop arpubyra MOJIb30BATENA» YKa3aHO
userPrincipalName, To nosb30BaTens Npu BXOA€ JOKEH YKa3aTh JOTHH B pOpMaTe UMS_I0JIb30-
BaTeNsA(@AOMEH, ecii yka3zaHo SAMAccountName, To B KauecTBe JIOTWHA UCIOJIb3YeTCs UMS_ -
MOJTb30BaTeNsl 0€3 YKa3aHus JJOMEHa.
I[Ipumeuanue. Mcnons3ys kHonky «lIpoBepuTh», MOXKHO NMPOBEPUTH COEOUHEHHE C Active
Directory.

OpenUDS. Unmezpayus c Active Directory

HoBblii ayTeHTU(UKaTOp

OCHOBHOM YYETHbIE faHHble PaciuMpeHHbIi LDAP uHpopmaLua >

Taru

Wna *

AD

KomMmerTapuu

MpuopureT *

1 o

MeTra*

AD

XocT*

192.168.0.122

Mopr™*
389 <

Wecnonbsoeate S5L

Het

MposepuTb OTMEHWTB W 3aKpbITh CoxpaH1Tb

Puc. 249
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OpenUDS. Unmezpayus c Active Directory — yuemmubie 0anHble NOIb308AMES

HoBblIil ayTeHTUDUKATOP

OCHOBHOM YYETHbIE faHHble PacluMpeHHbINR LDAP uHpopmaLma >

MonbsoBaTent *

administrator_openuds@test.alt

Mapons*
........ ®

Puc. 250
OpenUDS. Unmezepayus ¢ Active Directory — LDAP ungopmayus

HoBblIii ayTeHTUdMKaTOp

OCHOEBHOI Y4YETHbIE AaHHbIE PaclunpeHHbIi LDAP wHbopMayLmua >

Basza*

cn=Users,dc=test,dc=alt

Knacc nonbscsatens *

person

WaesTudukaTop aTpubyTa nons3cearend *
userPrincipalName

ATPUGYT MMEHM NCNb30BATENA *

cn

L
ATPWEYT bl MMEHI rpyninb*
memberOf

y
OTmeH“Tb " 3aKpb"b

Puc. 251

3. Ho6asuts rpynny LDAP, B koTopyro BXoasT mnonb3oBarenu. [l 3Toro ciegyer BbIOpaTh
CO3JIaHHBIN ayTeHTU(UKATOP, 3aTEM B OTKPBIBIIEMCS OKHE Ha BKIaake «['pynmel» HaXaTh
«HoBbii» — «['pynmay.

4. 3anmomuuth dn cymiectByromed rpynmbsl (Hanpumep, cn=UDS,cn=Users,dc=test,dc=alt), MoxHO
TaKXke yKa3aTb pa3peri€Hnble myisl (Puc. 252).

OpenUDS. Unmezepayus ¢ Active Directory — dobasnenue epynnot LDAP

HoBas rpynna

Mpynna

cn=UDS,cn=Users,dc=test,dc=alt

KomMMeNTapHI

CocToanme

BKNHO4EHD -

Mynsiy coyr

SL -

o |

Puc. 252
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Ha Bknanke «lIlonp3oBarenmmn» ayrentudukaropa (Puc.253) nonp3oBarenu OyayT H00aBIsSTHCS
aBTOMATHYECKH TT0CIIe MepBoro Bxoaa B cucteMy OpenUDS (monb3oBarenu JOMKHBI BXOJUTD B IPYTIIIHL,
yKa3aHHBIC B ayTeHTU(HUKATOpe Ha BKiIaake «[ pymmay).

OpenUDS. HUnmezpayus c Active Directory — nonvsoeamenu LDAP

/' Pepaktuposatb Ty 3kcnopr B Yaawm

Wma nons3ceatena 4+ Ponb Wmna KommeHTapuu COCTOAHWE MocnegHui Bxog

D ivanov @test.alt Mone3oceaTens MeaH MeaHoe AKTUEHEIN 28.06.2023 17:24
[ kim@testalt MNonszoBaTens Oner Kium AKTHBHEIA 02072023 11:56
Puc. 253

[Tonb3oBarens, 4ToObl HA3HAYUTH EMY CIIELIMAIbHBIC ITPaBa Mepe]l MEePBhIM MOJKIIOYEHUEM, MOX -
HO 3aperucTpupoBaTh BpyuHyto. s sToro Ha Biianke «llonb3oBarenn» HEOOXOIMMO Ha)KaTh KHOIKY
«HoBerit» (Puc. 253). 3areM B OTKpBIBIIEMCS OKHE yKa3aTh uMs moinb3oBarens (Puc. 254), ero cratyc
(BKJIFOUEH WJIM OTKJIIOUEH) M ypoBeHb nocTyma (mosie «Ponb»). He pexomeHmyercst 3amoiHATH MOJIE
«"pynmb», Tak Kak CUCTEMa JOJIKHA aBTOMAaTHUECKH JOOABUTh MOJIb30BATEINsI B IPYIIY Y4aCTHUKOB.

OpenUDS. Unmeepayus c Active Directory — pecucmpayusi nonv308ameinsi 6pY4HYIO

HoBblil nonb3oBaTtenb

WMA NONEB30BATENA

titov@test.alt

HacToAwee nma

Wnba Tutoe

KoMMEHTaPKK

CocToAHKE

BrnwoyeHo -

Pank

AOMUHUCTpaTOP -

Cpynnes

Puc. 254
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6.8.3.2.3 [P ayrenTuduxarop

OToT TN ayTeHTU(dUKaMK 00eceYnBaeT JOCTYI KIMEHTOB K pabO4YiM CTOJIaM U BUPTYaJIbHBIM
npuioxxeHusam no [P-aapecy.

Hns co3manus ayreHtudukauuu thna «IP ayrentudukatop» B pasnene «AyTeHTU(DHUKATOPHD)
cienyeT Haxatb KHONKY: «HoBbiib» — «IP ayTenTndukarop».

MunumanbHble TapaMeTpbl KoHpuUrypauu (Bkiaaka « OCHOBHOM»): UM ayTeHTU(UKATOpa, IPU-
opuret u MeTka (Puc. 255).

OpenUDS. IP aymenmuguxamop

HoBblii AyTeHTUdUKaTOp
OCHOBHO 3IKpaH/Qucnnei

Taru

W *

P

KoMmeHTapuu

MpwopureT *

3 <

MeTka*

MpoeepuTb OTMEHUTE W 3aKPbITh CoxpaH1Tb

Puc. 255

ITocne Toro, kak ayrentudukatop tuna «IP ayrenrtupukarop» OyneTr coszmal, cienyeT co3aarh
TpyNIbl TONb30BaTeneil. ['pynma MokeT mpeacTaBisTh coboit nuamason IP-agpecoB (192.168.0.1-
192.168.0.55), noacets (192.168.0.0/24) nmm otnensuble [P-agpeca (192.168.0.33,192.168.0.110) (Puc.
256).

OpenUDS. IP aymenmuguxamop — co30anue 2pynnsl noib3o8ameinell

Hosasn rpynna

Nuana3aoH IP appecos

192.168.0.33,192.168.0.110

KomMmMeHTapHK

JOCTOAHKE

BrntoveHo -

o [ v

Puc. 256
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6.8.3.3 Hacmpotixa menedacepa OC
OpenUDS Actor, pa3MeIieHHbI Ha BUPTYyaJIbHOM pabodyeM CToJie, OTBEYaeT 3a B3aUMOJICHCTBUE
Mexay OC u OpenUDS Server Ha ocHOBe KOHGUTYpaluu Wiu BeiOpanHoro tumna «Menemkepa OC».
[Ipumeuvanue. [na kaxnoil ciayxObl, passepHyToil B OpenUDS, notpebyercs «Menemxkep
OC», 32 UCKJTIOYEHUEM CITy4aeB, Korjaa ucnoib3yercs «lloctaBmuk MammH cratuaeckux [Py.
Menemxep OC (Puc. 257) 3anmyckaer paHee HACTPOSHHBIE CITy>KOBI:
- «Linux OS Active Directory Manager» UCIoib3yeTcs JUisl BAPTYaJIbHBIX pab04HX CTOJIOB Ha Oa3e
Linux, KOTOpsI€ SBISAIOTCA WieHaMu JoMeHa AD;
- «Linux OS FreeIPA Manager» wucmonb3yercs s BUPTYaIbHBIX pabodnx cTojoB Ha 0a3e Linux,
KOTOpBIE SBIIAOTCA YieHaMu goMeHa FreelPA;
- «Linux OC MeHemKep» UCTIONb3YEeTCs JUIsl BAPTYAIbHBIX padounx cTojioB Ha O0a3e Linux. OH BbI-
MOJTHSET 3a7a4y NIEPEMMEHOBAHMS U YIIPABIECHUSI CEaHCAMU BUPTYaJIbHBIX paO0OYMX CTOJIOB;
- «Windows Basic OC meHemkep» HCIONb3yeTcs i BUPTYaIbHBIX pa0OYUX CTOJIOB Ha 0Oaze
Windows, KoTopbsie HE SBISIOTCS 9acThio JoMeHa AD;
- «Windows Domain OC meHemxep» HCIOJb3YeTCs JUIsl BUPTyalIbHBIX paboO4mMX CTOJIOB Ha 0ase

Windows, koTopble sIBISIOTCS wieHamu qoMeHa AD.

OpenUDS. Hacmpoiika «OS Manager»

O uos
MeHenxepol OC
iLE

& Linux OC MeHegwep co cnyJailHbiM naponem

v (‘ Linux OS5 Active Directory Manager Tun
- ¢
- £\ Linux 0S FreelPA Manager
E & Linux OC meHegxep

Windows Basic OC MeHeamep

Windows Domain OC meHegxep

Windows OC meHegmep co cnyJaiHbiM Naponem

Puc. 257

Hacrpoiiku mist «Linux OC menemkep» n « Windows Basic OC meHemkep» HaxoAsaTCs Ha JABYX
BKJIAIKAX:
- Bkiaaka «OcHoBHOW» (Puc. 258):

=  «HMmsa» — HA3BaHUE,
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" «/lelicTBUe TIpH BBIXOJZIE M3 CHCTEMBI» — JHeiicTBue, koTropoe OpenUDS Oyner BBIIOTHATH Ha
BUPTYaJIbHOM paboueM CTOJ€ MPH 3aKpbITUU CeaHca Mojb3oBaTels. «/lepaTh cepBUC NpuBs-
3aHHBIM — ITOCTOSIHHBIN ITyJI, IIPU BBIXOJIE MOJIb30BaTeNs (BeikitoueHnn BM), BM 3anyckaercs
3aHOBO, MPU TTOBTOPHOM BXOJI€ MOJB30BATEN0 OyIeT Ha3HAYEH TOT ke padouuit cToi. «Ynaa-
JIUTH CEPBUC» — HEMOCTOSIHHBIN ITyJ1, PU BBIXOJIE MOJIB30BaTENsA U3 cucTeMbl, BM ynansercs u
co3/aercs 3aHOBO. «JlepaTh cepBUC MPUBS3aHHBIM J1aK€ B HOBOW ITyOJMKAlMU») — COXpaHe-
HUE Ha3HAUYEHHOM cTy>KOBbI Jake IPU CO3AaHUU HOBOW IMyOIMKaIUY;

»  «MakcumanbHOE BpeMsi IPOCTOS» — BPeMsl MMPOCTOSI BUPTYAIBHOTO paboyero crona (B CeKyH-
nax). ITo ucreuenuu storo Bpemenu OpenUDS Actor aBToMaTuuecku 3akpoet ceanc. Orpuua-
TeJIbHbIC 3HaUEHUs U 3HaueHUsI MeHee 300 CeKyH/I OTKIIFOYAIOT 3Ty ONIIHUIO;

BKJasiKa «PaciumpeHHbIiy:

= «BbIxon u3 kanenaaps» — eciu 3ToT napamerp ycranoieH, OpenUDS nonbiTaercst 3aBepiinTh
CECCHIO I10JIb30BATENs, KOI/a ISl TEKYIIEro COEAUHEHHS UCTEUET BpeMs JI0CTyIa (€ciIu napa-
METp HE YCTaHOBJICH, MOJIB30BATEI0 OYyACT pa3penieHo MPOAOIKUTE padoTy).

OpenUDS. Hacmpotixa «OS Managery

HoBblid MeHeXep OC

OCHOBHOI PacLunpeHHbIi

Tarm

Mnn *

Linux non-persistent

KoMMEHTE pHM

LeficTEIME NPH BLOAE U3 CHCTEMS
YOanuTe Cepeunc -
MaKCHMENbHOE BPEMA MPOCTORA *
3600 =

OTMEHWUTB M 33KPbITh CoxpaHuTb

Puc. 258

Munumanbabie HacTpouku 1 «Linux OS Active Directory Manager»:

BKianka «OcHoBHOW» (Puc. 259):

= «Mms» — Ha3BaHUE,

»  «Jlomen» — 1oMeH, K KOTopoMy OyayT IPHUCOSTUHEHBI BUPTyaJIbHBIC pabouune cToibsl. Heobxo-
nuMo uctosib3zoBaTh hopmat FQDN (manmpumep, test.alt);

" «AKKayHT» — TI0JIb30BAaTEIb C MPaBaMH Ha JI0OABJICHUE MAIIMH B JIOMCH;

" «Haponb» — MapoOJib MMOJB30BATCIIA YKA3aHHOT'O B ITIOJIC ((AKKE[}/HT»;
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«OUy» — opranmu3ariioHHasl eIUHHIA, B KOTOPYIO OyAyT J00aBICHBI BUPTYaIbHBIC XOCTHI (€CIH
HE YyKa3aHO, XOCTbl OyJIyT 3aperucTpupoBaHbl B TMOJPA3ACICHUH [0 YMOJYAHUIO —
«Computers»). @opmar noagepxxkusaeMpix OU: OU = name OU last level, .. OU =
name OU first level, DC = name domain, DC = extension domain. Bo
n30exaHue OmMUOOK, PEKOMEHIyEeTCsl CBEpAThCS ¢ mojieM distinguishedName B CBOi-
ctBax arpubyra OU;

«/leficTBue TpH BBIXOJZIE U3 CHCTEMBI» — JaeiicTBue, kotopoe OpenUDS Oyner BBIIOTHATH Ha
BUPTYaJIbHOM paboueM CTOJ€ MPH 3aKpbITUU CeaHca Mojb3oBaTels. «/lepxaTh cepBuUC NpuBs-
3aHHBIM — MTOCTOSIHHBIN ITyJI, IPU BBIXOJIE MOJIb30BaTeNs (BhikitoueHnn BM), BM 3anyckaercs
3aHOBO, MPU TTOBTOPHOM BXO/JI€ MOJH30BATEN0 OyIeT Ha3HAYEH TOT ke padouuit cToi. «Ymaa-
JIUTH CEPBUC» — HEMOCTOSIHHBIN ITyJ1, IPU BBIXOJIE MOJIB30BaTENs U3 cucTeMbl, BM ynansercs u
co3/aercs 3aHOBO. «JlepxaTh cepBUC MPHUBS3aHHBIM J1aK€ B HOBOW ITyOJMKalMU» — COXpaHe-
HUE Ha3HAUYEHHOM cITy>KOBbI Jake IpU CO3AaHUU HOBOW IMyOIMKaIUY;

«MakcumanbHOe BpeMsi IPOCTOS» — BPeMsl MMPOCTOSI BUPTYAIbHOTO paboyero crona (B CeKyH-
nax). ITo ucreuenuu storo Bpemenu OpenUDS Actor aBToMaTuuecku 3akpoet ceanc. Orpuua-

TeJIbHbIC 3HAUEHUs U 3HaueHUs MeHee 300 CeKyH/1 OTKIIFOYAIOT 3Ty ONIIHUIO;

BKiIazka «Pacmmpennsriny (Puc. 260):

«Client software» — mo3BoJsieT ykas3arb, €CiIM 3T0 He00X0AUMO, crocod noakiaroueHus (SSSD
wm Winbind);

«Membership software» — mo3BossieT yka3arb, €CIM 3TO HEOOXOAUMO, YTHIIUTY, HCIOIb3Yye-
MYIO JUTsl IOJKITIOUEHUS K JJoMeHy (Samba umu adcli);

«YOparh MalMHy» — €CJIU 3TOT mapameTp yctaHosleH, OpenUDS ynanuT 3anucek 0 BUpPTyab-
HOM pabodeM CToJie B YKa3aHHOM IOJIpa3/IeNICHUH T0cie yAaleHus: pabodyero crona (Heo0xo-
JIIMO, 9TOOBI ITOJIb30BATENb, YKa3aHHBIN B IOJIE «AKKAYHT», UMEII IIpaBa Ha BHITIOJTHEHUE JIaH-
Horo aeiicteus B OU);

«Hcnonp3oBatk SSL» — eciin 3TOT napaMeTp yCTaHOBIEH, OyeT ucnoiab3oBaTbes SSL-coenu-
HEHHE;

«Automatic ID mapping» — apromaTuueckuii MannuHr 1D;

«BbIX0/ MO KaJIeHJapro» — €ciIM 3TOT napamerp ycrtaHoBieH, OpenUDS mnomnbiTaercs 3aBep-
IIUTh CECCHIO MOJb30BATEIN, KOT/Ia Ul TEKYIIEro COeAMHEHHS UCTEUeT BpeMs JoCTyma (eciau

napaMeTp He YCTaHOBIICH, T0JIb30BATEINI0 OyICT pa3pelieHo MPOJA0JIKUTE padoTy).

[Ipumeuanue. /{79 BO3MOKHOCTU BBOJIa KOMIIbIOTEpPA B JOMEH, Ha HEM JOJKEH OBbITh JOCTY-

nieH cepBep DNS, umeromuii 3anucu npo KoHTpoJuiep nomeHa Active Directory.
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OpenUDS. Hacmpoiika «OS Linux OS Active Directory Manager»

Hos.blit meHemxep OC
OcHoBHOI PacLnpeHHbIi
Taru
[N
Linux AD

KomMeHTapHH

Lomen *

test.alt

ArrkayHt *

Administrator

MNaponb

ou

ou=0U,dc=test,dc=alt

[1PACTEE NPW BLINGAE K3 CHETEM

JNlepwaTh CEPBUC NPUBA3AHHBIM -

MaKCHMaNbHOE BREMA NPOCTOR *
_‘| [+

OTMEHWTE W 38KpPbITh CoxpaHHnTb

Puc. 259

OpenUDS. Hacmpoiika «OS Linux OS Active Directory Manager»

HoBbiii MeHepxep OC

OCHOBHOI PaclunpeHHbIi

Client

S$5SD -

Membership software

Automatically -

YEpaTh MaLMHY

® 2-

Wecnonbsosatb S50

D Her

Automatic D mapping

® na

Bbixog no kanexgapte

B Her

OTMEHWTb W 3aKpbITh CoXpaHWTb

Puc. 260

Munnmanbabie HacTpoiiku 1iist «Linux OS FreeIPA Manager»:
BKianka «OcHoBHOW» (Puc. 261):
= «Mms» — Ha3BaHWUE;
* «Jlomen» — TOMEeH, K KOTOpoMy OyJyT MpHUCOEeTUHEHbI BUPTYyaibHbIe padoune cToibl. Heobxo-
nuMo uctosib3oBaTh hopmatr FQDN (Hanpumep, example.test);

. ((AKKaYHT» — IOJIL30BATCJIb C IIpaBaMU Ha I[O6aBJ'IeHI/IC MaliuH B JOMCH,
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«ITaposib» — naposib 10JIb30BATENS YKa3aHHOTO B 110JI€ «AKKAayHT»;

«OU» — opranuzanoHHas €IMHHIIA, B KOTOPYIO OyIyT J00aBJI€HBI BUPTYaJIbHBIC XOCTHI (€CIu
HE YKa3aHO, XOCTbl OyJIyT 3aperucTpUpoBaHbl B TMOAPA3ACICHUH IO YMOTYAHUIO —
«Computers»). ®opmat noaaepxkubaeMpix OU: OU = name OU last level, .. OU =
name OU first level, DC = name domain, DC = extension domain. Bo
n30exxaHue OmMOOK, PEKOMEHAYEeTCsl CBepsAThcs ¢ moyneM distinguishedName B cBOW-
ctBax atpubyra OU;

«JleiicTBue TIpU BBIXOJIE U3 CHUCTEMBI» — JaecTBUE, KoTopoe OpenUDS OyaeT BHIIONHATH Ha
BUPTYaJIbHOM paboueM CTOJIe MPH 3aKPbITUU ceaHca Mojb3oBaTelns. «/lepxkaTh cepBUC NpUBS-
3aHHBIM — MMOCTOSIHHBIN IyJ1, TP BBIXOJIE TONIb30BaTeNs (BbikatoueHnn BM), BM 3amyckaercs
3aHOBO, IPU MOBTOPHOM BXOJI€ MOJIB30BATENIO Oy/eT Ha3HAYEH TOT kK€ padoumii cToi. «Yma-
JIUTh CEPBUC» — HEMOCTOSHHBIN ITyJ1, IPY BBIXOJIE MOJIB30BATEN U3 cucTteMbl, BM ynansercs u
co3/aercs 3aHOBO. «JlepaTh cepBUC MPHUBS3aHHBIM J1a)K€ B HOBOW ITyOJMKAlMU» — COXpaHe-
HHE HAa3HAUEHHOMU CITy>KOBI 1aXke MPU CO3/1aHUM HOBOM ITyOJIMKaINHY;

«MaxkcumanpHOE BpeMsi IIPOCTOSD» — BPEMs IPOCTOSI BUPTYaJIbHOTO pabovero cTona (B CeKyH-
nax). ITo ucreuenun storo Bpemenu OpenUDS Actor aBToMaTuuecku 3akpoet ceanc. Orpuna-

TEIbHBIC 3HaUYCHMS U 3HaueHus Mmeree 300 CCKYH OTKIOYAarOT 3TY OIIIUIO;

BKiazika «Pacmmpennsiiny (Puc. 262):

«Client software» — O3BOJISIET yKa3aTh, €CJIM 3TO HEOOXOAUMO, Crtocod moakmoueHus (SSSD
wi Winbind);

«Membership software» — mo3BossieT yka3arb, €CIM 3TO HEOOXOAUMO, YTHIIUTY, HCIOJb3Yye-
MYIO 7Sl HOIKITIOYeHHs K ToMeHy (Samba wnu adcli);

«YOpaTh MalMHy» — €CJIM 3TOT napamerp ycranosieH, OpenUDS yxanut 3anuck o BUPTyaib-
HOM pa0odYeM CTOJI€ B YKa3aHHOM IOJAPA3/ICIICHUU TOCNe yAaJleHus padodero crona (HeoOXo-
JTUMO, YTOOBI MOJIb30BaTENb, YKAa3aHHBIN B MoJie «AKKayHT», UMEJ MpaBa Ha BBIIOJIHEHUE JaH-
Horo neiictBus B OU);

«Hcnonb3oBath SSLy» — ecnu 3TOT mapaMeTp yCcTaHOBJEH, OyieT ucnoiib3oBaThesi SSL-coenu-
HEHUE;

«Automatic ID mapping» — aBTomMmaTH4ecKuid MarmuHr 1D;

«BpIXon MO KaneHgapr» — eclu 3TOT mapamerp ycranomieH, OpenUDS momnbiTaeTcs 3aBep-
IIUTh CECCHUIO MOJIb30BATENS, KOTJIA IJIsl TEKYIIETO COSAMHEHUSI UCTeUeT BpeMsi 1ocTyna (eciu

napameTp HE YCTaHOBJICH, IMOJIb30BATEII0 OyAET pa3penieHo MPOAOKUTE padoTy).

Hp HMMECYaHUC. I[J'IH BO3MOXXHOCTH BBOJa KOMIIBIOTEpa B IOMEH, Ha HEM JOJKEH OBITh A0CTy -

nieH cepeep DNS, nmeromuii 3anucu npo cepsep FreelPA.
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OpenUDS. Hacmpoiika «OS Linux OS FreelPA Manager»

Hogblii MeHe X ep OC

OCHOBHOIA PacLuupeHHbI

Tarm

Wram *
Linux FreelPA

KommMedTapum

Domen™

example.test

ArkayuT *

admin

JIEHCTRHE MPW BLIKGAE M3 CHCTEME

JepwaTk CEPBMC NPUBA3AHHBIM

MaKcHMank Hoe BREMA NPeCToR *
-1

Puc. 261

OTMEHWUTb M 2aKPbITE CoxpaHuTb

OpenUDS. Hacmpoiika «OS Linux OS FreelPA Manager»

Hoeblit MeHegep OC

OCHOBHOA PacwmnpeHHbIA

Client software

Automatically

Membership software

Automatically

YEpaTe MaLmMHy

® 1a

WenonbsoeaTh SSL

I Her

Autematic |D mapping

® 2

Bbixog no kanexgapto

® 2

Puc. 262

OTMEHUTb U 2aKpbITh CoXpaHuTb

MunumanbHble HacTpoiiku 11 « Windows Domain OC menemxep»:

BkIagka «OcHoBHOM (Puc. 263):

«ms» — Ha3Banmue;
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«/lomMen» — 1oMeH, K KOTOpoMy OyayT MPUCOEANHEHBI BUPTyalibHbIE paboune cToibl. Heobxo-
nuMo uctosibzoBaTh hopmat FQDN (manpumep, test.alt);

«AKKayHT» — [10JIb30BaTelb C IpaBaMu Ha J00aBIeHNE MAIIUH B IOMEH;

«ITapoap» — naposib MoJIb30BaTENS YKA3aHHOTO B MOJIE «AKKAYHT»;

«OU» — opranu3anMoHHasi €AMHUIIA, B KOTOPYIO OyayT 100aBIeHbl BUPTYalIbHbBIE XOCTHI (€CIIn
HE YKa3aHO, XOCTbl OyJIyT 3aperucTpupoBaHbl B TMOJPA3ACICHUH [0 YMOJYAHUIO —
«Computers»). @opmat noagepxxkusaeMbix OU: OU = name OU last level, .. OU =
name OU first level, DC = name domain, DC = extension domain. Bo
n30exaHue OIMOOK, peKOMeHayeTcs cBepsThesi ¢ mojiem distinguishedName B cBoicTBax
atpubyta OU;

«/leficTBue TpH BBIXOJZIE U3 CHCTEMbI» — JAeiicTBue, kotopoe OpenUDS Oyner BBHIMOMHATH Ha
BHUPTYaJIbHOM paboueM CTOJIE MPH 3aKpbITUU CeaHca Mojb3oBaTelns. «/lepxkaTh cepBUC NpuBs-
3aHHBIM — MTOCTOSIHHBIN ITyJI, IPU BBIXOJI€ MOJIb30BaTeNs (BoikiIoueHnn BM), BM 3amyckaercs
3aHOBO, NP MOBTOPHOM BXOJI€ MOJIB30BaTEN0 Oy/IeT Ha3HAYEH TOT ke pabouuit cToi. «Ynaa-
JUThH CEPBUC» — HEMOCTOSHHBIN IyJ1, PU BBIXOJIE MOJIb30BaTENs U3 cucTeMbl, BM ynansercs u
co3laeTcs 3aHOBO. «/lepaTh cepBUC NMPUBSA3aHHBIM Ja)ke B HOBOW MyOJIHMKAaIMW» — COXpaHe-
HUE Ha3HAUYEHHOM cTy>KO0bI Jake IpU CO3AaHUU HOBOW IMyOIMKaIUY;

«MakcumanbHOe BpeMsi IPOCTOS» — BpPeMsl MMPOCTOSI BUPTYaAIbHOTO paboyero crona (B CeKyH-
nax). 1o ucreuenuu storo Bpemenu OpenUDS Actor aBromMaTuuecku 3akpoet ceanc. Otpuna-

TeJbHbIC 3HaYeHUs U 3HaueHus MeHee 300 CeKyH]T OTKIIOYAIOT 3Ty OIIIHUIO;

BKTaska «Pacmmpennsriny (Puc. 264):

«I'pynna mamme» — ykasbIBaeT, K kKakoi rpymnmne mMamuH AD OyayT no6aBieHsl BUPTyalbHbIE
pabouue ctoibl, co3nanusie UDS;

«YOpaTh MaluHy» — €CJIM 3TOT napameTtp ycraHosieH, OpenUDS yxanut 3anuck 0 BUPTyasb-
HOM pa0odYeM CTOJI€ B YKa3aHHOM IOJAPAa3/IeNICHUU TOCNe yAaJIeHHus pabodero crona (HeoOXo-
JIMMO, 4TOOBI 110JIb30BaTENb, YKa3aHHBIN B 10JIe «AKKayHT», UMeI NpaBa Ha BBIIOJIHEHUE JaH-
Horo aeiictBus B OU);

«IIpeanoutenust cepBepoB» — eciiu cepBepoB AD HECKOJIbKO, MOKHO yKa3aTh, KAKOH M3 HUX
WCITOJIB30BAaTh MIPEANIOYTUTENBHEE;

«Hcnonp3oBatk SSL» — eciiu 3TOT napaMeTp YCTaHOBIEH, OyeT ucoiab3oBaTbes SSL-coenu-
HEHHUE;

«BpIXon mo kaneHgapro» — eciu 3ToT napaMmerp ycraHoBieH, OpenUDS nonsiTaercs 3aBep-
IIMTh CECCHIO IMOJIb30BATENS, KOT/a JUIsl TEKYIIEro COEIUHEHHS] NCTEUET BpeMsl JOCTyMa (eciau

napaMeTp He yCTaHOBJICH, MOJIb30BATEI0 OyAET pa3penieHo MPOIOIKUThH padboTy).



242

OpenUDS. Windows Domain OC merneddcep

HoBblit MeHempkep OC

OCHOBHOI PaclmpeHHbIn

Taru

Taru aToro anemMeHTa

WA *

Windows domain

KommeHTapun

"(0I‘.-1I‘.-16HTﬁpb1l.-1 ITOr0 3NeMeEHTa

DOomen ™

test.alt

AxKaymT ¥

Administrator

Naponb ™

T ®

ou
ou=0U,dc=test,dc=alt

[leACTEME NPH BBIHCAE U3 CHCTEMbI

[epwaTs CEPBUC MPUBA3AHHEIM -

MaKCUMaNbLHOE BpEMA NPOCToA ™

1

OTMEHHTE W 38KpbITE CoXpaHHTb

Puc. 263

OpenUDS. Windows Domain OC menedicep

Hoebiit MmeHegxep OC

OCHOBHOR PaciumpeHHbIA

[pynna maLlus

Ipynna, B KOTOPYH AO6aBARKITCA MaLlWHbI NPKM CO3aaHuK. ECnv nycTo, HUKaKan rpynna ncnonb3osa

VEpaTE MaLMHY

® 1

MpegnoyTe A CEpEEPOE

B cny4ae Heckonb kKX cepeepos AD, KaKON M3 HUX NPEnnoYTUTENBHEE

WMenonesosate S5L

® na

BbixoA No KaneHgapto

® 2

OTMEHHTE W 2aKpbiTe Cox PaHUTE

Puc. 264
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6.8.3.4 Tpancnopm
JUis TOAKIIOYEHHST K BHPTYAIbHBIM pPa0OYMM CTOJIaM HEOOXOAMMO CO3/1aTh «TPAHCIIOPTY.
«TpancnopT» — 3TO MPHUIIOKEHNE, KOTOPOE BBHIMIOJIHAETCS HA KIIMEHTE M OTBEYAET 3a MpeI0CTaBJIeHUE J0-
CTyIa K pealu30BaHHOI ciyx0e.
MOHO €03/1aTh OJUH TPAHCIOPT JAJS PA3IMUHBIX «ITYJIOB» WM YCTAaHOBUTH MO OJHOMY TpaHC-
MOPTY IS KOKIOTO KITyJIay.
[Ipu co3nanuu TpancnopTa He0OX0AUMO BBIOpaTh ero tur (Puc. 265):
- «[Ipsamoit» («Direct») — ucmonb3yercs, eciau MoJIb30BaTelh UMEET OCTYI K BUPTYalbHBIM Pado-
YUM CTOJIaM U3 BHyTpeHHel cetu (Hanpumep, LAN, VPN u T.1.);
- «Tynnensnbrity («Tunneled») — ucnonp3yercs, €ciiv y MOJIb30BATENS HET MPSIMOTO TTOAKITIOYCHUS
K pabouemMy CTOJTy.

OpenUDS. Hacmpoiika « Tpancnopmuol»

O uos
P TpaHcnoprbl
W
MpAMoi » &5 RDP
L
TyHHENbHbIA ) # SPICE
J
- B x260
L 1 - .
D ) 3anyckaembid URL
o N 1 ] HTVLESRDP
Puc. 265

6.8.3.4.1 RDP (mipsmoii)

RDP no3BosisieT moabp30BaTeNsiM MMOJIydaTh AOCTYI K BHPTYalbHbIM pabounMm crojam Windows/
Linux. M Ha KIMeHTaX NOJKIIOUEHHs, ¥ HAa BUPTYAIbHBIX pabOYMX CTOJAX JOJKEH OBITh YCTAaHOBJICH U
BKJIFOYEH mpoTokos RDP (a1 BupTyansHbBIX pabodmnx cronoB Linux HeoOxoaumo ucnoiab3oBath XRDP).

[TapameTpsl 115 HacTpoiiku TpaHncnopta RDP:

- Bkiajaka «OcHoBHOMY» (Puc. 266):

=  «HMms» — Ha3BaHUE TPAHCHIOPTA;

= «[Ipuopurer» — yeM MeHbIIIE 3HAUEHUE IPUOPUTETA, TEM BbIIIIE JaHHBINA TPAHCIOPT OyIeT yKa-

3aH B CIHCKE JOCTYMHBIX TPAHCIIOPTOB JJIsl cepBUca. TpaHCIOPT ¢ caMbIM HU3KUM IIPUOPUTE-

TOM, Oy/IeT TPAaHCTIOPTOM O YMOJIYAHHUIO;
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«CeteBoil 1OCTYym» — pa3pelaeT WK 3ampeniaeT J0CTyN MoJIb30BaTeNei K ciyx0e B 3aBUCH-
MOCTHU OT CE€TH, U3 KOTOPOH OCYIIECTBISAETCS TOCTYII;

«Cetn» — ceTeBble quana3oHsl, noacetu wiu IP-aapeca (HactpauBatorcs B pasnene «Cetn»).
[Iyctoe none o3HauaeT «Bce ceTw». Mcnonb3yercsa BMecTe ¢ mapameTpoM « CeTeBOM HOCTYI»;
«Pa3pernieHHbIie yCTPORCTBa» — pa3pemaeT JOCTYII K CIIy>K0e TOJIBKO ¢ BEIOPAHHBIX YCTPOMCTB.
ITycroe mone o3Ha4aeT «BCe yCTPOHUCTBAY;

«CepBuC-1yJIbD» — NO3BOJISIET HA3HAYUTHh TPAHCHOPT OJHOMY MJIM HECKOJIBKMM PaHee CO37aH-
HBIM IIyJIaM yCJIyT. MOKHO OCTaBUTh 3TO IOJI€ ITyCThIM M BHIOpATh CIIOCOOBI MOJAKIIOYESHHUS
IIPU CO3JaHUH I1yJIa YCIIYT;

Hacmpotika RDP. Bxraoka «OcnogHotiy

M3MeHWTb TpaHcnopT
OcHoBHOI Y4ETHbIe AaHHbIe NapameTpbl JKpaH/Qucnnei >

Taru

Wia *

RDP
KommesTapi

MpuopuTeT *

1

CeTesoit gocTyn

® -

Cetn

PaspeléHHbie yeTpoicTEa

Linux, Windows -

Cepercnynb

SL -

OTMEHUTb U 33KPbITh COXpaHuTb

Puc. 266

BKJIaJKa «YueTHble nanHbie» (Puc. 267):

«[IpomycTuTh TaHHBIC aKKayHTa» — €CJIM YCTAHOBJICHO 3Ha4YeHHE «Jla», ydéTHbIC JaHHBIC JIS
JIOCTYTIAa K BUPTYAILHOMY pabodeMy CTOXTy OyayT 3alpalinBaThCs MPU TOJKITFOUESHHH K CEpBe-
py. Ecnu ycranoBneHo 3nauenue «Her», OyayT ucnonb3oBaThes aanHbie OpenUDS (cm. Hu-
Ke);

«VMs1 monb30BaTeNs) — MM TOJIB30BATENs, KOTOPOE OYyJIET MCIOB30BAThCS IS JOCTyTa K
paboueMy ctoiry (TI0JIb30BaTENh JAOJKEH cyliecTBoBaTh Ha BM). Eciin manHoe mone mycroe,
OyJeT UCIIONIb30BaH JIOTHH aBTOpH30BaBIierocs B BeO-unTepderice OpenUDS nonbs3oBaTens;

((HaPOJIB» — [NapoJib MOJb30BATCIIA, YKa3aHHOI'O B I1OJIC «Hms IIOJIB30BATCIIAN,
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» «be3 momeHa» — ykas3bIBaeT, MEPEHANPABIISICTCS JIM JOMEHHOE UMSI BMECTE C TOJIb30BaTEIICM.
3nadenue «J/la» paBHOCHIIBHO IMyCcTOMY 1010 «Domainy;

»  «Jlomen» — nomeH. Eciu mosie He mycToe, TO yUETHbIC TaHHbIC OYyT UCIOJIB30BATHCS B BUJIC
DOMAIN\user;

Hacmportika RDP. Bxraoka « Yuemnvie Oantviey

U3meHuTb TPpaHCnopT
4 OCHOBHOM Y4€THbIEe faHHble MapaMeTpbl IKpan/Qucnnei >
MpONYCTHT b JAHHBIE BKKAYHTE

™ Het

WA nonbaoeatenn

user

Bes gomeqa

I Her
Lomen
ECNK 3TO HE MYCTO, 3TOT JOMeH BCerja 6y et MCNoNb30BaThCA B KAYECTEE YYETHBIX AaHHBIX (MCNoNb

OTMEHHMTD M 3aKpPbITE CoxpaHuTb

Puc. 267

BKimanka «llapamerpre» (Puc. 268) — paspenieHue nepeHanpaBiIeHUs] TUCKOB, IIPUHTEPOB U JPY-
TUX YCTPOWCTB;

Hacmpoiika RDP. Bxnaoxa «Ilapamempoi»

W3MeHWTb TpaHcnopT
< OCHOBHOM YY&THbIe faHHble NapameTpbl IxpaH/ducnneid >
Paspew1Ts cMapTRapTh

™ Het
Pa3pelHTE NPHHTERL:

1 Het
MNonuTiKa NOKANbHL! X JUCKOB

Allow none -

TPHHY AHTENEHOE NOAKMIOHERHE AHCKOD

McnonbayiTe 3HaYeHns, pasaeneHHble 3anaTbiMK, HanpuMep «C:, Di». ECNW NOAMTUKa AMCKOB 3anf

Pa3palluTh CepuiiHbie NopTh
1D Het
BrnrouuTte Gydep cbmeqa

® o=
BrmtouuTh 3BYK

® 1o
BRAKCHHTL Bef-Hamepy

W Her
USB redirection

Allow all -

Mopaepxra Credssp
® 10

Mopr RODP

3389

OTMEHWUTE W 33KpbITb
Puc. 268

BKIaKa «Okpan/Iucruieit» (Puc. 269) — HacTpoiika okHa pabodero cToa;



246

Hacmpoiika RDP. Bxnaoxka «xkpan//Jucnieiiy

W3MeHUTb TpaHCropT

< Hoit Y4éTHble faHHble MapameTpbl IkpaH/Qucnnei Linux »

Pazme

Full screen -

KpaHa

[myGura UseTa

24 -

OBom/Tems
Het

Heckonbko MOHMTOPOE
Het

PaspelwmTs koMnosuuwio paboyerc cTona
Het

CrnasueaHue WpWOTOE

® o=

Orro NogKNKYEHKA

® o=

OTMEHHTL W 3aKpBbITE CoxpaHuTb

Puc. 269

BKimazka «Linux Client» (Puc. 270):

» «MynbTUMenUiiHAs CUHXPOHU3ALMSA» — BKIIOYAET MapaMeTp MYJbTHMEIHAa Ha KIUEHTE
FreeRDP;

» «Mcnonp3oBaTh Alsay — HCITOJIB30BATh 3BYK uepe3 Alsa;

»  «Crpoka mpHuHTEpa» — MPUHTEP, UCIIONIB3yeMbIi KineHToM FreeRDP (ecnm BrimroueHo mepe-
HanpasneHue npunrepa). [Ipumep: «HP LaserJet M1536dnf MFPy (Ha3BaHusi MOIKIIOYEH-
HBIX IIPUHTEPOB MOKHO BBIBECTU KOMaHION lpstat -a);

= «Crpoka Smartcard» — TokeH, ucmoiab3yeMbiii knueHToM FreeRDP (ecnu BkitodeHo mepe-
HanpaBieHue cmapt-kapt). [Ipumep: «Aktiv Rutoken ECP 00 00».

» «[lonp30BaTeNbCKHUE MapaMeTPbl» — 37€Ch MOXKHO YKa3aTh JIIOOOW Mapamerp, MoaJep:KuBae-
MbIi kauenToMm FreeRDP;

BKJIaJKa «PacmpeHHbIiny:

»  «Metka» — METKa TpaHCIIOPTa MeTaIlyJya (MCIOIb3YeTCs I TOr0, YTOObl Ha3HAYUThH HECKOJIb-

KO TPAHCIIOPTOB METAIIYJIy).
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Hacmpoiika RDP. Bxraoxka «Linux Clienty

W3MeHUTb TpaHCMopT

¢ THble faHHble MapameTpbl SKpan/Qucnnei Linux Client >
MyNbT UMEQMEHEA CHHXDOHW3ELMA
™ Hetr
Wenonbsosats Alsa
™ Het
CTpoKa NPMHTERE
HP_LaserJet_M1536dnf_MFP
Crpoka Smartcard
Ecnv NpoBepeHa cMapT-KapTa, CTPoKa CMapT-KapTel, MCNonb3yeman ¢ KnuedToM freerdp
Monb30BaTENLCKIUE NAPEMETPY
Ecnu He nycT, Ao6aBOYHLIA NapaMeTp 408 BKIKYEeHUS KnenTa Linux (Hanpumep, /usbid,dev:054c:0:

Puc. 270

6.8.3.4.2 RDP (TyHHENIbHBII)

Bce HacTpoliku aHaniorunyHbl HacTpoiike RDP, 3a uckimroueHnem HacTpoek Ha BKiIagke « TyHHETb»

(Puc. 271):

«Tynnensnsblii cepBep» — [P-anpec/ums OpenUDS Tunnel. Eciin noctyn k pabouemy cToity ocy-

HIECTBIISICTCS Yepe3 TIo0aIbHYyI CeTh, HEOOXOAMMO BBeCTH 0oO0mIenocTynHbIA [P-aapec ceprepa

OpenUDS Tunnel. ®opmar: [P_Tunneler:Port;

OTMEHWTE W 2aKpbITbh

CoxpaHnTb

((BpeMH OXNOaHUA TYHHESD) — MaKCUMAJIBHOE BPEMS OKUJaHUA TYHHEIIA,

«IIpunyaurensHas mpoBepka SSL-ceprudukaTay — OpUHYIUTENbHas NpoBepka cepTudukara

TYHHEIIBHOTO CepBepa.

Hacmpouixa RDP. Bxaaoxa « Tynnenvy

W3meHUTb TpaHcrnopT

4 OCHOBHON TyHHENb

T HHENEHbIA CEpEEp

192.168.0.887777

Y4YETHbIE AaHHble

MapameTpobl >

Bpemn oxupaatin TysHenA

30

MNpuHyAMTENbHAA NpoBepKa SSL-cepTudukaTa

I Het

Puc. 271

OTMEHHWTE W 2aKpPbITE CoxpaH1Tb
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6.8.3.4.3 X2Go (mpsimoit)

X2Go, MO3BOISET NOJIB30BATENSIM IIOJy4YaTh JOCTYH K BUPTyalbHbIM pabounm ctonam Linux. Ha

KIIMCHTaX IOAKIIIOYCHUSA HOJIZKCH OBITh YCTAHOBJICH KJIIMCHT XZGO, H Ha BUPTYAJIbHBIX pa60q1/1x CcToJIax

(cepBepe) nokeH ObITh YCTAHOBJIEH U BKJIIOUEH cepBep X2Go.

[TapameTpsl 1 HacTporiku TpaHcnopra RDP:

BKianka «OcHoBHoW» (Puc. 272):

«ms1» — Ha3BaHUE TPAHCIOPTA,

«IIpuoputeT» — NPUOPUTET, UEM MEHBLIE 3HAUCHHE MPUOPUTETA, TEM BbILIE JAHHBINA TpPaHC-
nopT OyJIeT yKa3aH B CIIUCKE JIOCTYIHBIX TPAHCIIOPTOB AJIsl cepBUca. TpaHCHIOPT ¢ CaMbIM HU3-
KUM [IPUOPUTETOM, OyI€T TPAaHCIOPTOM I10 YMOJIYaHHUIO;

«CeTeBoii 1oCcTym» — paspellaeT WK 3ampeliaeT JOCTYI MoJb30Bareseil K ciiyx0e B 3aBHCH-
MOCTH OT CE€TH, U3 KOTOPOH OCYILECTBISAETCS NOCTYII;

«CeTtn» — cereBble AMaINa3oHbl, noaceru win [P-agpeca (HactpauBatorcs B paszgene «CeTu»).
[Tycroe none o3Havaet «Bce ceTuy». Mcnonb3yercs BMecTe ¢ napameTpoM «CeTeBoil 1ocTym;
«Pa3pelieHHbIe YCTPONCTBaY — pa3pemaeT AOCTYII K CIYKOe TOIbKO C BEIOPaHHBIX YCTPOUCTB.
[IycToe none o3HauaeT «Bce yCTPOUCTBaAR;

«CepBHC-11yJIbD» — MO3BOJISET HA3HAUYNUThH TPAHCIOPT OJHOMY WJIM HECKOJIBKUM paHee CO3/1aH-
HBIM IyJiaM yciIyr. MOKHO OCTaBUTH 3TO IOJI€ MYCTHIM M BBIOpATh CIIOCOOBI MOJKIIOYEHUS
IIPU CO3JaHUH ITyJIa yCIYT.

Hacmpoiika X2Go. Bxnaoka « OcHoHOU»

HoBbI TpaHcnopT
OCHOBHOI Y4&THbIE AaHHble MapameTpbl PaciunpeHHbIii

Taru

e
X2Go-xfce

KomMmeHTapuin

NpwopwreT *

1

CeTesoi gocTyn
® ze

OTMEHHTb W 3aKpbITh CoxpaHuTb

Puc. 272
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BKJIaJiKa «YueTHbie nanubie» (Puc. 273):

"  «VMs monb30BaTeNs» — MM IOJIB30BATENs, KOTOPOE OYyJIET MCIIOIB30BAThCS IS JOCTyMa K
pabouemMy ctoiy (ITOJIb30BaTelb JODKEH cyliecTBoBath Ha BM). Eciin manHOoe mone myctoe,
OyJeT UCII0JIb30BaH JIOTUH aBTOpH30BaBIierocs B BeO-unTepderice OpenUDS nonbs3oBaTens;

Hacmpoiika X2Go. Bxnaoka « Yuemnvie danHvley

HoBblit TpaHcnopT

OCHOBHON Y4ETHbIE AaHHble MapameTpbl PacWHpeHHbII

WA nonb3cBaTenn

OTMEHWTb M 3aKpbITh CoxpaHuTb

Puc. 273

Bkiaska «llapamerps» (Puc. 274) — paspernienue nepeHanpaBieHHUs TUCKOB, IPUHTEPOB U JIpY-

TUX YCTPOUCTB;

= «Pa3mep skpana» — pazMep OkHa paboyero croua;

= «DkpaH» — MeHemKep padodero crona (Xfce, Mate u ap.) win BUPTyaau3amus MPUIOKEHUN
Linux (UDS vAPP);

*  «vAPP» — nonnslii nyTh 10 npunoxenus (ecinu «kpan» = UDS vAPP);

*  «BKIoYnTh 3BYK» — BKIIFOUUTH 3BYK;

* «llepenanpaBuTh JOMAIIHIOKO MANKYy» — NEPEHANPABUTH JJOMAIIHIO NaNKy KJINEHTa MOJAKIIIO-
YEeHHUs1 Ha BUPTYaJIbHBINA pabounii cToi (Ha Linux Takxke nepeHanpasiiath /media);

*  «CKOpOCTB» — CKOPOCTh MOKITIOUCHHS;

Hacmpouixa X2Go. Bxraoka «llapamempuol»

Hoebli TpaHcnopT
OCHOBHOM YYETHbIE AaHHble MNapameTpbl PaciunpeHHbIiR

Paamep akpaHa

1366x768 -

BrmioqnTh 38YK
® e

MepeHanpaBuTL AOMALLHI NANKy
B Het

WAN v

OTMEHNTb M 3aKpbITE CoxpaHuTb

Puc. 274
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- Bxmagka «Pacmmpennsiit»y (Puc. 275) — nacTpoiika okHa pabouero crona;
" «3BYyK» — THII 3ByKOBOTO CEPBEPA;
* «KnaBuarypa» — packiajka KIaBUaTypbl;
* «MeTtka» — METKa TpaHCIIOpTa MeTamyJja (MCHOIb3YETCs A TOro, YTOObI HA3HAYUTh HECKOJIb-
KO TPAHCIIOPTOB METAITYJIy).

Hacmportika X2Go. Bxnaoka « Pacuupennoliiy

HoBbIi TpaHcnopT
OCHOBHOW YYETHble faHHble MapaMeTpbl PacunpeHHbIA

¥

Pulse -

KnaewaTypa

Pack
16m-jpeg

KauecTBo*

6 <

OTMEHHTD U 33KPbITh CoxpaHuTL

Puc. 275
6.8.3.4.4 X2Go (TyHHETbHBIN)

Bce nactpoliku anamorudHsl HacTpoiike X2(Go, 3a UCKIIOYEHHEM HACTpOeK Ha BKIaJke «TyH-
Henby (Puc. 276):

- «Tynnensnsiit cepsep» — [P-agpec/mmsa OpenUDS Tunnel. Eciau goctyn k pabodemy cToiy ocy-
IIECTBIISIETCSL Yyepe3 TI00albHyI0 CeTh, He0OXoAnuMO BBecTH obmenoctymnubiii IP-anpec cepsepa
OpenUDS Tunnel. ®opmar: [P Tunneler:Port;

- «BpewMms oxxugaHus TYHHENISD — MAKCUMAIbHOE BpEMS OKUIAHUS TYHHES;

- «[IpunymutensHas mpoBepka SSL-cepTudukaray — NpUHYIUTENbHAs TMpOBepka ceprtudurara
TYHHEJILHOTO cepBepa.

Hacmpouixa X2Go. Bxraoka « Tynnenvy

NU3meHuTb TpaHcnopT
OCHOBHOM TyHHenb YY€THbIE flaHHble MapameTpbl >

Ty HHENbHbIA Cepaep

192.168.0.88:7777

Bpema omMAaHUA TyHHENA *

30

MpuHyauTEnEHaA NpoEepka SSL-cepriwduKkaTa

Het

OTMEHWTD W 3aKpbITh CoxpaHuTb

Puc. 276
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6.8.3.4.5 SPICE (mpsimoit)

[Ipumeuanue. Tpancnoprtueiii nporokosn SPICE Moxer ucnosb3oBaTtbes TOJNBKO ¢ oVirt/

RHEV, OpenNebula u PVE.

SPICE mno3BosiseT mOJb30BaTENsIM MOJNy4aTh JOCTYN K BHUPTYaJbHBIM pPa0OYMM CTOJIAM

Windows/Linux. Ha knuentax moaxitoueHus noybkeH ObiTh yctanoBiieH kiaueHT SPICE (virt-man-

ager).

Mpumeuanue. [us paborel mpsmMoro mnonkimtoueHuss mo mporokony SPICE Ha cepepe

OpenUDS u ximentax OpenUDS, oTkyma ocCymiecTBIsIeTCs MOAKITIOYCHUE, UMEHa Y3JI0B TUIaT()OpPMBI

BUPTYaJIU3alMH TOJKHBI KOPPEKTHO pasperiarbes B [P-anpeca atux y3mos.

[Tapametpsl 1uia HacTpoliku Tpancnopra SPICE:

- Bkiagka «OcHoBHoW» (Puc. 277):

«Ms1» — Ha3BaHHUE TPAHCIIOPTA;

«IIpuopurteT» — NPUOPUTET, YEM MEHbIIIE 3HAUCHHE MPUOPUTETA, TEM BBIIIE JAaHHBIM TpaHC-
nopT OyJeT yKka3aH B CIIUCKE JOCTYIMHBIX TPAHCIIOPTOB JJISl CEpBHCcA. TPAHCIIOPT C CaMbIM HU3-
KM TIPUOPHUTETOM, OyI€T TPAHCIIOPTOM IO YMOJTYAHUIO;

«Ceptudurar» — ceprudukar, creHepupoBaHHbIi B ovirt-engine/RHV-manager wnmm B
OpenNebula. TpeOyeTcst 11 MOAKITIOUEHUS K BUPTYATbHBIM pab0O4HM CTOJIaM;

«CeTeBoii JOoCTym» — paspeliaeT WK 3ampeniaeT JOCTYI MoIb30BaTeneil K ciyx0e B 3aBHCH-
MOCTH OT CE€TH, U3 KOTOPOH OCYILECTBISAETCS NOCTYII;

«Cetn» — cereBble AMana3oHbl, nojaceru win [P-agpeca (HactpauBatorcs B pazzgene «CeTn»).
ITycroe none o3Hayvaet «Bce ceTtuy». Mcnonpzyercs BMecTe ¢ mapaMeTpoM «CeTeBOM JOCTYI»;
«Pa3perieHHbIe YCTPONCTBaY — pa3pemiaeT JOCTYI K CIYKO0e TOIbKO C BEIOPAaHHBIX YCTPOUCTB.
[Tycroe mosne o3HavaeT «Bce yCTPOMCTBaAY;

«CepBHC-ITyJIbD» — MO3BOJSET HA3HAUUThH TPAHCIOPT OJHOMY WJIM HECKOJIBKUM paHee CO3/aH-
HBIM TyJlaM yCiIyr. MOXKHO OCTaBUTh 3TO TOJI€ MYCTHIM M BBIOpATh CIOCOOBI MOJKIIOUYEHUS

IPY CO3JIaHUM ITyJia YCIyT;

BKJIaska «Pacmmpenssiity (Puc. 278) — HacTpoiika okHa pabodero cTona;

«IToaHOPKpaHHBIN PEXUM» — BKIIIOUAET MOJHOIKPAHHBIM peXUM BUPTYaIbHOIO paboyero cro-
na;

«IlepenanpaBieHue cMapTKapTh» — BKIOYAET NIEPEHANIPABICHUE CMapT-KapT;

«Bximounts USB» — pa3peniaer nepeHanpasieHUe yCTPOUCTB, oakIoueHHbIX K USB-nopry;
«Hosiit USB aBToOMeH» — HO3BOJIsIET MepeHanpasisaTe PnP-ycrpoiicTBa, moakitoueHHbIE K
USB-nopry;

«SSL Connection» — Hcoib30BaTh SSL-coeInHEHNE;
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»  «MeTka» — METKa TPaHCIIOPTA MeTaIyJia (MCIOIb3YeTCs I TOTO, YTOOBI HA3HAYUTH HECKOJIb-
KO TPAHCTIOPTOB METAITyJIy).

Hacmportika SPICE. Bxnaoka « OcHo8HOUY

HoBblil TpaHcnopT

OCHOBHOIA PaclwmnpeHHbIi

Tarw

Tarv aToro anemeHTa

Wma *
SPICE

KomMmerTapiu

|'<0I‘.-1I‘.-1€HTE|)HH 3TOrO 3NEMeHTa

MpuopuTeTt *

3

CepTudmkat

CeTesol QocTyn

® o

CeTn

CeTW, accoUMWpOBAaHHBIE C TPAHCNOPTOM. ECNW CETH HE BbIEPAHbI, 3TO 03Ha4aeT BCE CETH -

Paspellétbie yeTpoRCTES

Linux -
Cepeuc-ny nb:
TeryLlWe NPUBA3aHHLIE NYNbI YyCNyr -

OTMEHWTD KM 3aKpbITb CoxpaHWTb

Puc. 277

Hacmportixa SPICE. Bxnaoka « Pacuupennbitiy»

HoBblIi TpaHcnopT

OCHOBHOI PacLuMpeHHbIi

MoNHO3KPaHHBIA DEX MM

I Her
MNepeHanpaeneHe CMapTKapT bi
_ I Her

BrniouuTe USE

® 1a

Hoewiit USB aeTooGMmen

I Her

S5L Connection
W Her

MeTka

OTMEHWTD W 3aKpbITh CoxpaHWTb

Puc. 278
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6.8.3.4.6 HTMLS RDP (TyHHENbHBIIT)

HTMLS RDP mo3BosisieT mojb30BaTeNIsIM IMOJy4aTh JOCTYI K BHPTYyaJIbHBIM paOOYMM CTOJIAM

Windows/Linux uepe3 npotokon RDP ¢ mcnons3oBanuem Opaysepa, nojjaepxkuaromero HTMLS. Ha

BUPTYaJIbHBIX pab0OYMX CTOJIAX JIOJKEH OBITh YCTAHOBJIEH U BKJItOUYEH MPpoTokoa RDP (i1 BUpTYyanbHBIX

pabounx ctonoB Linux HE0OX0auMo ucToab30BaTh XRDP).

[Tapametpsl 11 HacTporiku Tpancriopra HTMLS RDP:

BKiasnka «OcHoBHOW» (Puc. 279):

«MMs» — Ha3BaHUE TPAHCIIOPTA,

«IIpuopurteT» — NpUOPUTET, YEM MEHBIIIE 3HAUEHHUE NPUOPUTETA, TEM BBIIIE JAaHHBIM TpaHC-
nopT OyJeT yKa3aH B CIIUCKE JOCTYIHBIX TPAHCIOPTOB JJIsl cE€pBHCca. TPaHCIOPT ¢ CaMbIM HU3-
KHM IPUOPHUTETOM, OyIeT TPAHCIIOPTOM IO YMOJIYAHUIO;

«CeteBoil 1oCTym» — paspelaeT WK 3alpeniaeT A0CTyN MoJib30BaTeNeil K ciayx0e B 3aBUCH-
MOCTH OT CE€TH, U3 KOTOPOMH OCYIIECTBISAETCS TOCTYII;

«Cetn» — cereBble AMana3oHbl, nojaceru win [P-agpeca (HactpauBatorcs B paszgene «CeTm»).
ITycroe none o3Havaet «Bce cetny». Mcnonb3yercs BMecTe ¢ napameTpoM «CeTeBoil 1oCcTym;
«Pa3perieHHble yCTPOHCTBa» — pa3pelaeT JJOCTYI K CIIy:K0e TOJIBKO ¢ BEIOPAHHBIX YCTPOMCTB.
[lycToe nosne o3HayaeT «BCe yCTPOUCTBAR;

«CepBHC-ITyJIbD — MO3BOJISIET Ha3HAUUThH TPAHCIOPT OJHOMY WJIM HECKOJIBKUM paHee CO3/1aH-
HBIM IIyJIaM yCJIyT. MOKHO OCTaBUTh 3TO I0JIE€ ITyCTBIM M BbIOpATh CIIOCOOBI MOAKIIOYEHHUS
IIPYU CO3JaHUH I1yJIa YCIIYT;

Hacmpotika HTMLS5 RDP. Bxaaoka « Ochoghotiy

M3MeHUTb TpaHcrnopT
OcHOBHON TyHHeNb YYETHbIE AaHHble NapameTpbl >

Tarn

g *

HTMLSRDP
KonmmerTapmn
MpropwreT *

1

CeTeroii gocTyn

® 1

Cern
Paspewéttnie ycTpokcTBa

CepBmc-ny b

ALTEDU, SL -

OTMEHHTDb 1 33KPbITh COXpaH1Tb

Puc. 279
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BKiasika « Tynuens» (Puc. 280):

«TynnenbHsiil cepep» — [P-anpec unu ums OpenUDS Tunnel. ®@opmar: http(s)://IP_Tunneler:
[Port] (8080 — mopT mo ymomyanuto s http, 443 — nuist https);
Hacmpoiika HTML5 RDP. Bxnaoka « Tynnenvy

U3MeHnTb TpaHCnopT
OCHOBHOM TyHHeNb YY€THble laHHble MapamMeTpbl >

Ty HHenbHbIW cepeep *

http://192.168.0.88:8081

Wecnonbsyire TykHent G lyptodon Enterprise

Het

OTMEHHTb W 3aKpbITb CoxpaHWTb

Puc. 280

BKJIasiKa «YueTHbie nanubie» (Puc. 281):

«IIpomycTuTh NaHHBIC aKKAYHTa» — €CJIM YCTAaHOBIEHO 3HadeHue «Jla», ydéTHbIe JaHHbBIE NI
JIOCTYTIAa K BUPTYAJIbHOMY pabodeMy CTOXTy OyayT 3alpaliuBaThCs MPU HOJKITIOUEHHH K CepBe-
py. Ecnu ycranosneno 3nauenue «Het», OynyT ucnonb3oBathest ganasie OpenUDS;
«Mms monb3oBaTens» — UM IMOJIb30BATENsl, KOTOpoe OyJIeT MCIONb30BaThCs Ui JOCTyMa K
pabouemy cToiy (MOIb30BaTENb JOJDKEH cyliecTBoBath Ha BM). Ecnu nanHoe mose mycroe,
OyZeT UCIOJIb30BaH JIOTHH aBTOpU30BaBIerocs B Be0-unrepdeiice OpenUDS monb3oBaTens;
«ITaponby» — apoib MOIB30BaTENsl, YKa3aHHOTO B TI0JIe «VIMsI ToITb30BaTess;
«be3 momeHa» — yka3pIBaeT, EPEHAIPABISIECTCSA U JOMEHHOE UMS BMECTE C IMOJIb30BATENEM.
3nauenue «Jla» paBHOCHIBHO MycTOMY Moo «Domainy;
«/lomen» — momen. Ecnu mosne He mycToe, TO Y4ETHBIC TaHHBIE OYAyT MCIOIB30BATHCS B BHJIE
DOMAIN\user;

Hacmpovixa HTMLS5 RDP. Bxnaoka « Yuemnule Oannvie

M3mMeHnTb TpaHCnopT
OCHOBHOI TyHHenNb Y4ETHbIE aHHble MapameTpbl >
TponyCcTUT b AaHKbIE BKKAYHTE
Het

Wma nonb3soeatend

user

Bes gpomeHa
Het

Domen

OTMEHWTB W 3aKpbITb CoxpaHuTb

Puc. 281
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Briagka «Ilapamerpe» (Puc. 282):

«ITokazarb 060m» — 0TOOpakaTh 000M pabovero cToma;

«Pa3pemuTs KOMII03ULMIO pabouero croya» — BKIOUUTh «Desktop Compositiony;
«CriaxxuBaHue MpUPTOB» — AKTUBUPYET CIIIAXKUBAHUE IIPUDTOB;

«BKIIIOUNTH ayIM0» — MepeHaINpaBIIsATh 3BYK ¢ pab0UYero crojia Ha KIMEHT IMOAKIIOYCHHUS;
«Bxir0unTH MUKPOGOH» — BKJIIOUUTH MUKPO(OH Ha BUPTYyaJIbHOM paboyeM CTOJIE;

«BKIOUNTH N1€4aTh)» — BKJIIOYUTH [1€4aTh HA BUPTYyaJlbHOM paboyeM CTOJIE;

«O0MeH daiinamu» — nmonuTuka oOMeHa QaillaMu MeXAy BUPTyalbHbIM pabOuuM CTOJIOM U
KJIMEHTOM ToAKItoYeHus. [103BossieT co31aTh BpEMEHHBIN KaTajior (pacnoioKeHHBIM Ha cep-
Bepe OpenUDS Tunnel), 115 Bo3mMoxkHOCTH 0OMeHa (aittaMu MEXIy BUPTYyalIbHBIM pabounuM
CTOJIOM U KIIMEHTOM IOJIKIFOUEHUS;

«byep oOmena» — HacTpoiika ob1ero Oydepa ooOMeHa;

«Packnanka» — packiaka KJIaBHaTypbl, KOTopas OyaeT BKIIOUeHa Ha pabovyeM CTOJIe.

Hacmpoiixa HTML5 RDP. Bxnaoka «Ilapamempuory

U3MmeHWUTb TpaHCnopT

< |oBHOW TyHHENB YYETHbIE flaHHbIE MapameTpbi Pacl »

MokasaTb obou
Het
PaspeluTs KoMnosuuMo patodyero cTona
I Het
Crnaxuearue WpnwdTos
HeT
BRAKMKTE BYIMHO
Het
BHAKMKUTE MUKPODOH
Het
BHNKMKTL NEYETE
Het
O6meH hainaMu

Enable file sharing -

Bydep obmena

Enable clipboard -

Packnagka *

English (US) keyboard -

OTMEHHTE 1 3aKpbITh CoxpaHnTb

Puc. 282
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- Bkiajaka «Pacmmpennsiin» (Puc. 283) — HacTpoiika okHa pabo4ero cTona:

» «Cpok nelictBus Omiera» — aomyctuMoe Bpems (B cexkyHaax) ans kiumenta HTMLS s ne-
pesarpy3ku nanHbix 3 OpenUDS Broker (pekoMeHyeTcsl HCIIOJb30BaTh 3HAYEHUE IO YMOJI-
qauuio — 60);

* «OrtkpeiBate HTML B HOBOM OKHE» — MO3BOJISIET YKa3aTb OTKPHIBATh JIM MOJKIOYEHHE B HO-
BOM OKHE;

* «be3onacHOCTb» — MO3BOJISET 331aTh YPOBEHb 0€30MIACHOCTH COEIUHEHMS;

* «[Topt RDP» — nopt RDP (110 ymonuanuto — 3389);

* «MeTtka» — METKa TpaHCIIOpTa MeTamyJja (MCHOIb3YETCs ISl TOTO, YTOObI HA3HAYUTh HECKOJIb-
KO TPAHCTIOPTOB METAITyJIy).

Hacmpoiixa HTMLS5 RDP. Bxnaoka « Pacuupernoiiiy

M3MeHUTb TpaHcnopT

4 TyHHEND Y4ETHbIE [laHHbIE MNapameTpsbl PacwvpeHHbIi

Cpok gelcTewA GuneTa *

60

OTkpmeaTe HTML B HoBOMOKHE *
Open every connection on the same window, but keeps UDS window. -

BesonacHocTb *

Any (Allow the server to choose the type of auth) -

Mopr RDP*
3389

MyTe Kk koHTEkCTY G lyptodon Enterprise

/

MeTka

MeTka TpaHcnopTa MeTanyna (MCNoNb3yeTCA TONBKO NPK FPYNNMPOBKE TPaHCNopTa MeTanyna

OTMEHWTb W 3aKPbITb CoxpaHuTb

Puc. 283
6.8.3.4.7 HTMLS SSH (TyHHETHHBIN)

HTMLS5 SSH no3BossieT mojib30BaTeNsiM HOJIy4aTh JOCTYN K BUPTyaJbHBIM pPabOYUM CTOJIaM
Linux mo nporokoiry SSH ¢ ucnonb3oBanueM Opaysepa, nogaepxusatoniero HTMLS (ra mamuHax 1071-
’eH ObITh 3amyiieH cepep SSH). Mcnonb3ys maHHBIM TpaHCIIOPT MOKHO IMOJKIIIOYATHCS K cepBepam
Linux, Ha KOTOpPBIX HE YCTAaHOBJIEH OKOHHBIM MEHeKep WU cpesia pabodero CToa.
[Tapametpsl 1y HacTpoliku Tpancniopra HTMLS SSH:
- Bkiajaka «OcHoBHOW» (Puc. 284):

» «/ms» — Ha3BaHUE TPAHCIOPTA;
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» «[Ipuopurer» — NPUOPHUTET, YEM MEHBIIEC 3HAUCHHE MPUOPHUTETA, TEM BBIIIEC JAHHBIA TPAHC-
nopT OyJeT yKa3aH B CIIUCKE JOCTYIHBIX TPAHCIOPTOB JJIsl cE€pBHCca. TPaHCIIOPT ¢ CaMbIM HU3-
KUM IPUOPUTETOM, OyIeT TPAHCIIOPTOM IO YMOJIYAHUIO;

» «CereBoiil AOCTYI» — pa3pellaeT Wiu 3anpeliaeT J0CTyIl Moab30BaTeiel K ciiyx0e B 3aBHCHU-
MOCTH OT CE€TH, U3 KOTOPOH OCYIIECTBISAETCS TOCTYII;

» «Cetn» — cereBble AMaNa3oHbl, nojaceru win [P-agpeca (HactpauBatorcs B pazzgene «CeTu»).
ITycroe nosne o3HauaeT «Bce ceTw». Mcnonp3yercs BMecTe ¢ napamerpom «CeTeBoi 10CTyI;

» «Paspemennsie ycTpoiicTBa» — pa3peniaer JOCTYIl K CIy»0e TOJBKO C BBIOPaHHBIX YCTPOMCTB.
[lycToe nosne 03HayaeT «Bce yCTPOUCTBAR;

» «CepBHC-ITyJIbD» — MO3BOJSET HA3HAUUThH TPAHCIOPT OJHOMY WJIM HECKOJIBKUM paHee CO3/1aH-
HBIM IIyJIaM yCJIyT. MOKHO OCTaBUTh 3TO I0JIE€ ITyCTBIM M BbIOpATh CIIOCOOBI MOAKIIOYEHHUS
IPY CO3JIaHUHU ITyJia YCIIyT;

Hacmpoiika HTML5 SSH. Bxnaoka « Ocnognotl»
HoBbIii TpaHcnopT

OCHOBHOM TyHHENb YYETHbIE flaHHble MapamMeTpbl F >

Tarm

Wmm *

HTMLS5 S5H

KommenTa prM

MpuwopuTeT *

1

CeTesoit gocTyn
® oo

SimplyLinux -

OTMEHHTE W 3aKPbITE CoxpaHWTe

Puc. 284
BKuasika « Tynuens» (Puc. 285):
» «TynnenbHsIil cepep» — [P-anpec unu ums OpenUDS Tunnel. ®opmar: http(s)://IP_Tunneler:

[Port] (8080 — mopT mo ymomnuanuto g http, 443 — nns https);



258

Hacmpotika HTMLS5 SSH. Bxnaoka « Tynnenby

HoBblid TpaHcnopT

OCHOBHOI TyHHENB YYETHbIE laHHble MNapameTpbl F >

Ty HHenbHbI cepeep

https://192.168.0.88:10443

OTMEHWTL M 3aKpbITE CoxpaHuTb

Puc. 285

BKJIaJIKa «YueTHbIe nanubie» (Puc. 286):

«Vms monp30BaTeNs» — MMS IOJIB30BaTeNsl, KOTOpoe OyJeT MCIOIb30BaThCs JUIS JOCTYyINa K

pabouemy cToiy (MOIb30BaTENb JOJDKEH cyliecTBoBaTh Ha BM). Ecnu nanHoe mose mycroe,

OyZeT UCIOJIb30BaH JIOTHH aBTOpU30BaBIerocs B Be0-unrepdeiice OpenUDS monb3oBaTens;
Hacmpoiixa HTMLS5 SSH. Bxkraoka « Yuemusie Oanubiey

HoBbliA TpaHcnopT

OCHOBHOW TyHHENb Y4&THble AaHHble MapameTpbl F >

WMma nonbsosatenn

user

OTMEHHTD W 2aKpbITb CoxpaHUTb

Puc. 286

BKimanka «ITapamerpery (Puc. 287):

«SSH-komaHa» — KOMaHza, KoTopasi OyAeT BBINOJIHEHAa Ha yJaanéHHoM cepBepe. Ecimm ko-
MaHJla He yKa3aHa, OyJeT 3amylieHa HHTepakTuBHas oboouka (Puc. 288);

«O0MeH daitnamm» — MoNMUTHKAa 0OMeHa QaillaMu MEeXAy BUPTYyaJlbHBIM pabOouuM CTOJIOM U
KJIMEHTOM HOJKIIOUEHUS;

«Kopenp o0miero goctyna k Qaiimam» — KOpHEBOM Kartaior ais aoctyna kK ¢ainam. Ecau He
yKa3aH, OyJieT NCTIOJIb30BaThCsI KOPHEBOH Katajor (/);

«ITopt SSH-cepBepa» — nmopt SSH-cepBepa (1o ymonuanuto — 22);

«Kirou xocta SSH» — kimrou xocta SSH. Ecin kimto4 He yka3aH, MpoBepKa MOJUIMHHOCTH XOCTa
BBINOJIHATHCS HE OyIeT;

«Ilonnepxka cepBepa B paboueM COCTOSHHUM» — BpeMs (B CEKyHIaX) MEXAy COOOIEHUSIMH
NPOBEPKH aKTUBHOCTH, OTIIPABIISIEMBIX Ha cepBep. Ecim He ykazaHo, COOOIICHHS TPOBEPKU

AKTUBHOCTH HC OTIIPABJIAIOTCA;
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Hacmpourxa HTMLS5 SSH. Bxnaoxa «llapamempuoly

HoBbIii TpaHcnopT

OCHOBHOM TyHHEND Y4E€THbIE AaHHbIe MapameTpbl F o>

SSH-komanma

Disable file sharing v

Kopetb ofwero gocTyna Kk dainam

Mopr S5H-cepeepa ™

22

Kntod xocTa 55H

I'L:,:e;::~.m—|'e cepeepa B paboyeM COCTORHMKM ™

30

OTMEHWTb M 2aKPbITh
Puc. 287
OpenUDS. Ilooxnmouenue no HTMLS5 SSH

v 9 uds X | == UDS X | + - 5 x
<« C [ © Heaaumuerno  Bips://192.168.0.88:10443/guacamole/... [0 ¢ o} P -

Puc. 288

BKIasika «Pacmmpennstiny (Puc. 289):

» «Cpok nelicTBus Omiera» — aomyctuMoe Bpems (B cekyHnax) ais kaueHta HTMLS ans ne-
pe3arpy3ku gaHHbeIx U3 OpenUDS Broker (pekomeHyercss UCIONB30BaTh 3HAYEHUE 110 YMOJI-
yaHuto — 60);

* «OrtkpbeiBath HTML B HOBOM OKHE» — MO3BOJISIET yKa3aTh OTKPHIBATh JIM MOAKIIOYEHHUE B HO-
BOM OKHE;

* «MeTtka» — METKa TpaHCIIOpTa MeTamyJja (MCHOIb3YETCs AJIs TOro, YTOObI HA3HAYUTh HECKOJIb-

KO TpaHCHIOPTOB MeTaHy.]'IY) .
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Hacmpoiika HTMLS5 SSH. Bxnaoka « Pacuupenmviiiy

HoBblii TpaHcnopT
< TyHHEND Y4&THble faHHble MapameTpbl PacimpeHHbIi

Cpok geicTemMA Guneta *

60

Open every connection on the same window, but keeps UDS window. v

MeTka

OTMEHWTE M 3aKPbITh CoxpaHuTb

Puc. 289

[Tocne BXonma Ha ynajn€HHBIA CEpBEpP, B 3aBUCHMOCTH OT HACTPOCK TMOJIMTHKH OoOMeHa (aiimamu,
MOXXHO CKauuBaTh/3arpykatb Qainel. s 3arpy3ku  (ailioB MOXHO OTKPBITH OKHO HACTPOEK
(<Ctrl>+<Shift>+<Alt>), BbIOpaTh yCTPOHCTBO B Tmoyie «YCTpOHCTBa», HaXaTb KHONKY «3arpys3ka
daiinoB» u BeIOpath (aitn. Xox nepenaun gaiina OyaeT mokasaH B JIEBOM HIDKHEM yriy okHa (Puc. 290).

HTML5 SSH. Ilepeoaua ¢hatinos

v P uds X | mm DS x| + - & X

WRzzdat... [F 3¢ o3 PAS -

€ C M © HeawmuieHo  Bibpsi//192.168.0.88:10443/guacamole/#/client/VURTAGMA

/home 3arpyska ¢aiinos

= user 3arpyiku

" alt-server-11.0.pdf

IATPY3IHN DARNOB

alt-server-11.0. pdf

229 MB

Puc. 290
6.8.3.5 Cemu

B OpenUDS M0HO 3aperucTpupoBaTh pa3iHYHbIE CETH YISl YIIPABICHUS JTOCTYIIOM KIMEHTOB K
BUPTYaJIbHBIM pab04YMM CTOJIAM WUJIU TMPUITIOKEHUSIM. DTH CETH COBMECTHO C TPAHCIOPTOM OyayT orpese-
JSTh, KAKOW THI AOCTYyMa OyJeT JOCTYNEH MOIb30BaTENSAM I MOJKIIOYCHHS K BUPTYaIbHBIM pabouyuM
CTOJIaM.

B paznene «Cetn» Haxatb kHonky «HoBbiit» (Puc. 291).

B otkpeiBmiemcst okue (Puc. 292) cienyer ykazath Ha3BaHHE CETH M CETEBOM Juaria3oH. B kade-
CTBE CETEBOI0 JUAla30Ha MOKHO YKa3aTh:

- oauHOuHBIM [P-agpec: xxx.xxx.xxx.xxx (Hanpumep, 192.168.0.33);
- TOJCETh: XXX.XXX.XXX.XXX/X (Hampumep, 192.168.0.0/24);

- nuanasoH IP-aapecoB: XXX.XXX.XXX.XXX-XXX.XXX.XXX.XXX (Hampumep, 192.168.0.1-192.168.0.50).
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OpenUDS. Jlobasumb Ho8YIO cemb

\‘ uDs

E
i

] DuneTp

- 0ofD (:)

=
E] (L ER o Dnanazou

iy

B

]

Puc. 291

OpenUDS. Hosas cemv

Hoea#n ceTb

am

Wran *

LAN

CeTesoi gManazoH

192.168.0.0/24

OTMEHHTE M 33KPEITE CoxpatuTe

Puc. 292

Ilocne co3maHust ceTeil MOSBUTCS BO3MOXKHOCTh yKa3aThb MX IPH CO3JaHHH/PElaKTUPOBAHHU
TpaHcnopTa. MoKHO HACTPOUTD, OYJIET JIU JaHHBIA TPAHCIIOPT OTOOPAXKATHCS y KIMEHTA, B 3aBUCUMOCTH
OT CETH, B KOTOpOH HaxoAuTcs KiueHT. Ecnu cetu i TpaHcmopTa He ONpeJesieHbl, JOCTYI K ciyk0am
pabouero crojia U BUPTyaJIbHBIM IPUIIOKEHUSAM OyJIeT BO3MOXKEH U3 JIF000H ceTH.

6.8.3.6 Ilynwi ycnye

[Tocne Toro, kak OBLT CO3/1aH M HACTPOEH XOTS ObI OJMH MOCTABIIUK YCIYT C COOTBETCTBYIOIIEH
ciyx00i/ycnyroii, ayreHTH(UKATOpP (C MOIB30BaTENIeM U rpymmoii), MeHemkep OC U TpaHCTIOPT, MOXKHO
co3aath myJ1 ycnyr («CepBUC-TIyI») AJIs Iy OTMKAIIUN BUPTYTBHBIX PA00YHX CTOJIOB.

B paznene «CepBuc-mynb» Haxath kHONIKY «HoBbri» (Puc. 293).
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OpenUDS. Hoswiii nyn ycaye

L uos
w
= 1, axcnopr
a
g CepBucbl
—~ Wma 4+ Cratyc O —— logroTagnMeaeTcA  Mcnonb3oBaHue
e

| |

]

Puc. 293

3amoHUTh apaMeTPhl KOHPHUTYpAIHH:
BKianka «OcHoBHOW» (Puc. 294):

»  «Wms» — Ha3BaHUE CITYKOBI (3TO UMS OyIET MOKa3aHO MOJIB30BATENIO UTSI TOCTYIA K pabodemy
CTOJIy WJIM BHPTYaJIbHOMY HPWIOXKEHHUIO). B 3TOM mojie MOXKHO HCHOIb30BaTh MEPEMEHHBIE
JUTSL OTOOpaKEeHUST HHPOPMAITUH 00 yCITyrax:

O {use} — YKa3bIBaeT MPOICHT HCIIOJIb30BaHUs ITyJia (PacCUMTHIBACTCS HAa OCHOBE MOJIS
«MaxkcumanbHOE KOJMYECTBO MPEJOCTABIIIEMBIX CEPBUCOBY U HA3HAUEHHBIX YCIIYT);

O {total} — oOlIee KOJIMYECTBO MAIIUH (JJaHHBIC U3BJICYECHBI U3 MOJIs « MaKkcUMalbHOE KO-
JIMYECTBO TPEAOCTABIISIEMBIX CEPBHCOBY);

O {usec} — KOJIMUYECTBO MAIlIWH, UCTIOJIb3yEMbIX MOJIH30BATEISIMU B MYJIE;

O {left} — KOJMYECTBO MAINH, JOCTYITHBIX B ITyJI€ JUIS MOIKIFOYECHUS TTOIb30BaTEIICH;

= «ba3oBeIii cepBHC» — CITy)k0a, CO3/IaHHAsi paHEe B MOCTABIIMKE YCIYT (COCTOUT U3 MOCTABIIIMKA
ycayr 1 6a30BoOil ycIyTn);

»  «OC Menemxkep» — panee co3maannbiii MmeHekep OC, koH(HUTYpaIus KOTOPOTo OYIeT IpUMe-
HATHCS K KOXKJIOMY U3 CO3JJaHHBIX BUPTYAJIBHBIX PA0OYHMX CTOJIOB HMJIM NPUIIOKEeHUH. Ecim BbI-
Opana ycnyra tuna «Cratudeckuid [Py, 3T0 mosie He UCTIONb3yeTCs,

» «[ly0nukoBaTh MpU CO3JAHUN» — €CIIH 3TOT MapaMeTp BKIIOUEH, IPU COXPAHEHUH ITyJia yCIyT
cUcTeMa aBTOMAaTHYECKH 3aIyCTUT TIepBYI0 myonukanmo. Eciu ycranosieno 3Hauenue «Hery,

OyzieT He0OXOAMMO 3aIyCTUTh ITyOJIMKAIIMIO CepBHCa BpYUHYIO (13 BKiIanku «[lyOnukanumy);
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OpenUDS. Hoeguvuii Service Pool. Bkraoka « OchogHoti»

HoBbiit nyn ycnyr
OCHOBHOI 3KpaH/Oucnnei PaciuMpeHHbIN [ocTynHoC T

Tarm

Wna*

SL

KopoTkoe umA

KonmmexTapun

BhIH CEPRML

PVE\SImply -

G MEHEIHED

Linux non-persistent -

MyBAKKOBATL NPH CO3ARHMM

® e
OTMEHWTB W 3aKpbITb CoxpaH1Tb

Puc. 294

BKuasika «Jkpan/ducruieit» (Puc. 295):
*  «Buaumbliy — eciiu 3TOT MapaMeTp OTKIIIOUEH, MyJl He Oy1eT 0ToOpa)kaThCs y MOJIb30BaTeNeil;
» «[IpuBs3anHblii 00pa3z» — u3zo0pakeHHue, CBA3aHHOE C yciayroi. M3o0paxkeHne 1OMIKHO OBITh
npeBapuTeNbHO J00aBICHO B PENo3UTOpuil m3o0paxeHuit (pazaen «MHcTpymenTs» — «la-
nepes»);
» «[lya-rpynmnay» — mo3BoOJseT TPYINIUPOBATh pa3IuyHble CiIykObl. ['pynna nomkHa ObITH Mpe-
BapUTEIBHO co3faHa B pasaeine «llyns» — «['pynmay;
»  «JlocTym K KaJeHJapio 3arpeniéH» — Mo3BOJSET yKazaTh COOOIIeHNE, KOTOpoe OyAeT MOKa3aHo
M0JIb30BATEINI0, €CIIU IOCTYII K CEpPBHCY OTPaHUYEH MpaBUIaMH KaJleHAaps;
OpenUDS. Hoeswiii Service Pool. Bknaoxka «Oxpan//[ucnaeti»
HoebIn nyn yenyr

OCHOBHOI Skpan/ducnnei PacilnpeHHbiif JlocTynHOCTh

BuguMei

® ne

TIPHBAIAHHbIA C6pas
B sL2 -

T no YMONYaHWH -

JocTyn K KaneHaapio sanpewét

OTMEHNTB 1 33KPbITE CoxpaHuTb

Puc. 295
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BKuasika «Pacmmpennsiiny (Puc. 296):

«Pa3zpemnTh yaaneHue 1noib3oBaTeIsiMu») — €CJIM 3TOT MapaMeTp BKJIIOYEH, IOJIb30BaTENIN MO-
I'YT yJalsaTh Ha3HaUeHHbIE UM ciy>kObl. Eciin cepBuc npencrasiser co60i BUPTyaibHbIH pado-
YU CTOJI, aBTOMaTH4ecKu crenepupoBanHbiii OpenUDS, oH Oyzaer ynaneH, v pH cieyromeM
NOJKIIIOUEHUH eMy OyneT HazHaueH HoBbIH. Ecnm 3To npyroit tun cepBuca (VAPP/cratnue-
ckuii IP), Oyzer ynaneHo TonbKo Ha3HAYeHHE, a HOBOE OyJeT Ha3HaYeHO Ha cieaylollee Moj-
KJIFOYEHUE;
«Pa3pemuTs cOpoc MoONb30BaTENSMUY — €CIIM 3TOT MapaMeTp BKJIIOYEH, OJIb30BATENb CMOXKET
nepe3anyckarh WM cOpachiBaTh Ha3HAUCHHBIE €My CIIY>KObI (OTHOCHUTCSI TOJIBKO K BHPTYalb-
HBIM pa00O4MM CTOJIaM, aBToMaTH4ecku co3ganabiM OpenUDS);
«MrHOpHUpYyeT HEeHCIOb3yeMbIe» — €CIM 3TOT MapaMeTp BKIIOYEH, HEMOCTOSHHbIE 0JIb30Ba-
TEJIbCKUE CITY>KObI, KOTOpPBIE HE UCTIONB3YIOTCS, HE OYAYT yAAIAThCS;
«IToka3aTh TpaHCIOPTBI» — €CIIU ATOT MapaMeTP BKIIIOUEH, OyAyT 0TOOpakaTbCs BCE TPAHCIIOP-
Thl, Ha3HaYeHHbIE yciyre. Eciaum mapameTp He aKkTUBHUPOBaH, OyJIeT OTOOpa)kaThCs TOJBKO
TPAHCHOPT [0 YMOITYAHHIO (C HAUBBICIIMM IIPUOPUTETOM);
«Y4eTHbIe 3aMCU» — Ha3HAYCHUE YCIYTH paHee co3/laHHbIM «AkkayHTam» («llymbp»y — «Ak-
KayHTbI»);

OpenUDS. Hoswiii Service Pool. Bkraoka « Pacwupennwiiiy

Hosblid nyn ycnyr

OCHOBHOM SKpaH/Orcnnei PaclumpeHHbI#A AocTynHOCTh

PaBp?LIJl’Tb Y¥OANEHWE NONbI0BEATEMAMMK
Het

FaBpE'LIJl’Tb :5[303 MoNE30EATENAM
Her

HrHopupyeT HeMCNoNbIyeMbIE
Het

MNoKasaTe T PAHCNOPTE

® na

¥YETHLIE 38MKHCH

OTMEHUTb M 3aKpbITh CoXpaHHTE

Puc. 296

BKIagka «/locrymHoctey» (Puc. 297):

((HepBOHa‘-IaJ'IBHO JOCTYIIHBIC CCPBUCHD — MHUHUMAJIBHOC KOJIMYCCTBO BUPTYAJIbHBIX pa60q1/1x

CTOJIOB, CO3AaHHBIX, HACTPOCHHLIX U Ha3HAYCHHBIX/ AOCTYIIHBIX IJIA CJIy)K6BI;
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» «CepBHUCH AJs yIEpKaHUA B KAIIE» — KOJIMYECTBO JIOCTYIHBIX BUPTYAJIbHBIX paOOYHX MECT.
Ot BM Bcerga OyayT HacTpOEHBI U TOTOBBI K Ha3HAUEHUIO IOJIb30BaTEN0 (OHU OyIyT aBTO-
MaTHYECKH CO3JaBaTbCs 70 TEX IOp, MOKa He OyAeT JOCTUTHYTO MAaKCHMaJIbHOE KOJIMYECTBO
MalllMH, yKa3aHHOE B 11osie MakcuManbHOE KOJIMYECTBO IIPEIOCTABIIAEMBIX CEPBUCOB);

» «CepBuchl, xpausmuecs B L2 x31e» — KOIWYeCTBO BUPTYAJIbHBIX pab0unX CTOJIOB B CISIIEM
WIH BBIKIIFOYEHHOM COCTOSIHMU. BupTyanbHble pabouue CTOJbl, CTeHEPUPOBAHHBIE HA YPOBHE
Koma L2, OyayT nomeneHsl B K311, KaK TOJIBKO cUCTeMa oTpedyeT ux (OHM HUKOrza He OyIyT
HaNpsMYI0 Ha3Hau€Hbl OJIb30BATEIISAM);

" «MakcuMaabHOE KOJIMYECTBO IPENOCTABISIEMBIX CEPBUCOB» — MAaKCHUMAJIbHOE KOJUYECTBO
BUPTYaJbHBIX PabOYMX CTOJIOB, CO3JAAHHBIX CHUCTEMOW B JaHHOM Iyjie (pabouue CTOJbI, CO-
3JaHHbIe B Kau1e L2, He yuuThIBAIOTC).

OpenUDS. Hoswiii Service Pool. Bkiaoka «/[ocmynnocmby

HoBebliA nyn ycnyr

OCHOBHOIH 3KpaH/Qucnnei PaciuHpeHHbIi OocTynHOCTb

MNepBoHaYanbHe QOCT YNHbIE CEPBHCH!
H ¥

5

CepBMuch! ANA YAEPHAEHWA B K3LLEe

5

Cepeuchl, xpanAwmecA B L2 kawe

0

MakcumMansHoe KoNMMECTBO NPeSOCTaBNASMbIX CEPEKUCOR

10

OTMEHWTD M 38KPbITH CoxpaHuTb

Puc. 297

[Mocne naxxatust KHONKU «COXpaHUTB» M CHCTEMa HAYHET CO3/1aBaTh BUPTyalbHbIE pabo4He CTO-
JbI HA OCHOBE HACTPOECHHOIO KAIIA.
[Tocne co3ganus myna, B HACTpOMKax (ABa)KIbl MIEJIKHYTh MBIIIBIO 110 CTPOKE CO3AAHHOTO IMyJia
WIN B KOHTEKCTHOM MEHIO ITyJia BbIOpaTh MyHKT «IloapoGHOCTEY):
- Ha Briuagke «['pymme» (Puc. 298) HasHauuTh rpymnmsl AocTyna (BeIOpaTh ayTEHTU(HUKATOP U
rpyIIty, KOTopas OyAeT UMETh JOCTYI K 3TOMY ITyJIy CIyXk0).
- Ha Bkinajke «Tpancnopte» (Puc. 299) BbiOpaTh criocoObl MOAKIIOUEHUS TOJIB30BaTeNel K pado-

YeMmy CTOJTy.
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OpenUDS. Hasnauenue epynnoi nyny ciysico

HoBas rpynna gna SL

AyTeHTH(UKATOR

freeipa

rpynna
cn=ipausers,cn=groups,cn=accounts,dc=example,dc=test

OTMEHUTb Xopowo

Puc. 298

OpenUDS. Bvi6op cnoco606 nookmoueHus K nyiy cuysico

DUNLTP
1-20f2

<

T, Sxenopr B Yaanums

MpuopuTeT Wmn 4 Tun KoMmeHTapuu

O 1 RDP RDP
O 1 X2Go-ifce ¥2Go
Puc. 299

6.8.3.7 Mema-nynwei
BupryansHbie pabodne CTOIBI MOKHO CTPYIIIIUPOBATH B MYJbI pabodmx CTOJOB («MeTa-myis»),
YTO YIPOIIAET yIpaBlieHHe u oprannzanuio. Co3manue «MeTta-1yina» MO3BOJIHUT MOIYYUTh JOCTYII K BHP-
TyaJIbHBIM pabo4yuM CTOJIaM WM IMPUIIOKEHUsIM U3 pa3Hbix «llynmoB yciyr». Ot mynsl OyayT paboTaTh
BMECTE, MPEAOCTABIISIS PA3TUYHbBIE YCIYTH a0COIIOTHO MPO3PAYHBIM IS MOJIb30BaTENeH CIIOCOOOM.
[Tyner yenyr, obpasyromue «Merta-mym», OyayT paboTath B COOTBETCTBUU C TIOJUTHKOM, KOTOpAs
MIO3BOJIMT MPEJOCTABIIAT YCIYTH B COOTBETCTBHH C TIOTPEOHOCTSIMH TTyJIa.

Uro6sl co3nate «MeTa-mymn», HeoOXxoauMo B paszzaene «MeTa-mynb Haxarb KHONKY «HoBBII»

(Puc. 300).
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OpenUDS. Hoeswiti «Mema-nyny»

\‘ uDs
= i MeTa-nynbl
= 1, 3xcnopr

0of0 (:)

L
S
(75|
- Hms P KommenTapun MonuTHra ncu'lC:P::ac::elnH O4roTAaENMESIETCA Bugumeii

Puc. 300

3amoJHUTh apaMeTpbl KOHPUTYpaIHH:
BKiasika «OcHoBHOW» (Puc. 301):
= «WMmsa» — meTa-mmyna (9T0 OyJeT BUACTH MOJIB30BATENb JIJIS JOCTYTA K CITYKO0e);
»  «KopoTkoe nuMms» — eciim yKa3aHo, TO 3TO Oy/eT BUAETh MOJIb30BaTeNb IS OCTYIA K CITyx)0e
(Ipu HaBeJIeHUHU Ha HETO yKazaTels MOSBUTCS coaep kumMoe moist « msi»);
» «[lomuTHka» — MONUTHKA, KOTOpas OyAeT MPUMEHSTHCS IMPH CO3JaHHH CEPBUCOB B ITyJIax
YCITYT, SIBIISTFOIIMXCS YaCThIO METa-ITyJa:
o «Eventy distributed» — ycimyru 6yayT co3aaBaThCsi U MCIOJIb30BAaThCSl PABHOMEPHO BO BCEX
myJax yCIIyT, COCTAaBIISIOUINX METa-1IyJI;
o «Priority» — ycinyru OynyT co3maBaThbCsl M MCIOJIB30BATHCSA M3 ITyJIa YCIYT ¢ HAMOOIBIINM
HPUOPHUTETOM (IIPUOPHUTET OmpezessieTcs 3HaueHneM nons «[Ipuopurer», yem HIbKe 3Haue-
HHE 3TOT0 TOJIsI, TEM BbIIIE IPUOPUTET y AneMeHTa). Korga Oyner JOCTUrHYTO MakCHMalb-
HOE€ KOJIMYECTBO CEPBUCOB JAHHOTO ITyJia YCIIYT, OyIyT MUCIOIB30BATHCS CEPBUCHI CIEIYIO-
11T 0;
o «Greater % available» — ciyxO0blI OyyT co3aBaThbCs U UCIOIB30BAThCA U3 IyJa YCIYT, KO-

TOPBIA IMEET CaMbIii BEICOKUH MPOLIEHT CBOOOIHBIX YCIIYT;
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OpenUDS. Hoegviti mema-nyn. Bknaoka « OcHogHoU»

HoBbiii MeTa-nyn

OCHOBHOM rpan/Nucnnen

Wran *

OBpazoeaHue

HKopomoe HMA

ALT
OMMEHTEPHH
MNonKTHKa
Evenly distributed -
OTMEHWTL W 3adKPbITh
Puc. 301

BkIajgka «Okpan/Jucruieit» (Puc. 302):

«IIpuBsizanHbIil 00pa3» — M300paKeHHEe, CBSI3aHHOE C MeTa-mmysioM. M300pakeHne MOIKHO

OBITH TIPEABAPUTEIILHO JO0ABICHO B PEMO3UTOPHI n300paxeHuit (paznen « MHCTpyMEHTHD) —

«"anepes»);

«Ilyn-rpymnmna» — no3BoJjsieT TpyNIupoBaTh pasinyHble CIykObl. I'pynmna nomkHa ObITh Tpea-

BApUTEIBHO co3/1aHa B pasnene «Ilymepy — «'pynmay;

«BunumBbIin) — ecii ATOT MapaMeTp OTKITIOYEH, Tyl He OyIeT 0TOOpaxaThesl y OJIh30BaTENeH;

«/locTyn K KaneHaapro 3anpemén» — Mo3BoJIseT yKazaTh COOOIIeHNe, KOTopoe OyAeT NOKa3aHo

M0JIb30BATEIIO, €CJIN JIOCTYI K CEPBHUCY OIpaHUYEH MpaBUIaMH KaJeHIaps;

«BBI0Op TpaHCTIOPTa» — YKa3bIBACT KaK HA METa-IyJ1 OyJeT Ha3HaueH TPAHCIIOPT:

o «Automatic selection» — OyneT AOCTYNEH TPaHCIOPT C CaMbIM HU3KHUM MPHOPUTETOM, Ha-
3Ha4YeHHBIM MyJy ycayr. Beibop Tpancnopra He JoImycKaeTcs;

o «Use only common transports» — B MeTa-Ityjie OyZeT IOCTYIEeH TPaHCIOPT, KOTOPBIA SIB-
JsieTcst OOIIMM /7Sl BCETo ITyJa yCIyT;

o «Group Transports by label» — B MeTa-myne Oyaer 1ocTyneH TpaHCIOPT, KOTOPOMY Ha3Ha-
YEeHbl METKHU (3TO TI0JIe HAXOJAUTCS B HACTPOIKaX TPaHCIOPTa Ha BKJIaIKe «JlOMOTHHUTENb-

HOY).
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OpenUDS. Hogvuii mema-nyn. Bkraoka « dxpan//lucnieiiy

HoBblid MeTa-nyn

O CHOBHOH 3kpan/OQucnned
MNpreAzaHHbid obpaa
iy BaseALT -
MNyA-rpymna
T Mo ymonuanuo -
Enaumsii
® 2

DocTyn K KENeHOEPHD 38NPEWEH

Boifop TpaHenopTa
Automnatic selection -

OTMEHWTE W 38KPBITE CoxpaHums

Puc. 302

[locne cozmanus MeTa-myna, B HACTPOMKaX (JABaXKIbl IIEIKHYTh MBIIIBIO [0 CTPOKE CO3/1aHHOTO
myJia WM B KOHTEKCTHOM MEHIO ITyJia BBIOpaTh MyHKT «IloapoOHocTh)») HeoOxoanmo Ha Biiajke «Ilymbr
yCIIyr» 100aBUTh Iy yciryr B MeTa-mya (Puc. 303).

OpenUDS. Jlobasnenue nyna ciysxicod 6 mema-nyi

HoBbIi NyN y4acTHUKOB

MNpropuTer
0

Myn yenyr
AD

Brnioueno?

® 2

STEaS m

Puc. 303

s no6aBneHus mysa yciayr He0OXOJUMO YKa3aTh:

- «lIpuopurer» — MpUOPHUTET, KOTOPBIA OyAET UMETh JaHHBINA IyJ YCIyT B MeTa-myse (4eM HIbKe
3HAYCHHE, TeM OOJIbIIIEe TPHOPHUTET);

- «[lyn ycnyr» — myn yciyr, KOTOpbIil OyaeT 7o0aBieH B MeTa-yl (TyJ YCIyT AOJKEH OBITh Mpen -

BapHUTEILHO CO3/IaH);
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- «BxirodeHo» — BKITIOYAET WM OTKIIOYAEeT BUTUMOCTD ITyJia YCIYT B METa-ITyJIe.

MoXHO J00aBUTH CTOJBKO IIyJIOB YCIYT, CKOJIBKO HEOOXOIMMO, KOMOWHHPYS CITyXOBbI,
pasMenieHHble Ha pasHbiXx mnatdopmax Bupryanuzanuu (PVE, KVM, OpenNebula u T.1.), cepBepax
MPUIIOKEHUH M CTATUYECKUX yCTPOMCTBAX.

Kak u mpu co3manum myna yCiIyr, 34€Ch €CTh CIEIyIOIIUMe BKIAJAKH C WHpopManuedn u
KoH(puryparmmei:

- «Ha3HaueHHBIE CEPBUCHD» — TOKA3bIBACT CIY)KOBI, HA3HAUCHHBIC OJIH30BATEISIM (MOKHO BPY4-

HYIO0 YJQJIUTh Ha3HAYCHHE U TIEPEeHA3HAYUTh IPYTOMY MOJIb30BATEINIO);

- «['pynmeD» — yKa3bpIBaeT, KaKue TPYIIILI TOJIb30BaTeNeH OyIyT HMETh JOCTYI K YCIIyTE,
- «JlocTyn K KaJleHIapro» — MO3BOJISIET IPUMEHHUTD PaHee CO3JaHHBINA KaJeHIaph J0CTYIIa;

- «KypHanb» — )KypHalbl MeTa-IyJja.

6.8.3.8 Vnpasnenue docmynom no kanenoapio

B OpenUDS MOXHO HACTpOUTH OTpaHUYCHHE JIOCTYIA IMOJh30BaTeNel K yAaJleHHBIM padodnM
CTOJIaM M BUPTYaJbHBIM MPHJIOKEHUSM IO JIaTE U BpEMEHHU.

C noMmomplo KajeHaaps TakXe MOKHO aBTOMATHU3MpPOBaTh oOINpeieieHHble 3anauu B «llyme-
yCIIyT», TakWe Kak CO3JaHHE HOBBIX ITyOJIMKAIMNA, HACTPOWKAa 3HAYCHUH CHUCTEMHOTO KOIIIA,
no0aBieHue/yJjajieHre TPy U TPaHCIopTa, U3MEHEHHE MaKCUMAaJIbHOTO KOJIMYECTBA yCIyT.

UroObl co3naTh KaleHAapb, cienyeT B pasgene «Kamenmapw» Haxarte KHonky «HoBbI», B
OTKpBIBLIEMCSI OKHE BBECTH ONMCAaTENbHOE Ha3BaHue B moje «lMmsa» u HaxaTh KHONKY «COXpaHUTBY
(Puc. 304).

OpenUDS. Hoswviii kanenoapo

HoBblit KaneHgapb

Tarn

Wnma*

Hoctync12 ao 19

KomuerTapin

‘OTMEHHTb W 3aKPbITh CoXpaHuTb

Puc. 304

B «Kanennape» MOXXHO 3aperucTpupoBaTh MpaBuiia, YTOOBI 3aIUIAHUPOBATH JOCTYIHOCTh YCIyTH
B OomnpejenieHHoe Bpems. [[is co3nanus mpaBuiia cieayeT BhIOpaTh KaleHIaph (IBa)Ibl MIETKHYTh MbI-
IIBIO TI0 CTPOKE CO3AAHHOTO KaJleHAAps UM B KOHTEKCTHOM MEHIO KalieHaapsi BeIOpaTh MyHKT «Iloapo6-

HOCTB») 1 HaxaTh KHOTIKY «HoBsr1it» (Puc. 305).
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OpenUDS. Coz0amb Ho80e npasuio

< (v) Doctync12p015

Mpaeuna

- MNpaeunno na doctyn ¢ 12 4o 15

QULTP 1-10f1 )

Wma npasuna 4 Havano Kohey MosTop Kagbiit AnuTensHoCTL

Puc. 305

MuHuMalTbHBIC TTapaMeTPBI U1 HacTpoiiku npaBuia (Puc. 306):

- «WMsa» — Ha3BaHUE TIPaBUIIA;

- «CoObITHe» — HACTpOIiKa BpeMeHHU BBIMOIHEHUs. HeoOXoauMo yka3ath BpeMsl Hadyalla v TIpoaoi-
JKUTEIIEHOCTh COOBITHS (B MUHYTaX/9acax/THIX/HEESIX);

- «Repetition» («IlepruogunaHOCTE») — HACTPOITKa MEPHOIUIHOCTH BhITIOJIHeHHs. Heobxoamumo yka-
3aTh JaTy Haydaja, 4YaCTOTy MOBTOPEHUS MpaBuia (€XKeIHEBHO/EKEHEIEIbHO/exKeMe-CIUHO/exKe-
TOJTHO/TIO OYHSM) U yKa3aTh UHTEPBAJ MOBTOPEHUS (B THSX);

- «llaHenp» — MOKa3bIBACT CBO/IHBIC JaHHBIC (pe3l0Me) BCEX paHee yKa3aHHbBIX HACTPOEK.

OpenUDS. Cozoanue npasuna

Hoeoe npasuno

HmA

12-15

KoMMEHTapKHK

CobbiTHe

BpeMA Haqana TPORONKUTENEHOCT EARHHLBI UIMTENBHOCTH

12:00 AM 9 3 2 Yackl -

Repetition

Nara Ha4yana MoBTOPATL A0 A3
22.08.2022 B =

YacTota MOBTOPATE KaN LA

ExenHesHo -1 < DeHb

Nanens

3To NpaBuno ByAeT JefcTBOBaTE KaM a6l 1 AeHs, 0T 22.08.2022 fanee,
Ha4uHas ¢ 00:00 n kaxjoe cobbiTHe By AeT aKTMBHLIM B Te4eHue 3 Yacol

Puc. 306

[Tocne Haxatust kKHOMKHU «Xoporo» Oyaet cozaano npasuio (Puc. 307), kotopoe Oyaer Ha3Haue-

Ho «Ilymy ycimyr» (BupTyanbHOMY pabodeMy CTONY W/WIIN NPHII0KEHUIO).
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OpenUDS. Cnucox npasun

- Mpaeuno n3 Ooctync 12 Ao 15

# Pepaktuposatb 1, 3kcnopt B Ynamwm

OUNbTP 1-Tof1 ©
Wma npasuna 4 Hauano Konew MosTop Kangbii JnuTensHoC T
|:| 12-15 220820220000 Hukorga Faz e geHb 1 oeHe 3 Hackl
Puc. 307

6.8.3.8.1 Paspemienue/3anper f1ocryna

[Tocne HacTpoiliku mpaBui B KaJIEHAApAX MX MOYKHO HCIIOJIB30BaTh JJI YIPABIEHUS JTOCTYIIOM
NoJIb30BaTeNeld K ciry)k0am pabodero croma wiau npwiokeHusM. s storo ciemyer BoiOpath «Ilym
yCIIyr», TMepedTH Ha BKIAAKy «JlocTynm k KameHmapsm» M Haxarth kHOmKy «Howri» (Puc.308). B
OTKPBIBIIEMCSI OKHE HEOOXOAMMO yKa3aTh MPUOPHUTET JIOCTYIA, BEIOPATh KaleHIaph U yKa3aTh JACHCTBUE,

KOTOpoe OyJIeT MpUMEHSThCS Tipu Joctyme K myny (Puc. 309).

OpenUDS. Cozaomb Hog0e npasuno oocmyna

&« Desktop Alt

< laHenb HasHa4eHHble cepBmChl Tpynnbi TpaHcnopTbl 3annaHMpoBaHHble AeHCTEMA [ocTyn K kaneHAapaMm

v OrpaHW4eHre JOCTYNa No KaneHaapo

7 Pemkiposars | | T, skcnopr |G Yaane
DUNLTP 1-2ofz )
MpuopuTeT Kanengaps Toctyn
O FallBack - ALLOW
Puc. 308

OpenUDS. Hosoe npasuno docmyna

Hogoe npasuno goctyna ana Desktop Alt

NMpHopUTeT

0 <
Kanespaps

Hoctyncl12 0015 v
AeRcTEHE

ALLOW -

OTMEHUTb Xopoiuo

Puc. 309
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[Mpumeuanue. [IpaBuno no ymonuanuio («FallBack») momkno paszpemars uian 3anpemars 10-
CTYyT K CEPBUCY, Koraa KajneHaapb He npumensercs (Puc. 310).

OpenUDS. Ocpanuuenue docmyna K nyny no KaieHoapro

¥ C'FDEH HWHeHWe OCTYNa No KaneHdapko

DUILTP T-2efz

al
I

1

MpuopuTeT Kanenpape Ooctyn

O FallBack - DENY

O 0 Hoctynic 128015 ALLOW

Puc. 310

6.8.3.8.2 3amaHupoBaHHBIC JEHCTBUS

[locne HacTpoHKM MpaBWil B KaJIEHAAPSX MX MOKHO MCIIOJB30BaTh JJIs IUIAHUPOBAHMS OIpese-
nennsle 3a7a4 B «Ilyne yciyr». s aToro cienyer BeIOpaTh HyKHbIH «Ilyn ycimyry, nepeiiTu Ha BKIAAKY
«3aruIaHMpOBaHHbIE IEUCTBUA» U HaxaTh KHONKY «Hosbii» (Puc. 311).

OpenUDS. Brraoxa «3anianuposanmvie 0eticmausiy
& « Desktop Alt

{ TlaHenb a3Ha4YeHHble CepBUCHI pynnbi TpaHcnopThbl 3annaHWpoBaHHble ﬂeﬁCTBHﬂ [ocTyn K KaneHpapamM

¥ 3annaHKpoBaHHbIe AeACTBMA

OUNLTP 1-20f2 )

Kanengaps NeitcTene MapameTpsl OTHocHTENBHO CmeuleHue BpemeHn Cnegyrouyuil 3amyck MocnegHuii 3anyci

Puc. 311

B otkpriBmiemcst okHe (Puc. 312) HeoOXoAuMo yka3zaTh KajleHAaphb, BpeMsl, B TEUEHUE KOTOPOIo
OyJZleT BBITIOJIHATHCS JICUCTBUE, BHIOpPATh JCUCTBUE, KOTOPOE HEOOXOIUMO BBIMIOJHUTH (CITUCOK BO3MOXK-
HBIX JICWCTBUN 3aBUCUT OT MOCTABIIMKA YCIYT JAaHHOTO IMyJa):
-  «YCTaHOBWTH HAaYaJIbHBIE CEPBUCHD — cOpachiBaeT MUHUMAIBHOE KOJIMYECTBO CO3JaHHBIX M Ha-
CTPOCHHBIX BUPTYAIbHBIX PA0OYUX CTOJIOB;
- «YCTaHOBHUTH pa3Mep Kelia» — cOpachIBacT BUPTyaIbHbIC pabOUYUE CTOJIBI, JOCTYITHBIC B CUCTEM -
HOM Kellle. TH paboyue cToNbI OyAyT HACTPOCHBI U TOTOBBI K HA3HAUEHUIO MOJ30BATEINIO;
-  «YCTaHOBHTH MaKCHMaJbHOE KOJIHMYECTBO CEPBUCOB» — H3MEHSET MAaKCUMAaIbHOE KOJIUYECTBO

BUPTYaJbHBIX pabounx cTojoB B «Ilyne ycayr»;
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- «YcraHoBuTh pa3mep L2 kama» — cOpacbiBaeT BUPTyalibHbIe pabOUYUe CTOJBI, TOCTYIHBIE B KAIIE
L2;

- «lly6nukanus» — co3nanue HoBo nmyOunkanuu B «llyne ycmyr»;

- «Jlo6aBuTH TpaHCIIOPT» — J00ABIISAET CyIECTBYIOUIMMA TpaHcnopT B «Ilyn yeayr»;

- «YmamuTh TpaHCIOPT» — yAaisdeT Tpancnopt u3 «Ilymna ycmayr»;

- «YjanuTh BCe TPAHCIOPTBD» — yIaseT Bech TpaHcnopt u3 «llyna ycmyr»;

- «Jlo6aBuTh rpyniy» — 100aBiIsieT CyIIeCTBYONLYO rpynmy B «Ilyn yciyr»;

- «Ypamuts rpymmy» — ynansaer rpynny us «llyna yemyr»;

- «Ypmamuth Bce IpyIIb» — yaanser Bee rpymnmnsl u3 «llyna ycmyry;

- «YcCTaHaBIMBAaET UTHOPUPOBAHUE HEUCIIONIB3YEMBIX» — YCTaHaBIMBAaeT napamerp «raopupoBars
HEHUCIIOJIb3yEMBIEY;

- «Ynanute BCE Ha3HaueHHbIE MOJIb30BATENBCKUE CEPBHUCH) — yAAISIET BCE CIyXKObl, HA3HAYCH-
HBIE I10JIb30BATEIISIM;

- «Ynanute CTAPBIE Ha3zHaueHHbIE MOIH30BATENBCKUE CEPBUCHDY — yNAJSET CIy>KObl, HA3HAUYEH-
HBIE [10JIB30BATENSIM, KOTOPBIE HE UCII0JIb30BAINCh 3alaHHOE BpEMSI.

OpenUDS. Hosoe Oeticmeue

Hoeoe peiictBue ansa Desktop Alt

HJoctync 120015 -

SMABLLEHME COBBITHRA [MAHYT

0

<>

B Havane uHTepBana?

® e

NefcTRH

[06aBUTE TPaHCMOpT M

TpaxcnopT

HTMLSRDP -

Conr [

Puc. 312

[Tocne Haxkatusa kKHONKHU «Xopomo» Oyzaer co3naHo npasuio (Puc. 307), kotopoe Oyaer HazHaue-
HO «IIyJIy yCIIyr» (BUPTyaJbHOMY paboyeMy CTOJIY W/WJIH MPUIIOKEHHUIO).
[Tocne coxpaHeHus: NOSIBUTCS 3allllaHUPOBAaHHAs 3ajjaya, BBIMOJIHSIONIAs KOHKPETHOE JAEHCTBUE B

nanHoM «Ilyne ycmyry.
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6.8.3.9 Hacmpouixa paspewenuii

B OpenUDS MokHO Ha3Ha4aTh MOJIb30BATENSIM U TPYIINIaM IOJIH30BATENCH MpaBa IOCTyMa K pas-
JIMYHBIM 3JIEMEHTaM aJMUHUCTpUpOBaHus. Paspemienus Oy1yT Ha3HaYEHBI HEMOCPEACTBEHHO /ISl KaX10-
r'0 DJIEMEHTA, a TakKe OyyT IPUMEHSATHCA K €ro MOI3IEeMEHTaM.

[Mpumeuanue. UroObl MOJIB30BAaTEIh MOT MOJIYYUTH JOCTYN K aIMHUHHCTPUPOBAHUIO, MY
JOJKHA OBITh Ha3Ha4YeHa poiib «lltatHblid coTpyaauk» (Puc. 313).

OpenUDS. Ponb nonvszosamens

Pepa KTWpOBaTb nonb3oearena test

WMA NOoNB30BATENR

HacToRLee HMA

test

KomMMeHTapKuiM

CocToAHKE

BrNo4eHo -

Pone

LUITaTHBIA COTPYLHMK -

Mapaonks

Ty mnks

test b

OTMEHHTD Xopowo

Puc. 313

J1nist mpeocTaBIIeHHsI pa3pelieHus K 3JIEMEHTY aMHUHUCTPUPOBAHHS CICTyeT BHIOPATh DIIEMEHT U
HakaTh KHONIKY «Paspemenus». Hampumep, Ha Puc. 314 mokazaHo mpeaocTaBieHHe pa3pelieHus K cep-
Bucy «Desktop Alt».

OpenUDS. IIpeoocmasnenue pazpeuienus k cepsucy «Desktop Alty

- CepBuc-Nynbl

,‘ PenaiTuposaT> g‘ Paspeuie \r* Sxenopt
DUILTP 1-30f3 o
Cepeuchi - MokasaTte .
Hma 4 CraTyc S —— logrotaenueaeTcA  Mcnomb3oeadue BuaumMbiR TPAHENOPTHI Myn-rpynna
O 3¢ ateou AKTUEHBIT 0 0 0% a a Ay, ALT
% Desktop Alt AKTUEHBIN 0 0 0% na na sy, ALT

Puc. 314
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B okHze pazpemienuil ciaenyer HaxaTth ccbUIKy «HoBoe paspemenue...» 1 rpynn WIK I0Jb30Ba-
Telnel, BRIOpaTh ayTeHTU(HUKATOP U TPYIILY/HIOIb30BaTENsL, K KOTOPHIM OyAeT NPUMEHATHCS pa3pelieHue
(Puc. 315). HyxHo Takxke yka3aTh, OyJeT JIu M0JIb30BaTENb/TPYIINa UMETh JOCTYI JIJIsl YT€HHUS K DJIEMEH -
Ty («Tonbko uTeHue») wiu noaHbiid ocTym («IloaHbIH TOCTYID»).

OpenUDS. Hosoe paspewenue ons «Desktop Alty

HoBoe pa3spelueHue nonb3oeatens ana“, Desktop Alt

AyTeHTHHUKATOR

Internal

Nones3oBaTenk

test

Pa3peleque

MoAHbIA gocTyn

OTMEHWUTD Xopowo

Puc. 315

[Tocne coxpaneHus: HAaCTPOEK, MOJIB30BATENN, KOTOPbIM Ha3HaueHa poib «LLITaTHEIN cOTpyaHUKY,
CMOTYT HOJIYYUTh JOCTYH K 3TOMY 3JIEMEHTY aIMUHUCTPUPOBAHUS C HA3HAYEHHBIMU Pa3pEIICHUSIMHU.
[Mpumeuanue. Pazpemenus tuna «llomHblil goctym» («YmpaBieHHE») MOTYT HMPUMEHSTHCS

TOJIBKO K AJieMeHTaM BToporo ypoBHs («Kanennapuy, «I1ynsl yeayr» u T. 1.).

6.8.3.10 Konghueypayus OpenUDS

B paznene «Kondurypauus» (Puc. 316) MOXXHO HAcCTpOUTH PsJl MapaMeTpoB, KOTOpbIe OyayT
orpeneniaTh paboTy CHCTEMBI. DTH MapaMeTpbl OTBEYAIOT 3a ONpeIeNieHHe TAaKUX acleKTOB, Kak Oe3omac-
HOCTb, PeXXHUM paboThl, MOAKIIOUEHHE U T.JA. Kak camoil cuctemsl OpenUDS, Tak u e€ cBsA3U ¢ BUPTyallb-
HBbIMU I1aTGOpMamMu, 3apeructpupoBanHbiMu B OpenUDS.

IIpumeuanue. B nanHOM pasnesne OonucaHbl HEKOTOPbIE CUCTEMHBIE IIEPEMEHHBIE JUIsSl YIIPAB-
JIeHWsT BUPTYaJbHBIMU paboummu crojamu. He pekoMeHmyeTcss M3MEHSTh 3HA4YeHUsS JPYTHX IMepeMeH-
HBIX, TaK KaK HEKOTOPbIE M3 HUX YKa3bIBAIOT CUCTEME, KaK OHA JOJKHA paboTaTh (KOJIMYECTBO OJIHOBpE-
MEHHBIX 3a/1a4, BpeMsl BBIIIOJIHEHMs 3a/1a4, IJIAHOBbIE NMPOBEPKHU U T.X.). MI3MeHeHHe 3Tux mapameTrpoB
MOYKET MPUBECTHU K HEMIPABUIBLHOM paboTe WM K MOJTHON OCTAHOBKE CHCTEMBI.

[Ipumevganue. [ng npuMeHEHHsT U3MEHEHUH, MMOCIE PEIAKTUPOBAHMS 3HAYCHHU JIIO00H U3

nepemeHHbIX KoHpuryparuu OpenUDS, Heo6xommumo nepesamyctuth cepsep OpenUDS.
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OpenUDS. Pazoen «Kongueypayusy»

v [ uds x| + - 8 x
€ > C [ | @ https//192.168.0.53/uds/adm/toals/configuration e} PIS a i
\‘ ups Pycckuin - root -

= ve KoHdburypaums UDS
Ll
E Admin
a
ups 1D
L Sadb4341-4649-506a-8567-7ea768192419
E autorunService
0 Her
cacheCheckDelay
- 19
i Calendar access denled text
n checkUnusedDelay
|| 300
checkUnusedTime
631
cleanupCheck
3607
delayedTasksThreads
4 -

Puc. 316

HexoTtopsle mapameTpsl KOHPUTypaIUu:
- Bxiagka «UDS»:

" «autorunService» — BBINOJHITH NPAMOM JOCTYM K CIy>KO€ MOJIb30BaTeNsl, €CJIU M0JIb30BATEIIO
Ha3Ha4YeHa TOJBKO OJHA ciiyk0a. Ecnu 3TOT mapameTp akTUBHPOBAH, MOJIB30BATEIH, KOTOPHIM
Ha3HaueH OJMH CepBUC, OYyT MOJKIIOUATHCS K HEMY HampsAMYI0, MUHYS 3KpaH BbIOOpa CEpBHU -
Ca ¥ UCHOJIb3Ysl PEIBAPUTEIBHO HACTPOEHHBIN « Tpancropt». [1o ymomyaHuto: Her;

= «disallowGlobalLogin» — ecu BKIIFOYE€HO, HA CTPAHHIIE BXO/a HE OYIET 0TOOPaKaThCsl CIIMCOK
ayTeHTU(UKATOpoB. B 3TOM ciydyae OyaeT MCMonb30BaThesl ayTeHTU(PUKATOP 1O YMOTYAHUIO.
Jnis mpeocTaBiIeHus OIb30BATEINIO IOCTYNA K CHCTEME C IIOMOLIBIO APYTHX ayTeHTH(PHUKATO-
POB HEOOXOMMO HCITOJIB30BaTh « MeTKy», onpesiesieHHyo B ayrenTudukarope, B URL-anpece

noctyna. [1o ymonyanuio: HeT;
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» «keepinfoTime» — Bpemst (B cekyHIax), B TeU€HHE KOTOPOTO 3aBEpIICHHBIC COOBITHS «ITyJa
yciyr» octatorest BUAUMBIMHE. [1o ymomuanuto: 14401 cexynn (4 daca);

= «redirectToHttps» — aBToMaTtnuecku nepeHanpaniaaTh goctyn k OpenUDS c http Ha https. 1o
YMOJTYaHHIO: HET;

= «sessionExpireTime» — MakcuMallbHOE BpeMsi, B TEUEHHE KOTOPOTO CEaHC MOJIb30BaTess OyneT
OTKPBIT IOCJIe cO3aHusl HOBOM myOmiukanuu. [1o ucteueHnn 3Toro BpeMeHH CUCTeMa 3aKpOeT
CeaHC MOJIb30BaTENs U MPOJOJIKUT yaaneHue ciryk0bl. Ecian y ciyx0n1 ectb «Menemxkep OC»
¢ mapameTpoM «/lep:kaTh cepBHUC MPHUBS3aHHBIM JJa)K€ B HOBOM MyOJIMKALIUKU», STOT MapameTp
He Oynet nmpuMeHsaThes. [lo ymonganuto: 24 ygaca;

= «statsDuration» — Bpemsi, B T€4EHHE KOTOPOTO CHCTEMa XpPaHUT CTaTUCTHKY. [0 ymomdyanwuro:
365 nHei;

- BKJIaJKa «Security»:

» «allowRootWebAccess» — pa3penuTh Cyneproyiib30BaTelNio (M0JIb30BaTEN0, CO3JaHHOMY TPU
pa3BopaunBanun OpenUDS-cepBepa) Bxoauts B naHens ynpasierus OpenUDS. 1o ymonya-
HUIO: J1a;

* «Behind a proxy» — yka3biBaeT cucteme, 4to cepBepbl OpenUDS HaxonsTcs «3a» MpOKCH-Cep-
BepoM (Hampumep, cpena OpenUDS ¢ HA Proxy). Ilo ymonuanuro: HeT;

= «Block ip on login failure» — 3a010KkHpoOBaTH MOJIL30BATENS IPU HETPABUIBLHOM BBOJIE AP0
(traxke Onokupyetrcs [P-aapec). KomnnuuecTBO TOMBITOK yKa3bIBaeTCsi B MEPEMEHHOM
maxLoginTries. [lo ymomyanuro: HEeT

= «Enforce Zero-Trust Mode» — BkiItOUeHHE peXMMa HYJIEBOTO TOBEPHS (3alPETUTh CHUCTEME
XpaHuTh naponu). [To ymonuanuto: HeT;

* «loginBlockTime» — Bpems (B CeKyHIax), B T€YEHHE KOTOPOTO MOCJIE HENpPaBUIBHOTO BBOJA
napoJisi MoJib30BaTeb OyAeT 3a010kupoBaH. KoMM4ecTBO MOMBITOK YKa3bIBAaeTCA B NEPEMEH-
HOM maxLoginTries. [lo ymomuanuto: 300 cexyna (5 MUHYT);

» «maxLoginTries» — KOJIMYECTBO MOMBITOK, 32 KOTOPbIE MOJIb30BATENb JOJKEH BBECTH CBOU
napoJib, MPEXKIe YeM CUcTeMa 3a0JI0OKUPYET €ro;

=  «Session timeout for Admin» — Bpemsa Oe3naeiicTBUA (B CEKyHAAX) ISl aJIMUHHCTPATOPOB
mwiatdopmel. [1o ymomuanuro: 14400 cexynn (4 gaca);

=  «Session timeout for User» — Bpems Oe3neiictBus (B cekyHOax) Juisi moib3oBateneid. [lo
ymonuanuio: 14400 cexynp (4 gaca);

»  «Trusted Hosts» — y3ibl, koTopbie OpenUDS cuutaet 6e30nmacHBIMU. DTH y3JIbI MOTYT J€JIaTh
«sensitive» 3ampockl k OpenUDS. JlomycTumble 3HauYeHUs: TOJCETh, auana3oH [P-ampecos,

KoHKpeTHbIe [P-anpeca. [To ymomuanuto: «*» (Bc€ pasperieHo);
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- BrIagka «Adminy:

»  «Trusted Hosts for Admin» — y31b1, ¢ KOTOpBIX MOKHO ynpaBisiTe OpenUDS (kak ¢ moMoripio
BeO-/10CTyIa, TaK U aAMUHUCTpHUpOoBaHue ¢ momoiuisio API). JlonmycTrMble 3HaU€HUS: MOACETD,
nuanasoH [P-anpecos, konkpetHsle [P-aapeca. [To ymomuanuto: «*» (Bc€ pa3pelieHo);

- Biiaaka «Custom» (mapamMeTpsl, cBsi3aHHBIC ¢ Tpadudeckoi HacTpoiikoit OpenUDS):

= «CSS» — CSS xon mist usmenenus ctuiisi ctpanui; OpenUDS;

» «Logo name» — TeKCT, KOTOPBIA OTOOpaxaeTcs PSAAOM C JIOTOTHIIOM;

= «Min. Services to show filter» — MUHUMaTbHOE KOJIMYECTBO CIYKO, KOTOPHIE JOJKHBI CyIIIE-
CTBOBATh Y TOJB30BATEINS (B PEIKUME TIOIH30BATENIS), 4UTOOBI OTOOpaXkaics QPuibTp;

* «Show Filter on Top» pacnosio’keHne MaHeau MOKUCKA Ha CTPAHULIE MOJIb30BATEIbCKUX CIIYKO;

= «Site copyright info)» — MakcumManbHOE BpeMsi, B TEUEHHE KOTOPOTO CEaHC IMOJIb30BaTes OyneT
OTKPBIT TMOCIIE CO3/IaHus HOBOM myOmiukanuu. [1o uctedeHnu 3Toro BpeMeHH CUCTEMA 3aKPOET
CEaHC IMOJIb30BaTENs U MPOIOJDKHT yaaldeHue ciyxobl. Ecnu y cimyx0b1 ecth «Menemkep OC»
¢ mapameTpoM «/lepkaTh cepBUC MPUBS3aHHBIM JJa)K€ B HOBOM MyOJIMKALUKU», 3TOT MapameTp
He OyneT npuMeHsaThes. [1o ymonuanuio: 24 yaca;

= «Site copyright link » — Be6-aapec, Ha KOTOpBIN OyA€T BECTH CChUIKA C KONUPANTa;

» «Site information» — HTML-kox ansi 9acTUYHON HACTpoWku cTpanmibl Bxogaa B OpenUDS.
BBenenHbIi KO/ TOSBUTCS IO ITOJIEM BXO0/a ITOJIH30BATEI,

= «Site name » — TEKCT, KOTOPBINA OyAeT 0ToOpaxarbcsi B BEpXHEH YacTH IMOJI BXOJa MOJIb30Ba-
Tenst Ha ctpanule Bxoga OpenUDS.

6.8.4 IloaroroBka mabiaoHa BUPTyaIbHON MaIIUHbI
JI1st BO3MOXKHOCTH HcTiofib3oBaHuss BM B kauecTBe madimona OpenUDS, Ha MamuHe HE0OOXOAMMO
BKIIIOUUTh U HACTPOWTH yJAICHHBIN paboumii cToi, ycraHoBuTh OpenUDS Actor u 3apeructpupoBaTh
ero Ha cepBepe OpenUDS.
6.8.4.1 Ilabnon BM ¢ OC Anom
[ToaroroButs madson BM (Bce neficTBHs BBIMOIHAIOTCS Ha BM):
1. VYcranoButh openuds-actor:
# apt-get install openuds-actor
2. BkIounTh aBTO3AIMyCK cepBrca udsactor.service:
# systemctl enable udsactor.service
3. 3apeructpupoBatb OpenUDS Actor Ha cepBepe OpenUDS:
- 3anyctuth OpenUDS Actor, HanipuMep, KOMaH/OM:
$ /usr/sbin/UDSActorConfig-pkexec

[TorpeOyeTcst BBECTH MApPOIIh aIMHHHACTPATOPA.
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- Ha Bkiajke «UDS Server» (Puc. 317) yka3arts:

= «SSL Validation» — ypoBens 0e3omacHocTu 1i1s cBsizu ¢ cepBepom OpenUDS;

= «UDS Server» — ums i [P-aapec cepsepa OpenUDS;

* «Authenticator» — ayTeHTH(UKATOP, KOTOPOMY MPHHAUICKHUT yKa3aHHbIN 110JIb30BaTElNb-
aamuHucTparop (ayrentudpukatop Administration COOTBETCTBYET CYIEPIIOIB30BATEIO).
Yro06bl 0TOOpaXxaluch pa3anuHble ayTeHTU(PUKATOPHI, 10JIKHA ObITh YCTAHOBJIEHA CBSI3b C
cepepoM OpenUDS;

= «Username» — UMsl N0JIb30BATEINsA, UMEIOIIETO MpaBa aAMuHUCTparopa B cpeae OpenUDS
(ToymKeH mpuHaIekaTh ayTeHTH(PHUKATOpy, BeIOpanHOMYy B riosie Authenticator);

= «Password» — naposib 1oJyib30BaTeNs;

OpenUDS. UDS Actor Configuration

UDS Actor Configuration Tool X
UDS Server | Advanced
SSL Validation | Ignore certificate v
UDS Server 192.168.053
Authenticator | Administration -
Username root
Password 000000
Register with UDS Close
Puc. 317

- Haxatb kHOmKY «Register with UDS» («3apeructpupoatscst B UDS»);
- Ha BkiIajJke «Advanced» MOXKHO yKa3aTb JONOJIHUTEIbHbIE TAPAMETPBHIL:
= «Preconnecty — cueHapuii, KOTOpbIA OyAeT 3amylleH HEMOCPEACTBEHHO Iepes TeM, Kak
MOJIb30BATENb MOJKIIOUUTCS K BUPTyalbHOMY pabouemy ctoiy. bpokep OpenUDS aBto-
MaTHUYECKH NepenaéT CIeAyIolue napaMeTpbl: MMs I0JIb30BarTens, npoTokon, IP-agpec
KJIMEHTA, UM XOCTa KJIMEHTa, KOTOPbIE MOYKHO HCIIOJIb30BaTh B CKPHUIITE;
=  «Runonce» — cueHapuii, KOTOpPBIM OyJeT 3amyIIeH TOJBKO OJWH pa3 Mepe]l HaCTPONKON
UDS Actor. [Tociie BBIIIOJHEHUSI CKPUIIT yAanseTcss u3 KoHpurypamun. [lapameTpbr Mox-
HO TIepesiaTh HeMOCPEACTBEHHO cKkpunTy. Heo6xoaumMo, 4ToOb! BHIIOIHIEMBIH CKPUMT 3a-
BEPILUJICS MEePe3aryCKOM BUPTYaJIbHOTO paboyero croia;
= «Postconfigy — crenapuii, koTopbiii Oyner 3amyiieH nocie Toro, kak UDS Actor 3aBep-

mIUT HAacTpoWKy. [lapameTpel MOXHO mepefaTb HEMOCPEACTBEHHO CKpunTy. CKpuIT
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3aIlyCKAaEeTCs TOJIBKO OJMH pa3, HO B OTJIMYME OT pexuma Runonce nepesanyckarb BUPTY-
aJbHBIN pabOyuil CTON HE HYKHO;
=  «Log Level» — ypoBeHb )KypHaIUpOBaHUS;
Jlist mpuMeHeH sl HACTPOEK YKa3aHHBIX HA 9TOW BKJIaJIKE HEOOXOAUMO BBIIIOJHUTH MEpPeperucTpa-
muro UDSActor.
4. YcTaHOBUTH U HACTPOWTH OJIMH U3 BAPUAHTOB YAAJICHHOTO JTOCTYIIA:
-  XRDP:
"  YCTaHOBUTH MAKET xrdp:
# apt-get install xrdp
®  BKIIFOYUTH CEPBUCHI Xrdp U xrdp-sesman:
# systemctl enable --now xrdp
# systemctl enable --now xrdp-sesman
® 1A JOCTYIIa K TEPMUHAIBHOMY CEAHCY BKIIIOUUTH IIOJI30BATENS B IPYNIY tsusers:
# gpasswd -a user tsusers
- X2Go:
®  YCTAaHOBHUTH ITAKET X2JOSErver:
# apt-get install x2goserver
®  BKIIIOYUTH CEPBUC X2gOoserver
# systemctl enable --now x2goserver
3apeructpupoBath UDS Actor MOXKHO B KOMaHIHON CTPOKE, HAIPUMED:
# UDSActorRegister
SSL validation (yes/no): no
Hostname: 192.168.0.53
Authenticator ['Internal', 'radiusauth', 'freeipa', 'AD', ‘'admin']:
admin
Username: root
Password:
Pre connect:
Run once:
Post config:
Log level ['debug', 'info', 'error', 'fatal']: error
Registration with UDS completed.
MO3KHO Tak)Xe UCIOJIb30BaTh IEPEMEHHBIE OKPYKEHUSI, HAIIPUMED:
# export OPENUDS ACTOR_ SSL VALIDATION=no
# export OPENUDS HOST=192.168.0.53
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export OPENUDS AUTHENTICATOR=admin

export OPENUDS ACTOR POST CONFIG=/home/user/test.sh

#
#
# export OPENUDS ACTOR LOG LEVEL=error
#

UDSActorRegister

Username: root

Password:

Pre connect:

Run once:

Registration with UDS completed.

[Ipu peructpanyu B KOMaHJHON CTPOKE HEOOXOIUMO yKa3aTh (B CKOOKaX NMPHUBEIEHBI COOTBET-

CTBYIOIIIE TTIEPEMEHHBIC OKPYKEHU):

SSL  Validation — ypoBeHr Oe3omacHocTd i cBs3u ¢ cepBepom  OpenUDS
(OPENUDS ACTOR _SSL VALIDATION);

Hostname — umst unu [P-agpec cepsepa OpenUDS (OPENUDS HOST);

Authenticator — ayTeHTH(pHUKAaTOp, KOTOPOMY HPUHAJIEKUT MOJIb30BATEIb-aIMUHUCTPATOP
(OPENUDS AUTHENTICATOR). Aytentudukarop «admin» COOTBETCTBYET CYIEPIIOIH30Ba-
TEJNI0, APYTUe TUIBI ayTeHTU(HUKATOPB OYAYT MPUCYTCTBOBATh B CIIUCKE, €CITU HACTPOEHBI B OpPO-
kepe. UToObl 0ToOpakanuch BO3MOXKHBIE ayTeHTU(UKATOPHI, JOJDKHA OBITh YCTaHOBIICHA CBS3b C
cepsepom OpenUDS;

Username — uMs MOJb30BaTENsl, MMEIONMIEro mpaBa aaMuHucTpaTopa B cperae OpenUDS
(OPENUDS _USERNAME);

Password — maposs mons3oBarenst (OPENUDS PASSWORD);

Pre connect — crienapuii B ¢popmare /path/to/script, KOTOpsIii OyaeT 3amyIieH HETOCPEACTBEHHO
nepen TeM, Kak IOJb30BaTellb MOJKIIOYUTCS K  BUPTyalbHOMY paboueMy  CTONy
(OPENUDS_ACTOR PRE CONNECT);

Run once — cuenapuit B gopmare /path/to/script, KOTOpbIii OyIeT 3amyiieH TOJBKO OAWH pa3
nepen Hactpoiikoit UDS Actor (OPENUDS ACTOR RUN_ONCE);

Post config — ciienapwmii B hopmare /path/to/script, KoTopblii OyaeT 3amyIeH nocie Toro, kak UDS
Actor 3aBepuut Hactporiky (OPENUDS ACTOR POST CONFIG);

Log Level — yposens xypuanmuposanusi (OPENUDS ACTOR LOG LEVEL).

6.8.4.2 [llabnon BM ¢ OC Windows

[Ipumeuanue. B pmaHHOM paszgene paccMOTpeH  Ipouecc Hactpoiku BM ¢

OC Windows x64 10 Pro ans ucrions3oBanus B kadectse mabdmona OpenUDS.
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TpeboBanus k mabiony BM ¢ OC Windows:

PEKOMEHIYEeTCSI OTKIIFOYUTh aBTOMATHUECKHE OOHOBIICHUS, YTOOBI MPEIOTBPATHTH BBITOIHEHHE
3TOTrO MpOoLECcca Ha CO3/JaBaEMbIX BUPTYaJIbHbBIX PA0OUYMX CTOJIAX;

MaluHa JgojbkHa nonydats [P-agpec mo DHCP;

m1alJIoH He HYXHO J00aBiaTh B AoMeH Active Directory. Ecin HyXHBI BUpTyaJbHBIE paboune
CTOJIBI, BKJIFOUEHHBIE B IoMeH AD, HacTpoiika IOJKHA OBITh BBIIIOJHEHA B MAHENH YIPABICHHS
OpenUDS;

ABTOMATHUYECKHUIl BXOJI MTOJIb30BATENS JOJDKEH ObITh OTKIIIOUYEH (YUETHbIE JAaHHBIC BCETA JIOJKHBI
3arpamBaThCs y MOJIb30BATENS).

[Ipumeuanue. [ng Bo3moxHOCTH BBOoAa BM B nomen, B mabmone BM pomxeH OBITH

noctyreH cepep DNS, nMeromuii 3anucy mpo KOHTpoJuiep nomeHa Active Directory.

I[J'ISI HaCTpOﬁKH YAAJICHHOT'O pa60qero CTOJIa, HeO6XO,[[I/IMO BBITIOJIHUTH CJICAYROIIINC JIEHCTBUS B

maodinone BM:

1.
2.

OtkpbiTh 0kHO «IlapameTpby (KWin>+<[>).

Bri6pats pazaen «Cucremay, a 3aTeM cjieBa B CIIUCKE — « Y JAICHHBIA pabo4Yuii CTO.

[TomyHok «BKITIOYUTH YJAIeHHBIN paOO4Yuil CTON YCTAaHOBHUTHY» YCTAHOBUTH B MOJIOKEHUE «BKIL.»
(Puc. 318).

Brnouums yoanennuwiti pabouuti cmon

&« Mapamerpsl - O #

@ Trassan YnaneHHbln pabouwnii cton

Haiitn napametp » | OyHKUMA "YaaneHHsId pabounii cTon" NOZBEOARET MOAKNKYATECA K
STOMY KOMMEHOTEPY W YNPEBNATE MM € YAANEHHOTO YCTPOACTES,
MCNONL3YA KIMEHT yAaNeHHOro paBouero cTtona (AocTyneH ana
Windows, Android, 105 1 macOS). Bel cmoxete paboTats ¢ 4pyroro
yCTpDﬁCTEE TaK e, KaK Ha 3TOM KOMNLHTEpe.

Cucrema

T EBartapen BrAOUMTE yAaNEHHbIA paBounid cton

= [lamATe

&

MnaHwer Mokazats napameTpsl

i

MHoOrozagauHocTs
MokazaTe NapaMeTpsl

HPDELIMDDBEHME Ha 3TOT KOMNLHTED

#  Obupe B03MOKHOCTH
,ﬂ.DI’IUJ’IHWTeﬂbe\E napamMeTpsl

Bydep obmeHa

Kak nogkntoumntbea k sTomy MK
I >< YaanenHsId padounid cron

Wcnoneaydte mma MK, 4ToD6l NOAKNIOYATECA K HEMY C YA3NEHHOO
(® 0 nporpamme yCTpoicTBa:
WinDev2108Eva

Puc. 318
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n06aBuTh nosib3oBatenei (Puc. 319).

HpOBepI/ITB BO3MOXHOCTb NOAKIFOYCHHA K MAIIIMHEC YAAJICHHO.

Yoaneunwiii pabouuii cmon. Ilonvzosamenu

< MapameTpsl —

Monezceatenn YAdaneHHoro paéoqero cTona

& YaaneHHbIn paboy

MonksoBaTent U3 CIMCKA HIXKE, @ TAKXE UNSHE! FPYNMEl

"AOMUHUCTRETOPEI ", MOTYT NOAKMIOYATECH K 3TOMY KOMMEHTERY.

[lononHuTeneHbIE napameTpel Eﬁtest

Kak nogknrountecs K 3Tomy 1

Wcnonezyiite uma MK, utobel nogxaoumTy
yCTpoKrcTEa:

WinDev2108Eva

User yxe umeeT gocTyn.

OpfiasnTte... Ynants

Ha eawem yaaneHHOM YCTPORCTEE HET KA
crona?

nonk3oBaTened.

YTobibl COZMATL HOBYIO Y4ETHYID SaMMCh UMK 0B3BWTE NONES0BATENEA B
ApYrie MpyMnkl, 0TKPOIATE MaHENk yNpaEneHa YueThiie sanucu

Omena

YueTHble 3anvUcK Noab3oBaTeNeln

[

BriGepuTe Nonb20BaTENEH, KOTOPLIE MOTYT NOAYUWTE YASNEHHEIF AOCTYT
K 3TOM KOMMBHTEPY

J111 BO3MOKHOCTH MOAKJIIOYEHHS KIMEHTOB Linux MokeT moTpeOOoBaThCs CHATH OTMETKY C IyHK-

Puc. 319

JIOTIONTHUTEBHBIX TTapameTpax (Puc. 320).

Yoaneunwiii pabouuii cmon. /[ononnumenvhvie napamempol

< Mapamerpsi — |

o ,ﬂ,OI'IOJ'IHHTeJ'IbeIe napamMeTpbl

Hactpolika ayTeHTUdMKaLWUM Ha YPOBHE CeTu

D TpeﬁOBaTb HMCNONEZ0EaHWME KOMNBHITERAMW ayTEHTHqJMKaL[IﬂIﬂ Ha
YPOBHE CETM ANA NOAKNHOUEHUA (DEKOMEHIYETCA)

3auemM pazpellaTs NOAKNFUEHHUA TONBKO C ayTeHTMDUKALKMed Ha ypOEHE
cetu?
BHewHwne nogkno4vyeHMA

YSHEIZTE, K3K pazpelluTe YAaNeHHble NOAKNHYeHWA BHE NPeAenoB
NOKANEHOH caTi

MopT yaaneHHoro paboyero ctona

TekywWwWid NOPT yAaNeHHOro 3389
padouero ctona

X

Puc. 320

Ta «Tpe6OBaTI: HCIIOJIb30BAHHUEC KOMIIBIOTECPpaAMU aYTeHTI/I(bI/IKaIII/II/I Ha YPOBHC CCTH Ui IMOAKIIOYCHUA» B
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[Ipumeuyanue. Heobxonumo Takke yOSAUTHCS, YTO MEKCETEBON SKpaH HE OJOKUPYET COeIH -
HeHus 1o 3389 mopry.
VYceranoBka OpenUDS Actor:

1. 3arpy3uts OpenUDS Actor. J{is sToro B nanenu ynpasienus OpenUDS Server BbIOpaTh MyHKT
«3arpy3kn» (Puc. 321) (myHKT AOCTYNEH IOJIb30BATEISIM C IpaBaMU aJMHUHHCTpaTOopa) U Ha
OTKPBIBIIICHCS cTpaHuile BeIOpaTh HykHbI UDS Actor (Puc. 322).

[Ipumeuanue. g mamuu ¢ OC Windows ects nBa Buga OpenUDS Actor:
- UDSActorSetup — muis ynpasisembix Windows maiiuH;
- UDSActorUnmanagedSetup — nns HeynpaBisiembix Windows mammwa. Mcmonb3y-
eTcs TOJIBKO IS OTAEIBHBIX CEPBEPOB 0€3 BUPTYaIU3aLIUU.

3aepyszka OpenUDS Actor

v [ uds x| + - &8 X

€ > C m © Hezaupweno  https://192.168.0.53/uds/page/services g ) AN a

\ ups ¥ Knuewt UDS o 0 nporpamme PycCKuil « root «
uDs

-
B3 MNaHens ynpasnexus

MUudopmauun
5] Buiiitn
IPs IP-appec knuexTa v
TpaHcnopTbi Tpancnoprel UDS pns atoro kaneHTa v
Cetn Cetn UDS pgna atoro IP v
Puc. 321
3aepyska OpenUDS Actor
v [ uds x| + - & x
€ 5 C M@ |® hitps//192.168.0.53/uds/page/downloads ] PAS & i
\ uDs ¥ Knment UDS o 0 nporpamMme Pycckuid ~ root «
3arpysku
@ UDSActorSetup- @ UDSActorUnmanagedS
My 3.6.0.exe Wy 3.6.0.exe
UDS ArenT ana windows MalumH UDS AreHT ona Heynpasnaembix

MaLwuH Windows. McnoneayeTca
TONBKO AnA cTATUYECKNX MalLLKH.

« Bcerpa sarpywaiTe knvwenTa UDS, cooTBeTCTBYOLLEro Ballel nnaTtdhopme
+ COBMECTHMBIE KNIMEHTLI NPEOCTaBNAIOTCA TONBKO ANA NOAAEPHKN CTapEIX OnepaLUoHHbIX CHCTEM.
CTapaWTech UX U3Beratb.

Puc. 322
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2. VYcranoButh OpenUDS Actor (ycranoBka OpenUDS Actor Hu4yeM He OTJIMYaeTcss OT

WHCTAJUTIUHU 00apIHCTBA Apyrux nporpamMm B OC Windows).
3anyctute UDSActorConfig ot mmeHu aaMmuHHCTparopa. Jjisi 3TOro B KOHTEKCTHOM MEHIO
nyHkTa « UDSActorConfig» BeiOpath «J{omomHUTENBHO» — «3aMycK OT UMEHH aIMUHUCTPATOPA»
(Puc. 323).

3anyck UDSActorConfig

]

. Base-Alt

E UDSActorConfig

=2 Pin to Start
_‘_1 Blend for Visual Studio 207
More 7 43 Pin to taskbar
4
_ [i] Uninstall L3O Run as administrator
=2"| Calculator

[;T_L Open file location

M@} Camera

rrtana

2 Type here to search e N ﬁ -

Puc. 323

4. Peructpanus OpenUDS Actor Ha cepBepe:

i peructpaunu Managed OpenUDS Actor Ha Bkiagke «UDS Server» Heo0XoauMo yka3aTb
umsa wmm  [P-agpec cepsepa OpenUDS, ayrtentudukatop (3HaueHue «Administration»
COOTBETCTBYET CYIEpHOJb30BaTENI0), UMS M Mapojb I0Jb30BaTelNs, MMEIOIIEro IpaBa
angmuHucTpaTopa B cpeae OpenUDS u Haxkath kHONKY «Register with UDS» (Puc. 324);

i peructpaun Unmanaged OpenUDS Actor HeoOxoaumo ykaszats umst win [P-aapec cepsepa
OpenUDS u TOT k€ KJIt0Y, KOTOPBI ObUT YKa3aH MpU HACTpoiiKe yciayru « CTaTH4eCKUi MHOXKE -
ctBeHHbId [P-aapec» u Haxkath kHOTIKY «Save Configuration» (Puc. 325).

Pezucmpayus Managed OpenUDS Actor ons Microsoft Windows

I T UDS Actor Configuration Toal ? X

UDS Server  Advanced

SSL Validation Ignore certificate -

UDS Server 192.168.0.53

Authenticator Administration w

Username root

Password sessnns

Register with UDS Test configuration Close

Puc. 324
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Pecucmpayus Unmanaged OpenUDS Actor for Microsoft Windows

U UDS Actor Configuration Tool ? X

SSL Validation Ignore certificate e

UDS Server 192.168.0.53

Service Token 8e2lacfl2a0d5ced

Restrict Net

Log Level ERROR ~

Save Configuration Test configuration Close

Puc. 325

IIpumeuganue. Unmanaged OpenUDS Actor ysenomiser OpenUDS, koraa moib3oBateib
BXOJMT B CUCTEMY M BBIXOJHT U3 Hee. braromapst 3Toi QpyHKIMM cUCTeMa MOXKET OCBOOOIUTH KOMITBIO-
TEp, TPH BBIXOE MOJIB30BATENSI U3 CUCTEMBI. J{J1s1 HCTIONTB30BaHMs ATOM (PYHKITUH IIPH PETUCTPAIMU YCITY-
i «Cratnyeckuil MHOXeCTBeHHbIH [P-ampec» kpoMe HazBaHMsI YCIyrH cleayeT yKa3aThb OJUH WU
HeckoJbKo [P-afipecoB MalnH, K KOTOPBIM OyAET OCYIIECTBIATHCS JOCTYI U K04 B nose «Kirou yciry-
ri» (Puc. 326). Ecnu octaButh nose «Kirou yciayru» myCcTbIM, CEaHC OCTAHETCsl Ha3HAUEHHBIM I10JIb30Ba-
TEJNI0, MOKa aAMUHHUCTPATOP HE yIAJIUT €ro BPYyUHYIO.

Pecucmpayus ycnyeu « Cmamuyeckuii mHodxxcecmsennwiii IP-aopecy na cepsepe OpenUDS

WN3MeHUTb cepBUC

‘OCHOBHOM PacLmpeHHbIi

Wi *

Students

KommenTapun

Cnkcok cepeepoe
192.168.0.124,192.168.0.125,192.168.0.117

Ko ycmyru
8e21acf12a0d5cod

OTMEHUTB W 3aKPbITh CoxpaHuTb

Puc. 326
6.8.5 Hactpoiika knmuenta OpenUDS
JIJist BO3MOKHOCTH TIOJIKITIOUSHUS K OpOKepy COSIMHCHHA M JAIBHEUIETO MOJIyICHUS JTOCTYIIA K

BUPTYyJIBHOMY pabodyeMy OKpPYKEHHUIO Ha KIMEHTCKON MaIluHe JODKHBI ObITh ycTaHoBIeHB OpenUDS

Client 1 KIIMEHTBI KaXXJ0ro UCII0JIb3YEMOI'0O IIPOTOKOJIA YAAJICHHOI'O JOCTYIIA.
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6.8.5.1 Hacmotixa knuenma ¢ OC Anom
YcraHoBuTh nmaketr openuds-client:
# apt-get install openuds-client
UTo0bl UMETh BO3MOXKHOCTH MOJKIIOYATHCS K BUPTYaAIbHOMY pabodyeMy CTOINY, OJIKHBI OBITH
YCTaHOBJICHBI KJIIMEHTHI IPOTOKOJIOB YJAJICHHOTO JIOCTYMa:
- xfreerdp — s moaxroueHus no nporokosny RDP;
- x2goclient — st moakIOUeHHs K cepepy X2Go;

- remote-viewer U3 nakera virt-viewer — s noakiaodenus no nporokony SPICE.

6.8.5.2 Hacmotixa xnuenma ¢ OC Windows
VYcranoBka kinuenta OpenUDS:

1. Ckauats OpenUDS Client mns xommbioTepoB ¢ OC Windows. st 3TOro B MaHe Iy yIpaBlIeHUS
OpenUDS Server BeiOpath myHKT «Knuent UDS» u Ha OTKpbIBLIEHCS cTpaHUIe BEIOpaTh KIMEHT
Windows (Puc. 327).

2. VYcranoButh OpenUDS Client (ycTaHOBKa HUYEM HE OTIMUYAETCS OT WHCTAIIISIMU OOJBITMHCTBA
npyrux nporpamm B OC Windows).

3aepysxa OpenUDS Client ons Microsoft Windows
v [ uds x| + - & x
¢ > € @M (® nhups//192.168.0.53/uds/page/client-download g9 X &

‘ ups i Knuent UDS o O nporpamme Pycckni root -
UDS

KnueHTt UDS

. =
u

Windows (exe)

KnuneHT Windows

« 3arpysuTe KNMeHT UDS AnA Balueil nnathopmsl

Puc. 327

UYroObl UMETh BO3MOXKHOCTb IMOJKJIIOYATHCS K BUPTYaJbHOMY paboueMy CTONY, JOJKHBI OBITh
YCTAHOBJIEHBI KJIMEHTBI KaXKIOI'0 HCIOJIb3YEMOro MPOTOKOIa yAaneHHoro nocryna: RDP (ctanmapTHblit
kiueHT RDP ycranosnen B Windows no ymonuanuto), X2Go.

[Ipumeuanue. Jlna ycraHoBku kimeHTa X2Go Ha OC Windows 10cTaTOYHO 3arpy3uTh K-
enT X2Go (https://wiki.X2Go.org/doku.php) u ycranosuts ero. s ycranoBku kiauenta SPICE na OC

Windows HeoOxoaumMo ycraHoBUTh virt-viewer (https:/releases.pagure.org/virt-viewer/).
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6.8.6 IloaxitoueHHe MOIB30BATENS K BUPTyaJIbHOMY pabouemMy MecTy
[Moaxmrounthest k ceppepy OpenUDS ¢ momomnsio Opay3sepa http://openuds_address, BBecTn ums

M0JIb30BATENs U Mapoiib, BEIOPATh CPEACTBO MPOBEPKHU MOJUIMHHOCTH, €CIH JIOCTYIHO Heckojbko (Puc.

328).
OpenUDS. Aymenmugurayus nonvzogameins

v [ uds x| +

€« - C [ © He sawmuieHo

https//192.168.0.53/uds/page/login a % b} A a

\‘

UDS Enterprise

i Knuext UDS e 0 nporpamme Pycckai ~

\ ubns

Mrn nonszosatenn *

ivanov

AD

ABTOpPM3OBATHCA

Puc. 328

Ha nanenu ynpasnenus OyayTt oroOpaxensl Bce BM (unu ma6iioHb1), K KOTOPBIM Y MOJIb30BATENs

ectb noctyt (Puc. 329).
OpenUDS. Ilookmouenue noiv3osameisi K 6UPMYaibHOMY pabodemy mecmy

v [ uds x| +

<« - C M O He zaupero

https://192.168.0.53/uds/page/services Q ¥ o A, 4 i

i Knuext UDS 0 O nporpamme PycCKWHA ivanov -

\ ubDs

\‘ OBLLMA

\‘ Win

altyl ALT

(s hese
al% CoeguHetua b EHTMLSRDP

Simply Linux

T 1
1 rdp

SL Work
B 200kse

Puc. 329
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[Tocne BEIOOpa myina, aBTomMatudecku craptyer OpenUDS Client, kotopslit oOpabateiBacT URL,
MOJTy4aeT HEOOXOIUMbBIE HACTPOWKH MPOTOKOJIA YJAJICHHOTO JIOCTYIA JJISl MPEIOCTaBICHHON (CBOOO-
Hoit) BM, dopmupyer daiin onucanus ceccuu U mepesacT ero NpUioKEHUIO-KIUEHTY YIalEHHOTO J0-
CTyIa, KOTOPOE U yCTaHABIIMBACT coelMHEHME ¢ yka3zaHHOH BM. Kak Tonbko coenunenue Oyner ycra-
HOBJICHO, BUPTYaJIbHBIN pabounii cton OyneT noctymneH 1t ucnoas3zoanus (Puc. 330).

OpenUDS. Bupmyanvhwiii paboyuii cmoin

v P uds x (== ups x| + - & X

€ 2> C Mm © HeaawpweHo  hikps://192.168.0.88:10443/guacamole/#/clientVU... [ ¥ 1 IS 2 ¢

Puc. 330

[Ipumeuanue. Ecou mis noaxmodeHuss kK BM HacTpoeHo 6oJiee 0JTHOTO THITA TPAHCIIOPTA, TO
B MMPABOM BEPXHEM YTIy CIIykObI OyaeT oToOpaxeHa kHomnka. Eciu BeIOpaTh HemocpeacTBeHHO BM, Oy -
JIET BbI3BaH TPAHCIIOPT 110 YMOJYAHUIO (TPAHCIIOPT C MEHBIIUM 3HAYE€HUEM B 110JI€ TpuopuTeT). [iist Toro
YTOOBI UCIIOJIL30BATh APYTOil TPAHCIIOPT, HY’KHO BBIOPATH €r0 B PACKPHIBAIOLIEMCSI CITUCKE.

[Io 3aBepuieHMHM ceaHca moJib30BaTellb BM BBIXOJWT M3 HEE, YTO MPUBOAUT K OCTAHOBKE
OpenUDS Actor. bpokep openUDS cuutaer, uro BM crana He1oCTynHOW U, €CIU MyJl MOCTOSHHBIN, TO
OH 3amyckaeT BM, a ecim mys BpeMEHHBIH, TO IPOUCXOANT ynaneHue (aitnoB BM B XxpaHumuiue u co-

3maercst HoBasi BM u3 mactep-o0pasa.
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[Mpumeuanue. Ilpu NOAKIIOYCHWH TONB30BATENsI K BUPTYaAIbHOMY pabodeMy MecTy
OpenUDS ¢duxcupyet noctym u oToOpakaet nHPOpMaIno O MPUBI3aHHOM CepBHUCE Ha BKIaake «HazHa-

YeHHbIE YCIYTU» COOTBeTCTBYMoIIero myna (Puc. 331).

OpenUDS. Bxnaoka «Hasnauennvle yciyeuy

Mpyninb

JaHHble CEPBUCHI

T, 3kcnopr Dunstp 1-20f2 I':)

fAara Pesusas  UniquelD P Apymectaennoe  poa Cratye patel Bpafiora Koot P

Bnageney Bepcwn arenTa
cospanma wmn oTnpaswTens  oTnpasuTens

0 .:E_CE:::': 192.168.0.1471 192.168.0.147  192.168.0.147-1 Vpangs '__: . HeT 192.168.0.177  132.168.0.177  ivanov@internal reuseecTse

03.20: 03.20
|:| 12315;'2“25 192.168.0.1852 192.168.0.185 192.168.0.1852 BepHui %‘;:E;'Z“ZS Aa 192.168.0.177 192.168.0.177 ianov@Internal vewssecTho

Puc. 331

6.8.7 OTKa30yCTOHYMBOE pelIeHNE

Kommnonentst OpenUDS M0XHO HaCTpOUTh B pexrMe BbICOKOM qoctynHocTu (HA).

s obecneuenust Beicokoi octynHoctu OpenUDS, kpome Hactpoiiku Heckosbkux OpenUDS
Server u Tunnel, HEOOXOAMMO HACTPOUTH peIUTUKAIMIO 0a3bl MaHHBIX. CleayeT Takke HacTPOUThH
OaTaHCHPOBIIMK HArpy3Kd, KOTOpBIM OyAeT pacmpenemsTh HoakimrodeHus Kk kommoHeHTam OpenUDS
Server u Tunnel.

OcHoBHBIE KOMIOHEHTHI 0TKa30ycToiunBoro pemieHus OpenUDS (Puc. 332):

- cepBep MySQL — 6a3a nannbix (B/]) sBisercst oqHIM U3 Haubojee CyIeCTBEHHBIX KOMIIOHEHTOB
OpenUDS. TToaTOMy HacCTOSITEIPHO PEKOMEHIYETCSI UMETh PE3EPBHYIO KOIUIO 3TOT0 KOMITOHEH-
Ta, 1100 MOCPEACTBOM IOJHON pPe3epBHOM KOMUU MAIUHBI, TUOO MOCPEICTBOM KOH(PUTYpaLUu
AKTUBHOI/NIACCUBHOW pEIUIMKH. B JaHHOM pYyKOBOJCTBE OINKMCAaHAa HACTPOWKa JIBYX CEpBEPOB
MySQL B pexxriMe aKTUBHOMN/TTACCUBHOM PETUINKAIINN;

- HAProxy-cepBep — cepBep, oOTBeHaromuii 3a pacnpeaenenne noakiaoueanii k OpenUDS Server u
Tunnel. Yepes Hero ocymecTBisieTcs: JocTyn nosb3oBareneit k OpenUDS, v BBINOIHSAIOTCS MO/ -
KJIFOUEHHUS K pa3inuuHbIM cepBrcaMm. Ha cepBepax HAProxy Takxke ciielyeT HaCTpOUTh BUPTYallb-
HbIi [P-agpec, KOTOpbIil OyIeT aKTHBEH TOJIBKO Ha OCHOBHOM cepBepe. B ciryuae oTka3za OCHOBHO-
ro cepBepa BUpPTyaibHBIM [P-ampec Oymer aBTOMaTWyecKW akTUBHPOBAH Ha JIPYrOM CepBEpe
HAProxy;

- OpenUDS Server — nannune Heckonabkux MmamuH OpenUDS Server oOecrieuuT HenmpepbIBHBIN

nocTyi nonb3oBaresneit kK OpenUDS, naxe npu otkaze ogHoro u3z OpenUDS Server;
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- OpenUDS Tunnel — Hanuune Heckonbkux Mamua OpenUDS Tunnel mo3BoguT NOXYYUTH JOCTYII
K ciyx0aM (pabo4yuM cTojlaM MM TNPUWIOKEHHUSIM) 4Yepe3 TYHHEIMPOBAHHbIE COEAMHEHUS U
HTMLS, naxxe npu otkaze oxnoro u3 OpenUDS Tunnel.

OcHognvie snemenmuvl omkazoycmotyueo2o peuernuss OpenUDS

MySQL Pennukata MySQL
I' """" > Server0l ([T > Server(2
' | 192.168.0.128 192.168.0.129
A
OpenUDS :
Server01 . —
1
 192.168.0.85 ' BupTryantHeie
: MAaT{opMel
- 1
e S
OpenUDS :
Server(2 i
banancupoBmk | e S Lo '
> HarpyaKit _152.168.0.86
— ‘ ‘ _ T _ AyTeHTHDHKATOD
> OpenUDS
192.168.0.49 TunnelO1
~ 192.168.0.87
Virtual
- Desktop
OpenUDS
Tunnel02 fg\
_192.168.0.88
Puc. 332

Cuctemusie TpeboBanus st komnoneHToB OpenUDS npezcraienst B Tadm 6.

Tab6nuna 6— Cucremnsle TpeOOBaHUS

KomMnoneHt Konuuectro o3y TIIT Juck
SQL Server 2 1TB 2 vCPUs 10T
HAProxy 2 1TB 2 vCPUs 10T'b
OpenUDS Server 2 2Th 2 vCPUs 8I'b

OpenUDS Tunnel 2 2Th 2 vCPUs 13T'b

Mpumeuanue. ngs HAProxy neooxomumo 3 IP-agpeca, mo omgHOMY ISl KaXJIOTO CepBepa
(Master-Slave) u o6mmii BUpTyanbHbIi [P-anpec, KoTopsiil OyaeT UCTIOIb30BaThCS 17151 OATAHCUPOBKH.
6.8.7.1 Koungueypayus cepsepos MySQL

Ha o6oux cepBepax yctanoButh MySQL (MariaDB):

# apt-get install mariadb-server

3anyctuth cepBep MySQL u 100aBUTE ero B aBTO3arpysKy:

# systemctl enable --now mariadb.service

3anaTh mapoiib root U HacTpolku 6e3omacHocTH A MySQL:
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# mysgl secure installation
6.8.7.1.1 Hactpoiika permkanuu Mex1y cepBepaMu

6.8.7.1.1.1 I'maBusiii y3en (Master)
B ¢aiine /etc/my.cnf.d/server.cnf:
- 3aKOMMEHTHPOBATh IapaMeTp skip-networking;
- PacKOMMEHTHPOBATh ITapaMeTphl server—-id U log-bin;
- yOeauTbes, UTO A7 MapaMeTpa server—1id yCTaHOBJIEHO 3HaUYeHue 1;
- pacKOMMEHTHpOBaTh mapameTp bind-address u yka3ars [P-agpec cepBepa (rmaBHOTO):
bind-address 192.168.0.128
[epesarpy3uts ciayx0y MySQL:
# systemctl restart mariadb
Co3zaTh HOBOTO TIOJB30BATENS, C TIPaBaMU KOTOPOTO OyIeT MPOU3BOAUTHCS PETUTHKAITHS:
- BOHUTH B KoHCOIb MySQL ¢ nmpaBamu root:
$ mysql -p
- cO31aTh MOJIb30BaTEINs (B MpUMEpE MOJIb30BaTENb «replicay ¢ maposem «udsy):
MariaDB [ (none) ]> CREATE USER 'replica'@'$' IDENTIFIED BY 'uds';
Query OK, 0 rows affected (0.009 sec)
- TpeNoCTaBUTh NpaBa replication slave Noab30BaTENIO:
MariaDB [ (none) ]> GRANT REPLICATION SLAVE ON *.* TO 'replica'@'s%'
IDENTIFIED BY 'uds';
Query OK, 0 rows affected (0.002 sec)
- TOJXY4YUTHh HHPOPMAIHIO 00 IMEHH JBOMYHOTO (aiiyia M ero Mo3uInu:
MariaDB [ (none)]> SHOW MASTER STATUS\G
R b b A b b b g b b b A b b b A b b b g b b b g 4 1 . Trow R b b A b b b g b b b A b b b A b b b g b b b g 4
File: mysgl-bin.000002
Position: 328
Binlog Do DB:
Binlog Ignore DB:
1 row in set (0.001 sec)
B nannom npumepe:
- mysql-bin.000002 — ums ¢aiina;
- 328 — mo3unus ABonyHOTO (aiina.

Otu naHHbIe OyayT HEOOXOMUMEI JIJIsl HACTPOUKH Slave-cepBepa.
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6.8.7.1.1.2 Bropuunsrii y3en (Slave)
B ¢aiine /etc/my.cnf.d/server.cnf:
- 3aKOMMEHTHPOBATh napaMeTp skip-networking;
- PacKOMMEHTHPOBATh ITapaMeTphl server—-id U log-bin;
- B IapameTrpe server-id yCTaHOBUTH 3HAUCHHE 2;
- pacKOMMEHTHpOBaTh napameTp bind-address u yka3artb [P-agpec cepBepa (BTOpUIHOTO):
bind-address 192.168.0.129
[epesarpy3uts ciayx0y MySQL:
# systemctl restart mariadb
HacTtpouts mapaMeTpbl, KOTOpble BTOPUYHBIN cepBep (Slave) Oyaer ucnonb30BaTh IS MOIKITIO-
YeHHUs1 K OCHOBHOMY cepBepy (Master):
- BouTH B KoHCOJIb MySQL ¢ npaBamu root:
S mysql -p
- OCTaHOBUTH PEILIUKAIIUIO:
MariaDB [ (none)]> STOP SLAVE;
Query OK, 0 rows affected, 1 warning (0.001 sec)
- HACTPOUTH PEIUIMKAIMIO MEK]Iy OCHOBHBIM CEPBEPOM U BTOPUUYHBIM CEPBEPOM:
MariaDB [ (none) 1> CHANGE MASTER TO MASTER HOST='192.168.0.128",
MASTER USER='replica', MASTER PASSWORD='uds', MASTER LOG FILE='mysqgl-
bin.000002"', MASTER LOG P0S=328;
Query OK, 0 rows affected (0.020 sec)
rae:
= 192.168.0.128 — IP-agpec OCHOBHOTO CE€pBEPA;
» replica — monp3oBarenb, ¢ MpaBaMu KOTOPOTO OYAET MPOU3BOIUTHCS PETUTHKAIHS;
* uds — mapois onk30BaTens replica;
*  mysql-bin.000002 — nms ¢aiina, MOJy4EeHHOT0 HA MPEAbIAYIIEM LIare;
= 328 — mo3unus ABOMYHOTO (haitna.
- 3alyCTUTh PEIUIMKALUIO:
MariaDB [ (none) ]> START SLAVE;
Query OK, 0 rows affected (0.001 sec)

- yOenuTbcs, 4TO KOH(PUTypalys BepHa:

MariaDB [ (none) ]> SHOW SLAVE STATUS\G

R b b b b b b b b b b b b b I IR I b b b b b b b b 4 l Trow KA KA KA A A A A A A A A AR A A A A AN KRN KK KK

Slave IO State: Waiting for master to send event

Master Host: 192.168.0.128
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Master User: replica
Master Port: 3306
Connect Retry: 60
Master Log File: mysqgl-bin.000004
Read Master Log Pos: 328
Relay Log File: mysgld-relay-bin.000006
Relay Log Pos: 555
Relay Master Log File: mysgl-bin.000004
Slave IO Running: Yes

Slave SQL Running: Yes

IP-agpec OCHOBHOTO cepBepa JIOJKEH ObITh yKa3aH KOPPEKTHO, mapaMerpbl Slave IO Run-

ningu Slave SQL Running JOKHBI OBITh YCTAHOBJICHBI B 3HAYEHHUE «Y €S».

6.8.7.1.2 TlpoBepka peruiMKanuu
Jl1st mpoBepKU peIuIMKaIii MOXKHO co3aaTh b/l Ha rmaBHOM cepBepe u yOeauThCs, 4TO OHA aBTO-
MaTUYECKH PEIUTMIUPYETCS Ha BTOPUYHOM CEpBepe:
- TNOJYy4YuTh JAOCTyn K KoHcoimu MySQL rimaBHOro cepepa u co3aarb HOBYIO TecTOBYIO b/l
«replicatesty:
MariaDB [ (none) ]> CREATE DATABASE replicatest;
Query OK, 1 row affected (0.001 sec)

- ybenutbcs, uto b/l co3nana:

MariaDB [ (none)]> SHOW DATABASES;

| information schema |
| mysql |
| performance schema |

| replicatest |

4 rows 1n set (0.001 sec)
- TOJIy4UTh J0CTyH K KoHcoau MySQL BTopuuHOro cepsepa u y6eﬂHTLCﬂ,HTO Bb/I, co3manHas Ha

OCHOBHOM CEpBEPE, YCIEIIHO PEIUINLUPOBATIACH HA 3TOT CEPBEP:

MariaDB [ (none) ]> SHOW DATABASES;
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| information schema |
| mysqgl |
| performance schema |

| replicatest |

4 rows 1in set (0.002 sec)
- TIOCJIC TIPOBEPKHU PAOOTHI peruIMKanuu MOxHO yaanuTh bJ[ «replicatest», BBIMOIHUB KOMaHly Ha
OCHOBHOM CEpBEpE:
MariaDB [ (none) ]> DROP DATABASE replicatest;
6.8.7.1.3 Co3znanue bJ]
Co3nate Ha ocHOBHOM cepBepe b/I:
$ mysql -p

Enter password:

MariaDB [ (none)]> CREATE DATABASE dbuds CHARACTER SET utf8 COLLATE
utf8 general ci;

MariaDB [ (none)]> CREATE USER 'dbuds'@'%' IDENTIFIED BY 'password';
MariaDB [ (none) ]> GRANT ALL PRIVILEGES ON dbuds.* TO 'dbuds'@'S';
MariaDB [ (none)]> FLUSH PRIVILEGES;

MariaDB [ (none)]> exit;

[Toaxmrounts cepBepsl OpenUDS k B/l ocHoBHOTO cepBepa.
6.8.7.1.4 Orkas cepBepa

[Ipu HemocTymHOCTH OTHOTO M3 cepBepoB b/l HEOOXOAMMO BBHITIOTHUTH PAJ 3a7a4. 3a7adu, KOTO-
pble cielyeT BhIOJIHUTD, 3aBUCAT OT TOTO K KakoMy cepsepy (Master unu Slave) Het nocryma.
6.8.7.1.4.1 I'naBHsIii y3en (Master)

Ecnu Hepoctynen ocHoBHO# cepBep (Master), To Oyner notepsH goctyn K cpeae VDI B atom
ciydae HeoOxoauMo BpyuHyro noiakimounte OpenUDS Server k Bropuunoit BJ[ (Slave), B xotopoii
HaxonuTcs Bes mH(popmarus cpensl VDI 1o momenta nmagerus ocHoBHO#M BJ[. UToObl HacTpouTh HOBOE
nonkimouenue k BJI Ha OpenUDS Server, ciegyer B koHpuUrypaunoHHoM ¢aine /var/server/
server/settings.py yka3are napamerpsl HoBo B/l (310 HeoOXoaMMO cienaTh Ha BCEX CepBepax
OpenUDS-Server).

[locne wu3menenus IP-agpeca B/l HeoOxoaumo mepesamyctuth cepep OpenUDS (30
HeoOxonuMo caenaTh Ha Beex cepBepax OpenUDS Server). [locne nepesamnycka cepsepa 10CTyI K cpefie

VDI Gynet BoccTaHOBIICH
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3areM HEOOXOIMMO HACTPOWTH HOBBIM cepBep i perumkanuu bJl. DTo MOXHO caenarb
pa3HBIMH CIIOCOOaMU, HallpUMeEp:

1. Hactpouts Tekymmii cepBep BbJl kak riaBHbBII M CO31aTh HOBBIA CEPBEP-PEIUIMKY, KOTOPBIN
HY>KHO HAaCTpPOUTb M BOCCTAaHOBUTh BJl W3 pe3epBHON KOMMHM C CYUIECTBYIOIIMMHU JAHHBIMU
(IOCKOIBKY PEIUIMLIUPYIOTCS TOJIBKO HOBBIE JAHHBIE).

2. Hampsimyro cienaTs pe3epBHYIO KOIMHUIO TeKyIiero cepsepa b/l (mpeaBapuTelbHO OCTAaHOBUB BCE
mamuHbl OpenUDS Server). Co3nate HOBBIN cepep b/l Master, BOCCTaHOBUTB Tyzia PE3€pPBHYIO
konuto b/l 1 nepeHacTpouTh perimKaluio.

[Ipumeganue. YToOBl HE TOTEPATH AAHHBIC, IEpE MPUMEHEHUEM JIFO00T0 METOA MEPECTpoe-
HUs PEIUIMKALUN, PEKOMEHAYETCA clenarh pe3epBHyro konuto bJI. i momydeHus pe3epBHOM KOIUU
MO>KHO HCIIOJIb30BATh CIAEAYIOIIYI0O KOMaHIY:
# mysgldump -u dbuds -ppassword --databases dbuds > dbuds dump.sqgl

[Ipu co3manuu pesepBHoii konuu Bece MamnHbl OpenUDS Server 1omkHBI ObITH BHIKIIOYEHBI. Ta-
KM 00pa3oM, 00ECIeYrBaeTCsl COTVIACOBAHHOCTh JAHHBIX M OTCYTCTBHE PA3IMUYMil B JAHHBIX MEXIY

TJIABHBIM U IOJJYMHEHHBIM CEPBEPAMU IIEpE]] HACTPONKON PETUINKH.

6.8.7.1.4.2 Bropuunslii y3en (Slave)

Ecmu menoctynen Bropuunsiii cepep b/ (Slave), noctym k cpene VDI coxpanutcs, HO Oyzaer
HEOOXOJMMO MEPEHACTPOUTh BTOPUYHBIN cepBep-peruinky. Ilepen BbINOIHEHHEM JAaHHOW HACTPONKU
HEOOXOJJMMO BOCCTaHOBUTH PE3EPBHYIO KOMHUIO C TEKYIIMM COCTOsITHMEM OcHOBHOM BJI, Tak xak OymyT
CHHXPOHHU3UPOBAHbBI TOJBKO HOBBIC JJAHHBIC PEIUIMKHU (CYLIECTBYIOIINE JJaHHBIC HE OyIyT peruMiupoBa-
HBI B 0a3e JaHHBIX).

Baxxno, uTo0b1 BO Bpemsi Bcero 3Toro mnporecca MamuHabl OpenUDS-Server ObLIM BBIKITIOUCHBI,

4TOOBI HE BO3HHUKANO pasnuuuii mexxay bJ] Master u Slave cepBepos.

6.8.7.2 Hacmpotixa cepsepos HAProxy

B nannoit kondurypamuu (Puc. 333) ucnons3yercs ciyx6a Keepalived u Buptyanshnsbiii [P-anpec,
obmumit ans rinaBHoro (Master) um pesepBHoro (Slave) yznoB. Cayxba Keepalived cBs3biBaeT
BUpTyanbHbI [P-azgpec ¢ rimaBHBIM y37m0M U oTciexuBaeT AocTynmHocTh HAProxy. Ecmu cmyx6a
oOHapyxuBaeT, uTo HAProxy He oTBeuaeT, TO OHa CBSI3bIBACT BUPTYAIbHBIN aJIpec C BCIIOMOTaTEIbHBIM
y3JI0M, YTO MHHUMHU3HPYET BpeMs HeIOCTymHOCTH cepBepa. [lons3oBarenu npu odpamennn k OpenUDS

JOJIDKHBI MCIIOJIB30BAaTh 3TOT BI/IpTyaHBHHﬁ 1P -aapec.
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Konguaypayus 6anrancuposwuxa nazpysxu

| Master

( Keepalived H HAProxy
Y L
.
- Bupryansheii [P OpenUDS OpenUDS
) 192 168.0.49 - i Servers Tunnels
L‘—{ Keepalived H HAProxy
| Slave

Puc. 333

Ha ocHoBHOM y3i1€ creHepupoBaTh cepTudukaT
# openssl req -x509 -nodes -days 3650 -newkey rsa:2048 -keyout
/root/ssl.key -out /root/ssl.crt
Cozngate ¢aiin .pem, BBHINOTHUB KOMaHAy (TPeIBApUTEIBLHO MOXKET IMMOHAJAOOUTHCS CO3/aTh
Karajor /etc/openssl/private):
# cat /root/ssl.crt /root/ssl.key > /etc/openssl/private/haproxy.pem
[Ipumeuanue. Ceprudukar, co3maHHbpli Ha TnepBUYHOM cepBepe HAProxy, HeoOxommmo
CKOIUpOBaTh B Kartajor /etc/openssl/private Ha BropuuHOM cepBepe. Ecnu ucnons3yercs
COOCTBEHHBII cepTH(dUKaT, ero HeoOXOAMMO CKONMHpPOBaTH Ha 00a cepBepa (OCHOBHOH W
JTIOTIOJTHUTEITLHBIH ).
[Ipumeuanwue. [loptel, ucnonszyemsie HAProxy (B mpumepe 80, 443, 1443, 10443), nomxHbI
OBITH CBOOO/THBI.
Ha o6owux y3max:
1. VYcranoButh makeTsl haproxy u keepalived:
# apt-get install haproxy keepalived
2. 3ameHuTh conepxkumoe (aiina /etc/haproxy/haproxy.cfg cnegyromum:
global
log /dev/log local0
log /dev/log locall notice
chroot /var/lib/haproxy
stats socket /var/lib/haproxy/admin.sock mode 660 level admin
stats timeout 30s
maxconn 2048
user haproxy

group haproxy
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daemon

S+

Default SSL material locations

S+

ca-base /etc/openssl/certs

# crt-base /etc/openssl/private

# Default ciphers to use on SSL-enabled listening sockets.
# For more information, see ciphers(1SSL). This list is from:
# https://hynek.me/articles/hardening-your-web-servers-ssl-ciphers/

ssl-default-bind-options ssl-min-ver TLSv1.2 prefer-client-
ciphers

# ssl-default-bind-ciphersuites
TLS AES 128 GCM SHA267:TLS AES 267 GCM SHA384:TLS CHACHA20 POLY1305 SH
A267

ssl-default-bind-ciphers
ECDH+AESGCM:ECDH+CHACHAZ20 : ECDH+AES267 : ECDH+AES128: 'aNULL: ! SHA1 : ! AESCCM

# ssl-default-server-options ssl-min-ver TLSv1.2

# ssl-default-server-ciphersuites
TLS AES 128 GCM SHA267:TLS AES 267 GCM SHA384:TLS CHACHA20 POLY1305 SH
A267

# ssl-default-server-ciphers

ECDH+AESGCM: ECDH+CHACHAZ20 : ECDH+AES267 : ECDH+AES128: 'aNULL: ! SHAl: ! AESCCM

tune.ssl.default-dh-param 2048

defaults
log global
mode http
option httplog
option dontlognull
option forwardfor
retries 3

option redispatch
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stats enable
stats uri /haproxystats
stats realm Strictly\ Private

stats auth stats:haproxystats

timeout connect 5000
timeout client 50000

timeout server 50000

frontend http-in
bind *:80
mode http
http-request set-header X-Forwarded-Proto http
default backend openuds-backend

frontend https-in
bind *:443 ssl crt /etc/openssl/private/haproxy.pem
mode http
http-request set-header X-Forwarded-Proto https
default backend openuds-backend

frontend tunnel-in
bind *:1443
mode tcp
option tcplog
default backend tunnel-backend-ssl

frontend tunnel-in-guacamole # HTML5

bind *:10443

mode tcp

option tcplog

default backend tunnel-backend-guacamole
backend openuds-backend

option http-keep-alive

balance roundrobin
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server udssl 192.168.0.85:80 check inter 2000 rise 2 fall 5

server udss?2 192.168.0.86:80 check inter 2000 rise 2 fall 5
backend tunnel-backend-ssl

mode tcp

option tcplog

balance roundrobin

server udstl 192.168.0.87:7777 check inter 2000 rise 2 fall 5

server udst2 192.168.0.88:7777 check inter 2000 rise 2 fall 5

backend tunnel-backend-guacamole
mode tcp
option tcplog
balance source
server udstgl 192.168.0.87:10443check inter 2000 rise 2 fall 5
server udstg2 192.168.0.88:10443 check inter 2000 rise 2 fall

3. BxuirouuTs B siape noaaep:kky nsyx [P-agpecos:

# echo "net.ipv4.ip nonlocal bind = 1" >> /etc/sysctl.conf
# sysctl -p
4. Hactpoutrp ciyx0y Keepalived. [ns »storo co3gmare ¢aitn  /etc/keepalived/
keepalived.conf. Conepxxumoe daiisia 3aBUCUT OT y3J1a, KOTOPBII HaCTpauBaeTCA:

- Ha IJJaBHOM Y3JIE:

global defs ({

# Keepalived process identifier

lvs_id haproxy DH
}
# Script used to check if HAProxy is running
vrrp_ script check haproxy {

script "killall -0 haproxy"

interval 2

weight 2
}
# BupTyalbHBE MHTepberc
# The priority specifies the order in which the assigned interface
# to take over in a failover
vrrp instance VI 01 {

state MASTER

interface enp0s3
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virtual router id 51

priority 101

# BupryainbHBN IP-ampec

virtual ipaddress {
192.168.0.49

}

track script {

check haproxy

rae enp0s3 — unHTepdeiic, nias BuptyansHoro IP (y3HaTh uMs ceTreBOoro uMHTepdeiica MOKHO,
BBINOJIHUB KOMaHAy 1p a).

= Ha BCIIOMOT'aTCJIbHOM Y3JIC:
global defs {
# Keepalived process identifier
lvs_id haproxy DH passive
}
# Script used to check if HAProxy is running
vrrp_ script check haproxy {
script "killall -0 haproxy"
interval 2
weight 2
}
# BupTyaJsibHEN MHTepberic
# The priority specifies the order in which the assigned interface
# to take over in a failover
vrrp instance VI 01 {
state SLAVE
interface ethO
virtual router id 51
priority 100
# BupTyasbubi IP-ampec
virtual ipaddress {
192.168.0.49
}
track script {

check haproxy

rae eth0 — wnTepdeiic, mnms BupryanbHoro IP (y3HaTh uMmsi cereBoro HMHTEpdeiica MOXKHO,

BBITIOJIHUB KOMaHAy ip a).
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5. 3amycrtutsh ciryx0b1 haproxy u keepalived:
# systemctl enable --now haproxy
# systemctl enable --now keepalived
6. YOeautbcs, 4TO BUpTyaibHbIN [P akTHBEH Ha OCHOBHOM cepBepe:
$ ip a |grep enp0s3
2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc fg codel
state UP group default glen 1000
inet 192.168.0.52/24 brd 192.168.0.255 scope global noprefixroute
enp0s3
inet 192.168.0.49/32 scope global enp0s3

6.8.7.3 Hacmpoiika OpenUDS
[Tocne nactpoiiku cepsepoB MySQL u HAProxy MokHO MpUCTYNIUTh K YCTAHOBKE M HACTPOMKE
komnoHeHToB OpenUDS Server u Tunnel.
6.8.7.3.1 Hacrpoiika OpenUDS Server
Ha o6oux y3max OpenUDS Server:
1. ¥YcranoButh OpenUDS Server:
# apt-get install openuds-server-nginx
2. OtpenakTupoBaTh coaepkuMoe Qaiina /etc/openuds/settings.py, yka3aB KOPPEKTHbBIE

JTaHHbIE JJIs1 OJKIII0UeHMs K rimaBHOoMYy MySQL-cepBepy:

DATABASES = {
'default': {
'"ENGINE': 'django.db.backends.mysqgl',
'"OPTIONS': {
'isolation level': 'read committed',

by

'NAME': 'dbuds', # Or path to database file if using sqglite3.

'USER': 'dbuds', # Not used with sglite3.

'"PASSWORD': 'password', # Not used with sglite3.

"HOST': '192.168.0.128', # Set to empty string for localhost. Not used with
sglite3

'"PORT': '3306', # Set to empty string for default. Not used with sglite3.

3. 3anomHUTH 0a3y NaHHBIX HAYAJIBHBIMH JAHHBIMH (3TOT MYHKT CJIEIYET BBIITOJHUTEH TOJIBKO HA Of-
HOM Yy3iie!):
# su -s /bin/bash - openuds

$ cd /usr/share/openuds
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S python3 manage.py migrate

S exit
4. 3amycTHTbh gunicorn:

# systemctl enable --now openuds-web.service
5. 3anmyctuTh nginx:

# In -s ../sites-available.d/openuds.conf /etc/nginx/sites-enabled.d/openuds.conf

# systemctl enable --now nginx.service
6. 3amyctutb MeHemkep 3ana4 OpenUDS:
# systemctl enable --now openuds-taskmanager.service

7. Toaxmouuthes k cepepy OpenUDS (http://Buptyansuserii [P-agpec).

6.8.7.3.2 Hacrpoiika OpenUDS Tunnel
Ha xaxxnom y31e OpenUDS Tunnel:

1. YcranoButs OpenUDS Tunnel:
# apt-get install openuds-tunnel

2. HacTpouTb TyHHEIb:

- yKasaTh BUpTyalbHbIi [P-anpec B daiine /etc/openuds-tunnel/udstunnel.conf:
uds_server = http://192.168.0.49/uds/rest/tunnel/ticket
uds token = 5bald52bb381196c2a22e495ff1c%adbdc03440b726aa8b

- 3amyCTUTh U J00aBUTH B aBTO3arpy3ky cepsuc OpenUDS Tunnel:

# systemctl enable --now openuds-tunnel.service
3. Hactpours HTMLS:
- B (aiine /etc/guacamole/guacamole.properties mnpUBECTH 3HAYCHUE TMapaMmeTpa

uds—-base-url K Buny:
uds-base-url=http://192.168.0.49/uds/guacamole/auth/5ba9d52bb381196c2a20b726aa8b
- HacTpouTh tomcat, s 3TOro B (haiin /etc/tomcat/server.xml no6aButh HOBBIM Connector, B KOTO-
poMm ykazatb nopt (B mpumepe 10443), ceprudukar (daiin .crt, .pem U T.1.), 3aKPBITHIH KIIIOY

(.key, .pemu 1.1.):

<Connector port="10443" protocol="org.apache.coyote.httpll.HttpllAprProtocol"
SSLEnabled="true"

ciphers="A-CHACHA20-POLY1305, ECDHE-RSA-CHACHA20-POLY1305, ECDHE-ECDSA~-
AES128-GCM-SHA256, ECDHE-RSA-AES128-GCM-SHA256, ECDHE-ECDSA-AES256-GCM-SHA384, ECDHE-
RSA-AES256-GCM-SHA384, DHE-RSA-AES128-GCM-SHA256, DHE-RSA-AES256-GCM-SHA384 , ECDHE-
ECDSA-AES128-SHA256, ECDHE-RSA-AES128-SHA256, ECDHE-ECDSA-AES128-SHA, ECDHE-RSA-AES256-
SHA384,
ECDHE-RSA-AES128-SHA, ECDHE-ECDSA-AES256-SHA384, ECDHE-ECDSA-AES256-SHA, ECDHE-RSA-
AES256-SHA, DHE-RSA-AES128-SHA256, DHE-RSA-AES128-SHA, DHE-RSA-AES256-SHA256, DHE-RSA-
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AES256-SHA, ECDHE-ECDSA-DES-CBC3-SHA, ECDHE-RSA-DES-CBC3-SHA, EDH-RSA-DES-CBC3-
SHA,AES128-GCM-SHA256,AES256-GCM-SHA384,
AES128-SHA256,AES256-SHA256,AES128-SHA, AES256-SHA, DES-CBC3-SHA"
maxThreads="500" scheme="https" secure="true"
SSLCertificateFile="/etc/openuds-tunnel/ssl/certs/openuds-tunnel.pem"
SSLCertificateKeyFile="/etc/openuds-tunnel/ssl/private/openuds-tunnel.key"
maxKeepAliveRequests="1000"
clientAuth="false" sslProtocol="TLSv1+TLSvl.1+TLSv1.2" />

- 3alycTUTh cepBUCHI guacd u tomcat:

# systemctl enable --now guacd tomcat

Ha rnaBunom y3ne (Master) MySQL no6asuts B B/l nundopmanuto o kaxaom OpenUDS Tunnel:
INSERT INTO "uds tunneltoken' VALUES (ID,'asTop noSaenenmua', 'IP-ampec
TyHHeJAa', 'IP-agpec TyHHensa' 'HazBaHue TyHHesa', 'ToxkeH u3 dania
udstunnel.conf', 'maTra mobariyeHus');

Hanpuwmep:

# mysgl -u root -p

MariaDB> USE dbuds;

MariaDB> INSERT INTO ‘uds tunneltoken” VALUES

(ID, 'admin', '192.168.0.87','192.168.0.87"', 'Tunnel"', '5ba9d52bb381196c2a22e495¢f
f1c9badbdc03440b726aa8b', '2022-11-15") ;

MariaDB> INSERT INTO ‘uds tunneltoken’ VALUES

(ID, 'admin', '192.168.0.88"','192.168.0.88"', 'Tunnel"', '9%a4bdc03440b726aa8b5badd
52bb381196c2a22e495fflc', '2022-11-15");

MariaDB> exit;

O6a cepBepa OpenUDS-Tunnel Oynyr pabGotatb B akTuBHOM pexume. [lonmb3oBarenw,
UCTIONB3YIONINE MOJKIIOYCHHE Yepe3 TYHHENb, OyIyT MOAKIIOYAThCS K ITUM CepBepaM CIIyYaiHbIM
obpaszom. Ilpu mageHnn OAHOrO U3 CEPBEPOB, COCIUHEHUS IOJIb30BATENICH, KOTOPHIE HCIONB3YIOT 3TOT
cepsep, OyaAyT MpepBaHbl, HO MPU MOBTOPHOM YCTaHOBJIEHUU COEJAMHEHHS OHM aBTOMATUYECKU MOJIy4yaT
JIOCTYII Yepe3 APYroi aKTUBHBIN TYHHEJIBHBIN cepBep.

[Ipumeuanue. [Ipu co3nanun tynHenbHoro tpancnopta (X2Go, RDP) B none «TyHHETbHBIH
cepBep» (Bkianaka « TyHHenb») ciieyeT yKa3bIiBaTh BUPTyalbHblil IP-anpec u nopt, ykasaHHbIN B pa3jaene
frontend tunnel-in (paiia /etc/haproxy/haproxy.cfg (B ganHoM mpumepe: 1443). Ilpu coznanun
tpancrioptra «HTMLS5 RDP (tynuensnbiii)» B mone «Tynuensubiii cepBep» (Puc.334) crnemyer

yKa3blBaTh BUPTyalbHbIM [P-agpec m mopt, ykasaHHbld B pazaene frontend tunnel-in-gua-

camole ¢aiina /etc/haproxy/haproxy.cfg (B nzanaom npumepe: 10443).



306

OpenUDS. HTMLS5 RDP — eéxnaoka « Tynnenvy

HoBbli TpaHcnopT

< OcHOBHOM TyHHEND Y4YETHbIe faHHble MapameTpbl

Ty HHENbHbIH cepaep *

http://192.168.0.49:10443

OTMEHMTB W 3aKpbITh CoXpaHuTb

Puc. 334

[Ipumep noxkimrouenus ¢ ucnosnb3dosanueM HTMLS5 nokazan Ha Puc. 335.

OpenUDS. Ilpumep nookarouenus ¢ ucnonvzosanuem HTMLS

v @ uds x |@= ubs x| +

€ > C M |® https//192.168.0.49:10443/guacamole/#/dient/VURTAGMAIWR... | &}

CBEAEHWMA

B o, @ US B mm o A

Puc. 335

18:36
nH 24.03

es

]
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6.9 Cucrema pezepBHOro konuponanus Proxmox Backup Server

Proxmox Backup Server (PBS) — kimneHnt-cepBepHoe pelieHHe A pe3epBHOTO KOMUPOBAHUS U
BOCCTAaHOBJICHUS BUPTYaJIbHBIX MAIIMH, KOHTEHHEPOB U JAHHBIX C (PU3HUECKUX y3/I0B. Pemenue ontumu--
3upoBaHo Juid npoekta Proxmox VE (PVE). PBS nognep:xuBaeTr HHKpEMEHTHOE pe3epBHOE KOMHUPOBa-
HUE C MOJIHOM JeNyIUIMKAlMeH, YTO 3HAUUTEIbHO CHUYKAET HAarpy3Ky Ha CEeTh U 3KOHOMHT IPOCTPAHCTBO
JUTSL XpaHEHUSI.

Bce B3anMoneicTBHS MEX 1y KJIMEHTOM U CEpBEpOM IIM(PYIOTCA ¢ ucnoiab3oBanueM TLS, kpome
TOT0, JaHHbIE MOTYT OBbITh 3alIM(POBAaHbI HA CTOPOHE KJIMEHTA Mepes OTIPaBKOMl Ha cepBep. DTO MO3BO-
JISIeT CACNIaTh PEe3epBHOE KOMMPOBaHUE OoJiee O€30TacHbIM.

CepBep pe3epBHOrO KOMUPOBAHUS XPAaHUT JaHHBIE PE3EPBHOTO KOMHMPOBAHHS U MPENOCTaBISET
API nnst co3manust XpaHWINIL JAaHHBIX U ynpaBieHuss uMu. C nomoursio API Takxke MOXHO ynpaBisiTh
JUCKaMU U IpYTUMH pecypcaMu Ha CTOPOHE CepBepa.

KnuenT pesepBHoro konupoBanus ucnosibdyet APl mig noctyna k pe3epBHbIM KonusiM. C 1moMo-
IIbI0 MHCTPYMEHTa KOMaHJHOW CTPOKH proxmox-backup-client MOkHO co37aBaTh pe3epBHBbIC KOMHHU U
BOCCTaHaBNIMBaTh JaHHble (B PVE kiueHT BcTpoeH).

Jlig ynpaBiieHust HaCTPOMKOM pe3epBHOr0 KOMMPOBAHUS M PE3EPBHBIMH KOMUSIMH HCIIOJIb3YETCS
BeO-uHTepdeiic. Bce agMuHUCTpaTHBHBIE 3a7a4d MOXHO BBITIONHATH B BeO-Opaysepe. BeG-unTepdeiic

TAaK¥XKE NPCHOCTABIISICT BCTPOCHHYIO KOHCOJIb.

6.9.1 TepmuHOIOTHS

ApxuBbI 00pa3oB (<name>.img)

Hcnons3yrores s 00pa3oB BUPTYalbHBIX MAIlMH M APYTHX OOJNBLIMX JBOWYHBIX JaHHBIX. Co-
JepKUMoe pa3zdouBaeTcsi Ha (parMeHThl (PUKCUPOBAHHOTO pa3Mepa.

ApxuBsl ¢aiiioB (<name>.pxar)

ApxuB (haiiJIoB XpaHUT MOJHOE AepeBO KartanoroB. Coaep:KUMOE XPaHUTCS C HCIIOJIb30BAHUEM
dopmara apxuBa (aiioB Proxmox (.pxar), pa3duBaemMoro Ha (pparMeHThl epeMeHHOro pazmepa. dop-
MaT ONTUMU3HUPOBAH JUIsl JOCTUKEHUS XOPOIINX IOKa3aTeslel A yIMKaLNH.

JIBonunble 1annbie (BLOB)

DTOT THI HMCHIOJB3YeTCs JUisl XpaHeHus: HeOonpmuX (< 16 MB) 1BOMYHBIX JTaHHBIX, TAKUX Kak
daiinel kKoHQUrypanmu. bonee kpynHele Gailiibl cieayeT XpaHuTh Kak apXUBbI 00pa3oB.

daiis karasora (catalog.pcatl)

@ailn kaTayora sBISIETCS MHAEKCOM ISl apXUBOB (ailioB. OH COAEPKUT CHUCOK BKIIFOUEHHBIX

¢baitioB U UCOIB3yeTCs ISl YCKOPEHHUs Olepaluii moucka.



308

Manudecr (index.json)
ManudecT coiep>KUT CIIUCOK BCEX PE3ePBHBIX KOMUMN (PailyioB, UX pa3Mepbl U KOHTPOJIbHbBIE CyM-
Mbl. OH UCTIONB3YEeTCs VISl IPOBEPKH COIIACOBAHHOCTU PE3EPBHOMN KOIHUU.
IIpocTpancTBO HMEH pe3epBHOM KOIUHU
[IpocTpancTBa HMEH MO3BOJISAIOT OBTOPHO MCIOJIB30BaTh OJUH JIOMEH JIEAYIUIMKALMN XPaHWIIU-
1a ¢pparMeHTOB JJIsi HECKOJIbKUX UCTOYHUKOB, U30eras npu 3ToM KOHGIMKTOB UMEH U obOecrieunBas 60-
Jee JAeTalbHbIi KOHTPOJIb IOCTYTIA.
Tun pesepBHON KOMH
CepBep pe3epBHOI0O KOMMPOBAHUS IPYNIUPYET PE3EPBHBIE KOMUU IO THUILY, II€ TUI MOXKET ObITh
OJIHUM U3 CJIETYIOIINX:
- VI — UCHOJB3YETCs AJIs BUPTYyalbHbIX MaliuH. OOBIYHO pe3epBHas KOIMsI COCTOMT U3 (ailia KOH-
¢burypanuu BUpTyaJlbHOW MalllMHBI M apXUBa 00paza JJIs KaKJ0ro AUCKa;
- ct— Hcmonb3yeTcs i KOHTeHHepoB. Pe3epBHast KOMuUsl COCTOUT U3 KOH(PUTypauu KOHTeHHepa U
OJIHOTO apxuBa (haisa i COACPKUMOTO (HAMITOBOI CUCTEMBI,
- host — ucnone3yercsa i pe3epBHBIX KONUil (aioB/KaTanoroB, CO3JaHHbIX BHYTPHU MAIlMHBI.
OObI4HO 3TO (U3NYECKUN XOCT, HO TAaKXKe MOXET ObITh BUPTyaJlbHAsi MaIlWHA WM KOHTEHHEp.
Taxue pe3epBHBIC KOIMU MOTYT COAEP)KaTh apXUBHI (PaiiIoB U 00pa3oB.
Backup ID
VYHUKaJIBHBIA UACHTUDUKATOD IS ONIPEJEIIEHHOIO THIIA PE3EPBHOM KONMU U IPOCTPAHCTBA UMEH
pesepBHOM Komuu. OOBIYHO 3TO MACHTU(UKATOP BUPTYAIbHOM MAaIlMHBI WM KOHTeiiHepa. PezepBHbIe
KOMHHU THIA host 0OBIYHO HCIIONB3YIOT UMS XOCTA.
Backup Time
Bpewms1, korja Oblia caenaHa pe3epBHasi KOIUs.
Backup Group
Koprex <type>/<id> Ha3bpiBaeTcsi TPYIION pe3epBHOTO KOMUpOBaHMA. Takast rpymma MOXET CO-
JIep>KaTh OJJUH WM HECKOJBKO CHUMKOB PE3€pBHOM KOIHUU.
CHHUMOK pe3epBHOM KOITUH
Tpumuer <type>/<id>/<time> Ha3bIBaeTCs CHUMKOM pe3epBHON Komuu. OH OAHO3HAUYHO UJIECHTH-
(GUIHMpyeT KOHKPETHYIO PE3ePBHYIO KOIHIO B TPOCTPAHCTBE UMEH. [IpuMepbl CHUMKOB Pe3epBHOM KOTIHH:
ct/100/2025-04-05T09:41:437%
host/server/2025-04-06T10:36:33%Z

6.9.2 VYcranoska PBS
6.9.2.1 Cepsep PBS

Ycranosuts cepep PBS:

# apt-get install proxmox-backup-server
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Wi yepe3 KOMIIOHEHTHI:

# alteratorctl components install proxmox-backup-server

3anycTuTh U 700aBUTH B aBTO3arpy3Ky Proxmox Backup API Proxy Server:
# systemctl enable --now proxmox-backup-proxy.service

Cnyx06a proxmox-backup-proxy npenocrasnsier APl ynpasinenuss PBS mo agpecy 127.0.0.1:82.
Ona uMeeT pa3pelleHUe Ha BBIIIOJHEHUE BCEX IIPUBUIIETMPOBAHHbBIX ONIEPALIUN.

[Mpumevanue. ns paboTel ¢ NoKaNbHBIM ZFS XpaHWINIIEM TOJDKEH OBITh YCTAaHOBJIEH MO-
IyJib siApa ¢ nmoanaepkkoit ZFS (maketr kernel-modules-zfs—-<Bepcus sampa>, Hanpumep, ker-—
nel-modules-zfs-6.12). Moaynsb sapa ¢ noanepxkoir ZFS He Bxonut B coctaB ISO-o6paza nuc-
TpUOYTHBA, €F0 MOXXHO YCTAHOBUTH U3 perno3utopus pll.

BxiirounTh MOy B!
# modprobe zfs

YroObl He BBOJIUTH 3Ty KOMaHIy KaXKIblil pa3 mociie mepes3arpysku, cieayeT B Qaitne /etc/
modules-load.d/zfs.conf paCKOMMEHTHPOBATH CTPOKY:
#zfs
6.9.2.2 Kaueum PBS

VYcranoButh kineHt PBS:
# apt-get install proxmox-backup-client
6.9.3 Be0O-unrepdeiic PBS

Be6-untepdeiic PBS nocrymnen mo anpecy https://<ums-kommnsrorepallP-agpec>:8007. ITorpedy-
etcs npoiitu ayreHTUduKauio (Puc. 336) (1oruH Mo yMOI4aHUIO: root, Mapoib YKa3bIBa€TCs B MPOLIECCe
yctaHoBku OC).

Aymenmugpurayus 6 éeb-unmepghetice PBS

v M. server - Proxmox Backup Se. X + - 5 x
p

€ 5 C [ | ® hitps//192.168.0.180:8007 POX 5 &

Bxopn Ha cepsep pe3epBHOr0 KONMPoBaHUA Proxmox

MmA none3ceatens: | roof]

Maponb: | sssssees
OBnacte: | Linux PAM standard authentication

Aabik: | Pycckuit - Pyccruit

CC-K|}BHH_b WMA NONb3oBaTENA: Bxon

Puc. 336
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Be6-untepdeiic PBS nokazan na Puc. 337.

Beb-unmepghetic PBS

S Backp Senver 539 2 someraue

@ [Nanens moHuTOpUHra MaHenb MOHUTOPWHIA
[ Mpumeyania

£ Kondpurypauus server (Bpema pabothi: 00:21:35)

@, YnpasneHwe QocTynom

{ii; Vicnonk3osakue npoleccopa 0.49% or 2 Mpoyeccopel @ 3agepkka BBOAA-BHIBOLA 0.17%
£ Ypan&HHele xpaHunuLa
L VYnpasneuwe Tpacukom =9 Wicnonbaosanue O3Y 16.61% (32442 Mub u3 191 Tub) = Cpearan aarpyaka 0.05,0.37,0.42
# CepTudukatsl 2 [uckosoe npoctpadctao(root) 4.51% (3.10MB w3 68.731B) & Mcnens3sosawe pasgena nogkadki 0.00% (0 B uz 1.91 Tub)
L\ Yeegomnexus
Mpoueccopkl 2 x 12th Gen Intel(R) Core(TM) i7-1255U (1 CokeT)
# Ynpasnetite Bepcua Aopa Linux 6.12.19-6.12-alt1 (Tue Mar 18 18:09:36 UTC 2025)
>_ KomangHan obonouka Pexum aarpyakun EFI
Cratyc penoswtopua & Obrosnenna Proxmox Backup Server €2 BrniouéH penoanTopuii ypoBHA NPeANpUATHA »

& Xpanunuwe / Jucku

Pe3gpaHOS KOTUPORAHWE Ha MeHTy
Mcnonb3oBaHue xpaHuniia JaHHbIx
B XpaHunuwe AaHHsx

s | Paamep Henonba Joctynuo % wcnonba Owupaemoe 3anonHeH Hypran (nocnenHuit
% my_disk
my_disk 2919Tb 271.64 M6 2892Tb 0.93% HepocTaTouHo gasHbx
£ store2 store2 65.19 6 31076 620976 4.75% HenoCcTaTouHO A2HHbX
£ zfs st zfs_st 165.42 B 25.56 M6 165.40 TB 0.02% HepocTaTouHo AaHHbIX
© [obasuTh XparHunuiLe AaHHLD
Puc. 337

6.9.4 Hactpoiika XpaHWINIIA TaHHBIX
6.9.4.1 Vnpaenenue ouckamu
B BeG-uHTEpdeiice Ha BKIaKe «YTpaBieHHe» — «XpaHwinie/{UCKm» MOXKHO YBUIETh JTUCKH,
noakrouEHHbIe K cucteme (Puc. 338).
[IpocmoTp criucka TUCKOB B KOMaHHOM CTPOKE:
# proxmox-backup-manager disk list

Co3nanue QaiinoBoil cuctemsl ext4 win xfs Ha qucke B BeO-unTepdeiice nokasano Ha Puc. 339.
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PBS. Jlucku, nookaouennvle k cucmeme

ang‘ Backup Server 3.3.3 & [owymeHTauma & root@pam
@ MNaHens MOHUTOPUHIa Xparunue / Jucku ( ?.
LJ Mpumearin M Karanor 38 ZFS
Kohdpu MR
% purypa MepesarpysnTs MokasaTk gadHele SMART. WMHuumanusnpoeate guck GPT CMMCTUTE QWCK
@, YnpaeneHue QOCTYNOM
YeTpolicTeo Tun Wenonsaceanue Paimep GPT Mogens
S T T -8 J/devivmednl  $SD unused 161.06GB  Her ORCLVBOX-NVMEVER12
& Ynpasnexue Tpachukom £ Idevinvmeln2 Ss5D unused 161.06 GB Het  ORCL-VBOX-WVME-VER12
# Cepruchukari £ IdevinvmeOn3 SsSD unused 53.69 GB Her  ORCL-VBOX-NVME-VER12
+ & Idevisda Hard Disk ~ mounted 62.28 GB Na VBOX_HARDDISK
[\ YeegomneHus
#~ Ynpasnenwe
>_ KomaugHan obonouka
& Xpanunuwe [ Ouckn
PesepeHoe konupoBaHue Ha NexTy
B XpaHunuue AaHHbIX
Puc. 338

PBS. Cozoanue ¢haiinosoii cucmemvl Ha Oucke

Cozpatb: Katanor )

Huck: {devinvmeln3
Tainoean
CHCTEME:
extd
Ama:
xfs

HNobaBuThk Kak [
XpaHunue
IaHHbIX:

Crémuoe O
XpaHUnuLLe
AaHHbIX:

© Cnpaexa

Puc. 339

[Ipumep cozmanus ¢aitioBol cCUCTEMBI B KOMaHAHOM cTpoke (OyAeT co3nmaHa (aiiyoBas cucteMa
ext4 u XpaHWIMILE JAaHHBIX Ha Aucke nvmeOn3, XpaHWIUIIE AAHHBIX OyAeT CO3/aHO MO ajpecy /mnt/
datastore/storel):

# proxmox-backup-manager disk fs create storel \

--disk nvmeOn3 --filesystem ext4 --add-datastore true

create datastore 'storel' on disk nvmeOn3

Chunkstore create: 1%
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Chunkstore create: 2%

Chunkstore create: 99%
TASK OK

s co3manus zpool B BeO-uHTepdeiice, crnemayer mepeiitm B pasnen «Xpanwmaiie/IucKuy,
OTKpBITh BKIAJKYy «ZFS» u Haxarp kHomnKy «Co3natb: ZFS». B oTkpsiBmiemcs okHe «Co3natk: ZFS»

clellyeT yKa3aTh mapamMeTpbl zpool (3a1aTh UMs XpaHUJIMILA, BIOpaTh HEOOXOAUMbIE TUCKU, BBIOPAThY -

poBeHb RAID) u Haxats kHOTIKY «Co3nate» (Puc. 340).

KOMaHI[a IJI CO3JJaHusA 3C€PKAJIBbHOTO ZpOOl C UCIIOJIb30BAHUEM JIBYX JUCKOB U MOHTHUPOBAHUCM B

/mnt/datastore/zfs st:
# proxmox-backup-manager disk zpool create zfs st \

-—-devices nvmeOnl,nvmeOn2 --raidlevel mirror

PBS. Cozoanue zpool

Cospate: ZFS

s zfs_st YpoBeHs RAID: Mirror

HNobaeuTe Kak Caatue: on

XpaHWK1LLE )

AAHHBIX: ashift: 12

D YeTpoiicTeo Mogene CepWiHeIi HoMep Paamep MopAgok
/devinymeln1 ORCL-VBOX-MVME-VER12  VB1234-56789 161.06 GB
/devinvmeln2 ORCL-VBOX-MVME-VER12  VB1234-56789 161.06 GB

MNote: ZFS is not compatible with disks backed by a hardware RAID controller. For details see the reference documentation.

o coase

Puc. 340

JI1s1 MOHUTOPHUHIA COCTOSIHUS JIOKAIBbHBIX JUCKOB MCIOJb3yeTCA MakeT smartmontools. OH
COJICPXKUT HAOOp UHCTPYMEHTOB JJIsi MOHUTOPUHTA U yripaBieHus S.M.A.R.T. cuctemoil AJis TOKaTbHbBIX
xecTkux auckoB. Ecmu auck nmoaaepxkuBaer S.M.A.R.T. u nonnepxka SMART s nucka BKIIrOYEHa,
npocMoTpeTh AanHbie S.M.A.R.T. M0oxHO B BeO-uHTEpdeiice nin ¢ MOMOIIbI0 KOMaH/IbI:

# proxmox-backup-manager disk smart-attributes sdX
6.9.4.2 Co3zoanue xpaHuruwya OaHHbIX

XpaHUIUIIe JAaHHBIX — 3TO MECTO, IJie XpaHATCS pe3epBHbIe Konmuu. Tekymias peanuzanus PBS

UCTIOJIb3YeT KaTaJlor BHYTPU CTaHIApTHOW (haitnoBoii cuctemsl (ext4, xfs win zfs) mis xpaneHus TaHHBIX
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pesepBHOro KomupoBaHus. MHpopmanus o KOHQHUrypamuyu XpaHWIMIL JaHHBIX XpaHWUTCSA B Qaiine /

etc/proxmox-backup/datastore.cfqg.

H€06XO[[I/IMO HAaCTPOUTH KaK MUHUMYM OJJHO XpPaHUIIHMIIEC JaHHBIX. XpaHI/IJ'II/IH_IC JaHHBIX UJCHTH -

dunmpyercss UMEHeM W YKa3bIBaeT Ha Katajor B (aiioBoii cucreme. C KaXIbIM XPaHIIUIIEM CBSI3aHbBI

HACTPOIMKU XpaHEHUs], ONpPEIEIIsIoINe, CKOJIbKO CHUMKOB PE3€PBHBIX KOIMUHN A Ka)XJA0ro MHTepBaja

BpEMCHU (C)I(e‘laCHO, CXKCIHCBHO, CXKCHCACIIbHO, CXKEMCCAYHO, e)Kel"OI[HO) XPpaHUTb B 5TOM XpaHUJIUIIC.

Jnist co3manus XpaHWiHIa B BeO-uHTepdeiice HeoOX0AUMO HaXaTh KHONKY «Jl00aBUTh XpaHHUIU-

e JaHHBIX» B OOKOBOM MEHIO (B pasene «XpaHWIHINE JaHHBIX»). B OTKpBIBIIEMCS OKHE HEOOXOIUMO

ykazath (Puc. 341):

«Ms» — Ha3BaHUE XPAHWINILA JAHHBIX;

«[IyTh K KaTAJIOTy XpaHWIUIIA» — IMyTh K KaTaJIOTy, B KOTOPOM OYJET CO3JaHO XPAHIIUIIE JaH -
HBIX;

«Pacrniucanue cOopiimka Mycopa» — 4acToTa, ¢ KOTOPOM 3aImyCcKaeTcsi COOpKa Mycopa;
«Pacniucanue yjganeHus» — 4acTora, ¢ KOTOpOil MPOUCXOAUT yAAJICHHE paHee CO3JaHHbIX pe3epB-
HBIX KOIH;

«ITapameTpsl yaaneHus» — KOJIMYECTBO PE3EPBHBIX KOMHUH, KOTOPhIE HEOOXOIUMO XPAHUTb.

PBS. Co30anue xpanunuwa 0anHvix

[obaBuTE: XpaHUnuLLEe OaHHbIX
MapameTpbl yoaneHus

ma: store2 Pacnucaxue
cbopuwmka daily
Imnt/backup/disk1 mycopa:
Pacnucaxue
yOanNeHWA:

MyTe Kk KaTanory
XpaHunuLa:

daily

ChéMHOE XpaHUnuLLe AaHHbIX

KoMmeHTapuii:

© Cnpaexa Nononnurensho [
Puc. 341

C03)13.HI/IG XpaHWIMIIAa JaHHBIX B KOMaHIHOH CTPOKE:

# proxmox-backup-manager datastore create store?2 /mnt/backup/diskl

BriBecTu crimcok CYHICCTBYIOIUX XPAHUJIAIIL:

# proxmox-backup-manager datastore list

Ilocme CO3aHM XpaHWIINIIA JAaHHBIX B KaTAJIOTC MMOABIIACTCA CJ'IC)IYIOHII/II\/'I MAaKeET:

# 1s —-arilh /mnt/backup/diskl/

uroro 1,1M

2228231 -rw-r--r-- 1 backup backup 0 anp 4 15:55 .lock

2228230 drwxr-x--- 1 backup backup 1,1M anp 4 15:55 .chunks
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2228228 drwxr-xr-x 3 root root 4,0K anp 4 15:55
2228229 drwxr-xr-x 3 backup backup 4,0K anp 4 15:55

rue:

- .lock —mycro#i ¢ailn, ucroab3yeMblil Ui OIOKMPOBKH MpoLiecca;

- katanor .chunks — coaepxut noakaraioru ¢ umenamu ot 0000 no ffff. B sTux xaranorax Oy-
OYT XPaHUTHCS (parMEHTUPOBAHHbIE JaHHbIE, MOJYUYCHHbIE OCIE BBIOJHEHUS ONEpaluu pe-

3CPBHOI'O KOITMPOBAHMUA.

6.9.4.3 Cvemuvie xpanunuuya OAHHbIX

XpaHUIuIIA TaHHBIX MOYKHO CO3/1aBaTh HA Cb€MHBIX HOCUTEIIAX JJIsi aBTOHOMHOI'O XpPaHEHHSI.

CpeMHBIE XpaHWINIIA JAHHBIX MMEIOT CBSI3aHHOE C HUMH PE3EPBHOE YCTPOMCTBO, MX MOXHO
MOHTHUPOBATh U IEMOHTHPOBATh. B ocTaIbHOM OHU BeIyT ce0sl Tak *ke, KaKk U OObIYHbIE XpaHWINIIA J1aH-
HBIX.

CpeMHBIEe XpaHWIHIIA MOKHO CO3/1aBaTh HA YK€ OTPOpMaTHPOBAHHBIX pasnenax (extd umm xfs).

[Ipumeyanue. BoNbIIMHCTBO COBPEMEHHBIX (DAHIOBBIX CHUCTEM, MOJICPKUBAEMBIX SIAPOM
Linux, momxkHbl pabotars. DaitioBbie cucTeMbl Ha ocHOBe FAT He moIIepKUBAIOT KOHIIETIITHIO Biajie-
Hus ¢ainamu POSIX u uMe0T OTHOCUTENTFHO HU3KHUE OTPAaHUYCHHS Ha KOJMYECTBO (haiijioB B Karajore.
[ToaToMy co3maHMe XpaHWIHILA JAaHHBIX HE mojaepkuBaercs B (aiinoBbix cuctemax FAT. Ecnu BHem-
HUI AKCK 0T(hOpMAaTUPOBaH ¢ MOMOIIBIO (aitoBoit cucremsl Ha ocHoBe FAT, HeoOxoaumo nepedopma-
TUPOBATh AMCK, MMPEXKJE YEM HCIOIb30BaTh €T0 B KAUECTBE PE3EPBHOI0 YCTPOMCTBA JUJIsl ChEMHOIO Xpa-
HUJIUIIA TAaHHBIX.

Jl1s cozmaHusl CbeMHOTO XpaHWIHIA B BeO-uHTepdeiice He0OX0AUMO HaXkaTh KHOMKY «/[00aBUTH
XpaHWIUIIE JaHHBIX» B O0KOBOM MEHIO (B pazjele « XpaHWINIIE JaHHBIX»). B OTKpBIBIIEMCSl OKHE HE00-
XOJUMO YCTaHOBUTH OTMETKY B noJie «CbEMHOE XpaHunuie JaHHbix» (Puc. 342) u ykasars:

- «/ms» — Ha3BaHKE XPAHWINILA JAHHBIX;

- «[lyTh Ha yCTpOICTBE» — OTHOCUTEIBHBIN MyTh K KAaTaJOTy, B KOTOPOM OYIET CO3/1aHO XPaHUIIH -
111€ JaHHBIX;

- «YCTpOHCTBO» — ChEMHBIN JIUCK;

- «Pacnucanue cOopuka Mmycopa» — 4acToTa, ¢ KOTOPOU 3amycKaeTcsi cOopka Mycopa;

- «Pacnucanue yganeHus» — 4acToTa, ¢ KOTOPOl MPOUCXOANUT yAAJICHHE paHee CO3JaHHBIX pe3epB-

HBIX KOIH;

- «llapameTpsl yianeHus» — KOJTUYECTBO PE3EPBHBIX KOMUM, KOTOPbIE HEOOXOIUMO XPAHUTb.
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PBS. Cozoanue cvemnoco xpanunuwa

NobaBuTh: XpaHunuile aaHHbIX ()

MapameTpebl OUMCTKH

Wma: my_disk Pacnucanue
M cbopuymka daily
Tk Ha : ) _
yTb my_disk Mycopa:
YCTPOACTBE: =
N i PacnucaHue daily
YCTpORCTBO: Idev/sdel OUMCTRM:
CbEMHOE XpPaHWUNKLLE NaHHBIX
KomMMeHTapuiA:
MoeTopHOE
MCMONL30B3HWE
CyLecTByLWero
XpaHUNuLYE
OaHHBIX:
© Cnpaexa DononuurensHo ] EEEES
Puc. 342

OnHO yCTpOMCTBO MOMKET COAEPKATh HECKOJIBKO XPAaHWIMIL JIaHHBIX, €IMHCTBEHHbIM OrpaHHYe-
HUEM SBJISIETCS TO, YTO OHH HE MOTYT OBITh BIIOKEHHBIMHU.

CpeMHBIC XpaHWIUIIA JAaHHBIX CO3JAIOTCS HA YCTPOWCTBE C 3aJaHHBIM OTHOCHUTEIBHBIM ITyTEM,
KOTOPBIN yKa3aH Mpu co3gaHuu. YToObI UCTIOIB30BaTh XPAHMWIMILE JAHHBIX Ha HECKOJIBKUX dK3EMIUISpax
PBS, mpu noGaBiennu xpaHunuiia Ha HoBoM 3k3eMiuisipe PBS neob6xoaumo yctanoButh otmetky «lIlo-
BTOPHOE HCIIOJIb30BaHNE CYLIECTBYIOLIErO XpaHuauia aaHHbx» (Puc. 342). IlyTe, 3amaBaeMsblil ipu co-
3JIaHUW CHEMHOTO XPAHMIIUIIA, ONPEACISAET, KaK HICHTUPHUITUPYIOTCS HECKOJIBKO XPAHIIIUI JaHHBIX Ha
omgHoM yctpoiicTBe. [loaTomy mpu mobGaBiieHnH HOBOTO 3k3eMiuisipa PBS oH moimkeH cOOTBETCTBOBATH
TOMY, KOTOPBIN OBLT yKa3aH MpH CO3JaHIH XPAHUIIHUIIA.

Co3nanne ChbeMHOI0 XpaHWINILA JaHHBIX B KOMaHJIHOM CTPOKeE:

# proxmox-backup-manager datastore create my disk2 data --backing-
device bc995eab6-e296-4682-82a9-5480de4£583¢c

rae:

- my_disk2 — umsa xpaHmmIa;
- data — OTHOCUTENBHBIN MyTh K KaTaIOTY;

- bc995ea6-e296-4682-82a9-5480de41583¢ — UUID cheMHOT0 yCTpOHCTBA.
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CpeMHOE XpaHWIUIIE TAK)KE MOXKHO CO3/1aTh Ha IOJHOCTHIO HEHCIIONb3yEeMbIX JHCKaX depe3
«Ympasnenue» — «Xpanwiuie/ducku» — «Karamor» (Puc. 343), ycraHOBUB OTMETKY B 1oJie «CbEM-
HOE XpaHWIHIIE JaHHBIX». [Ipu MCmoNb30BaHMM 3TOTO0 METOJa JUCK OyAeT aBTOMAaTHYeCKH pa3OHT Ha
paszensl 1 OTGOPMAaTUPOBAH Ul XPAaHUIUILA TaHHBIX.

PBS. Cozoanue cvemnoco xpanunuwa Ha HepasmeueHHOM OUCKe

Co3patek: Katanor (>

Auck: fdevisde

Mainosan
CUCTEMA:

extd

A my_disk

NobasuTh Kak
KpaHUM WL E
AaHHbLK:

CrémHoe
XpaHunuLe
OaHHBIX:

0 crase

Puc. 343

YcTpoiicTBa, Ha KOTOPBIX €CTh TOJBKO OJHO XPaHWJIMILE AAHHBIX, Oy1yT CMOHTHPOBAHBI aBTOMa-
TUYECKU. Pa3MOHTHpPOBaHME JOHKHO BBIMIOJIHATHCS Yepe3 MOJIb30BaTEeIbCKUI HHTEpdelic, s 3TOro cie-
JyeT HaxaTb KHONKY «Pa3mMoHTHpOBaTh» Ha BKIaake «CBoaka» cheMHoro xpanunuma (Puc. 344), wiu B
KOMaHJIHOM CTPOKE:

# proxmox-backup-manager datastore unmount my disk

PBS. Bxnaoka «Cé00ka» cvbeMH020 Xpanunuua

a% Backup Server 3.3.3 & OoxymeHtauua 3agaw 0
@ MaHenk MoHWUTOpMHIa Xpanunuwe aanenc my_disk @
[J Mpumeuarin 222 Copeprmvmoe [ 3apauu no ounctke u cbopke mycopa Q¥ 3apganus cuHxponmusaumw @ 3aganus n
265 Kondpurypaupa

IMoKa3aTk A3HHEIE COBAMKEHNA Pa3MOHTMPOBATE  CMOKTUPOEATE Yac (s cpeHem)
# Ynpaenenune
PeaepaHoe KONMPOBaHKe Ha NeHTy my_disk (my_disk) KoMmeHTapuii ©)

X
LS S Wcnonsacsarwe  0.95% (275.91 M6 us 29.19 )

& my_disk

KonuuyecTBo pesepBHbIX Konui
£ store2 & KoHTeiinep 1 Tpynnei, 2 CHuMKK
= B Xocr 0 Mpynnel, 0 CHUMEK

s st L BuptyansHan mawuna 0 Mpynnel, 0 Crumkn

© [lobanv, xpanunuie AanHbx CratncTika nocnegHero cbopa mycopa

# QakTop AeaynnukaLmK 1.00

Puc. 344

B 060ux cinyyasx ycTpoilcTBO OyIeT OTKIIOYEHO MOCTIE 3aBEPILICHUS BCEX 3allyICHHbBIX 3a/1a4.
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Ecnu pa3smoHTHpOBaHuE HE yAaeTcs, IPUYMHA PETUCTPUPYETCS B KypHAJIEe 3a]]a4 Pa3MOHTHUPOBA-
HUS, ¥ XPaHWINILE JAHHBIX OCTAHETCS B peXuMe oOchmykuBaHUs pazMoHTHpoBaHus (Puc. 345), uto
[IpeI0TBpallaeT J0ble orepalii BBO1a-BbIBOa. B Takux ciydasx pesxuM oOCTyKUBAHUS JTOJKEH ObITh
cOpoIlIeH BPYYHYIO.

PBS. Cozoanue cvemnoco xpanunuwa Ha HepasmeueHHOM OUCKe

Penaktuposats: Pesxum obcnyxusanma D ®

Tun obcnyxueanua: | PaamoHTUpoBaHue |

Puc. 345

[TepeBectn xpanwmie B pexum odcayxkuanus (offline):

# proxmox-backup-manager datastore update --maintenance-mode offline <name>

BriBecTH XxpaHunuiie U3 pexxuMa 00CTyKUBaHUS:

# proxmox-backup-manager datastore update --delete maintenance-mode <name>
Bce chemHBIE XpaHWIMIIA MOHTUPYIOTCS B /mnt/datastore/<ums XpaHWIWIIA™>, a YKa3aHHBIN MyTh
YKa3bIBAECT KAaTAJIOI HA YCTPOUCTBE.
BriBecTH CHIMCOK XpaHWIIMIL, MPUCYTCTBYIOLIMX HA YCTPOMCTBE, MOYKHO C MOMOLIBIO KOMAaHIbI
proxmox-backup-debug:

# proxmox-backup-debug inspect device /dev/sdel

Device contains 2 stores

Datastore at "/my_disk" | vM: O, CT: 2, HOST: 0O, NS: O
Datastore at "/data" | VM: 0, CT: 0, HOST: 0, NS: O

3amanusi TPOBEPKHU, OUUCTKH U cOOpa Mycopa MPOITYCKAOTCS, €CITU CheMHOE XPAHHWIIUIIE TAHHBIX
HE CMOHTHPOBAHO, B TOT MOMEHT, KOTJla OHM 3alUIaHUPOBAHbI. 3aJJaHUsI CUHXPOHHU3AIMU 3aITyCKaIOTCs,

HO 3aBCPHIAIOTCA C OIHI/I6KOI>'I, coo6u1a10u16171, 4TO XpAaHUJINIIC JaHHBIX HE OBLIO CMOHTHUPOBAHO.

6.9.4.4 VYnpasnenue xpanunuwamu 0aHHvIx

BriBecT cincok CYIICCTBYIOIINX XPaHUJIWIIL:
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# proxmox-backup-manager datastore list

N3menuts pacnucanne cOOPKU Mycopa U BBIBECTH HACTPONKH XpaHWINIIA TaHHBIX:
# proxmox-backup-manager datastore update store2 --gc-schedule 'Tue 04:27'

# proxmox-backup-manager datastore show store2

VYV nanuTh XpaHWIHIIE JaHHBIX:

# roxmox-backup-manager datastore remove store?
JlanHas KOMaH/1a YAUTAT TOJIPKO KOH(UTYpPAIMIO XpPAaHUJIUIIA TaHHBIX, IaHHBIE U3 0a30BOT0 KaTa-

jiora yJaJieHbl He OyIyT.

6.9.5 VYmnpasnenue Tpadhukom

Coznanne U BOCCTaHOBJIEHUE PE3EPBHBIX KOMUII MOXKET MPUBECTH K O0ibIIOMY TpaduKy U MO-
BIUATH HAa pabOTy APYTUX MOJIb30BaTENEH CETH WU OOIINUX XPAHIIIUII.

PBS no3BossieT orpaHMuuTh BXOJSAIIMNA (HAaIpHUMEp, PE3€pBHOE KOMHMPOBAHME) M HUCXOASILUN
(HarmpuMep, BOCCTAHOBJICHHE) CETeBOW Tpaduk u3 Habopa cereld. [Ipu 3TOM MOKHO HACTPOWTH ONpE/e-
JICHHBIE TIEPUO/IbI, B KOTOpbIE OyIyT MPUMEHSITHCS OTPAaHUYCHHUS.

[Ipumeuanue. OrpaHndeHre CKOPOCTH HE BIUSET HA 33aJlaHUSl CHHXpOHU3aUUU. YToOBI orpa-
HUYHTH BXOJANIUHN TpaduK, CO3AaBacMblil 3aJaHIEM CHHXPOHU3AIMN, HEOOXOAMMO HACTPOUTH OrpaHUYe-
HUE CKOPOCTH BXOJIAMIETO TpaduKa JUIsi KOHKPETHOTO 3a/IaHus.

Hacrpoiika npaBuna ynpasienust Tpadguxom B Bed-unrepdeiice («Kondurypamus» — «Ympasie-
Hue Tpadpukom» — «Jlo6aBuTH») MokazaHa Ha Puc. 346.

VYupasienue TpahuKoM B KOHCOIH:

- CO3J1aTh MPABUJIO YIpaBICHHUS TpaQUKOM I orpaHudeHus: Bcex kiueHToB [Pv4 (cets 0.0.0.0/0)

o 100 Mb/c:

# proxmox-backup-manager traffic-control create rule0 --network 0.0.0.0/0 \
--rate-in 100MB --rate-out 100MB \
——comment "Default rate limit (100MB/s) for all clients"
- OTPaHUYUTH NPABUIIO BPEMEHHBIMU PAMKaMU:
# proxmox-backup-manager traffic-control update rule0O \
--timeframe "mon..fri 8-19"
- BBIBECTHU CIHUCOK TEKYIIUX MPABUI:
# proxmox-backup-manager traffic-control list
- yAJUTh MPABUJIO:
# proxmox-backup-manager traffic-control remove rule0
- TO0Ka3aTh COCTOSIHUE (TEKYIIYI0 CKOPOCTh Nepeaul JaHHBIX ) BCEX HACTPOCHHBIX MPABUII:

# proxmox-backup-manager traffic-control traffic
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PBS. Hacmpotixa npaguna ynpasienusi mpagpuxom

[obaeuTe: [paBuno ynpaenexus Tpadukom

Mmn weekday-in-office KommeHTapuit

BxogHan ckopocTh: 10 MiB/s Becnneck Ha Bxoge: CoBnagaeT CO CKOPOCTbiO MiB/s

Bixoanan 40 MiBjs ~ Denmeck Ha CoBNagaeT co CKOpOCTLI0 MiBis
CKOPOCTh: BLIXOAS:

Cetu: 0.0.0.0/0, ::/0 (MpUMeHUTE ANA BCEX CeTeil)

WhTepeans
BPEMEHM:

Bpewma navana Bpewma 3aeeplueHua MH Br Cp Hr Ir (4] Bc

08:00 [ 19:00 1= % % % % O O
@ Cnpaeka
Puc. 346

6.9.6 YmnpapieHue MoJb30BaTEIIMU
PVE noanepxuBaeT HECKOIbKO UCTOUHUKOB ayTeHTUuKanuu (Puc. 347).
PBS xpanut nanusie nons3oBareneii B aiine /etc/proxmox-backup/user.cfgq.

[Tonp30BaTenst 4acTo BHYTPEHHE UACHTU(UIUPYIOT MO €r0 UMEHHU U 00JIacTH ayTeHTU(DUKAIH B

dopme <user>@<realm>.

Buvibop muna aymenmughuxayuu 6 ée6-unmepghetice

Bxon Ha cepeep pe3epBHOrO KonupoBaHua Proxmox

MmAa noneaoeatena: | |

Maponk: | |

OfnacTe: | Linux PAM standard authenticatio |
B Linux PAM standard authentication

Proxmox Backup authentication server
CoX Aner Nomen

FreelPA

Puc. 347
[Tocne ycranoBku PBS cymiecTByeT oauH mosb30BaTens root@pam, KOTOPBIH COOTBETCTBYET
cynepnoisbizoBatento OC. Cyneprnonb3oBaTellb UMEET HEOIpaHUUEHHBIE MIPaBa, MO3TOMY PEKOMEHAYETCS
N00aBUTH APYTUX MOJIB30BATENEH C MEHBIINMU TPAaBaMH.
6.9.6.1 Ob6aracmu aymenmughuxkayuu
PBS nognepxuBaer ciemyromiie 0061acTi (METO/Ibl) ayTeHTU(DUKAIINH:
- «CrannaprHas ayrentudukanus Linux PAM» («Linux PAM standart authentication») — npu uc-

M0JIb30BaHUU 3TON ayTEHTHU(PHUKAIUU CUCTEMHBIN MOJIb30BATENb JIOJKEH CYIIECTBOBATH (JIOJIKEH
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OBITh CO3/1aH, HApUMEp, ¢ oMoIIbio kKomaHabl adduser). Ilonp30BaTenb ayTEHTUPHUITUPYETCS C
MIOMOIIbIO CBOETO OOBIYHOI'O CUCTEMHOI'O IIApOJIs;

- «CepBep ayrentudukanuu Proxmox Backup» («Proxmox Backup authentication server») —
ayreHtu(dukanus Proxmox Backup Server. XsmmpoBanHble maponu XpaHsarcs B Qaiine /etc/
proxmox-backup/shadow. json;

- «CepBep LDAP» — mo3Bomsier ucnosnb3oBath BHemHuil LDAP-cepBep mia ayreHTHQUKanun
nosp3oBarenei (Hanpumep, OpenLDAP);

- Cepsep «Active Directory» — mo3BossieT ayreHTUPHUIIMpOBaTh Mosb3oBateneilt uepe3 AD. Tlox-
nepxxuBaeT LDAP B kauecTBe mpoTOKOIA ayTeHTU(DUKAITNH;

- «Cepsep OpenlD Connect» — ypoBeHb uneHTH(ukannu nosepx nporokona OATH 2.0. [To3soss-
€T ayTeHTU(UIMPOBATH MOJb30BATENIEeH HAa OCHOBE ayTEHTH(MKALWM, BBHIOJHIEMON BHEUIIHHM

CepBEPOM aBTOPHU3AIIHH.

6.9.6.1.1 CrannaptHas ayrentuduxanus Linux PAM

[Tpu ucnons3oBannu «CrangaptHas ayreHTH(dukanus Linux PAM», cucTeMHBIi MOJIb30BaTENb
JIOJDKEH CYIIECTBOBATH (IOJKEH OBITh CO3/1aH, HalpuMep, C TOMOIIbI0 KoMaH sl adduser) Ha Bcex y3max,
Ha KOTOPBIX M10JIb30BATENI0 Pa3peIIeHO BOUTH B CUCTEMY .

Ob6nacte Linux PAM co3pnaeTcst o yMOTYaHHUIO U HE MOKET OBbITh yJaJIeHa.

6.9.6.1.2 Cepgep ayrentudukanuu Proxmox Backup

Ob6nacte «Cepsep ayreHTH(uKanuu Proxmox Backup» npencraBiser co0oi XpaHWIUILE Mapo-
neii B ctuiie Unix (/etc/proxmox-backup/shadow. json). [lapons mudpyercs ¢ UCIOIB30BAHU-
€M METOJla XEIIUPOBaHUs yescrypt.

OO6nacTb co3aeTcs 0 yMOITYaHUIO.

Hns noGaBneHust mosib3oBaTenss B BeO-uHTepdeiice cienyer B pasznene «Kondurypauus» —
«YTpaBieHHE JOCTYIIOM» IIEPEUTH Ha BKIAAKY «YIIPaBICHHUE MTOJIb30BATEIAMIU» U HAXKATh KHOIKY «/lo-

6aButh» (Puc. 348).
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PBS. Jlobasnenue nonvzoeamens

[obaewTe: None3osaTtens

WmA noneaceartens: | backup_u ma:

ObnacTe: Proxmox Backup authe @amMunua:
Maponk:  essesese 3n. noura:
Mopreeppute [ ..,
napens:
Cpok pefcTeuA: HUKOMma
BrnioueHo:
KommenTapuii:
© Cnpaeka
Puc. 348

[oBaenTe

[Ipumeps! ncnonb30BaHUsS KOMaHIHOW CTPOKH AJis yIpaBJieHus nosnb3oBarensimMu PBS:

- MPOCMOTPETh CIUCOK MOJb30BATEIICH:
# proxmox-backup-manager user list
- CO3/1aTh MOJIL30BATEIIS:
# proxmox-backup-manager user create backup ulpbs
backup u@test.alt
- OOHOBHTBH MJIM U3MCHUTH JIFOOBIC CBOMCTBA MOJIH30BATEIIS:
# proxmox-backup-manager user update backup ulpbs
—-—lastname lraHOB
- OTKIIIOYWTH YYETHYIO 3aIMCh MTOJIB30BATEIIS:
# proxmox-backup-manager user update backup ulpbs
- YIaJIUTh YYETHYIO 3aIIUCH MOJIB30BATEIIS:

# proxmox-backup-manager user remove backup ulpbs

6.9.6.1.3 LDAP ayrentudukanus (FreelPA)

-—email

-—firstname IMuTpUM

—-—enable 0

B nannom paznene npusenén npumep Hactpoiiku LDAP aytenTudukanum 1 ayreHTUGUKaluu

Ha cepBepe FreelPA. B mpuMepe ncnonib3yroTcs CIeayOUue NCXOAHBIE TaHHbBIE:

- ipa.example.test, 192.168.0.113 — cepep FreelPA;

- admin@example.test — yuérnas 3amuch ¢ npaBamu drenuss LDAP;

- pve — Ipymnmna, Iojb30BaTeIN KOTOPOil UMEIOT mpaBo ayTeHTuduunponarbes B PVE.

Jlns HacTporiku ayreHTudukanuu FreelPA HeoOX0oauMO BBITOTHUTE CIIETYIONINE TIIarH:

1) cosmare ob6nacth ayTeHTH(ukauuu LDAP. Ilna storo B pasmene «Kondurypauus» —

«YnpasneHnue goctynom» — «Obmactu» Haxarh KHOINKY «J{o6aButh» — «CepBep LDAP» (Puc. 349);
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Cozoamb obnacms aymenmugurayuu LDAP

YnpaeneHue JOCTyYNomM

YnpaBnexue nonb3osatenami & [leyxdpakTopHan ayTenTudpukauma Q) Toxen AP o Paspelwenns

[oGaenTs PepakTpoBaTs YOanuTe CHHXPOHW3NPOBATE

P

(&}

pus

Cepeep Active Directory KommerTapuit

Cepeep LDAP
Linux PAM standard authentication
Cepeep OpenlD Connect
s Proxmox Backup authentication server

Puc. 349

2) na Bkuagke «Oo6mee» (Puc. 350) ykaszars cnenyromue JaHHBIE:
«O06macTb» — uAeHTUPHUKATOP 00TaCTH;
«ms ocHoBHOTO MOoMeHa» (base dn) — kaTanor, B KOTOPOM BBITIOJIHSETCS TIOMCK TOJIh30BaTeNeH
(cn=accounts,dc=example,dc=test);
«ATpuOyT MMeHH noib30Baress» (user attr) — atpudyt LDAP, copepskamuii uMs 1mosib30BaTers,
C KOTOPBIM TIOJIL30BaTENH OYIyT BXOUTH B cucTeMy (uid);
«VIMs1 tomMeHa MPUBS3KW» — UMsI [T0JIb30BATENs], UMEIOIIEro IPaBo MOKCKa B KaTajiore
(uid=admin,cn=users,cn=accounts,dc=example,dc=test);
«ITaponb TpUBSI3KI» — MAPOJH MOTH30BATEIIS;
«Cepsep» — [P-anpec wim nums FreelPA-cepsepa (ipa.example.test wim 192.168.0.113);
«Pe3epBHBIN cepBep» (OMIMOHATIBHO) — aapec PE3epPBHOTO CEpBEpa Ha CiIy4ail, €Clu OCHOBHOM
cepBep HEIOCTYIICH;

«ITopt» — mopt, koTOpHIi npociyimBaeTr cepBep LDAP (06br4no 389 6e3 ssl, 636 ¢ ssl).
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Hacmportika LDAP aymenmucghurxayuu FreelPA (sxnaoka « Odbwee»)
Hobasuts: Cepeep LDAP ()

MapameTpbl CHUHXPOHU3ALMKW

OBnacTe: example.test Cepeep: 192.168.0.113
Mms ocHoBHOTO cn=accounts, dc=example,c PesepeHbli cepeep:
OOMEHA:
MNopT: 389
ATpubyT umeHH uid
NoML30BaTENA: Pexam: LDAP
AHOHUMHLIA nowck: [
Wiz nomexa uid=admin,cn=users, cn=ac
NPWBAIKA:
Naponk NPUBAIKA:
KommeHTapuiA: FreelPA
& Cnpaeka OobaenTh
Puc. 350

3) na Briangke «Ilapamerpsl cuaxponuzanumn» (Puc. 351) 3anonuuth cneayronme noss (B ckoO-

KaX yKa3aHbl 3HAYCHUS, UCIIOJIb3YCMBIC B TAHHOM HpI/IMCpe)I

«ATpuOyT MMeHun» (onmuoHansHO) — atpudyT LDAP, comepkamuii uMs mnonb3oBarens (given-
name);

«ATpubyT hammmm» (onuoHanbHO) — atpudyT LDAP, coaepxkamnuii pamuimio monabs3oBaTess
(sn);

«ATpHUOYT 3IIEKTPOHHON MOYTHD (ONMIHOHANBEHO) — aTpudyT LDAP, conepkamiuii 31eKTpOHHYIO
o4ty noJib3oBatess (mail);

«Knaccel monbs3oBarenein» — kiace nonb3oBareneit LDAP (inetOrgPerson);

«DunbTp MoJsb30BaTeNeH» — GUIBTP NOJIb30BATENEH

(memberOf=cn=pve,cn=groups,cn=accounts,dc=example,dc=test);



324

Hacmpoiika LDAP aymenmugurxayuu FreelPA (sxnaoka «llapamempol cunxponusayuuy)

[obasuts: Cepeep LDAP ()

TN [lapaMeTphl CUHXPOHUIALIAN

ATpubyT umeHu:
ATpubyT chammnim:

ATpubyT
3MEKTPOHHOR NOYUTHI:

givenname Knacchl

. inetOrgPerson
nonk3oBarenei:
sn
Dunsr
P . memberOf=cn=pve,cn=grol
i nonk30BaTenei:

MapameTpbl CHHX POHU3ALUWK MO YMOMYIHWH

BrnounTe HOBLIX
NoNbL30BaTENeA:

Na (Mo ymonuaHuw)

YOanuTe NPEKPaTHBLLME CYWECTBOBAHNE NapaMETpkI

Cnucok ynpaBneHuA IE \J":.'J,ELI'IMTI: CNWCKW YNpaBneHWA JOCTYNoM NpekpartuBlLUMX CyYLeCTBOBaHWE

OOCTYNOM:

Janvck:

CeoicTea:

NonsL30BaTeneH

E YoanuTe NpekpaTMBLUMX CYLWECTBOBAHWE nonb3aceaTensn

[ ¥nanuts npexkpaTvBlUME CYUECTBOBAHWE CBOWCTEA M3 CUHXPOHWIMPOBAHHLIX
Janvcen NonbL3ceaTensi.

Puc. 351

4) Haxarb KHOMKY «Jl00aBUTHY;

5) BbIOpaTh 100aBICHHYIO 001aCcTh U HaXKaTh KHONKY «CHHXpoHU3upoBath» (Puc. 352);

YnpaBneHwe 4ocTynom

Kunonka « Cunxponuzuposamuy

[==2)

& VYnpaeneuwe nonbsosatensmu &, [leyxdaktopHan aytenHtucbukauma S Token APl o Paspewenun

NoGaenTe PenakTWpoBaTe

Cdbepa | Tun
example test  Idap

pam pam
pbs pbs

YOanuTe CHHXPOHWENPOBaTL

KommeHTapwii
FreelPA
Linux PAM standard authentication

Proxmox Backup authentication server

Puc. 352

6) ykasarb, €Clii HEOOXOIUMO, IMapaMeTPhl CHHXPOHHM3ALNH U HaXXaTh KHOMKY « CHHXPOHHU3UPO -

Batb» (Puc. 353).

B pesynbrare cuHXpoHHU3aUuu Moib3oBaTenu PBS OyayT CHHXpOHM3UpPOBaHBI C CEpBEPOM

FreelPA LDAP. Cenenust 0 nojib30BaTessiX MOXHO IPOBEPUTH Ha BKIAAKE «YIPaBICHUE MOJIb-

30BaTCIISIMU .

7) HacTpOUTH pa3pelleHus IJs TPYyIIbl/I0Ib30BaTelNs Ha BKIaake «Pa3pemenusy.
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Iapamempoi cunxponuzayuu obracmu aymenmugurayuu

CuHXpoHM3aLmna obnacTtu ]

Brniouuts
HOBLIE:

Ha

Y OanuTe NpekpaTHRLLWE CYILECTBORAHME NapamMeTpLl

Crvcox ¥oanuTe CNMCKW YyNpaBNeHWA QOCTYNoM NpeKpaTMBLLMX CYLecTBoBaHWe
yNpaBneHuA none3cBaTensei u rpynn.

OOCTYMNOM:

3anuch: ¥oanuTe 3anucy NPeKpaTHBLLMY CYLUeCTBOBaHWE NONL30BaTensd W rpynn.
CroiicTea: ¥nanuTe NpekpaTBLLME CYLUeCTBOBaHWE CBORCTEA W3

CHHX pOHW3IWMPOBaHHBIX 3aNUCed NoNbL30BaTene.

MapameTphl CHHXPOHWIALMK N0 YMONYAHWKD MOMHO YCTAHOBWUTE NYTEM uameHeHuA obnacti.

espmnsiosor

Puc. 353
[Ipumeuanue. KoManaa CHHXpOHU3ALMY [10JIb30BATEIICH:
# proxmox-backup-manager ldap sync example.test
Jlst aBTOMAaTHYeCKOM CHHXPOHHU3AIMH T0JIh30BaTeNIeld MOKHO J100aBUTh KOMaHIy CHUHXPOHM3a-

WU B INIAHUPOBIIUK 3a/1a4q.

6.9.6.1.4 LDAP ayrentudukanus («Anast Jomen», AD)
B mannOM paznene npuBeAEH MpUMep HACTPOUKHU ayTeHTH(HUKAIMKU Ha cepBepe «AnbT Jlomen». B
pUMepe UCTIONIB3YIOTCS CIeTyIOIUe UCXOAHbIE TaHHbIE:
- dcl.test.alt, 192.168.0.132 — cepBep «AnbT oMen»;
- administrator@test.alt — yuérHas 3anmuce agmuHHCcTpaTtopa (uist Oosibleil 6€30MacHOCTH PEKO-
MEHAYETCS CO3/1aTh OTAEIbHYIO YUETHYIO 3aHCh C IOCTYIIOM TOJBKO JIJIsl YT€HHUSI K 00BbEKTaM J10-
MEHA U HE UCMOJIb30BaTh YUETHYIO 3alUCh aIMUHUCTPATOPA);
- office — rpymnmna, noiap30BaTenn KOTOPOH UMEIOT MpaBo ayTeHTHu(uuupoBathes B PVE.
s HacTpoiiku AD ayTeHTH(HUKAIMKA HEOOXOIUMO BBIITOJIHUTH CIIEIYONIUE [Iaru:
1) cosmare obnacte ayreHtudukamuu LDAP. Jlna storo B pasmene «Koundurypauus» —
«Ympasnenue nocrynom» — «Obmactny Haxkath KHOTIKY «Jlo6aBuTh» — «Cepep LDAP» (Puc. 349);
2) Ha Bkiagke «O6mee» (Puc. 354) ykazare crnenyrone qaHHbIE:
- «O06nacte» — uaeHTU(UKATOP 00IACTH;
- «/ms ocHoBHOTO oMeHa» (base dn) — kaTtayor, B KOTOPOM BBITIOJIHSETCS] TOUCK TOJIb30BaTeNei
(dc=test,dc=alt);
- «ATpuOyT UMeHH TIob30BaTe s (user attr) — atpudyt LDAP, comepxariuii uMsi 1oipb30BaTes,

C KOTOPBIM HOJIB30BATENN OYAYT BXOIUTH B cucteMy (SAMAccountName);
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«[lo yMoIr4aHuI0» — yCTAaHOBHUTH 00JIACTh B KAUECTBE 00JIACTH 110 YMOIYAHUIO JUISl BXO/a B CHCTE-
My,

«Ms1 TOMEHa MPUBSI3KW» — UMS TI0JIh30BATEIISI, UMEIOIIETO MPaBo IMOCHKa B IoMeHe (cn=Admin-
istrator,cn=Users,dc=test,dc=alt);

«[laposs MPHUBS3KM» — MAPOJIb MOJIL30BATEIIS;

«Cepsep» — [P-anpec wim ums ceppepa (dcl.test.alt wmm 192.168.0.132);

«Pe3epBHBIN cepBep» (OMIIMOHAIBLHO) — aJpPEC PE3EPBHOTO CEpBEpa Ha CIy4aid, €CJI OCHOBHOMN
CepBep HEIOCTYIICH;

«ITopt» — mopt, kKoTOpHIit MpocaymmBaeT cepBep LDAP (06srano 389 6e3 ssl, 636 ¢ ssl).

Hacmpoiixa LDAP aymenmugpuxayuu «Anom Jomeny (6xknaoxa « Obweey)
[Nobasuts: Cepeep LDAP

MNapameTpsl CUHXPOHU3ALMK

OBnacTk: test.alt Cepeep: 192.168.0.132
ma ocHoBHOMO PesepeHuill cepaep:
dc=test dc=alt | PBEf
[OMEHE:
Mopr: 389
ATpUBYT UMeHU
: sAMAccountMame -
nonsL30BaTens: Pesum: LDAP
AHOHUMHBIR NOWCK:
Mma momena ..
o cn=Administrator.cn=Users
MPUEAZKM:
MNapons NpUBA3KK:
KommeHTapuin: Aner [Jomen
© Cnpaska NoGaenTh
Puc. 354

3) na Brianke «Ilapamerpsl cuaxponuzanumn» (Puc. 355) 3anonuuts cnemayronue noss (B ckoO-

KaX YKa3aHbl 3HAYCHU:A, UCIIOJIB3YCMbBIC B TdHHOM anMepe):

«ATpuOyT MMeHn» (onuuoHanbHO) — atpuldyT LDAP, comepkamuii uMs mnonb3oBarens (given-
name);

«AtpubyTt pamumum» (onuuoHanbHO) — atpudyT LDAP, conepxkamuit paMuinio moyib30BaTens
(sn);

«ATpHUOYT 3JIEKTPOHHON MOYTHI (OMIMOHAIBHO) — aTpudyT LDAP, conepxamuii 3J1eKTpOHHYIO
o4ty noJib3oBates (mail);

«Kuaccel nonb3oBateneit» — kinacce nons3osareneit LDAP (user);

«DunpTp monb3oBarenei» — GUIBTp Mmosb3oBaTeNeH

((&(objectclass=user)(samaccountname=*)(MemberOf=CN=olffice,cn=Users,dc=TEST,dc=ALT)));
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Hacmportika LDAP aymenmucghuxayuu «Anom JJomeny (6xnaoka «llapamempol cunxponuszayuuy)

Hobasute: Cepeep LDAP )

0TI [TapameTphl CUHXPOHM3ALMIA

ATpubyT UMeHM: givenname Knacchi

. user
nonbL3oBaTeneun:

ATpubyT chamunim: | sn
Tunerp

; (&(objectclass=user)(samat
nons3osaTensii:

ATpubyT

. mail
IMEKTPOHHOA NoUThI:

MNapameTpel CHHXPOHW3ALMA N0 YMOMYSHUKD

BrnounTe HOBLIX

N Mo yMmonuaHuo
Nnonb3ceaTenei: fla Moy )

YOanuTe NpekpaTHeLLKE CYLeCcTBOBaHNE NapamMeTpkl

Crnucok ynpasneHWa IE }";E,E.'Ild_b CNWCKKW YyNpaBneHWA JOCTynoM npekpaTiBLUKK CYLeCTBOBAHWE

OOCTYNOM: none3ceaTens
3anuck: IE }";E,E.'IH_I:- NpekpaTUBLUMY CYLWECTBOBaHWE nonb3oceaTensi
CeolicTea: IE }’;E,E.'IH_I: NnpekpaTyiBlUMe CYLECTBOBAHWE CBOACTBA W3 CHHXPOHU3WPOBaHHBIX

Janucei nonb3cearensi.

OoGaenTe

Puc. 355

4) Haxarh KHOTKY «Jl00aBUTHY;

5) BbIOpaTh 100aBICHHYIO 00IACTh U HAXKATh KHONKY « CHHXPOHU3UPOBATHY,;

6) ykaszaTh, €CIIM HEOOXOAMMO, MapaMeTpbl CHHXPOHU3AIMH U HaXaTh KHONKY « CHHXPOHHU3UPO -
Batb» (Puc. 353).

B pesynbprare cuaxpoHusanuu nois3oBarenu PBS OynyT cHHXpOHH3UPOBAHBI C CEPBEPOM «ATBT

Jomen». CBeneHUs O MOJIb30BATENISAX MOXHO NMPOBEPUTHh Ha BKJIAJKE «YIPaBIECHUE I0JIb30BATE-

JSIMUY.

7) HacTpouTs pa3pelieHust s ojab30BaTess Ha BKIagke «PazpenieHus.

[Ipumeuanue. Komanga CMHXpOHU3ALMH M1OJIb30BATENEH U TPYIIL:
# proxmox-backup-manager ldap sync test.alt

Jl1g aBTOMaTHYECKON CUHXPOHM3AIMK I0JIb30BaTeNeH U TPYNIl MOXXHO JO00aBUTh KOMaHAy CHH-
XPOHH3ALMH B IJITAHUPOBIIKK 3a/a4.
6.9.6.2 API-moxkenvi

JIro60i1 ayTeHTH(UIIMPOBAHHBINA TMOJB30BATENh MOXET reHepupoBatbh API-TokeHBI, KOTOpHIE, B
CBOIO 0YepeJlb, MOKHO HCIIOIb30BATH ISl HACTPOWKHU KJIMEHTOB PE3EPBHOTO KONMMPOBAHUS BMECTO Ipsi-
MOTO YKa3aHHUsI UMEHU NOJIb30BATEINSI U TAPOJISL.

Hasunauenne API-TtokeHoB:
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= HpOCTOﬁ OT3bIB B CJIy4ac KOMIIPOMCTAllMX KIIMCHTA,

BO3MOXHOCTb OI'paHUYUTL PA3pPCUHICHUA I KaXIO0TO KJIMEHTa/TOKEHAa B paMKax pa3pemeH1/H71

I10JIb30BATENEH.
Ho6asnenne API-rokena B BeO-unTepdeiice nokasano Ha Puc. 356.

PBS. Jlobasnenue API-mokena

[obasute: TokeH AP

Monb3oeatent: backup_u@pbs Cpok pelcTeuA HuKoraa

Wms TokeHa: | client1] Brnoueno:

KommeHTapuii:

© Cnpaeka HoGaenTs

Puc. 356
API-Token coctout u3 aByx uacteit (Puc. 357):

unentudukarop (Token ID), KOTOPBIH COCTOUT U3 UMEHH TOJIH30BATEINS, 00JACTH U UMEHH TOKE-
Ha (user@realm!ums TokeHa);

= CCKPCTHOC 3HAYCHUC.

PBS. API-moxen

CexpeT ToKeHa

ID TokeHa backup_u@pbs!client1

Cekper: 97bae2d9-97aa418d-bdf5-6b04ddbda488

3anuwmTe cekpeT Tokeda AP| — on GyaeT nokasaH eUHCTBEHHBINA pa3 TOMbKO ceidac

KonWpoeaTk CeKpeTHOE 3HaUYeHNe

Puc. 357

O06e yacT JOHKHBI OBITH IPEIOCTABIEHBI KJIUEHTY BMECTO UACHTH(UKATOPA TTOJIB30BATENS U €T0

napossl.

[Ipumeuyanue. OroOpakacMoe CEKpETHOE 3HAUCHUE HEOOXOIMMO COXPAHHUTh, TAK KaK MOCIIEe
CO3IaHHS TOKEHA €T0 HeJb3s OyJIeT 0TOOPa3uTh CHOBA.

Cosmanne API-TokeHa B KOHCOJIH:
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# proxmox-backup-manager user generate-token backup ulpbs clientl

Result: {
"tokenid": "backup u@pbs!clientl",
"value": "ff13e5e0-30df-4a70-99f1-c62b13803769"

}

6.9.6.3 Ynpasnenue oocmynom
ITo ymonm4anuto HoBbIe MOb30BaTeN U API-TokeHBI HE UMEIOT HUKAaKUX pa3pemeHui. /lo6aBuTh
paspelIeHnss MOKHO, Ha3HAUMB POJIU T10JIb30BATESIM/TOKEHAM JUIs OIpEeIEHHBIX 00BEKTOB, TAKUX KaK
XpaHWIMILA JAHHBIX WIH yAAJIE€HHbIE yCTPONUCTBA.
Ponw — aT0 cimcok npuBmneruii. B PBS npenonpenenén psan poneii:
- NoAccess — HET IpUBWIETHi (MCIIONB3YyeTCs AN 3apeTa JOCTyIa);
- Admin — Bce mpuUBUIIETUH;
- Audit — gocTym TOJBKO I YTCHHUS,
- DatastoreAdmin — Bce MpuBHICTUU AJI XPAHWINII JaHHBIX;
- DatastoreAudit — mpocMOTp HacCTPOEK XPaHWJIMLI M MX COJEPKUMBIX 0€3 BO3MOKHOCTH UTEHUS
(akTHUECKUX JaHHBIX;
- DatastoreBackup — co3ganue 1 BoccTaHOBIICHHE COOCTBEHHBIX PE3EPBHBIX KOIIHIA;
- DatastorePowerUser — co3ianue, BOCCTaHOBJIEHUE U yAalleHUE COOCTBEHHBIX PE3€PBHBIX KOTHIA;
- DatastoreReader — mpocMoTp coaep>kUMOro XpaHUIUINA, BOCCTAHOBJIEHUE JaHHBIX;
- RemoteAdmin — Bce nmpuBuieruu i ynaneHsusix PBS;
- RemoteAudit — npocmoTp HacTpoek ynaneHHbIX PBS;
- RemoteDatastoreAdmin — Bce npuBuieruu A yJ1aleHHbIX XpaHUIHIILL
- RemoteDatastorePowerUser — yanenHas ouncTKa XpaHWJINIIA JaHHBIX;
- RemoteSyncOperator — onepaTop CUHXpOHU3aLUH (UTEHUE JaHHBIX C yAajdeHHbIX PBS);
- RemoteSyncPushOperator — oneparop cuHxpoHu3auu (HampasieHue push);
- TapeAdmin — Bce mpUBHIETHH JUIsl pE3€PBHOTO KOMMUPOBAHMSI Ha JICHTY;
- TapeAudit — npocMOTp HacTpoOEK, MOKa3zaTeseil U COCTOSHUS JICHTHI;
- TapeOperator — co3iaHie U BOCCTAHOBJIEHUE PE3EPBHBIX KOMUN Ha JEHTE 0€3 BO3MOXHOCTH U3-
MEHEHHUs1 KOH(Urypanuu;
- TapeReader — utenue u nmpoBepka KOHGUTYpaLIUU JEHTHI.
PBS ucnons3yer cucreMy yIpaBleHHs pa3peliCeHUsIMA HAa OCHOBE POJIEH M IyTeil. 3amuch B Ta-
OmnuIle pa3peleHui MO3BOJISET MOIB30BATENI0 UTPATh ONPEICIIEHHYIO POJIb MIPH JOCTyIE K OOBEKTY WU
nyTu. Takoe nmpaBUiIO AOCTYNa MOXKET OBITh IMPEACTABICHO KaK TpoiKa (IyTh, MOJIb30BATEINb, POJIb) WU
(myTh, API-TOKEH, poJib), IpUYEM POJIb COAEPKUT HAOOP pa3pelIeHHbIX IEUCTBUH, a MyTh MPEICTaBIsIET

EJIb DTUX NEUCTBUIA.
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Wndopmanus o mpaBax noctyma XpaHuTcs B daiine /etc/proxmox-backup/acl.cfgq.
®daiin comepkuT S ToJiel, pa3aeneHHbIx apoetounem (':'):
acl:1:/datastore:backup u@pbs!clientl:DatastoreAdmin
B kaxx10M nosie mpeAcTaBiIeHbl CIeAYyIONe JaHHbIE:
- unenrugukarop acl;
- 1 mm 0 — BKIIFOYEHO WIIM OTKJIFOYEHO;
- 00BEKT, Ha KOTOPBI yCTAaHOBJICHO pa3peleHHE;
- I0JIb30BATEIN/TOKEHBI, 1151 KOTOPBIX YCTaHOBIIEHO pa3pelleHHe;
- ycTaHaBJIMBaeMmasl poJib.
JloGaBinieHre pa3pelieHus: MOXKHO BBITIOJTHHUTD B BeO-uHTepdeiice (Puc. 358): «Kondurypamms» —
«YmpasieHue JOCTYIIOM» BKJIaaka «Pa3pemenns».

PBS. Jlobasnenue paspewenus

[obapwTh: Paspewerna nonb3osaTena

MyTh: Idatastore

Monbaoeatens:  backup_u@pbs

Ponk: | DatastoreAdmin |

PacnpocTpaHaTh:

@ Cnpaska NoGaenTe

Puc. 358
YrpasiieHue pa3penicHUsIMA B KOHCOJTH:
- no0aBuTh paspemieHue (M00aBUTH Tosb30BaTelss backup u@pbs B kadecTBe agMUHUCTpaTOpa
XpaHWININA JAHHBIX U1 XpaHWIHUINA JaHHBIX store2, pacmojoxkeHHoro B /mnt/backup/
diskl/store2):

# proxmox-backup-manager acl update /datastore/store2 DatastoreAdmin --auth-id

backup u@pbs
- BBIBECTH CIIMUCOK Pa3pEIICHUM:
# proxmox-backup-manager acl list

- 0TOOpa3uTh JEHCTBYIOMNK HA0Op pa3penieHuil nojas3oBarens uiau API-Tokena:

# proxmox-backup-manager user permissions backup ul@pbs --path /datastore/store2

Privileges with (*) have the propagate flag set

Path: /datastore/storel
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- Datastore.Audit (*)
- Datastore.Backup (*)
- Datastore.Modify (*)
- Datastore.Prune (%)
- Datastore.Read (%)

- Datastore.Verify (*)
[Ipumeuanue. g TokeHoB TpeOyroTcs cooctBeHnble 3anucu ACL. TokeHsl He MOTYT AenaThb

00JIBIIIEe, YeM WX COOTBETCTBYIOIIMM MMOJIH30BATEb.

6.9.6.4 Jlgyxchakmopras aymenmugpurayus
[Ipumevanue. [IByxdakropHas ayTeHTH(PHUKAINS peaTn30BaHa TOJIBKO s BeO-uHTepdeiica.
PBS noanepxuBaet Tpu MeTosa AByxdakropHoit ayreHTudukauuu (Puc. 359):

- «TOTP» (omHOpa30BBIM Mapoidb HA OCHOBE BPEMEHHU) — JJISl CO3JIaHUSI 3TOTO KOJa UCIIOJIb3YeTCs
AJITOPUTM OJHOPA30BOIO MAPOJIS C YYETOM BPEMEHU BX0Jla B CUCTEMY (Ko MeHseTcs Kaxasie 30
CEKYH[);

- «WebAuthny» (BeO-ayTeHTH(DHKAIINS) — peaTU3yeTCs ¢ MOMOIIBIO Pa3TUYHBIX YCTPOMCTB Oe3ormac-
HOCTH, TaKMX Kak ammapaTHbIe KJIIOUM WK JToBepeHHble miardopmennsie Moaynu (TPM). [ns
paboTbl BeO-ayTeHTUGHKaIMKU HeooxoauM ceptudurar HTTPS;

- «Knroun BoccTaHOBIEHHUSY — CIIMCOK KITHOYEH, KAkl U3 KOTOPBIX MOYKHO HCIIOJIb30BaTh TOJBKO
OJIMH pa3. B kaxxaplii MOMEHT BpEMEHH y TOJIb30BaTeNsl MOKET ObITh TOJILKO OJIMH HaOOp OJIHO-
Pa30BBIX KITIOYEH.

PBS. Jlsyxghaxmopnas aymenmughuxayus

YnpaBneHue OOCTYNOM

& Ynpaeneuwe nonbaosatenamu  PESSIEGERGEIEEERENIETETEY S Toked APl ot Paspewennn (&} Obnactu

PenakinpoeaTk YnanuTL
@ TOTP
U WebAuthn

Brnou... Twun aB... Bpema cosganua Onucanune

[Z]  Knwuu soccTaHoBneHUA

Puc. 359

[Ipouenypa no6asnenus ayrentuduxanuu « TOTP» nokazana Ha Puc. 360. [1pu ayrenTH(UKaIIUN

MoJib30BaTest OyIeT 3ampamuBatbes BTopoit gpakrtop (Puc. 361).
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PBS. Hacmpouxa aymenmugpuxayuu TOTP

[oBasnTh thakTop BpemeHHoro ogHopa3sosoro napona (TOTP) anas... (X

Monkaoeatens: | backup_u@pbs

OnucaHue: smartphone
Cexper: PJWUMBUSDSL4JFZKZ617UGES6DMHB3RR
Wma naparens: Proxmox

Kon ana 675470
npoBepku:

Puc. 360
3anpoc emopoco pakmopa (TOTP) npu aymenmuguxayuu nonvzosameins 6 sedo-unmepghetice

TpebyeTca sTopoi thakTop ANA BXoaa (€3]

@ Tlpunoxenwe TOTP [2] Kmiou soccTaHoBneHus

Beenute wopn nposepku TOTP: | 676014 |

MoaTeepanTs ETOPOI (hakTop

Puc. 361

[Ipu nactpoiike ayreHTH(pHUKannu «KIIF0uu BOCCTAHOBJICHUS» HEOOXOAMMO CcO37aTh HAbOp KO-
yeit (Puc. 362). [Ipu ayreHTH(UKaIMH TOTB30BaTENs OyIeT 3anpamuBaThes BTopoit ¢aktop (Puc. 363).

PBS. Hacmpotixa aymenmugurayuu « Knrouu éoccmanosnenus»

Knkouw BoCcCTaHOBNEHMA ()

Bbdf-f842-e9a9-6946
367c-058d-089d-fazd
aec2-8183-c22c-b556
3598-c4df-2229-53a8
53eB8-46e@-0736-33FF
1c@9-55e5-a44d-c5hbd
3366-dfEb-eBde-fe22
d309-c91f-1350-71ea
d3ba-343a-5bf0-a463
b5e3-70db-41e2-3144

L=l e R N

3anuiunTe KNKYW BOCCTAHOBMEHWA — OHM Gy,qu NoKa3aHbl TONMBKD Cefuac

E Kon WPOBaTE KNK4YKW BOCCTAHOBNEHWA B PacneyaTaTk KNKYW BOCCTAaHOBNEHWA
Puc. 362
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3anpoc emopoeo paxmopa («Knrouu eoccmarnosnenusn») npu aymenmugukayuu noav306ames 6 6eo-
unmepdgetice

TpebyeTca sTopom thakTop AnA BXoga )

 Tpouawe TOTP

NocTynHele knwuu BoccTaqoenenwA: 0, 1, 2, 3,4, 5,6, 7,8, 9

Beeaute ogMH M3 OOHOPA30BLIX KITHOYER
AvTe of AHOp | 3366-diBb-e8de-fe22) |

BOCCTAHOBMEHWA:
MoaTeepanTs BTOPOI hakTop

Puc. 363

[Ipumevyanue. 8 HeyaauHbx nonbITok BBoa koga TOTP orkirouar dpakroper TOTP mons3o-
Barensi. OHM pa30JOKUPYIOTCS MPU BXOJE B CHCTeMY C KitouoM BoccTaHoBieHus. Ecim TOTP Ob1n
€MHCTBEHHBIM JJOCTYIHBIM (PaKTOpOM, MOTpeOyeTcs BMEIIATEeIbCTBO aJIMUHUCTPATOPA, U HACTOSTEIILHO
peKoMeHayeTcs NoTpedoBaTh OT IOJIb30BATelNsl HEMEUIEHHO U3MEHHMTh CBOW Mapojb. AJIMHHUCTPATOP
MOXKET pa30JIOKUPOBaTh IBYX()aKTOPHYIO ayTeHTU(UKAIIUIO OJb30BaTeNs B BeO-untTepdeiice (Puc. 364)
WJIM B KOMaHJITHOW CTPOKE:

# proxmox-backup-manager user tfa unlock backup ulpbs

PBS. Paszbnokuposxa 08yxgaxmoprotii aymenmuguxayuu

(=)

YI'IpaBJ'IE,‘HIr’IE,‘ AOCTYNOoM 1Y

@, [pyxchakTopHana ayTeHTUUKaLWMA & Token API o' Paapelsenuna (&} OBnacTtn

NobaeuTe PepakTupoBate Y OannTe MameHnTe Napons MokaszaTe paspeleHna [ PazbnokpoBaTte ABYXMAKTOPHYID ayTeHTHEMKaALWID ]
ma nonk3osatena | OBnacts Brrou. . Cpok a... WA BrokupoBka a... KommeHTapuii
backup_u pbs Da HUKOTga [murpuii MeaHos TOTP 3abnoku. ..
root pam Da HUKOrga Het Superuser
Puc. 364

6.9.7 VYnpasnenue ynaneéHabiMu PBS u cuHXpoHU3aIus XxpaHuiauig
6.9.7.1 Xpanunuwa na yoaiéHuom cepeepe

Nudopmanus o koHndurypamuum ynanéHaeix PBS xpanurcs B daiine /etc/proxmox-
backup/remote.cfqg.

s noGaBnenus ynanéaHoro PBS B Be6-untepdeiice cnenyer nepeiitu B pasaen «Kondurypa-

us» — «Y nanéHHble XpaHWIUIIa» U HaxaTh KHONKY «JloO6aBuTh» (Puc. 365).
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PBS. Jlobasnenue yoanrénnozo PBS

[oBaeuTte: YOanéHHoe xpaHunuie ®

1D yaanénHoro pbs2 1D ayTenTucbukaLmu: | root@pam
¥paHUnua;
Mapons: | ........ |
XocT: pbs2 test.alt
OTneyartok: 84:ca:Th:52:7c:5c:66:72:Tb:c1:4e:da:bT:ca: 10:07:d5:c7 ca:fc:6b:f9:e8:49:89:43:e9
KommerTapuii
© Cnpaeka [oGaBnTE
Puc. 365

[Ipumeuanue. Orneyatok TLS-ceprudukara MoXHO OTYIHTh B BeO-uHTEpderice yaaIeHHO-
ro PBS (Puc. 366).

PBS. Omneuamox TLS-cepmugpuxama

OTneyartok X
cf:24:11:66:bd:84:ca:Tb:52:7c:5¢c:66:72:7b:c 1:4e:4a:b7.ca: 10:07:.d5:c7:ca:fc:6b:f9:e8:49:89:43:e9

Puc. 366
[Tomy4uuTe OTHIEYATOK B KOMAaHIHOW CTPOKE:
# proxmox-backup-manager cert info | grep Fingerprint
VYnpasnenue ynanéuasivu PBS B koHCOMIM:

- noOaButh ynan¢uusii PBS:

# proxmox-backup-manager remote create pbs2 --host pbs2.test.alt \
-—auth-id root@pam --password 'SECRET' --fingerprint
42:5d:f£:3a:50:38:53:5a:9b:£7:50:...:ab:1b

- BBIBECTHU CNMHUCOK yAan¢HHbIX PBS:
# proxmox-backup-manager remote list
- yZoauuth ynan€HHbeii PBS:
# proxmox-backup-manager remote remove pbs2

[Ipumeuanue. Yganéuuelii PBS M0XHO ynanuTh, TOJIBKO €CIM C HUM HE CBA3aHO HU OJHO

3aaHC CUHXPOHU3AIUH.
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6.9.7.2 3aoanus cunxporuzayuu

XpaHWIHIIA JaHHBIX C YAaJIEHHOTO CepBepa MOKHO CHHXPOHU3UPOBATH C JIOKAIBHBIM XPaHWIIHU -
IIEM C IOMOIIBIO 33aJIJaHHsI CHHXPOHHU3AIHH.

3amaHusi CHHXPOHU3AIMUA — 3TO aBTOMATU3WPOBAHHBIE 33/1a4d, KOTOPHIE KOMUPYIOT JaHHBIC U3
OJTHOTO XpaHWIUIIA B Ipyroe, o0ecreynBas pe3epBUPOBAHUE U Teorpaduyeckoe pacipeaesieHue pe3eps-
HBIX Konuii. OHKM pa0doTaIOT MO MPUHIIUITY HHKPEMEHTHOTO KOITUPOBAHUS, TIepeiaBasi TOJIbKO N3MCHCHHS,
YTO SKOHOMUT BpeMs u bandwidth.

3amaHusl CAHXPOHU3AKUK PabOTalOT B IBYX HAIIPABIICHUSAX:

- pull — konupyeT coaepKUMOe XpPaHWINIIA JAHHBIX Ha yIAJIEHHOM CEPBEPE B JOKAJIHHOE XPAHUIIH -
1I€ JaHHBIX;

- push —komupyet pe3epBHbIC CHUMKH C JIOKQJILHOTO XPaHWINIIA B XPaHWINIIE HA yIAJIEHHOM cep-
Bepe (3TO MOXET OBITh MOJIE3HO B CiIy4ae, KOJa yNaJeHHbIH cepBep HE MOKET MHHIIMHPOBATH
MOAKIIOYEHUS K JIOKAJTbHOMY ).
3anaHns CHHXPOHU3AIMU B HAaNpaBJIeHUU push He WACHTUYHBI TI0 MOBEICHHUIO 3aJaHUsIM CHHXPO-

HU3aIMK B HanpaBieHuu pull u3-3a orpaHUYEeHHOTO JOCTYIIA K IEJIEBOMY XPaHUJIHIY JaHHBIX Yepe3 API
yAaNeHHBIX CepBEPOB. B 4acTHOCTH, OTIPaBICHHBII KOHTEHT Bceraa OyleT MpUHAIIekKaTh MM0JIb30BaTe-
JI0, HACTPOCHHOMY B YAAJICHHON KOH(UTYpaIiy, HE3aBUCHMO OT JIOKAJIbHOT'O T0JIh30BATEIN, YKa3aHHOTO
B 3aJlaHAW CHHXpOHM3anuu. [lociieHee MCIONb3yeTCsl UCKITIOUUTENBHO U TMPOBEPKH Pa3pelIeHuH |
NpOBEPKH 00J1aCTH IEHCTBHS HA CTOPOHE push.
[Ipumeuanue. HacTosrenbHO peKOMEHAYETCS CO3/1aTh BBIACIECHHYIO YIAICHHYIO KOH(pUTYpa-
IIUIO JUIS KQKJ0TO OTACIBHOTO 33aJaHHs CHHXPOHHM3AIMU B HAIpaBJIeHUH push, UCTIONB3Ys BBIACICHHOTO
MOJIK30BATENsI HA YAAJCHHOM YCTpOicTBe. B mpoTMBHOM ciydae 3alaHusl CHHXPOHHM3AIWUHU, OTIIPABIIseE-
MBbIC Ha OJIHY M TY K€ LIeJIb, MOTYT yJIaJIUTh CHUMKHU /WM TPYIIIBI APYT IPYyTa, €CIIA YCTAHOBJICH Qiar
remove vanished, uan NponyCcTUTh CHUMKH, €CIIM BPEMS pe3epBHOTO KOMTUPOBAHUS HE SBISCTCS HH-
KPEMEHTHBIM.
Jlnst 3amanuii cHHXpoHU3aKy HanpasieHus pull TpedyroTcs criemyronue pa3peieHus:
- Remote.Read na myTu /remote/ {remote}/{remote-store};
- Datastore.Backup Ha nokansHOM XpaHunuie naHHbix (/datastore/ {store}).
Jnist 3a1aHnii CHHXpOHU3ALMH HallpaBieHus push TpeOyroTCs CIeAyIONINe pa3peieHus:

- Remote.Audit myis /remote/ {remote} u Remote.DatastoreBackup mist myT minm moanpocTpaHcTBa
UMeH /remote/ {remote}/{remote-store}/{remote-ns};

- Datastore.Read u Datastore.Audit 1y mpocTpaHcTBa UMEH JIOKAJBHOTO XpaHWIMIIA JaHHBIX (/
datastore/{store}/{ns}) mmu Datastore.Backup, eciu 370 Biiagener 3ajaHusi CHHXPOHU3AIINH;

- Remote.DatastorePrune mist myt /remote/ {remote}/{remote-store}/{remote-ns} ms BO3MOXXHO-

CTHU yAAJICHUSA NCUC3HYBIINX CHUMKOB U I'DYIIII;
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- Remote.DatastoreModify ans myTtu /remote/ {remote}/{remote-store}/{remote-ns} aAJiT BO3MOXK-

HOCTH yJaJICHUS UCYE3HYBIIUX MPOCTPAHCTB UMeH. Ha sKx3eMIuisipe yaaineHHOro cepBepa pe3eps-

HOTO KONMUPOBAHUS CIEAYyEeT HCIOJIb30BATh YJAJICHHOTO IOJIb30BATENS C OMPaHUYCHHBIM JIOCTY-

IOM.

YrpaBiarh 3aJaHUsIMA CHHXPOHH3AIIMM MOKHO B BeO-mHTepdeiice, Ha BKIAIKe «3adaHus CUH-
XPOHU3AIMWY TaHEIH XPAaHWIUIIA JaHHBIX WJIM CAaMOT0 XpaHWJIHUIIA JaHHBIX. Kpome TOro, iMu MOKHO
YIOPaBIATH ¢ MTOMOIIBIO KOMaHAbl proxmox-backup-manager sync-job. Uudopmanus o koH)H-
Typaunuu 3alaHuii CHHXPOHU3AlMK XpaHUuTcs B /etc/proxmox-backup/sync.cfg.

JI1st HaCTpOWKH 3a7ja4ll CHHXPOHHU3AINH, HEOOXOIMMO B pazjiese « XpaHWIUIIE JaHHBIX)» TEPEUTH
Ha BKJIAJIKYy «3aJlaHusi CHHXPOHHU3AIIMN», HAKaTh KHOMKY «/l00aBUTH» U BHIOpATh HAMpaBICHUE CHHXPO-
Huzanuu (Puc. 367).

PBS. Jlobasnenue 3a0auu cunxporuzayuu

XpaHunuwa AaHHbIX

& Ceopka [y 3apauw no ouwcTre u cbopke mycopa @ 3apanuA npoBepkd i Pa3spelsequn
Pepaktupogars ¥YaanuTe MokazaTe ¥KypHan 3anycTuTb cendac Mouck | (yganéxHoe) xpaHunuiye, yaanéHHoe XpaHumuLL

" "
06aBUTE 3afaHle CUHXPOHWU3ALMK NOKAMBHOTO XPaHWUMKLLA C YAANEHHKIM -
= A an pol H pa tacya HHOT ... YnanéxHoe xp... [MpocTpaHcTBO. .. Make. .. n.. | Tpynnei...

X ,[lOSaEIMTh dafaHue CUHXpoHW3aUun y,qa.néH HOMC XpaHunuwga ¢ noKansHsIM

D-ouww. . - URaMd D Zin_o - ruL) puos test - (Root) r.. Bce
s-702b. .. & CrauaTb zfs_st - (Root) pbs2 test - (Root) r.. type:host
Puc. 367

B otkpeiBmiemcs okae (Puc. 368) Ha Bkianke «Options» HEOOXOIUMO yKa3aThb CUHXPOHU3HpPYeE-
MBbI€ XpaHWINILA, BIAJENbLA U PACINCAHUE CHHXPOHHU3ALINN.

Ha Bxiagke «®unpTp rpynm» MOHO HacTpouTh GuiibTpsl (Puc. 369). B aTom ciyuae 6yayT cuH-
XPOHMU3UPOBATHCS TOJBKO PE3EPBHBIE KOIMHU, COOTBETCTBYIOLIUE XOTS Obl OJHOMY M3 yKa3aHHbBIX KpUTE-
pueB. JlocTynHbI cienyronye KpuTepun:

- «Tuny» (type) — BupTyanbHas MammHa (vim), koHTelHep (ct), xocT (host);
- «['pynma» (group) — nonueIi uaeHTUGUKATOp IrpyHnsl (Hanpumep, group:vim/100);
- «PerynspHoe BblpaxkeHue» (regex) — peryysipHoe BbIpa)KEHUE, COITOCTABICHHOE C MOJHBIM HJICH-

TU(QHUKATOPOM rpymIisl (Hanpumep, regex:'vim/1\d{2,3}§").
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PBS. Hacmpotixu 3a0anus cunxponuzayuu (pull-nanpasnenue)

[obasuTk: 3agaHne CMHXPOHW3ALWK - B HanpaBneHWK CKa4ynBaHKuA ()
oy
NokankbHoe PacnonoweHue: () Local (® Remote
¥paHunuwe zfs_st ~
OaHHLIX: WcxopHoe
ynaanéuxoe pbs2 w
TNokaneHoe Root w XPaHWMHLLE:
NPOCTPEHCTBO UMEH:
McxonHoe
TNokansHe root@pam v | XpaHunuwe test N
Bnageney: OaHHbIX:
Pacnucanue _ sat 1245 % WexonHoe Root »
CHHX POHW3ALIK: MPOCTPAHCTBO UMEH:
OrpaHidenme He orpatmierc & | MiBls Makc. rnyBuHa: Monxoe >
CKOPOCTH:
Ypanuts |
npeKpaTuBLLIne
CYLeCcTBOBAHWE:
KoMmeHTapuii:
@ Cnpaexa DononuurensHo [ | [GEEET
Puc. 368
PBS. @unvmp epynn
[obasuTe: 3anaHKe CUHXPOHU3ALMK - B HANpaBNeHWM CKavMBaHuA ()
[0/ V- I DunsTp rpynn
Include filters
DUNETP NO TANY DUNETP NO 3HAUEHUKD
Tun - KoHTeAHep -
© [oGaeuTk BKNKYEHWE Mpumeuarue: OUNETPLI CYyMMUPYHOTCH
Exclude filters
DuUNETp No TANY DUNETP N0 3HAYEHUHD
Ipynna - ct/100 -

-+ = Sy = = M piamey anve: DUNb TPl Woknicyerwa ByayT npuMesessl nocne hunsTpos aobasneHus.

© Cnpaska Nononnwrensho [ | PNIGEE S

Puc. 369
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OunbTp MOXKHO HHBEPTHPOBATH, YKa3aB ero B paszaene «Exclude filtersy.
@UIBTPBI TPUMEHSIOTCS IO CJICIYIOIINM ITPaBUIIAM:

- (OUIBTPHI HE 3a/1aHBI — CHHXPOHHU3UPYIOTCS BCE PE3EPBHBIE KOIUU;

- 3amaHbl QuIbTPHl BKIOYeHHs (includes) — CHHXpOHU3UPYIOTCS TOJIBKO T€ pe3epPBHBIC KOMHUH, KO-
TOPBIE COOTBETCTBYIOT (QMIIBTPAM BKITIOUCHHS,

- 3agaHbl QUIBTPHl HcKitoueHus (exclude) — CMHXPOHU3UPYIOTCS BCE pE3E€pBHBIE KOIMHU, KPOME
TeX, KOTOPbIE COOTBETCTBYIOT (PHIIBTpaAM HUCKIIIOUCHHS;

- 3a7aHbl U QUIBTPHI BKIIOUEHUS, U (PUIBTPHI UCKIIOYCHHS] — CHHXPOHU3UPYIOTCS PE3EPBHBIE KO-
UM, KOTOPBIE COOTBETCTBYIOT (MIbTpaM BKIIOUEHUS, HO 0€3 TeX, KOTOPbIE COOTBETCTBYIOT
bubTpaM UCKIIOUEHUS.

[Tocie Toro kak 3ajaHue CHHXPOHM3AIMN CO3/IaHO, OHO OYyJIeT 3aIyCKaThCs 10 3aJaHHOMY PacIiu-
CaHMIO, a TAK)KE €r0 MOYKHO 3aIyCTUTh BPYYHYIO U3 BeO-uHTepdeiica (KHOMKa «3amyCTUTh ceidacy).
VYnpasieHue 3a1auaMu CUHXPOHU3AaUU B KOHCOJIU:
- 100aBHTH 3a7a9y CHHXPOHHU3AIMH (10 yMOJYaHUIO HanpasiieHue pull):
# proxmox-backup-manager sync-job create test job \
--store zfs st --owner root@pam \
--remote pbs2 --remote-store remotestore \
--schedule 'Sat 18:15'

- 100aBWTH 3a7a4y CHHXPOHHU3AIMH (HampaBiieHue push):

# proxmox-backup-manager sync-job create test job push \
--sync-direction push --store zfs st —--owner root@pam \
--remote pbs2 --remote-store my disk --schedule '0/2:00'

- 100aBUTh KOMMEHTApHii K 3a/1a4e CHHXPOHU3AIUU:

# proxmox-backup-manager sync-job update test job --comment 'offsite'

- 100aBUTH PUIBTP K 3a7a4€ CHHXPOHU3AINH (CHHXPOHU3UPOBATH PE3EPBHBIC KOMMUU KOHTCHHEPOB,
3a uckiIrYeHueM kounrteinepa 100):

# proxmox-backup-manager sync-job update test job \
--group-filter type:ct --group-filter exclude:group:ct/100
- BBIBECTH CITHCOK 33J1a4 CHHXPOHU3AIIAHU:
# proxmox-backup-manager sync-Jjob list
- yJaJuTh 3a7a4y CUHXPOHU3ALUH:

# proxmox-backup-manager sync-job remove test job
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6.9.8 KiueHT pe3epBHOTO KOMUPOBAHUS

KimmeHT pe3epBHOTO KOIMMPOBAHMS HCITOJIB3YET CICAYIOINNA (opMaT I yKa3aHUs PEIO3UTOPHs
XpaHWJIMILA JaHHBIX Ha CEpPBEpe Pe3epBHOTO KOMUPOBaHMS (TJI€ UMsI MOJIb30BATENsl YKa3bIBAC€TCS B BHJIE
user@realm):
[ [monbzoBaTens@] ceprep|:nopT] : ]datastore

3HavyeHue 10 YMOIYaHUIO JUIA MOJIb30BaTeNs — root@pam. Eciiu cepBep He yka3aH, HCHOIB3YETCs
localhost. IIpumeps! perno3utopues mokasansl B Ta0. Tabmuma 7.

VYkazaTbh peno3uTOpHil MOXKHO, MIepeiaB ero B mapamMeTpe —-repository, WM yCTaHOBUB Iepe-
MeHHY10 okpykeHuss PBS REPOSITORY, nanpumep:
# export PBS REPOSITORY=pbs.test.alt:storel

Taonuma 7— [Ipumepsl peno3utopren

[Ipumep [Tonws3oBarens Xocrt:Ilopt XpaHunuiie
storel root@pam localhost:8007 storel
pbs.test.alt:storel root@pam pbs.test.alt:8007 storel
backup u@pbs@pbs.test.alt:storel backup_u@pbs pbs.test.alt:3007 storel
backup u@pbs!client1 @pbs.test.alt:storel backup u@pbs!clientl pbs.test.alt:8007 storel
192.168.0.123:1234:storel root@pam 192.168.0.123:1234 | storel

6.9.8.1 Co3z0anue pezepsnoii Konuu
B sToMm paszgene paccMoOTpeHO, Kak CO37aTh PE3EPBHYIO KOIMWIO BHYTPH MAIIUHBI ((PU3MUECKOTO
xocta, BM wim koHteiiHepa). Takue pe3epBHbIC KOITUU MOTYT COJIEP)KaTh apXUBHI (haiiioB 1 00pa30B.
Coznath pe3epBHYIO KOMHMIO JOMAIITHETO Karajora Moiib3oBareis user (OyaeT co3maH apXuB
user.pxar):

$ proxmox-backup-client backup user.pxar:/home/user/ \

--repository pbs.test.alt:storel

Password for "root@pam'": ***

Starting backup: host/server/2025-04-06T10:36:33%7

Client name: server

Starting backup protocol: Sun Apr 6 12:36:35 2025

fingerprint:
14:23:8f:58:24:5d:£fd:8d:3a:71:cf£:40:8d:d4:54:1b:01:47:bf:70:4b:31:15:21:94:93
:4b:8e:56:d2:5b:0a

Are you sure you want to continue connecting? (y/n): y

No previous manifest available.

Upload directory '/home/user/' to 'storel' as user.pxar.didx



340

user.pxar: had to backup 24.408 KiB of 24.408 KiB (compressed 8.303 KiB) in
0.01 s (average 2.254 MiB/s)

Uploaded backup catalog (598 B)

Duration: 6.409s

End Time: Sun Apr 6 12:36:42 2025

Komanna proxmox-backup-client backup OpyUHUMAET CIUCOK MapaMETPOB PE3EPBHOIO
KOMTUPOBaHUs, BKJIFOYAst MMsI apXHBa HA CepBepe, TUI apXUBa U UCTOYHHK apXvBa HA KJIMEHTE, B (hopMa-
TE:
<archive-name>.<type>:<source-path>

Tun apxwBa .pXar HCMOJB3yeTCs s (ailloBBIX apXWBOB, a .img — i1 00pa3oB OJIOYHBIX
YCTPOMCTB.

Komanpa cozmanus pe3epBHOM KoUK OJIOYHOTO YCTPOUCTBA!

# proxmox-backup-client backup mydata.img:/dev/mylvm/mydata \
-—-repository pbs.test.alt:zfs st

Password for "root@pam'": ***
Starting backup: host/server/2025-04-06T14:21:00%7
Client name: server
Starting backup protocol: Sun Apr 6 16:21:02 2025
fingerprint:
14:23:8f:58:24:5d:fd:8d:3a:71:cf£:40:8d:d4:54:1b:01:47:bf:70:4b:31:15:21:94:93
:4b:8e:56:d2:5b:0a
Are you sure you want to continue connecting? (y/n): y
storing login ticket failed: $XDG RUNTIME DIR must be set
Downloading previous manifest (Sun Apr 6 16:06:55 2025)
Couldn't re-use previous manifest - missing key - manifest was created with
key a9:25:e2:¢c8:24:26:23:3b
Upload image '/dev/mylvm/mydata' to 'zfs st' as mydata.img.fidx
mydata.img: had to backup 4 MiB of 4.766 GiB (compressed 159 B) in 8.21 s
(average 499.086 KiB/s)
mydata.img: backup was done incrementally, reused 4.762 GiB (99.9%)
Duration: 15.70s
End Time: Sun Apr 6 16:21:18 2025
[Ipumeuanue. [lpu 3amycke KOMaH/bl PE3€PBHOTO KOMUPOBAHHUS MOKET OBITh MOJTY4YEH TaKOU
BBIBOJI:

'Previous manifest does not contain an archive called 'mydata.img.fidx',

skipping download..'
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OTO0 HE SBISAETCS OIMOKOH, CIeIyeT AOXKIAThCs OKOHYAHHUsS MpOIlecca, CO3/1aHusl pe3epBHOI KO-
UH.

[Ipumeuyanue. Co3naHue pe3epBHON KONMHUU MOXKET 3aHATh MPOAOKUTEIBHOE BpeMs, HE00-
XOJMMO J0XKJIaThCsl OKOHUAHUS Tpoliecca. Y O0eIuThCsl B TOM, UTO pe3epBHOE KOMMPOBAHUE BBIMOJIHACTCS
MOXHO B BeO-unTepdeiice PBS, naxxaB kHomnky «3agaun» (Puc. 370).

PBS. Bvinonusemcs 3adaua pe3epeHo2o KONUpoB8aHus

& noomarraws TR

3apava Bpema aanycka [nutentsHo. ..
XpaHunuiLe JaHHbIX: Z

Datastore zfs_st PesepeHan konuA host/server 2025-04-06 16:22:58 14.3s >

& Ceoaka m KK £ lMapa
MokazaTk Bee 3a4aum

% MepesarpysnTs V. MpoeepuTe BCE 2< YoanuTs ece MpocTpaHcTeo UMmeH: | Root [obaenTe NpocTpaHc

Puc. 370

6.9.8.2 Coszoanue 3auupposantoil pe3eperol Konuu
PBS nonnepxuBaet mmdpoBaHre Ha CTOpoHe KiHeHTa ¢ nomomibio AES-256 B pexume GCM.

Coznanue kinroda muQpoBaHus:

$ proxmox-backup-client key create my-backup.key

Encryption Key Password: ****x*x%
Verify Password: ****x*%
Coznanune 3amuppoBaHHON pe3epBHON KOITHH:
$ proxmox-backup-client backup user.pxar:/home/user/ \

--repository pbs.test.alt:storel --keyfile ./my-backup.key

Password for "root@pam'": ***

Starting backup: host/server/2025-04-06T14:06:55%7

Client name: server

Starting backup protocol: Sun Apr 6 16:06:57 2025

Using encryption key from './my-backup.key'..

Encryption Key Password: ****x*xx

Encryption key fingerprint: a9:25:e2:c8:24:26:23:3b
Downloading previous manifest (Sun Apr 6 12:36:33 2025)
Upload directory '/home/user/' to 'storel' as user.pxar.didx
user.pxar: had to backup 24.905 KiB of 24.905 KiB (compressed 8.69 KiB) in
0.00 s (average 7.099 MiB/s)

Uploaded backup catalog (620 B)

Duration: 4.22s

End Time: Sun Apr 6 16:07:01 2025

Conepxumoe xpanunuina storel nmokaszano Ha Puc. 371.
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PBS. Cooeparcumoe xpanunuwa storel

XpaHunuie aaHHbIx: storel
[=Qe:-LLT-W =22 Cogepwumoe T 3apauu no cumcTke u cBbopke mycopa O 3agaHuA CMHXpoHM3auMM @ 33paHuA nposepkd £ [MapameTpel
2 MepeaarpyanTs V. MpoBepuTs BCE 2< YpanuTe Bce MpocTpaHcTEO MMEH: | Root NoBaeuTe NPOCTPAHCTBO MMEH Mouck rpynna, 4ata unu enj

[pynna pesepBHLIX Konuit KommenT. .. NeitcTauA Bpema pesepeHoro konk  Paawep K... Brapeney Jawmdposaqo Mpoeepka coc...

£ KopHesoe npocTpaH...

+@ ct/100 NewlLXC & V. & ¢ 2025-04-05 13:07:53 4 root@pam Het Her
—ﬁ host/server S Va 2025-04-06 16:06:55 2 root@pam Cmewano Her
+E5 host/server/202. .. S\ L] 2025-04-06 12:36:33 25.36 Kub roct@pam Het Her
-5 host/server/202... "] 0 2025-04-06 16:06:55 25.98 Kub root@pam & 3awwdposaHo Het
[ catalog.pcat.. 6206 & 3awwdposavo
[™ index json.blob E3 4856 Moanucatxo
[™ user.pxar.didx 24.91 Kub & 3awwdposao
Puc. 371

6.9.8.3 Boccmanoenenue oanmvix

[IpocMoTpeTh CIMCOK BCEX CHUMKOB Ha CEpBepe:

$ proxmox-backup-client snapshot list --repository pbs.test.alt:storel

I

|snapshot | size|files
|
T

host/server/2025—04—06Tl4:06:552| 25.984 KiB

I T
| | catalog.pcatl index.json user.pxar
| |
[ | |
| |

host/server/2025-04-06T14:21:00Z| 4.766 GiB
|

index.json mydata.img

[IpocMoOTpeTh comepKUMOE CHUMKA:
$ proxmox-backup-client catalog dump host/host-01/2024-11-08T10:27:267 \
--repository pbs.test.alt:storel
KomaHnna BoccTaHOBIIEHUS apXUBa U3 PE3EPBHOM KOTTUU:
proxmox-backup-client restore <CHMMOK> <MMA-apxmBa> <UeJeBOV-nyTb> [OILUNN]
BoccTanoBHUTh apXHB user.pxar B KaTaJlor /home/user/restore:
$ proxmox-backup-client restore host/server/2025-04-06T14:06:552 \
user.pxar /home/user/restore --repository storel
[Monyuuts comepkumoe J1I000T0 apXruBa MOXKHO, BOCCTAaHOBUB (paiin index.json B perno3uTopuu Mo
LETIEBOMY IIYTH «-):
$ proxmox-backup-client restore host/server/2025-04-06T14:06:552 \
index.json - —--repository pbs.test.alt:storel
[Ipu aTOM copepx’uMoe apxuBa OyJeT BHIBEJICHO HA CTAHJAPTHBIN BHIBOJ.
Ecnu Heo6x01MMOo BOCCTaHOBUTH HECKOIBKO OTIENBHBIX (DAiiIOB, MOXKHO HUCIIOIBE30BATh HHTEPAK-
THUBHYIO 000JIOYKY BOCCTAHOBJICHHUS:

$ proxmox-backup-client catalog shell host/server/2025-04-06T14:06:55Z \
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user.pxar —--repository pbs.test.alt:storel

Starting interactive shell

pxar:/ > 1ls

[Ipumep noucka B COEPKUMOM apXHUBa U BOCCTAHOBJIEHUE JAHHbIX:
pxar:/ > find *.txt --select
/test/connection trace.txt
/PabGoumit cros/1.txt
pxar:/ > list-selected
/test/connection trace.txt
/PabGoumit cTom/1.txt
pxar:/ > restore-selected /home/user/restore/
pxar:/ > restore /home/user/conf/ --pattern *.conf
pxar:/ > exit
Tac.
- find *.txt --select — HalTu Bce (aMIIBI C pacIIMPEHUEM .tXt U 10OaBUTh COOTBETCTBYIO-
e mabJIoHbI B CIIMCOK IS MOCIEAYIONIEro BOCCTAHOBIICHHUS,

- list-selected — BbIBECTH IIa0JIOHBI HA KPaH;

- restore-selected /home/user/restore/ —BOCCTAHOBUTH BCe (pailiibl B apXUBE, COOT-
BETCTBYIOIIME I1a0JIOHaM B /home /user/restore/ Ha JOKaJIbHOM XOCTE;

- restore /home/user/conf/ --pattern *.conf — BOCCTaHOBUTH Bce (ailiibl ¢

pacmpenueM .conf B /home/user/conf/ Ha JIOKaJIbHOM XOCTE.

6.9.8.4 Bx00 u 6v1x00

IIpu mepBoil MONBITKE MOJIYYUTH IOCTYN K CEpBEPY C MCIOJIB30BAaHHMEM KOMAaHJbl Proxmox-
backup-client, moTpebyeTcst BBecTH mapoiib monb3oBatens. CepBep MpoBepsieT yUETHBIE JaHHBIE U OT-
IpaBJigeT OWIIET, JEMCTBUTEIbHBIN B T€UEHUE ABYX 4acoB. KIMEHT Ucnoiab3yeT 3TOT OUsIeT A mocieny -
IOLIMX 3aPOCOB K 3TOMY CEpBEpY.

MoxHO BPYYHYIO MHUIITUUPOBATH BXOI[/ BBIXO/. KOMaHILa BXoda:

$ proxmox-backup-client login --repository pbs.test.alt:storel

Password for "root@pam'": **xxxx
Y nanute ouner:
$ proxmox-backup-client logout --repository pbs.test.alt:storel
6.9.9 MUnrerpanus c PVE
PBS M0XHO WHTErpUpoBaTh B aBTOHOMHYIO WJIM KJlacTepHyr0 ycTtaHoBKY PVE, no6aBuB ero B ka-

yecTBe Xpanwiniia (Puc. 372).
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PVE. Jlobasnenue xpanunuwa Proxmox Backup Server

a@\fir’(ual Environment Monck & NoxymenTauun & CosgaTo kownTeiiep | & root@pam -
B Bupe cepeepon #  ||entp 06paboTIY AAHHLIX © Cnpaska
= LlenTp o0GpaboTkn OaHHbLIX (pve-cluster)
YOaNHTE PepakTwpoBaTs
B preot Q Mowck B Katanor
B pve02 IMoe MyTe/Ll. . 061 | Bkn | Orpauu...
B pve0s & Ceogra B VM
wmkon._.  Aarfllibivz  Hert
@ MpumeuaHna = LVM-Thin fla
= Knactep Im BTRFS
MNFS
@@ Ceph 8
E SMBICIFS
% MapameTphl B GlusterFs
EZ Xpanvnuue H iscsi
PezepBHaR KOMWA [l CephFs
13 Pennukauma H RED
E ZFSoverisScsi
o' Pazpelwenus = ZFS
& [Monsaoeatenn [Z  Proxmox Backup Server
O ESXi
Puc. 372

HMuanor co3manus xpanwiuia pbs backup tuna «Proxmox Backup Server» mist xpanenus pe-
3€pBHBIX KONMII NpeacrasieH Ha Puc. 373.

PVE. Jluanoe coszoanus xpanunuwa Proxmox Backup Server

[obaewte: Proxmox Backup Server <)

WIS XpadHeHwe pesepeHoi konuk  LWwdhposanue

10 | pbs_backup ‘ Yanel: Bee (Bea orpanuuennit)
Cepeep: 192.168.0.123 BrnouuTe: 5|
Mmn Copepumoe: backup
t
NoMb3cBaTENsA: root@pam
Datastore: store
ﬂar}cﬂb: T
ﬂ[.‘rEi-E_[}aHC_EID Root
MMEH:
OTneuaTok: 0:29:9b:b1:a8:1b:d1:be:be:c0:c0:a9:9b:b1:a8: 1b:d1:be:bc:c0:c0:a9:9b:b1:a8:1b
o crsame
Puc. 373

[Mpumeuanue. Orneyarok TLS-cepTudukara MoxHO MONy4IUTh B BeO-uHTEpdeiice ceprepa
pesepBHoro konupoBanus (Puc. 366). [TonyunTs 0THEYaTOK MOYKHO, BBITIOJTHUB CIASAYIONIYIO KOMaHIy Ha

cepBepe pe3epBHOIO KOMMPOBAHHMS:

# proxmox-backup-manager cert info | grep Fingerprint
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Fingerprint (sha256):
c8:26:af:4a:c3:dc:60:72:4a:0b:4d:cl:e6:58:02:62:90:39:cb:£fc:75:5d:00:9a:57:ca
:3d:28:a0:2¢c:99:ab

JlobGaBiieHne XpaHWINILA B KOMaHIHON CTPOKE:
# pvesm add pbs pbs backup --server pbs.test.alt --datastore storel \
--fingerprint c8:26:af:4a:c3:dc:60:72:...:99:a5 \
--username root@pam --password

HpOCMOTpeTB COCTOSIHUC XpaHUJIUIIIA:

# pvesm status --storage pbs backup

Name Type Status Total Used Available %
pbs backup pbs active 30786448 3097752 26099504 10.06%

Jlo6aBuB xpanwmie naHHbIX Thma Proxmox Backup Server B8 PVE, MoxHO co3nmaBath pe3eps-

Hble Konuu BM n KOHTCﬁHepOB B 9TO XpPaHWJIMIIC, TaK )K€ KaK U B JII00BIE APYTrue XpaHuJjnmia.

6.9.10 Pe3epBHOE KOIMPOBAHHE HA JIEHTY

Pe3epBHOE KOMMpOBaHKE HA JIEHTY 00ECIIEUUBAET MPOCTOM CIIOCOO XpaHEHHUs COJAEPKUMOTro Xpa-
HWININA JAHHBIX HA MAarHUTHBIX JIEHTaX. JTO MOBBIIIAET OE30MACHOCTh JAaHHBIX, 32 CUET MOYUYEHHUS JI0-
MIOJIHUTENIBHON KOIMU JITaHHBIX, HA JIPyrOM THIIE HOCHUTENS (JIEHTa), B APYrOM PacHOIOXKEHUH (MOKHO
MIePEMECTHUTH JICHTHI 3a MPEEbl 00BEKTA).

[Tpu BoccTaHOBIIEHUH JAHHBIX U3 PE3EPBHBIX KOMUI Yalle BCEr0 BOCCTaHABIMBAIOTCS JaHHbBIE TIO-
CJIEJTHETO 3a/IaHUs PE3EPBHOTO KONMPOBAHUSA. 3alIpOChl HA BOCCTAHOBJIEHUE YMEHBILAIOTCA 10 MEpe CTa-
pEHMS TaHHBIX. YUUTBIBasl 3TO, PE3EPBHOE KONMPOBAHUE Ha JIEHTY MOXKET COKPATUTh HCIOJIb30BAaHUE
JUCKOBOTO MPOCTPAHCTBA, OCKOJIBKY MOXHO yJalIUTh JaHHBIE C JUCKA IOCJE UX apXHUBAIMM HA JICHTE.
310 0cO0EHHO aKTyalbHO, €CJIM HEOOXOAMMO XPAaHUTh IaHHbIE B TEUCHHE HECKOJIBKUX JIET.

PesepBHbIE KONMH Ha JIEHTE HE 00ECIEYHBAIOT MPOU3BOJIBHBIA JOCTYI K XPAHSIIUMCS JaHHBIM.
Jnis mony4eHus AOCTyma K JaHHBIM, HEOOXO0JMMO TpeABapUTEIHLHO BOCCTAHOBUTH JIaHHBIE Ha TUCK. Kpo-
M€ TOT0, €CJIM JIEHTBI XpaHsTCA 3a MpeaeaaMu 00beKTa, He0OX0JUMO BEPHYTh UX Ha MECTO, MPEXKJIE YEM
BBITIOJHATH Kakue-Iu00 onepanuy Mmo BoccTaHOBIEHUIO. [103ToMy BocCTaHOBIEHHE C JICHTHI MOKET 3a-
HATH ropaszio 0oJibllle BpeMEHH, YeM BOCCTaHOBIICHHE C IUCKA.

[Ipumeuyanue. PBS xpanut cxxarele TaHHBIE, IOATOMY UCIOJIB30BaHUE (DYHKIIMH CXKATHS JICH-
ThI HE JAET MPEUMYILECTB.
6.9.10.1 Iloooeparcusaemoe ob6opyoosanue

PBS nognepxuBaer Linear Tape-Open 5-ro mokonenus (LTO-5) wim HOBee, a Takke o0ecrieun-
BaeT MaKCUMaJIbHYIO MOAJEPKKY 4-ro nokonenus (LTO-4).

Cwmena neHT ocymectBisercs 1o mporokoiay SCSI Medium Changer, mo3ToMy Bce COBpEMEHHBIE

JICHTOYHbIE OMOIHOTEKU AOKHBI paboTaTh.
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Cospemennsie ieHTs! LTO-8 obecneunBaioT ckopocTs yrenus/3anucu 10 360 Mb/c. [lna nomxoi
3aMyCU WIH YTEHUS OJHOM JIEHTHI TpeOyeTcsi MUHUMYM 9 4acoB (J1ake Ha MAaKCUMaJIbHOW CKOPOCTH).

EnuHCTBEHHBIN €c1IOCOO YBEIMUYUTh CKOPOCTh IEpelaud JaHHBIX — UCIOJIb30BaTh 00jee OJHOTo
npuBoja. Takum o0pa3oM, MOXKHO 3aIlyCKaTh HECKOJIBKO 3a/laHUi Pe3epBHOIO KOIUPOBAHMS Mapaljiesb-
HO WJIM 3aIlyCKaTh 3a/laHusl BOCCTAHOBJIEHUS, B TO BPEMs KakK JIpyrHe MPUBOABI UCIOJB3YIOTCS JUIS pe-
3€pBHOT0 KOIIUPOBAHMSI.

Heo0xoanMo Takxke yuuThIBaTh, YTO CHadaja HEOOXOAMMO MPOYMTATh JAHHbIE U3 XPaHWIUIIA
JaHHbIX (aucka). OnHaKo KECTKUM TUCK HE MOXKET JJOCTaBIIAThH JaHHBIE ¢ TAaKOM cKopocThio. Ha mpaktu-
Ke CKOpocTh MOXxeT ObITh 0T 60 10 100 Mb/c, mostomy s urenus 12 Th, He0OXOIUMBIX IS 3aMIOJTHE -
Hus neHtsl LTO-8, tpedyercs 33 waca. J{ns Toro ytoObl 3alUChIBaTh Ha JIEHTY Ha MOJHOW CKOPOCTH,
HE00X0MMO yOeaUThCs, UTO UCXOAHOE XPAaHWINIIE JaHHBIX CIIOCOOHO 00ECHEeUYUTh TaKyr MPOU3BOJIM -
TEJILHOCTH (HAIIPUMED, MCTIONB30BaTh SSD).

Hauwnnas ¢ LTO-9, npu mepBoM HCHIOIB30BAHUU HEOOXOIUMO 00513aTEIbHO KaTuOpOBaTh (MHULU -
aIM3UPOBATh) JHOO0K HOBBI HOCUTEINb B JIGHTOYHOM MPHUBOJE, JUIS MOJyUYEeHUsI MAaKCUMAIbHON €MKOCTH
XpaHEeHHUs U HaJIeXKHOCTH 3anucu. KanmnopoBka 3anumaet oT 40 1o 120 MUHYT Ha KaKIblii HOCHTENb. Pe-
KOMEH/IyeTCsl MHULUAIU3UPOBATh HOCUTENb C MOMOIBI0 HHCTPYMEHTOB, MPEJOCTaBIEHHBIX MOCTABIIH-
KOM 000py/IOBaHMS HAKONHUTEINs WM 4YeiHIDKepa. HexkoTopbie ycTpoiCTBa CMEHBI JICHT UMEIOT METOX
«MacCOBOI» MHUIMATU3ALUN HOCUTESL.

dopmarupoBanue JeHT Ha PBS ob6pabartbsiBaercs mo-pasHomMy, 4ToObl H30€KaTh TOBTOPHOM OITH-
MU3AIUH A7 Kaxaoro popmata/mapkupoBku. Eciin Hy>)kHO 0T(hopMaTHpOBAaTh HOCUTENb JJISi UCIIOIB30-
Banus ¢ PBS B mepBrIif pa3 win nocie UCTOoIb30BaHMS C IPYTroi MPOrpaMMoH, ciaeayeT JIM0O UCIOIb30-
BaTh ()yHKIIMOHAJIbHBIE BOZMOKHOCTH MPUBOAA/UeHHIKEpa, TUO0 UCTIOIb30BaTh «MEUIEHHOE» (hopMaTH -

pPOBaHHC B KOMaH,HHOﬁ CTPOKEC:

# proxmox-tape format --drive your-drive --fast 0

ITpu 3TOM OYIyT MOJHOCTBIO yJAaJ€Hbl BCE paHEe CyIIECTBOBABIIUE JaHHbIE, U OyIeT 3alylleH
3Tan ONTHUMH3ALHIH.

Ecmu nHocurens LTO-9 dopmatupyercs ¢ moMoIpio «ObICTPOTro» MeToa (10 yMOIYaHUIO WU C

napamerpoM —-fast 1), Oyaer oTpopMaTHPOBaH TOIBKO MEPBBIM pa3fel.

6.9.10.2 Bvicmpuiti cmapm
J11st pe3epBHOTO KOIMPOBAHUS Ha JICHTY HEOOXOIUMO BBIITOJHUTH CIICTYIOIIIE CHCTBUS:
1) HacTpouTh 000pymoOBaHME (TPUBOABI U YCTPONCTBA CMEHEI JICHT);
2) HACTPOWTH OJMH WM HECKOJIBKO IyJIOB HOCUTEJICH;
3) npomapKupoBaTh KapTPHUIXKU C JICHTOM;

4) 3amycTWUTH 3aJjaHUE PE3EPBHOTO KOMUPOBAHMS Ha JICHTY.
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JlonOTHUTEbHO PEKOMEH IYETCS BBINIOJIHUTD CIAEAYIOIINE HACTPONKHU:
1) yGeautbes, 4TO MPUCYTCTBYET 3arpy>KEHHBIN B A1p0 MOIyJIb (paiiBep) sg:
# lsmod | grep sg
Ecnu xomana He BeIBENIa pe3ysbTaTa, HEOOX0IUMO 3arpy3UTh MOIYJIb Sg:
# modprobe sg
UTroOBl MOXYJIh Sg 3arpyKajcs TpH 3arpy3ke CHCTEMbI, HEOOXOJAMMO cO31aTh (hai
/etc/modules-load.d/sg.conf, B KOTOpbI J0OABUTH UMSI MOAYJIS SE:
# echo sg > /etc/modules-load.d/sg.conf
2) yCTaHOBWTH MaKeThl mt-st U MtX, €CIIM OHU €IlIe HE YCTAHOBJICHBI:
# apt-get install mt-st mtx
3) nns ynoOcTtBa oToOpaskeHus: ycrporcTB Ha muHe SCSI MOKHO Tak)ke yCTaHOBUTH MakeT Isscsi u
BBITIOJTHUTH IMOUCK YCTPOWCTB HAa IIHUHE:
# apt-get install lsscsi
# lsscsi -g (imbo # lsscsi -vd)
B BbIBOAE MOJKHBI MPUCYTCTBOBaTh HAMMEHOBAaHUS YCTPOMCTB, C yKa3aHUEM YCTPOWCTB B
ciryxebHoit @C sapa /dev, Hanpumep, BUaa:

# lsscsi —-g

[1:2:0:0] tape HP Ultrium 5-SCSI Z39W /dev/st0 /dev/sg4 (JIEHTOUHHI NPUBOI)
[1:2:0:1] mediumx HP MSL G3 Series 6.20 /dev/sch0 /dev/sg5 (yCTpOMCTBO CMEHE

JIEHT)
4) WCMoNb30BaTh MPOTPAMMy MEX JUIsl YIIpaBIEHUS POOOTOM:
# mtx <ycTpoMCcTBO> KOMAaHIa
Hanpuwmep:

# mtx -f /dev/sg5 status

Storage Changer /dev/sg5:1 Drives, 16 Slots (

0 Import/Export ) Data Transfer Element O:Empty Storage Element 1:Empty
Storage Element 2:Empty Storage Element 3:Empty Storage Element 4:Empty
Storage Element 5:Empty Storage Element 6:Empty Storage Element 7:Empty
Storage Element 8:Empty Storage Element 9:Empty Storage Element
10:Empty Storage Element 1l:Empty Storage Element 12:Empty Storage
Element 13:Empty Storage Element 14:Empty Storage Element 15:Empty

Storage Element 16:Empty
Bo3MoXHBIE KOMaHIbI:
- status — OCyILIECTBIIIET OIIPOC CTATyCa;

- inventory — OCyIIECTBIIICT HHBEHTAPU3ALIUIO JICHT;
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- load <momep cnora> [<HOMEp NpHUBOJA>| — 3arpykaeT JEHTY U3 YKa3aHHOTO CJIOTa B YKa3aHHBIN
IIPUBOJ;
- unload [<HOMep cnora>] [<HOMEp NpUBOAA>]| — BBIFPYKAET JEHTY U3 YKAa3aHHOI'O CJIOTA.
IIpumeuyanue. Ilaketsl mt-st, mtx um lsscsi He BxomaT B coctaB ISO-o0pasa
JUCTpUOYTHBA, UX MOXHO YCTaHOBUTH U3 penosutopus pll. O gobaBneHuH pEenoO3UTOPUEB MOMKHO
HOYMTaTh B pazzene «Jlo6aBneHne perno3suToprueB».
I[Ipumedyanue. mtx — HU3KOYPOBHEBbIM MHTepdeiic ynpaBieHus uyeiHKepoM; mt — HU3KO-

YpOBHEBBII HHTEp(DENC ynpaBIeHUs JIEHTOYHBIM IPUBOIOM.

6.9.10.3 Hacmpotika pe3ep8Ho20 KONUpOBaHUs.
Bce HacTpoiiku MOKHO BBITIOJIHATH Kak B BeO-uHTepdeiice, TaKk M B KOMaHTHOW CTPOKE.
[Ipumeuyanue. Ecau npu pabote ¢ HOBOM JIeHTOH BO3HMKaeT ommbOka TASK ERROR: me-
dia read error - read failed - Blank Check, Additional sense: End-of-
data not found, HEOOXOIUMO BBITIOJIHUTH KOMAaH/Y:

# pmt rewind

6.9.10.3.1 YcerpoiictBa cmensl jieHT (Tape changers)

OTOT ar MO>KHO MPOILYCTUTh, €CIIU UCIIOJIb3YETCsl aBTOHOMHBIN JUCK.

YcrpoiicTBa cMeHBI JIEHT (pOoOOTHI) SIBJISIFOTCS YacThiO JIGHTOYHOM Oubmuorexku. OHHM conepxar
HECKOJIBKO CJIOTOB JJIsl KAPTPUKEH € JIGHTON, CYMTHIBATEb IITPUX-KOJA JUISI MACHTU(DHUKAIIMHA KapTpH -
JUKEH C JICHTOM M aBTOMAaTU3UPOBAHHBIM METOJI 3arpy3KH JICHT.

[Tosy4uTh COUCOK TOCTYIHBIX YCTPONCTB:

# proxmox-tape changer scan

path vendor model serial

/dev/tape/by-id/scsi-CC2C52 Quantum Superloader3 CC2C52

Yrto0bl HCTIONB30BaTh YCTpOCcTBO ¢ PBS, HeobxonnmMo coznaTh 3anuch KOHPUTypaluu:

# proxmox-tape changer create CHGR1 --path /dev/tape/by-id/scsi-CC2C52

I'ne CHGR1 — nnpou3sBosibHOE UMS.

[Mpumeuanue. Tak xak umeHa tumna /dev/sg* MoryT mocie nepe3arpy3ku yKa3bIBaTh Ha JpY-
roe yCTPOMCTBO, HEOOXOJAMMO HCIOJIL30BaTh MOCTOSHHBICE WMEHA MyTeH K yCTpoicTBaMm, Hampumep, /

dev/tape/by-id/.
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Omnepanuio 100aBJIeHNsT YCTPOUCTBA CMEHBI JICHT TAaK)K€ MOXKHO BBINIOJIHUTH B BeO-uHTEpdeiice.
st aToro B pazaene «Pe3epBHoe konupoBaHue Ha JIeHTY» — «CmeHmmkn» (Puc. 374), Heo6xoaumo Ha-
)KaTh KHOMKY «JloO6aBuTh». OTKpoeTrcs auanoroBoe okHO (Puc. 375), B KoTopoM HEOOXOIUMO yKa3aTh

UM U BBIOpaTh yCTPOICTBO.

Pezepsnoe konuposanue na nenmy. Yempoticmea cmenvt ienm

am Backup Server 3.3.3 & NoxymenTauma dagaw 0

@ MaHenb MOHWUTOPUHra PeaepBHoe KONWpoOBaHWe Ha NedTy @

UJ Mpumeyarin £ Copepwwmoe & Onuce =2 luckw [ Mynol Hocuteneit @, Kmioun wwudposanms

25 Kondpurypayma
[NoGaenTe PegakTupoBaTte ¥OanuTe

& Ynpaenexue [ocTynom
Mma MyTe MocTaswyuk Mogens CepHiiHLIA H.. CnoTe Mmno. .

£ Yaane
LSS ibm3584 Idev/tape/by-id/scs-000007832822040 IBM 0358432 000007832822040

£ VYnpaenenue Tpachukom qpx720 Idev/tape/by-id/scsi-1814C50000 QUANTUM PX720 1814C50000
# Ceprudukats
I\ Metifications
#~ YnpaeneHue
»_ KomaHagHan obonouka
& Xpanunuwe [ Juckun
PeaepBHoe konUpoBaHWe Ha NeHTy

= ibm3584
= gpx720
B XpaHunuue aaHHsIx

Puc. 374

Pesepsnoe xonuposanue na nenmy. /lobasienue H08020 yCmpoucmea CMeHbl IeHMbl
HobasnTb: CMeHLLMK (3]

Mma: qpx720
MyTe: /devitape/by-id/scsi-CC2

OT opTa
CnoThl UMnoj 15.16
W IKCMOPTA:

Puc. 375

[IpocMoTpeTs MOMy4HBIIYIOCS KOHPUTYPALIUIO MOKHO, BBIITOJTHUB KOMaH/Y:

# proxmox-tape changer config CHGRI1

Name Value

I |
| |
] |
I 1
name | CHGR1 |
| |
I |
| |

path /dev/tape/by-id/scsi-CC2C52
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BriBecTH Bce HAaCTPOCHHBIC YCTpOﬁCTBaI

# proxmox-tape changer list

name vendor model serial

CHGR1| /dev/tape/by-id/scsi-CC2C52 Quantum Superloader3 CC2C52

[IpousBoauTeNb, MOIETH U CEPUIHBII HOMEP ONPEIENSIOTCS aBTOMATHYECKH, HO OTOOpaxaroTcs
TOJIBKO B TOM CJIy4ae, €CIM YCTPOUCTBO MOAKIIIOUEHO K CETH.

YToOBI MPOBEPUTH HACTPOUKY, MOKHO TAK)KE 3aIIPOCUTD CTATyC YCTPOMCTRBA!

# proxmox-tape changer status CHGR1

I T T T 1
| entry-kind | entry-id | label-text | loaded-slot |
; i i i i
| drive | 0 | vtapel | 1 |
| | | | |
[ I I I |
| slot | 1 | |
| | | | |
[ I I I |
| slot | 2 | vtape?2 | |
| | | | |
[ I I I 1
| | | | |
| | | | |
[ I I I |
| slot | 16 | | |
| ] ] ] |

JlenTouHbIe OMOIMOTEKHU OOBIYHO TPEIOCTABIISIOT HECKOJIBKO CTICIIHAIBHBIX CIIOTOB UMITOPTa/IKC-
nopra (Takke Ha3bIBAEMBIX «IIOYTOBBIMH CJIOTaMm»). JICHTBI BHYTPH ITHUX CJIOTOB JOCTYITHBI CHApYKH,
YTO ympoiaeT A00aBieHue/yAaIeHIe JIEHT B/U3 OUOIMOTEKU. DTH JIGHThI CYUTAIOTCS «aBTOHOMHBIMUY,
MO3TOMY 3aJaHHsI PE3EPBHOIO KOMMPOBAHUS HE UCIOJIB3YIOT UX. DTH CIIEHUAIBHBIE CIOTHI OMPEACIISIOT-
CsS aBTOMATHYECKHM M TIOMEUAIOTCS KaK CIOThI Import-export B BBIBOJE KOMaHABl Proxmox-tape
changer status.

HekoTtopeie HeOombIINE JEHTOUHbIE OUOIMOTEKN HE UMEIOT TakUX CJIOTOB. OHU HE MOTYT yIep-
KUBaTh Meanadaiibl, Moka poOOT 3aHUMaeTCs ApyruMHu aenaMu. OHM Tak)Ke HE MPETOCTABISIOT TOCTYII
K 9TOMY «IIOYTOBOMY CIIOTY» uepe3 unrepdeiic SCSI, moaTomy ux Henb3s yBUAETH B BHIBOJE KOMAHIbI
COCTOSIHUSL.

B xauecTBe 00X0HOTO MTyTH MOKHO MIOMETUTh HEKOTOPBIE OOBIYHBIE CJIOTHI KaK CJIOTHI IKCIIOPTA.
[IporpammHOe o0ecrieueHrne paccCMaTPUBAET 3TH CIOTHI KaK HACTOSIIIIME CIIOTHI Import-eXport, a HOCUTETH

BHYTPHU 3TUX CJIOTOB CHUTAIOTCA KaBTOHOMHBIMU)> (HG,Z[OCTYHHLIMI/I IJI1 PE3CPBHOIO KOHI/IpOBaHI/IH)Z
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# proxmox-tape changer update CHGR1 --export-slots 15,16

Tenepb MOKHO YBUACTDb 3T UCKYCCTBCHHBIC CIIOTHI import—export B BBIBOJIC KOMAaH/bI:

# proxmox-tape changer status CHGRI1

| | | | |
| entry-kind | entry-id | label-text | loaded-slot |
; i i i l
| drive | 0 | vtapel | 1
| | | | |
[ I I I 1
| import-export | 15 | |

| | | | |
| | | | |
| import-export | 16 | |

| | | | |
[ | | | 1
| slot | 1 | |
| | | | |
[ I I I 1
| slot | 2 | vtape2 | |
| | | | |
| | | | |
| | | | |
| | | | |
[ | | | 1
| slot | 14 | | |
| ] ] ] |

[TockonbKy He BCe yCTPOMCTBAa CMEHBI JICHTHI BelyT ce0s1 OJMHAKOBO, MHOT/[a BOSHUKAET HEO00XO-
JUMOCTb B HACTPOMKE JOIOIHUTENBHBIX IMapaMeTpoB. Hanpumep, MOKHO yKa3aThb JOIOJIHUTEIBHBIN Ma-
pameTp —-eject-before-unload (HEOOXOIUM AJIi HEKOTOPBIX YCTPOMCTB, KOTOPHIM TpedyeTcs u3-
BJICUCHHE JICHTHI IIepel BHITPY3KOH U3 MIPUBOJIA):

# proxmox-tape changer update CHGRl--eject-before-unload true
6.9.10.3.2 JIenTOUHBIE HAKONUTENH (TIPUBO/IBI)

HOJ’Iy‘II/ITB CITMCOK JOCTYIHBIX JICHTOYHBIX ITPUBOJOB:

# proxmox-tape drive scan

vendor model serial

IBM ULT3580-TD4

1
|
:
12345 |
]

UtoObI ucmosnp30oBaTh 3TOT NpuBoA ¢ PBS, HeoOxomuMo co3maTh 3amuch KOHPUTYpaIuu. DTO
MOJKHO c/ieiaTh B BeO-uHTepdeiice «Pe3epBHOE KomMpoBaHUe Ha JIGHTY» — «Jluckm» (Puc. 376) wnm ¢

IIOMOIIBIO KOMAaH/bI:

# proxmox-tape drive create mydrive --path /dev/tape/by-id/scsi-<uudper>-sg
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[Mpumeuanue. Tak xak umeHa tuma /dev/sg* MOryT mocie mepe3arpy3ku yKa3bIBaTh HA JpPY-
roe yCTpOMCTBO, HEOOXOIMMO HCIIOJIb30BaTh MOCTOSHHBIC MMEHA MyTEeW K YCTpOHCTBaM, Hampumep, /
dev/tape/by-id/.

P€3€p8H0€ KonupoeaHue Ha JleHm) . ,ZZO6CI8]Z€HM€ HOB020 JIEHNMOYHO020 npueoda

HobasuTs: INpueon

Wma: mydrivel

CMEeHLL MK qpx720

MyTe: /devitape/by-id/scsi-018
Puc. 376

[Ipn Hamuyum JEHTOYHON OMOIMOTEKH, TaKkKe HEOOXOIUMO HACTPOUTH COOTBETCTBYIOIICE

YCTPOMCTBO CMEHBI JICHT:

# proxmox-tape drive update mydrive --changer CHGR1 --changer-drivenum 0

[Tapamerp —-changer-drivenum HEOOXOAUM TOJIBKO B TOM ClIydae, €Cliv JICHTOYHass OuOJIMo-
TeKa BKJIFOYAeT 0oJiee 0JTHOTO MPUBOJA (KOMaHIa proxmox—tape changer status BBIBOJIUT CIU-
COK BCEX HOMEPOB HAKOIIUTENEH).

[IpocMoTpeTh noNyuYeHHYI0 KOHPUTYpaLIUIO:

# proxmox-tape drive config mydrive

I T 1
| Name | value |
; i l
| name | mydrive |
I ; I
| path | /dev/tape/by-id/scsi-12345-sg |
I I I
| changer | CHGR1 |
| | |

[Ipumeuanue. 3naueHue 0, ykazaHHOe B mapameTpe —-changer-drivenum, He COXpaHs-
eTcsl B KOHQUIypaluu, MOCKOJIbKY UCIIOJIb3YETCS IO YMOJTYAHHUIO.

BriBecTH cnincok Bcex HaCTPOCHHBIX TUCKOB:

# proxmox-tape drive list

I T T T T T 1
| name | path | changer| vendor | model serial
L | |
I T T
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| mydrive| /dev/tape/by-id/scsi-12345-sg| CHGR1 | IBM ULT3580-TD4| 12345 |
L | | | | | |

[IpousBonuTens, MOAEIb U CEpUIHBII HOMEp ONPEIENAIOTCS aBTOMATUYECKH M OTOOpakaroTcs
TOJIBKO B TOM CJIy4ae, €CIM YCTPONCTBO MOAKIIIOUEHO K CETH.

I[J'ISI TECTUPOBAHUA MOKHO ITPOCTO 3alIPOCUTH COCTOSAHHUE JUCKA:

# proxmox-tape status --drive mydrive
Name Value
blocksize 0
density LTO4
compression 1

buffer-mode 1
alert-flags (empty)
file-number 0
block-number 0

manufactured Fri Dec 13 01:00:00 2019

bytes-written 501.80 GiB
bytes-read 4.00 MiB
medium-passes 20
medium-wearout 0.12%
volume-mounts 2

[Ipumeuanue. Pa3mep Omoka Bcerma momkeH ObITh paBeH O (peXuM MEPEMEHHOTO pa3mepa

0JI0Ka).
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6.9.10.3.3 Menua-nynsl (11yJ1bl HOCUTENIEH)

[lyn HOcuTenei — 3TO JOrMYecKUid KOHTEWHEp Uil JIeHT. 3aJaHue PEe3epBHOIO0 KOIMUPOBAHUS
MIpeHA3HAYEHO JJIS OJTHOTO ITyJia HOCUTENCH, T03TOMY 3a/IaHHE MCIOJIB3YET TOJBKO JICHTBI U3 3TOTO ITy-
na.

HaGop Hocuteneil — 3To rpynmna HENPEePhIBHO 3aMUChIBAEMBIX JICHT, UCIIOJIb3YEMbIX ISl pa3jiesie-
HUs OONBIIETO IMyJia Ha 0oJjiee MEJKHE BOCCTaHABIMBaeMble OJ0KU. OTHO WIIM HECKOJIBKO 3aJaHHU pe-
3€pBHOI'0 KOIMPOBAHUS 3aIMCHIBAIOT JaHHbIC HAa HaOOp HOCHTENEH, cO3/1aBas YHOPSIOYCHHYIO T'PYIITY
nent. HaGopsl HocuTeneit naeHTU(GUIUPYIOTCS YHUKATBHBIM UACHTU(DUKATOPOM. DTOT UACHTH(PHUKATOP
Y TIOPSAKOBBIA HOMEP XPaHATCS Ha KaKIOW JICHTE ATOro Habopa (MeTKa JICHTHI).

HaGops! HOcHTENEH SBISIOTCS OCHOBHOM €IWHUIICH /IS 33/1a4 BOCCTaHOBIIEHUA. J[J11 BOCCTaHOB-
JICHUsSI COJIEP)KMMOT0 Habopa HOCHTENIeH TIOHaIOOUTCS KaXkas JieHTa B Habope. [laHHbIe MOJTHOCTHIO Jie-
IYTUTUIUPYIOTCS. BHYTPU HAOOpa HOCUTENCH.

[Ty HOMOMHUTENBHO OMpeneNsieT, Kak JONT0 3aJaHus PE3EPBHOTO KOMHPOBAHUS MOTYT 100aB-
JSATh 1aHHble B Ha0op HocuTene (none «Ilonutuka Beaenenus» cM. Puc. 377). Huke nepeuunciensl Bo3-
MOKHBIE HACTPOMKHU.

Pezepsnoe xonuposanue na nenmy. Ilynet nocumenei

PesepBHoe KonvpoBaHWe Ha NMeHTy
£22 Copepwumoe & Onuce = CMeHLW KK == [Qucku Q. Knwouu wudgpoeaHua 3anaHuA peaef
NobaenTe PegakTupoeaTte YOANUTE

A MonuTuka BeldeneHnA MonuTuka xpaHeHuA WuchposanHe KommeHTapuit

pve-backup continue keep Her [NaHHble U3 xpadunuwa pve-backup

Puc. 377

[HonpoOoBaTh MCMOJIB30BaTh TeKyIIMIA Ha0op HocuTelei («IIpoxoKUTB)

DTOT mapaMmeTp co3aaet oauH OoJbioi Habop HocHuTene. ITo oueHb dPPEKTUBHO (AETyTUTHKA-
nus, OTCYTCTBUEC HECUCIIOJIB3YyEMOTI'O HpOCTpaHCTBa), HO MOXCT INPUBECTU K YBCIIMUCHUIO BPCMECHU BOCCTA-
HOBJICHUS, TIOCKOJIbKY 3a/IaHUSM BOCCTaHOBJICHHS] HEOOXOIMMO YUTATh BCE JIEHTHI B HAOOpe.

[Ipumeuanue. JlaHHBIE TOTHOCTHIO AEAYIUIULIUPYIOTCS BHYTPU HaOOpa HOCUTENEH. DTO Tak-
K€ O3HaYaeT, YTO JaHHbIe CIy4YaiHbIM 00pa3oM pacmpeesnsoTcs o JeHTaM B Habope. Takum obpazom,
Jla’Ke eCcII BOCCTaHABJIMBAeTCs ogHa BM, naHHbIe, BO3SMOXHO, MPHIETCS CYMTATh CO BCEX JICHT BHYTPH
Habopa HOCUTEIICH.

Hab6opsl HOcuTenel Gonbliiero paMepa Takxke Ooliee MOABEPKEHBI OIMIMOKaM, TOCKOJIBbKY Jake

OZlHa MOBPCIKACHHAA JICHTA TPHUBOJUT K c0010 BOCCTAaHOBJICHHS.
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Cuenapwuii UCTIONB30BaHUS: B OCHOBHOM HUCIIOJIb3YETCS C JICHTOYHBIMU OnOnmmorekamu. Co3nanue
HOBOTO Halopa 3aImycKaeTcsi Bpy4HYIO, TIPH 3aIlyCKe 3aJlaHMsi Pe3epPBHOTO KOMMHMPOBAHUS C MapaMeTpOM
—-—export.

[Ipumeyanue. Cpok XpaHEHUS HAUYMHACTCA C MOMEHTA TOSBJICHHS HOBOTO Habopa HOCH-
TEJen.

Bcerjna co3naBaTb HOBBI Ha0op HocuTe el («Bcermay»)

[Ipu ncnonbp30BaHUM 3TOrO MapaMeTpa KakJ0e 33JaHUe PE3EPBHOTO KOMMPOBAHUS CO3/1a€T HOBBIN
Habop Hocutenei. 1o MeHee d(PPEKTUBHO, MOCKOIBKY HOCUTENb M3 MOCIEAHEr0 Habopa MOXKET OBITh
3aIlMCaH HE MOJIHOCTHIO, & OCTABIIEECs MPOCTPAHCTBO OCTAHETCSI HEUCTIONb30BaHHBIM.

[TpenmMyIiecTBO TaKOro MOJXOAAa COCTOMT B TOM, YTO IPHU 3TOM CO3Jal0Tcs HabOpbl HOCUTENEH
MHUHHMMaJIbHOTO pa3Mepa. C HeOoabIIMMU HabopamHu Jierye o0pataTees, X yao0Hee nepemMeniaTs B yjaa-
JICHHOE XPaHWIHUINE, U UX MOYKHO BOCCTAHOBUTH ropas3zio ObicTpee.

[Ipumeganune. Cpok XpaHEHHUs] HAYMHACTCS C MOMEHTA CO3JIaHMsI HAOOpa HOCUTEIEH.

Co3aatb HOBbBIII HA00P NPH cpadaTHLIBAHUU YKA3aHHOIO COOBLITHS KaJIeHIaps

[To3BomnsieT yka3bpIBaTh MOMEHTHI BpEMEHH, UCIIONB3Ys systemd, Hanmpumep crierudukanum coobl-
TUH KaneHaaps (cM. man systemd.time).

Hanpumep, npu ykasanuu 3HaueHus weekly (uim Mon *-*-* 00:00:00) HoBbII1 Habop OyzaeT co-
3/1aBaThCS KXKAYIO HEJEIIO.

Ota HacTpoiika OamaHcupyeT MeXIy 3(pPEeKTUBHOCTHIO UCIIONB30BaHUS MIPOCTPAHCTBA M KOJIWYE-
CTBOM HOCHTEJIECH.

[Ilpumeuanue. Cpok XpaHEHHS HAUMHAETCS CO BPEMEHHM CO3/aHUA Cllefylolero Habopa
MyJIbTUMENA UK, €CIIA TAKOBOTO HET, KOTJa COOBITHE KalleHAaps B CIEAYIOUIUN pa3 HHUIIUHPYETCS TO-
cJie BpeMEeHH Havajia TeKyIlero Habopa MyJIbTUMeIUA.

Crenyromue coOOBITHS TAK)KE€ MOTYT BBIZICTUTh HOBBIH HA0OP HOCHTEIIEH:

- TpebOyeMas JeHTa HaXOJUTCSI B aBTOHOMHOM PEKUMeE (M UCIIOJIB3YETCs JICHTOUHAsi OMOINOTeKa);

- TeKylui Habop CONEPKUT MOBPEKICHHBIE WU YCTapEBIIUE JICHTHI;

- mudpoBaHHE IMyJia HOCUTEIEH U3MEHHUIIOCH;

- OIMOKHU COTJIACOBAHHOCTH 0a3bl JAaHHBIX, HAIPUMEp, €CIIM WHBEHTApPh HE COAEPIKUT HEOOXO/H-

MO MH(pOpPMAIK O HOCUTEIIE UIN COAEPKUT MPOTUBOPEUNBYIO HHGOpMAIUIO (yCTapeBIINe IaH-

HBIC).

[TonuTrka XpaHeHUs ONpeaenseT, Kak OyAyT XpaHUThCS TaHHBIC:

- BCerja nepesanuchiBaTh HocuTelnb («[lepesanucarsy);
- 3alMIIATh JaHHbIE B TEYEHHE YKA3aHHOTO MepHo/ia BPEMEHH;

- HHKOI'Ja HC NIEPE3alluCbhIBATh JAHHBIC (((OCT&BJ'ISITB»).
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Jlenrounsie HakonuTenu LTO-4 (nnm Gonee mo3qHUX BepCcUil) MOAEPKUBAIOT allapaTHOe M-
poBanue. Eciau HacTpouTh Iyt HOCUTENEH Ha UCIIOIb30BaHUE MHU(POBaHUS, BCE JaHHbIE, 3alIIChIBAEMbIE
Ha JICHTHI, IIU(PYIOTCS C UCHOIB30BAHUEM HACTPOCHHOTO KJIFOYA.

Taxum 00pa3oM, HEaBTOPU30BAHHBIE MOJIB30BATENIN HE CMOTYT IPOYUTATh JAHHBIE C HOCUTEJS.

[Ipumevyanue. Ecnu KIMEHT pe3epBHOrO KOMMPOBAHUS TaKKe MUPPYET JaHHbBIE, TO JaHHBIC
Ha JieHTe OyayT 3aiu(poBaHbl ABAXKIbI.

3alMIIEHHbIN TapojieM K4 XPAHUTCS Ha KaXJI0M HOCHUTENe, II09TOMY €ro MOXHO BOCCTaHO-
BUTb C IIOMOILBIO N1apOJIsl.

Jnst moGaBiieHus: HOBOTO IyJia HOcuTeNel B MeHI0 «Pe3epBHOe KommpoBaHue Ha JIeHTy» — «lIly-

JIbl HOCUTEJIEH» clielyeT HaxaTh KHOIKY «/lo0aBute» (Puc. 378) niu Bocnosib30BaThcs KOMaHAOM:

# proxmox-tape pool create <name> [OPTIONS]

Pezepsnoe xonuposanue na nenmy. [lodbasnenue nogozo nyna

HobasuTe: lNyn HocuTeneR

A pve-backup Knoy

ta 2025 ®

. Wrch pOBaHKMA: Pe P

W] TIHKS .

T continue x
BbIgENEHHA:

DNUTHKAE
[NonuTuk keep "
XpaHeHuA:
KommeHTapuii: HaHHkble 13 XpaHunuwa pve-backup
& Cnpaeka OoGaBnTh

Puc. 378

[Ipumep noGaBneHus myna:

# proxmox-tape pool create daily
JlonoHUTEIbHBIE TApaMETPbl MOXKHO YCTAHOBUTH MO3KE, HAIIPUMED:

# proxmox-tape pool update daily --allocation daily --retention 7days
BriBecTH cIMCOK BCEX HACTPOECHHBIX ITYJIOB:

# proxmox-tape pool list

name drive allocation retention template

daily mydrive daily 7days
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6.9.10.3.4 3aganus pe3epBHOrO KOIMPOBAHUS HA JIEHTY
UTo0Bl aBTOMATH3UPOBATh PE3EPBHOE KONMUPOBAHUE HA JICHTY, MOKHO HACTPOWTH 3aJaHUS pe-
3epPBHOTO KOIMPOBAHUS, KOTOPBIC 3aIMCHIBAIOT COACPKUMOE XPAaHHMIIUIIA JAHHBIX B ITyJl HOCUTENICH 1O
ompezeneHHOMY pacnucanuio. [Ipu co3ganuu 3aganus pe3epBHOTO KOMMMPOBAHMS HA JIEHTY HEOOXOAUMO
yKa3arh:
- store — XpaHHUJIUIIE JAHHBIX, PE3EPBHYIO KOO KOTOPOTO HYKHO CO3/1aTh;
- pool — myn HocuTenel (MCIONb3YIOTCS TOIBKO JICHTOYHBIE KAPTPUKU U3 3TOTO MyJa);
- drive — IGHTOYHBII HAKOIIUTEIIb,
- schedule — pacniucanwue 3ananuii.
[Ipumep HACTPOWMKHM 3a7aHMsi PE3CPBHOTO KOMMPOBAHWSA HA JICHTY JUISI XPAHWIHUINA JaHHBIX

vmstorel:
# proxmox-tape backup-job create job2 --store vmstorel \

--pool mypool --drive mydrive --schedule daily
ITo ymomyaHuio pe3epBHas KOMUs BKJIKOYAET BCE CHUMKH U3 TPYIIIbI PE3EPBHOIO KOMUPOBAHMS.
YT00BI BKJIIOYATH TOJBKO CaMbIe TTOCICAHNE CHUMKH, MOYKHO HCIIOJIb30BaTh OIMIMI0 ——latest-only:
# proxmox-tape backup-job update job2 --latest-only
Jis oTnpaBKH yBEAOMJICHHM O 3ampocax Ha JIEHTY WM OTY4eTOB 00 ommOKax MOXHO yKasaTb

MOJIL30BAaTEsI, HA JIEKTPOHHYIO TTOUYTY KOTOPOTO OYAyT OTHPABIATHCS YBEIOMIICHHUS:
# proxmox-tape backup-job update job2 --notify-user root@pam
I/IHOPIIa OBIBAEeT MOJIE3HO U3BJIEYD JICHTY U3 IIPHUBO/JIA ITOCJIC PE3CPBHOI'0 KOIMMPOBAHUA:
# proxmox-tape backup-job update job2 --eject-media
11 puMCc4YaHHuC I[.IISI BO3MOXKXHOCTH OTIIPABKHU 3JICKTp0HHOI71 IIOYTHI JOJI’KEH OBITH 3alynicH ycTa-

HOBJICH MakKeT postfix u 3armymieHa COOTBETCBYIOIIAs CITy>K0a:

# systemctl enable --now postfix
st aBTOHOMHOIO HakomuTens onuus —-eject-media H3BIEKAeT JIGHTY, FapaHTUPYs, 4TO
cIIeyIolIasi pe3epBHas KOMUs HE CMOKET UCIOJIb30BaTh JIEHTY (€C/IH TOJIBKO KTO-TO BPYYHYIO HE 3arpy -
3UT JIEHTY). 15 IGHTOYHBIX OMOJIMOTEK ITOT MapaMeTp BBITPYXKAET JIEHTY B CBOOOHBIH CIIOT.
[Ipumeuanue. B cayyae eciiu 3a1anue 3aBepIaeTcs OMMUOKOM, JIEHTa OCTAETCs B IPUBOJIE.
Jl1g neHTOouHbIX OMONIMOTEK MmapamMeTp —-export-media-set mepemeiaer Bce JEHTHI U3 Ha-
0opa HocuTesel B CIOT HKCIOPTA, FApaHTUPYS, YTO CIEAYIOIIas pe3epBHas KOMUS HE CMOXET UCIOJIb30-

BaThb 3TH JICHTBI:

# proxmox-tape backup-job update job2 --export-media-set
[Ipumeuanue. Onmuio —-export-media-set MOXHO UCIONB30BATH ISl PUHYAUTEIb-
HOTO 3aITyCKa HOBOT'O0 HAbOpa HOCUTENEH, TOCKOJIbKY JICHThI U3 TEKYIIero Habopa OoJbIlle HE HaXOASATCS

B CCTH.
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3amyck 3aJjaHusl PE3€PBHOIO KOIMMUPOBAHUS BPYUHYIO:

# proxmox-tape backup-job run job2

VY nanenue 3agaHusi pe3epBHOTO KOIMPOBAHMSL:

# proxmox-tape backup-job remove job2

[To yMonuanuio Bce (peKypCHBHBIE) TPOCTPAHCTBA UMEH XPaHWIHINA JAHHBIX BKIIOYAIOTCS B pe-
3€pPBHYIO KOMUIO HA JeHTe. MO0XHO yKa3aTh OJHO MPOCTPAHCTBO UMEH C IMOMOILIBIO OMIUU —-NS U TIIy-
OuHY c moMolIIkIo oniuK —-max-deep. Hanpumep:
# proxmox-tape backup-job update job2 --ns mynamespace --max-depth 3

Ecnmu onmust --max-deep He yka3aHa, pe3epBHas KOmUs OyAeT BKIIOUATh BCE PEKYpPCHBHBIC
IIPOCTPAHCTBA UMEH.

Omneparuu ¢ 3aJaHUSIMHA PE3EPBHOTO KOMMMPOBAHUS MOYKHO TAaKKE BBIMOJHATH B BeO-uHTEpderice
Ha BKiaJike «Pe3epBHOE KOMMPOBAaHME HA JIEHTY» — «3aJaHusi pe3epBHOTO KonupoBaHus». [lpu coszna-
HUM 3a/aHus pesepBHOro konuposanus (Puc. 379) B none «JIokanbHOE XpaHUIIMILE JAHHBIX)» CIETYET
yKa3aTh XPaHWINILE JTaHHBIX, IJI KOTOPOTo OYyJIeT CO3/1aBaThCsl pe3epBHasl Komuto, a B noje «lIlym Hocu-
TeJIe» — MyJI, B KOTOPBIN BBIMOJHSIETCS PE3EPBHOE KOMMUPOBAHUE.

Pe3zepenoe xonuposanue na nenmy. /lobasnenue 3a0anus pe3epeHoco KONUposanus

HoGaBuTb: 3agaHne pe3epBHOrC KONWPOBaHWA Ha NEeHTY

ID 3apaHuRA: weekly-backup Pacnucanue: sat 18:15 X
NokaneHoe 3kcnopt Habopa

XpaHunuiye pve-backup HOCUTENen:

OaHHbX:
o M3eneys HOCHTEMG:

Tonkko NocnegHue:
TMyn HoCUTEnei: pve-backup Makc. rmyBuna: Monwoe
Mpueea: driveld

Pexuam otn paBKH

. Mo ymonuanuo (Email)
yBEOoM :

YeenoMnaThL

root@pam
NoNb3oBaTENH: =

KommeHTapii:

© Cnpaeka

Puc. 379

6.9.10.4 Aomunucmpuposanue

Bo MHOrux noakomangax KOMaH/bl proxmox—tape UCHoib3yeTcs napamerp —-drive ¢ yka-
3aHHMEM TIPUBOJA, C KOTOPBIM Oy/eT mpoucxoauTh pabota. s yao0cTBa MOKHO 33aJ1aTh MIPUBO/JI B TIEpe-
MEHHOM CpeJIbl:

# export PROXMOX TAPE DRIVE=mydrive
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B 3TOM cityyae B KOMaHAE€ MOKHO HE yKa3blBaTh napamerp —-drive. Eciau npuBoa umeer cBs-
3aHHOE C HUM YCTPOWCTBO CMEHBI JIEHT, TAKXKE MOXKHO OMYCTUTh Mapamerp —-changer B KOMaHIAX,
KOTOPBIM Tpe6yeTc;1 YCTpOﬁCTBO CMCHBI JICHT, HAITPUMCDP:

# proxmox-tape changer status

BBIBOI[ 9TOM KOMaHAbI JOJIKCH OTO6pa)KaTL CTaryc yCTpOﬁCTBa CMCHBI JICHT, CBA3aHHOI'O C AUC-
KoM mydrive.
6.9.10.4.1 DTukeTKH

[To ymoisyaHHiO BCe KACCETHI € JIEHTOM BBIMJISAAAT OJMHAKOBO, IO3TOMY JUISl YHUKAJIbHOW UIEHTHU-
¢duKaIu Ha HUX HEOOXOAUMO HaHeCcTU ITHKETKYy. CHavana ciaeayeT HakJIEUuTh Ha KapTPUIK dTUKETKY C
TEKCTOM. 3aTeM HE0OXOMMO 3amucaTh TOT K€ TEKCT METKH Ha JICHTY, YTOOBI TPOrpaMMHOE o0ecIieueHne
MOI'JIO OAHO3HAYHO I/I,Z[GHTI/I(bI/IL[I/IPOBaTL JICHTY.

JJis aBTOHOMHOTO HAKOMUTEIsI HEOOXOAMMO BCTABUTHh HOBBIW JIGHTOUHBIM KapTPUDK B TPUBOA U

BBITIOJIHUTb KOMAaHAY:

# proxmox-tape label --label-text <TexcT MeTku> [--pool <uMsa mnyna>]
AprymMeHt —pool MOKHO OMYCTHTh, YTOOBI Pa3pEIIUTh UCTIOIb30BAHKUE JICHTHI JIFOOBIM MTYJIOM.
[Ipumeuanue. Ilo cooOpakeHHsIM 0€30MACHOCTH 3Ta KOMaH/a HE BBITIOJHSACTCS, €CIU JICHTa
COJICPIKUT KaKue-T100 TaHHBIC.

[IpounTars STUKETKY:

# proxmox-tape read-label

Name Value

label-text vtapel

uuid 7£42c4dd-9626-4d89-9f2b-c7bc6da7d533
pool daily

media-set-uuid 00000000-0000-0000-0000-000000000000

Wed Jul 24 09:13:36 2024

[ | |
| | |
| | |
[ I 1
| | |
| | |
[ | 1
| | |
| | |
[ | |
| ctime | wed Jul 24 09:13:36 2024 |
| | |
[ I |
| | |
| | |
[ | 1
| | |
| | |
[ | |
| media-set-ctime | |
L | |

[Ipumeuanue. [lapamerp media-set-uuid, comepkamiuii Bce HyJIH, YKa3bIBaeT Ha MyCTYIO JIEH-

Ty (He UCHOJIB3yEMYIO HU OJJHUM HAOOpOM HOCHUTENEN).



360

Ecnu wcnonp3yercss neHTOYHas OWOIMOTEKa, CHadala HEOOXOIUMO HAKJICHTh HA JICHTOYHBIC
KapTPUDKH TUKETKY CO MITPHUX-KOJIOM U 3arpy3UTh ITH ITyCTHIC JICHTHI B OMOIMOTEKY. 3aTeM MOYKHO I10-
METHUTb BCE HETIOMEUEHHBIE JICHTHI C TIOMOITHI0 KOMaH/IbI:

# proxmox-tape barcode-label [--pool <umga-nymiaa ]
6.9.10.4.2 3amyck pe3epBHOIO KOIMUPOBAHUS HA JICHTY
Jlyis 3amycka 3aJjaHusi pe3epBHOTO KOIMMPOBAHUS BPYYHYIO HEOOXOIMMO HaKaTh KHOIKY «3aIry-

CTUTH CeMYacy WU MCIIOJIH30BaTh KOMaHOy:

# proxmox-tape backup <xpauwunume> <mayj> [OPTIONS]
JlocTynHBI clieAyronme Oniuu:

- --e¢ject-media — U3BJI€YL HOCHUTEIIb MTOCIIC 3aBEPIICHUS PaOOTHI;

- --export-media-set — Mocjie YCHEIIHOTO BHITIOTHEHUS 33aJaHUsI PE3EPBHOTO KOMMMPOBAHUS BCE JICH-
ThI U3 HCIIOJIB3yeMOT0 HabOopa HOCHUTENEH MepEMENIAIOTCS B CJIOTHI UMIIOPTa-IKCIIOPTA;

- --Ns — MPOCTPAHCTBO MMEH ]ISl PE3ePBHOTO KONMUPOBaHUs. MICHOMB3yeTCsl, €Clu HY)KHO CO3]IaTh
PE3EPBHYI0 KOMHUIO TOJIBKO OIpPENIEICHHOro MPOCTpaHCcTBa UMeH. Eciu 3TOT mapameTp omylieH,
MpeJnoiaraeTcs KOPHEBOE MPOCTPAHCTBO UMEH.

- --max-depth— rmyOuHa peKypCUBHBIX POCTPAHCTB UMEH. () 03HAYAET OTCYTCTBHUE PEKYPCUU BOOO-

11e (TOJIBKO 33/JaHHOE IIPOCTPAHCTBO UMEH).

6.9.10.4.3 BoccTaHOBIIEHHUE C JICHTHI

BoccraHoBnieHue BRITIOTHICTCS ¢ IeTaTu3aIieil Habopa HOCUTENEH, TOATOMY CHavajia He0OX 0 -
MO BBISICHUTH, KaKOW HaOOp HOCUTENEH COIAEPKUT JaHHBIC, KOTOPHIE HY)KHO BOCCTAaHOBUTH. JTa MH(DOP-
Malys XpaHuTCs B MeAua-katanore. Eciu Meaua-kaTajaoros emie HeT, CHadajla He0OXOAMMO UX BOCCTa-
HOBUTH. CrieflyeT oOpaTuTh BHUMaHUE, YTO IS MMOMCKA JaHHBIX MOHAI00UTCS KaTaior, HO JUIS BOCCTa-
HOBJICHUS TIOJIHOTO Habopa MyJIbTUMENA KaTaJIOTH MYyJIbTUMEINA HE HYKHBI.

Crnenyromiasi KOMaH/1a BEIBOJMT CIIMCOK MEIMAKOHTEHTA (M3 KaTajaora):
# proxmox-tape media content

3amanre BOCCTAHOBJICHHS CYMTHIBACT JJAHHBIC ¢ HA0Opa HOCHUTENICH U TIepeMeIaeT uX 0OpaTHO Ha
JIMCK JTAHHBIX (XpaHWIUIIE JaHHBIX):
# proxmox-tape restore <media-set-uuid> <xpaHwunuie>

Hanpuwmep:
# proxmox-tape restore 9da37a55-aac7-4deb-91c6-482b3b675f30 pve-backup

WNHorna HeT HEOOXOAUMOCTH BOCCTAHABIMBATH BECh HOCHUTEIb, & TOJBKO HEKOTOPBIC OTICITHHBIC
CHUMKHU C JIGHTBL. DTOTO MOXXHO JJOOUTKCS C MOMOIIBIO MTapaMeTpa snapshot:
# proxmox-tape restore <media-set-uuid> <xpauwunume> [<snapshot>]

Hanpuwmep:
# proxmox-tape restore 9da37ab55-aac7-4deb-91c6-482b3b675£30 \
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pve-backup sourcestore:host/hostname/2024-04-01T00:01:00%2

[Ipu 5TOM CHEMOK CHaudajia BOCCTaHABJIMBAETCS BO BPEMEHHOM PACIIOJIOKEHUH, 3aTEM BOCCTaHAB-
JTUBAIOTCS COOTBETCTBYIOIINE apXUBBI (PParMEHTOB W, HAKOHEIl, BOCCTAHABIIMBAIOTCS JIaHHBIE MOMEH-
TAJILHOI'O CHUMKa B II€JICBOC XPaHWINIIE JaHHBIX.

[TapameTp snapshot MOXHO mepenaBaTh HECKOJIBKO pa3, 4TOOBI BOCCTAHOBHUTH HECKOJBKO
CHUMKOB OJJHUM ASHCTBHEM BOCCTAHOBJICHUS.

[Ipumeuanue. Ilpu HCHOJIB30BAHMM BOCCTAHOBJICHUS C IMOMOLIBIO Mapamerpa snapshot
JICHTY HEOOXOAMMO TIPOUTH OOJIee OHOTO pasa, YTO MPU OJTHOBPEMEHHOM BOCCTAHOBJICHUH HECKOIBKUX
MOMEHTAJIbHBIX CHUMKOB MOXET 3aHATH OOJIbIlIE BpEMEHH, YeM BOCCTAHOBJICHHE BCETO XPAaHUJIHUINA JIaH -
HBIX.

Bo BpeMst BOCCTaHOBJICHHS TaK)K€ MOXHO BBIOPATh M COMOCTABUTH OMPEIEICHHBIE TPOCTPAHCTBA
MMEH M3 Habopa HOcHUTeJeH. DTO BO3MOXKHO C IMOMOIIIBIO MapaMeTpa —-namespaces. opmar napa-
MeTpa:
store=<source-datastore>[, source=<source-ns>] [, target=<target-ns>] [, max—
depth=<depth>]

Ecmu source wim target He ykaszaHsl, IPEAIOIAracTCs KOPHEBOE NPOCTPAHCTBO UMEH. Eciau
He yKa3aH max-depth, HCX0JHOE TPOCTPAHCTBO UMEH OY/IET MOTHOCTHIO PEKYPCUBHO.

[Ipumep KOMaHIbl BOCCTAHOBJICHUS:
# proxmox-tape restore 9da37a55-aac7-4deb-91c6-482b3b675£30 \

pve-backup --namespaces \

store=sourcedatastore, source=nsl, target=ns2,max-depth=2

[TapameTp --namespaces MOXET OBITE yKa3aH HECKOJIbKO pa3. Ero MoxHo KOMGHHHpOBaTL C
napamMeTpoM snapshot, 4ToObl BOCCTaHABINBATH TOJBKO 3TH CHUMKH U COMOCTABJIATh UX C Pa3IMYHBI-
MM IPOCTPAaHCTBAMU UMCH.

6.9.10.4.4 BoccTaHOBUTH KaTajaor
YT0oOBI BOCCTAHOBUTH KATAJIOT C CYIIECTBYIOIICH JICHTHI, JOCTATOYHO BCTABUTH JICHTY B TIPUBOJI U

BBITIOJIHUTE KOMAaHY:

# proxmox-tape catalog

BoccTaHOBHTE € JIEHTHI MOKHO Jake 0€3 CYIIeCTBYIOIIETro KaTanora, HO TOJILKO BeCh HaOOp HOCHU-
Tenei. B aToM ciydae katamor OyJeT co3aH aBTOMAaTHIECKH.
6.9.10.4.5 Ynpasnenue kiroyamMu mudpoBaHUs

Kitouamu mudpoBaHus MOKHO yHpaBIsiTh B paszenie «Pe3epBHOE KONMUPOBAHHME HA JICHTY» —

«Kimroun mmdposanus» Be6-untepdeiica (Puc. 380) mim ¢ momMonipro KOMaHIbl proxmox-tape key.
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Pesepsnoe konuposanue na nenmy. Knouu wugposanus

PesepBHoe KONMpoBaHWe Ha NeHTy

#E Copepxumoe & Onmce = CwmeHwkw 3 Ouckw [ Myns Hocutener  BESIGIETRTTG LT R

OobaenTe YOanuTe BoCCTaHOBMTE KMoy
MNoackaaka OTneyaTok Bpema coaganuA
tape pw 2025 aa:B8e:53:82:9f:b0:37:9b:e5:55:ae:cf:53:1b: 2b:54:ac:97:65:f9:43:b6:88:71:dc:71:...  2025-04-04 16:17:56

Puc. 380

[Ipumep co3mpanus HOBOTO Kiltoua MU(PPOBaAHUS:

# proxmox-tape key create --hint "tape pw 2025"

Tape Encryption Key Password: ***#**x*xxx%
Verify Password: ***xxxxx
"aa:8e:53:82:9f:b0:37:9b:e5:55:ae:cf:53:1b:2b:54:ac:97:65:£9:43:06:88:71:dc:7
1:41:2£:22:db:2e:89"

BriBecTH cincok KITrouei:

# proxmox-tape key list

fingerprint hint

aa:8e:53:82:9f:b0:37:90: ... :41:2£:22:db:2e:89 tape pw 2025

OT100pa3uTh cBeCHUA O KIF0Ue MIM(PPOBAHUS:

# proxmox-tape key show aa:8e:53:82:9f:00:37:90: ... :2£:22:db:2e:89
Name Value
kdf scrypt
created Fri Apr 4 16:17:56 2025

modified Fri Apr 4 16:17:56 2025
fingerprint aa:8e:53:82:9f:b0:37:9p: ... :2f:22:db:2e:89
hint tape pw 2025
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[Monkomanny paperkey MOXHO HCIONB30BaTh s co3nanus QR-konma ximroda mudpoBaHUs
JICHTBI.

Coznate QR-Kxo1 1 3amucaTh €ro B TEKCTOBBIN (haiin 1ms y100HOM reyaTu:

# proxmox-tape key paperkey <fingerprint> --output-format text > grkey.txt
Jl1s BoccTaHOBIICHUS KiIt04a MKU(PPOBAHUS € JIEHTHI HEOOXOAUMO 3arpy3UTh B MPUBOJ JICHTY, KO-
TOPYIO HY»XKHO BOCCTaHOBUTH, U HaXKaTh KHOIKY «BoccTaHoBHUTH KiIt04Y» B BeO-uHTepdeiice wnu 3amy-

CTUTbh KOMaHy (OTpedyeTCsl BBECTH M1apoJib, 3aJaHHbIN NPU CO3/1aHUHU KIII0Ya):

# proxmox-tape key restore

Tape Encryption Key Password: **x#xxxxsdx

Ecnu maponps mpaBuIIbHBIN, KIt0Y OyJ1eT UMIOPTHUPOBAH B 0a3y JaHHBIX. 3aJJaHUSI BOCCTAHOBJIE-
HUSl aBTOMAaTUYECKHU HCTIONB3YIOT JIF000M TOCTYMHBIN KITIOY.
6.9.10.4.6 OuuncTka JIEHTbI

Jlentounsie HakonuTean LTO TpeOyroT peryssipHON YHCTKU. DTO JAeNaeTCs MyTeM 3arpy3Kd B
MIPUBOJ, YUCTALLEIO KapTPUKa, YTO JIJIl aBBTOHOMHBIX HAKOIUTEJIEH BBIMOJIHAETCS BPYUHYIO.

B neHTOYHBIX OMONMHOTEKAX YHCTSIIME KAPTPHUIKU 0003HAYAIOTCS CIICHUATBHBIMU ITUKETKAMH,
HaunHamuMucs ¢ 6yks «CLN». Hanpumep, B nearounoit 6ubmuoreke CHGR1 B cnore 3 umeercs uu-
CTAILIMN KapTPUIIK:

# proxmox-tape changer status CHGR1

[ I I I 1
| entry-kind | entry-id | label-text | loaded-slot |
; i i i i
| drive | 0 | vtapel | 1 |
| | | | |
| 1 1 1 |
| slot | 1 | | |
| | | | |
[ | | | 1
| slot | 2 | vtape2 | |
| | | | |
[ I I I 1
| slot | 3 | cwnooicu | |
| | | | |
| 1 1 1 |
| | | | |
| | | | |

3anmyCcTUTh ONEPALNI0 OUUCTKHU:

# proxmox-tape clean
Drta KOMaH/1a JAeNlaeT CIeAyIoIIee:
- HaxOJUT YHUCTSAIIYIO JICHTY (B cJIOTe 3);
- BBITPYXAaeT TeKYIIHii HOCUTEIb U3 MpUBoJa (00paTHO B CIIOT 1);

- 3arpyskaeTr YUCTALIYIO JICHTY B IIPUBOJ;
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= 3alyCKacT onepanrio OYUCTKU JHUCKaA,

- BBIFPYXaeT YUCTSILYIO JIEHTY (B ¢J0T 3).

6.9.11 YBenomnenus

Cucrtema yBenomiienuii (Hotudukanuii) B8 PBS npennaznavena st nHGOpMUPOBAHUS aIMHHH -
CTPATOPOB O KJIFOUEBBIX COOBITHSIX, IIPOUCXOISIINX B CUCTEME, TAKMX KaK YCIENTHOE WM HEYJauHOE BbI-
MOJTHEHUE 3aJ]]ad PE3epPBHOTO KOMHPOBAHUS, MPOOIEMBI ¢ XPaHUIUIIEM, MIPEAYIPEKIACHUS O COCTOSHUU
CHCTEMBI U JIpYTHe Ba)KHbIE H3MEHEHHS.

PBS otmpasinsieT coObITHE YBEIOMIICHHS B Cllydae 3HAYMMBIX COOBITHI B cucteme. CoObITHS 00-
pabaThIBAIOTCS CHCTEMOW yBEIOMIICHHA. Y COOBITHS YBEJOMJICHHUS €CTh METaJaHHBIC: BPEMECHHAsT METKa,
YpOBEHb CEPbE3HOCTH, TUII U T.]I.

ComnocTaBuTeN! yBEIOMIICHUH HANPABISAIOT COOBITHE YBEOMIICHHS B OJJMH MJIM HECKOJIBKO Iieje-
BBIX O0BEKTOB YBEJAOMJICHUS. Y COMOCTaBUTENS MOTYT OBITH NMpaBHJa CONOCTABICHUS IS BEIOOPOUHON
MapIIpyTH3alii Ha OCHOBE METAaITaHHBIX COOBITUS YBEIOMIICHUSI.

Llenb yBenomiieHus (KaHall TOCTaBKU YBEJOMIICHHIT) — 3TO MyHKT Ha3HAuU€HUs, B KOTOPBIA COOBI-
THE YBEJIOMIICHHs HampasisieTcs conocrasienueM. PBS nmpeiaraer HECKOIbKO THIIOB HETICH:

- Sendmail — yBegomIIeHUS OTIPABIIAIOTCS Yepe3 JIOKATBHBIN TTOYTOBBIN CEpPBED;
- SMTP — yBenominenus otnpasisitoTcst yepe3 BHenrHuin SMTP-cepsep;
- Gotify — yBenomienus otnpaisitorcs B cepBuc Gotify (JerkoBecHsIi cepBep ayia push-yBemom-

JICHHH );

- Webhook — Bemomnnsitorcss HTTP-3anpock! k HactpanBaemomy URL-anpecy.

XpaHWIMIIa JaHHBIX U 33JlaHUsl Pe3€PBHOTIO KOMMPOBAHMS HA JICHTY UMEIOT HACTpauBaeMblil pe-
XKHUM yBeaomiieHus. OH MO3BOJISIET BBIOMPATh MEKAY CUCTEMON YBEJIOMIICHUH M PEKUMOM JUTS OTHPABKU
YBEJIOMJICHHH 110 JIEKTPOHHOM ITOYTE.

Cucremy yBeIOMJICHHI MOYKHO HacTpoWTh B BeO-mHTepdeiice B pasnene «Konburypanus»y —
«YBeJJOMJICHUS», Yepe3 KOH(UTYpallmOHHbIe (aillibl WIM B KOMaHHOM CTPOKE.

Kondurypamus cucrembl yBemomiieHUN XpaHHUTCs B Qaitnax notifications.cfg u notifications-
priv.cfg. @aiin notifications-priv.cfg copepkutT KoHPUIEHIIMAIbHBIE TapaMeTpbl KOH(pUTypauu (mapo-
JIM, TOKEHBI ayTeHTU(UKAIIMK) U TOCTYIICH JJIsl YT€HHUS TOJIBKO MOJIb30BATEINIO root.
6.9.11.1 L{enu yseoomnenuii (Notification Targets)
6.9.11.1.1 Sendmail

Henpb yBenomiienunit Sendmail ucnons3yer komanay sendmail 1i1st OTIpaBKH 3J€KTPOHHBIX THCEM
CIHCKY HAaCTPOEHHBIX ITOJIb30BATEINCH MM aIpecoB 3JEKTPOHHOM MouThl. Ecu B KadecTBe MoTydaTesis

BbIOpaH MOJIb30BaTENb, OYJET MCIOIb30BATHCS aJpEeC JIEKTPOHHOM MOYTHI, YKa3aHHBIM B HAaCcTpPOMKax
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MOJIb30BaTeNsl. AJIpec AIEKTPOHHOW TMOYTHI MOJIb30BATEsl MOXXHO HACTpouTh B pasnene «Kondwurypa-

aous» — «anaBneHHe AOCTYIIOM» —> «YI'IpaBJ'IeHI/Ie ImoJIb30BaTelsIMuy. Eciun JJI TTI0JIB30BaTECJIA HE YKa-

3aH aapecC 3J'I€KTpOHHOI>i IIOYTHhI, IIMCBMO HC 6y,[[eT OTIIPABJICHO.

I[Ipumeuanue. JBomunslii ¢aiin sendmail npenoctasnsercs Postfix. Moxer notpedoBaTbes

HacTpouTh Postfix Tak, 4T0OBI OH MOT IPABUWIILHO JTOCTABJIATH MOYTY, HAIPUMEP, HACTPOUB BHELTHHIA T10-

YTOBBIN peTpaHcisaTop. B ciayuyae cOost jocTaBKU HEOOXOIUMO MPOBEPUTH CUCTEMHbIE XKYpHaJIbl HAa Ha-

JM4re CoOOIEeHUH, 3apEerUCTPUPOBAHHBIX AeMOHOM Postfix.

I[J'ISI HaCTPOﬁKH OCIn Sendmail HeO6XOI[I/IMO BBIIIOJIHUTD CICAYIOUINUEC HIaru:

1) B pasznmene «Kondurypamus» — «YBemomuenus» — «llomydarenu yBeZOMIICHHI» HaKaTh

KHOMKY «/{o6aButh» — «Sendmaily (Puc. 381);

Co3zoams yenv ysedomnenuti Sendmail

Monyyatenu ysenomneHni

| Mobasuth | Vamewnts  Yaanure Mpoeepka
[ Gotify A nony4arena Tun KommeHTapuit McTouHu
4 Sendmail
& | SMTP |-to-root sendmail Send mails to root@pam's email address BcTpoeHHan
: Webhook webhook Otnpaeka PUSH yeegomneHuii Monb3oear. ..
MnnkanaraT
Puc. 381

2) B otkpbiBuiemcs okHe (Puc. 382) ykazate cienyroniye JaHHble (B ckoOKaX IMpHUBEACHBI Mapa-

MeTphI (aitna notifications.cfg):

«VIMst KOHEUHOW TOYKU» — UM TIEIIH;

«BxmrounTsy (disable) — cocTosHue nenw;

«Ilonmydarens (momydarenu)» (mailto-user) — monb3oBatenn PBS, kKoTOpbiM OyayT OTHpaBIICHBI
yBeAOMJICHHSI. AJIpec AIEKTPOHHOM MOYTHI OJIb30BaTeNsl OyIeT HaiiieH B users.cfg;
«JlonmomHUTENBHBINA MoNydaTenb (Mmosydarend)» (mailto) — CIHUCOK JOMONHUTENBHBIX MONTyda-
TEJIeH SJIEKTPOHHOM MOYTHI;

«KommenTapwuii» (comment) — KOMMEHTapHid JJIs1 3TOU 11EJTH;

«ABTOpP» (author) — aBTOp 7MekTpoHHOrO THchMa. [To ymomyanuio «Proxmox Backup Server -
$hostname»;

«Appec otnpaButena» (from-address) — appec oTnpaBuTensi, KOTOPbLIU
bypoeT ucnonb3oBaTbCs B yBegomneHusx. Ecnu napaMeTp He 3apaH, Oy-
0eT MCNnonb30BaTbCA HACTPOWMKa email from M3 node.cfg. ECnn oHa Takxe He
3afjaHa, 6y,ueT MCnojib30BaTbCHA 3Ha4yeHue no YMOJ14HaHUI0

root@$hostname, rpge $hostname — wma y3na.
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Hacmporixa yenu yseoomnenuit Sendmail

NobaeuTts: Sendmail

sendmail-admins

user@example. test

kim@test.alt, orlov@test.alt, reot@pam

OTnpaBka yBeAoMNEHHA aMUHUCTPaTOpamM

[JononuurensHo

Puc. 382

[Ipumep co3nanus uenu Sendmail B KomaHIHON CTpOKe:

# proxmox-backup-manager notification endpoint sendmail create \

sendmail-admins --mailto-user kim@test.alt \

--mailto-user orlov@test.alt --mailto-user root@pam \

--mailto user@example.test —--comment "OTnpaBka yBeIOOMJIEHMM aIMMHMCTpaTopaMm"

[Tpumep koHdurypamuu (/etc/proxmox-backup/notifications.cfg):

sendmail: sendmail-admins

comment OTnpaBka yBEOOMJIEHUMM aIMMHMCTpPaTOpaM

mailto user@example.test
mailto-user kim@test.alt
mailto-user orlov@test.alt

mailto-user root@pam

6.9.11.1.2 SMTP

Hens yBenomnennit SMTP no3BosisieT OTIpaBiATh 3JE€KTPOHHBIE NUChbMa HAIPSIMYIO Ha MOYTO-

BbIil peTpancistop SMTP. Ota nens He ucnonabzyer MTA cucTeMbl 17151 JOCTaBKU 3JIEKTPOHHBIX MTUCEM.

[Ipumeuanue. B ornuuue ot neneit Sendmail, menu SMTP He umeroT MexaHnu3Ma oYepeHO-

ctu/ HOBTOpHOﬁ OTIIPAaBKH B CJIy4dac cOos JOCTAaBKH ITOYTHI.

s nactpoiiku e SMTP Heo0X0AMMO BBITIOTHUTH CASAYIOUINE [IATH:

1) B pasnmene «Kondurypamus» — «YBemomuenus» — «llomydarenn yBegOMIICHHI» HaKaTh

KHOTKY «Jlo6aButh» — «SMTP» (Puc. 381);

2) B otkpeiBiieMcs okHe (Puc. 383) ykaszars cienyromue JaHHbIE (B CKOOKax MPHUBEAEHBI Mapa-

MeTphI daiina notifications.cfg):

- «/Ms KOHEUHOM TOYKH» — UM KOHCYHOM TOUKHU,

- «BximrounTts» (disable) — cocTostHUE TI€NTH;

- «Cepsep» (server) —anpec SMTP-cepsepa;
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«IlIupposanue» (mode) — mero muppoBaHUs, KOTOPHIH OyIET UCIIOIB30BATHCS IS COSAUHEHHUS
(insecure, starttls win tls). [To ymomuanwuto tls;
«ITopt» (port) — mopt, KOTOPHIK OyaeT Kcob30BaThes. [lo ymomyanuio 465 miis moAKIFOYCHUI
Ha ocHoBe TLS, 587 — nns noakmouenunit Ha ocHoBe STARTTLS u nopt 25 — ayig He3amuieH-
HBIX TIOJKITIOYCHHUH C OTKPBITHIM TEKCTOM;
«BBIMONMHATE ayTeHTU(DUKAITNIO» — T00ABUTH AaHHBIC T ayTeHTudukanuu SMTP;
«ms monw3oBarens» (username) — UMs Mmojb3oBarens s ayTeHTuGukaruu SMTP. Ecnu numst
MOJIb30BaTeNsl HE 3a/1aHO, ayTeHTU(dukanus He OyneT BhimoiHEHa. [loanep:KuBarOTCS METOJIbI
ayrentudukanuu PLAIN u LOGIN;
«ITaponw» (password) — mapons mis ayrentudukanuu SMTP;
«Anpec otmpaButens» (from-address) — aapec oTnpaBUTENs, KOTOPBIH OYJIET MCIIOIB30BATHCS B
yBeaomieHusx. Perpancnaroper SMTP MoryT moTpeboBarh, 4TOOBI 3TOT ajpec MpUHAAIEKAI
nosnb3oBareio. [lone «OTnpaBuUTenb» B 3JICKTPOHHOM MHUCbMe OyJeT ycTaHOBIeHO Ha $Sauthor
<$from-address>;
«ITomyvarens (mosmydarenu)» (mailto-user) — mosnp3oBatenun PBS, koTopeiM OymyT OTIIpaBiICHBI
yBeAOMJICHHsSI. AJIpec AIEKTPOHHON MOYTHI OJB30BaTeNsl OyIeT HaiiieH B users.cfg;
«/lomomHUTENBHBIN MONTydaTens (mosyyaTenu)» (mailto) — CIUCOK JOMOJHHUTENBHBIX MOTy4Ya-
TeJIeH SJIEKTPOHHOM MOYTHI;
«KomMeHTapui» (comment) — KOMMEHTAPHH JJIs1 TOM 1IEJIH;
«ABTop» (author) — aBTOp 3nekTpoHHOro nuckMa. [lo ymomuanuto «Proxmox Backup Server -
$hostnamey.

Hacmpouixa yenu ysedomnenuti SMTP

[obasuts: SMTP

smip

mail.test.alt

s

i pve-mail

Mapons "".".I

pve-mail@test.alt

root@pam, orlov@test.alt

© Cnpasa [ononHuTeneHo
Puc. 383
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[Ipumep cosnanus uean SMTP B koMaHHOM CTpOKE:

# proxmox-backup-manager notification endpoint smtp create \

smtp --from-address pve-mail@test.alt --server mail.test.alt \

-—-username pve-mail --password "123" --mailto-user root@pam \

--mailto-user orlov@test.alt

smtp:

[Tpumep koudurypammu (/etc/proxmox-backup/notifications.cfg):

smtp

from-address pve-mail@@test.alt

mailto-user root@pam

mailto-user orlov@test.alt

mode tls

server mail.test.alt

username pve-mail

6.9.11.1.3 Webhook

Henu yBenominenuit Webhook Bemonusitor HTTP-3anpock! Ha HacTpanBaembiii URL.
st Hactpoiiku nenn Webhook He0OXOAMMO BBIIOIHHUTE CIIEAYIONINE IIATH:

1) B pasnene «Kondurypamus» — «YBegomiienus» — «llomydarenn yBegoOMIICHHI» HaXKaTh

KHOTIKY «J{lo6aBuTh» — «Webhook» (Puc. 381);

2) B otkpeiBiieMcs okHe (Puc. 384) ykaszarp cnenyromue JaHHbIE (B CKOOKax MPHUBEACHBI Mapa-

MeTphl daiina notifications.cfg):

«/Ms1 KOHEUHOU TOYKW» — UM LIEJIH;

«BxirounTthy (disable) — cocTostHUE T1€TH;

«Meton/URL-anpec» (method/url) — ucnonszyemsrit HTTP-meron (POST/PUT/GET) u URL-
azapec, 1mo koropomy ciemyet BemonasaTe HTTP-3ampockl. URL-aapec mognepxuBaet mrabiaoHu-
3aLIMI0 JUIsl BHEJIPEHUSI COACPKUMOI0 COOOIIEHNUS, METaIaHHBIX U CEKPETOB;

«3aronoBku» (header) — maccuB HTTP-3aronoBkoB, KoTopbie clieAyeT 3aaath i 3amnpoca. [lof-
JEP>KUBACT IA0JIOHU3AIMIO IS BHEIPEHUS COICP)KUMOT0 COOOIIIEHUS, METaJJaHHBIX U CEKPETOB;
«Teno mucema» (body) — HTTP-teno, kotopoe cineayer otnpaButh. [logaepxkuBaeT mabdbioHn3a-
MO U1 BHEJPEHUS COJIEPKUMOT0 COOOIIEHUS], METaJJaHHBIX U CEKPETOB;

«CexkpeTb» (secret) — MacCUB CEKPETHBIX Map Kitou-3HaueHue. OHU OyayT XpaHUTHCS B 3alllH-
HieHHOM (haiine KoH(PUTypaluu, TOCTYITHOM JAJIsl YTSHHSI TOJIBKO MOJb30BaTeNo0 root. s mo0bIx
KOHEeuHbIX TO4YeK API, Bo3Bpamaromux KOH(HUTrypamuio KOHEYHOH TOYKH, OyJeT BO3BpAIICHO
TOJIBKO MIMSI CEKpETa, HO He 3HadeHue. JJoCTynm K ceKkpeTaM MOXKHO MOJydYuTh B madioHax body/
header/URL uepe3 mpocTpaHCTBO UMEH secrets;

«KommeHTapuit» (comment) — KOMMEHTapUi 1715 3TOH LIEIH.
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Hacmporixa yenu yseoomnenuu Webhook

Nobaeuts: Webhook

Metog/URL-anpec POST https:/intfy.sh/pve_backup_job_186

Jaronoakm

© OobanuTL 3aronoBox

ENO NHCLMA {{ message }}

LEKpETL channel sasmssesan E

O [obasnTh CEKpET

KommenTapui

0 crrasa
Puc. 384

[Ipumep co3nanus uenn Webhook B koMaHIHOH CTpOKe:
# proxmox-backup-manager notification endpoint webhook create ntfy \
--method post \
--url "https://ntfy.sh/pbs sync job 144" \
--body e3sgbWVzc2FnZSB9fQo= \ # BakommporBaHHb {{ message }}
--secret name=channel,value=cGJzX3N5bmNfam9iXzEONA== # pbs _sync job 144

—--comment "Ornparka PUSH yBenomyieHUM"
Copepxumoe onuuu body 10mkHO ObITH B base64.
Copepxumoe cBoiicTBa value omnmuu secret JOKHO OBITH B base64.

I[Ipumeganue. 3aKoIUPOBATh CTPOKY B base64 MOKHO, BHITTOJTHUB KOMaH/TY:
$ echo -n ' pbs sync job 144' | base64 -w 0
cGJzX3N5bmNfam9iXzEONA==

[Tpumep koudurypammu (/etc/proxmox-backup/notifications.cfg):
webhook: ntfy
body e3sgbWVzc2FnZSB9fQ==
comment OrnpaBka PUSH yBemomyieHUM
method post
url https://ntfy.sh/pbs sync job 144
Jns mapaMeTpoB KOHQUIypaunuu, KOTOpbIE IOAJCPKUBAIOT [MAOIOHU3AIMI0, CHHTAKCHUC
Handlebars MmoxeT ucmonb30BaThCs Ui AOCTYIA K CIIETYIOIIUM CBOHCTBAM:
- {{title } } — 3aromo0BOK 0TOOpaKaeMOT0 yBEIOMIICHHUSI;

- {{ message }} — Teno 0TOOpakaeMOT0 YBEIOMJICHUS;
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- {{ difficulty } } — cepbe3HOCTh yBEIOMIICHUS;
- {{ timestamp }} — BpemeHHas MeTka yBenomieHus B Buje smoxu UNIX (B cekyHnax);
- {{ fields.<name> }} — moANMpOCTpaHCTBO UMEH JJIs JIFOOBIX IMOJEH METaJaHHBIX YBEIOMIICHHS.

Hanpuwmep, fields.type conepkuT tun yBe1oMICHHS — 7Sl BCEX JOCTYMHBIX MOJICH;

- {{ secrets.<name> }} — MOANPOCTPAHCTBO MMEH JUIsI CEKpeToB. Hampumep, ceKpeTHbI MMEHO-
BaHHBIN TOKEH JOCTYIIEH Yepe3 secrets.token.
Jis ynobcTBa 1OCTYIHBI CIIETYIOIINE TOMOUTHUKU:
- {{ url-encode <value/property> }} — URL-koaupoBaHnue cBoWcTBa/IUTEpaIa;
- {{ escape <value/property> } } — skpaHUPOBaTH JIOOBIC YIPABISIONINEC CHMBOJIBI, KOTOPHIC HE MO-
ryT ObITH O€301acHo npeacTaBieHbl kKak crpoka JSON;
- {{ json <value/property> }} — oro06pa3uth 3HaueHHe Kak JSON. DTO MOXET OBITh MOJIE3HO IJIS
nepesavyy I1eoro MOAMPOCTPAHCTBA MMEH (HampuMep, MoJiel) KaK YacTH IOJIE3HON Harpy3Kd
JSON (manpumep, {{ json fields }}).
[Ipumeuanue. llemu Webhook yuuteiBator Hactpoiiku HTTP-npokcn u3 «Konduryparms»
— «JIpyroe» — «IIpoxcu HTTP».
6.9.11.2 Tpueeepwr yeeoomnenuil (Notification Matchers)
Tpurrepsl yBeITOMJICHHI HAINPABISIOT YBEAOMIJICHUS K IEJISIM YBEJIOMIICHHH Ha OCHOBE TPaBHII
COTIOCTABJICHUA. JTHU MpaBUja MOTYT COOTBETCTBOBAThH OIPE/ICICHHBIM CBOWCTBAM yBEIOMIICHHUS, TAKUM
Kak BpeMeHHasi MeTKa (match-calendar), cepbe3nocts yBepomiieHus (match-severity) uim nosist MeTajgaH -
HbIX (match-field). Ecniu yBegoMieHre conocTaBIeHO TPUTTEPOM, BCE IIEITH, HACTPOSHHBIC TSI CONIOCTaB-
JICHUS, TIOJTyYaT YBEAOMIICHHE.
MoskHO co37aTh TPOU3BOIBHOE KOJTUYECTBO TPUTTEPOB, KAK/IBI CO CBOUMHU COOCTBEHHBIMU IIpa-
BUJIAMH COTIOCTABIICHUS U IIeJIIMU T yBeqoMieHus. Kaxas 1enb yBegomisieTcs: He 6oiee 0HOTo pasza
JUTSL KaXKJIOTO YBEIOMIICHHS, JaXKe €CIIH IeJIb UCTIONb3YEeTCS B HECKOJIBKUX TPUTTEPaX.
Tpurrep 6e3 mpaBuiI COOTBETCTBYET JI0OOMY YBEIOMIICHHIO (HAaCTPOCHHBIC IEIHM BCeraa OyayT
YBEJIOMJICHBI):
matcher: always-matches
comment 3TO CONOCTAaBJIEHME BCeIrzna cpabaTeBaeT
mode all
target mail-to-root

6.9.11.2.1 IlpaBuna conocraBneHus kaneHaaps (match-calendar)

ComocTaBuTeNnb KaJeHIapss COOTBETCTBYET BPEMEHHON METKE YBEIOMIICHHS.

Omnmus match-calendar ucnonb3yer cnenuanbHbIil CHHTAKCHC TSI ONIpe/IeTICHHs] BPEMEHHBIX WH-
TEPBAJIOB, B KOTOPHIE YBEIOMIICHUS JOJKHBI ObITh aKTHBHBI.

[Ipumepsr:
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- match-calendar 8-12 — xaxxaplii eHb ¢ 8 10 12 yacos;

- match-calendar 8:00-15:30 — kaxxapIi geHb ¢ 8 yacos 10 15:30;

- match-calendar mon..fri 9:00-17:00 — xaxxaw1it OyaHMI 1eHb ¢ 9 10 17 yacos;

- match-calendar sun,tue..wed,fri 9-17 — B BockpeceHbe, BTOPHHK, CpeAy U HATHULYY ¢ 9 1o 17 ya-

COB.

6.9.11.2.2 TlpaBuiia conoctapnenus nojei (match-field)

Omnmus match-field ucnonb3yercst anst GUIBTpaIK yYBEAOMIICHH HA OCHOBE OMPEIEIEHHBIX TO-
JIeil B COOOIICHUSAX O COOBITHSX.

Ecim mipy COTMOCTaBIIGHUH HCIIONB3yeTCs eXact, B Ka4eCTBE Pa3JICIUTENsI MOXHO HCIOIh30BaTh
3ansaTyro. [IpaBuUiIo cormocTaBieHUs: cpadaThIBacT, €CIU T0JIe METaIaHHBIX UMEET JII000e U3 yKa3aHHBIX
3HAYEHUU.

[Ipumepsr:

- match-field exact:type=gc — TOIbKO yBEJOMIICHHSI JIJIs1 33JIaHUI TT0 COOPY MycCopa;
- match-field exact:type=prune,verify — yBe1oMieHus 0 3aJaHUSAX prune v MpoOBEPKax;
- match-field regex:datastore="backup-.*$ — yBemomieHue A JIIOOOTO XpaHHUIHINA JTaHHBIX, UM

KOTOPOTO HaunHaeTcs ¢ backup.

Ecin yBenoMiieHHE HE WMEET COITOCTABIICHHOTO TIOJS, MPABHIIO HE OYJET COOTBETCTBOBATH.
Hanpumep, nupektua match-field regex:datastore=.* Oyner cooTBeTCTBOBaThH JTOOOMY YBEIOMIICHUIO,

HMCIOLICMY ITOJIC MCTAaJaHHBIX datastore, HO HC 6yI[€T COOTBCTCTBOBATD, €CJIN IOJIC HC CYHICCTBYCT.

6.9.11.2.3 IIpaBuiia conocTaBieHus cepbe3HOCTH (match-severity)
Onuusa match-severity ucnonp3zyercs A1 GUIBTPALUN YBEIOMICHUH HA OCHOBE YPOBHS CEpbE3-
HocTH (severity) coObiTus. IlommepikuBaroTcsi cienyromue YpoBHH cepbe3HocTH: info, notification,
warning, error, unknown.
[Tpumepsi:
- match-severity error — TOJIbKO OLIUOKY;
- match-severity warning,error — npexynpexxJeHus u OMIMOKH.
6.9.11.2.4 CoObITHs yBEIOMIICHUS
B Tabnuue 8 mpuBeneH COMCOK BceX COOBITHM yBenomieHuid B PBS, ux tum, cepbe3HOCTb U J10-
MOJTHUTENBHBIE MOJS METaJaHHBIX. THI, a Takke J000e IMoJie METaJaHHbIX MOTYT HCIOJB30BAThCS B

ImpaBujiax COMOCTABJICHUA.

Tab6nauna 8— Cnucok coObITUN YBEJOMICHUI

CobriTHE Tun Cepnesnocts | Ilong MeTananHBIX (B JOMOTHEHHUE K THITY)

OoOHoBneHue ceprudukaTa

acme error hostname
ACME He yaanoch
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CobriTHE Tun Cepnesnocts | Ilong MeTananHBIX (B JOMOTHEHHUE K THITY)
Cooii coopa Mycopa gc error datastore, hostname
Ycnemnsiii coop Mycopa gc info datastore, hostname
OCTYITHBI OOHOBJICHUS MaKe- .
'II‘IOB y package-updates | info hostname
Omnbka 3aganus Prune prune error datastore, hostname, job-id
YcnemHoe BHINOMHEHKE 3a/1a- . L
prune info datastore, hostname, job-id
Hug Prune
OmmoOKa y1aneHHoW CHHXPO- L
e P sync error datastore, hostname, job-id
HU3aIUU
Y najgeHHast CHHXPOHH3AIUS . L
A P sync info datastore, hostname, job-id
BBIMOJIHEHA YCIEITHO
IToura st root system-mail unknown hostname
OmmnbKa 3a1anust pe3epBHOTO . D
A pesep tape-backup error datastore, hostname, media-pool, job-id
KOIMPOBAHHSI HA JICHTY
YcneniHoe BBIMOIHEHUE 3a/1a-
HHUS pe3epBHOTO KonupoBanusa | tape-backup info datastore, hostname, media-pool, job-id
Ha JICHTY
3anpoc Ha 3arpy3Ky JEHTHI tape-load notice hostname
OmmoOka 3aaHus TPOBEPKU verify error datastore, hostname, job-id
VYcneniHoe BBITOJIHEHUE 3312~ . . L
A verify info datastore, hostname, job-id
HUSI TPOBEPKU

B Tabnune 9 comepkutrcs onmvcaHue MoJiel MeTaJaHHBIX. Bce OHM MOTYT MCIONB30BaTLCS B TIpa-
BUJIAX COIIOCTABJIECHUS ITOJIEH.

Taonunga 9— Onucanue nmoneil MeTaIaHHbBIX

[Tone MeTagaHHBIX Onucanue
datastore MMl XpaHWInIIA JaHHBIX
hostname NMs xocTa cepBepa pe3epBHOIO0 KONUPOBaHHS
job-id Wnentndukarop 3aganus
media-pool WM myna IEHTOYHBIX HOCHTENEH
type Ty coObITHS YBEJOMIICHHSI

[Mpumepsr (/etc/proxmox-backup/notifications.cfg):
- YBEJIOMJIATH aJIMUHHCTPATOPOB B pabouee BpeMs:
matcher: workday
match-calendar mon..fri 9-17
target admin
comment Notify admins during working hours
- YBEJIOMJIATH aJIMUHHCTPATOPOB B HEPAOOUHE YaACHI:
matcher: night-and-weekend
match-calendar mon..fri 9-17
invert-match true

target on-call-admins

comment Separate target for non-working hours

- [pu omMOKax XpaHWinia zfs, OTIpaBisTh yBeIOMIICHHS B padoyre Yachl Ha elb smtp:
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matcher: zfs-error
match-calendar mon..fri 8-17
match-field exact:datastore=zfs
match-severity error
mode all

target smtp
6.9.11.2.5 Co3nanue Tpurrepa yBeIOMICHHI
J5is co3aanust MpaBuiIa COMOCTaBICHHSI HEOOXOIMMO BBITIOJIHUTE CIICAYIOIINE IIIaru:

1) B pasmene «Kondurypamus» — «YBemomneHus» — «CpeacTBa CONOCTABICHHUS yBEIOMIIE-

HUI» HaXXaTh KHOMKY «J[00aBUTHY;

2) B oTKpbIBIIEMCs OKHe Ha BkJagke «OOmee» (Puc. 385) B mone «ms cpenctsa comnocranie-

HUS yBEAOMJICHUI yKa3aTh Ha3BaHUE TPUITEPA;
Co3z0anue mpuezepa ygedomieHus

Nobaeutn. C TBO CONOCTABNeHuA YEEOoMMEHWA

Mpaswna coenagesA  Mony4atenu yeeqosMneHmi

workday

9 Cnpas

Puc. 385
3) na Bkiaake «lpasuna cosnapeHusa» (Puc. 386) HacTpouTh MpaBuiIa COMOCTABIICHH;
4) na Brianke «llomydarenu yBenomienuii» (Puc. 387) BeIOpaTh 1enu Juisi yBeIOMIICHHUS.
[Ipumep co3panus TpUrrepa yBeIOMIICHUM B KOMaHIHOU CTPOKE:
# proxmox-backup-manager notification matcher create workday \
--mode all --match-calendar "mon..fri 8-17" --match-severity "error" \

--match-field "exact:datastore=zfs" --target sendmail-admins
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[NobaeuTb: CpencTBo cONOCTAaBNEHWA YBEOOMITEHMIA

Obuwyee Monyyatend ysenoMneHui

“Y Bce npasuna cosnagawT

ﬂ Cosnanenue no pate: mon. fri 8-12
(] Coenagenue no nonw: datastore=zfs_st
1 CoBMafeHWe Mo YPOBHKD CIIOKHOCTH: rror

© Cnpagka

Tun yana: CoBnaaeHue No ypoBHIO CEPLE3HOCTY

ConocTaensembie
YPOBHW BaMHOCTK:

Owmbka

Puc. 386

Cozoamb mpuzzep ysedomnenus. Bvibop yeneii

HobaeuTe. CpeacTeo CONOCTABNEHWA YBEA0MNEHHA

ST S p—

A nonyyatens
mail-to-root
nitfy

1] sendmail-admins
smtp

© Cnpasa

6.9.11.3 Ilepecvinika cucmemHou noumaul
Hexkotopsble soKanbHbIe CUCTEMHBIE AEMOHBI, HampuMmep smartd, OTIPaBISIOT YBEIOMIICHHS JIO-

KaJbHOMY TIOJIb30BaTeNto root. PBS OyneT nmepenaBaTh 3TH MMchMa B CUCTEMY YBEIOMIICHUH KaK YBEIOM-

Tl
sendmail
webhaook
sendmail
smip

KommeHTapui

Send mails to root@pam's email address

Ornpasxa yBeoMneHi 3MWHICTPATOpaM

Puc. 387

JIEHUs TUTIA System-mail ¢ HEen3BECTHOM Cepbe3HOCTHIO.

Korna snexTpoHHOE NHCHMO TepechutaeTcs Ha 1eiab Sendmail, conep’kumoe 1 3arojgoBKU MUCbMa
NIEPECBUIAIOTCA KaK €CTh. [UId BCeX APYTuX LieJed CUCTEMa IBITACTCSA U3BJI€Yb KAaK CTPOKY TEMBI, TAK U
OCHOBHOM TEKCT U3 COAECP>KUMOTr0 MIEKTPOHHOIO MMChMa. B ciryyasx, Korjia 3J1eKTpOHHbIE TUCbMa COCTO-

a1 uckmrounTenbHo u3 HTML-koHTeHTa, OHM OymyT mpeoOpa3oBaHbl B (hopMaT 0OOBIYHOTO TEKCTa BO BpE-

Ms 5TOr0 Imponecca.

6.9.11.4 Paspewenus

YToObl M3MEHUTH/TIPOCMOTPETh KOH(UTypaluio IS Lenel yBeqoMIIeHul, TpeOyloTcs pa3perie-

Hus Sys.Modify/Sys.Audit nis yzna ACL /system/notifications.
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6.9.11.5 Pestcum ygeoomnenus
XpaHuuIiia AaHHBIX U KOH(QUTYypauus 3aJaHus PE3EpPBHOTO KOIMHUPOBAHWS/BOCCTAHOBIICHUS Ha
JeHTy uMeloT napameTp notification-mode, KOTOPBI MOXKET UMETh OJTHO U3 JBYX 3HAYCHUI:

- legacy-sendmail — oTnpaBisATh YBEJOMIICHHS IO 3JIEKTPOHHOM MOYTE C MOMOIIBI0 CHCTEMHOM KO-
manabl sendmail. Cucrema yBegoMieHH OyAeT MPOUTHOPUPOBAaHA. DTOT PEKUM SKBUBAJIEHTEH
MOBEJICHUIO YBeAOMIICHUH /1 Bepcun PBS<3.2;

- notification-system — HCIOIB30BATh CUCTEMY yYBEIOMIICHHIA.

Ecmu mapamerp notification-mode He ycranoBien, PBS mo ymondanuio OyIeT HCIOJB30BaTh
legacy-sendmail.

Hauunas ¢ PBS 3.2, xpanunuiie naHHBIX, CO3[JaHHOE B BeO-MHTEepdeiice, aBTOMAaTHUECKH IO/~
KJIFOUUTCS K HOBOM cucTeme yBeaoMieHui. Ecnu xpanunuine qaHHbiX co3nano ¢ nomousio API wiu CLI
proxmox-backup-manager, mapamerp notification-mode momkeH ObITh SBHO YCTaHOBJICH Ha notification-

system, eciu OyIeT UCIOJIb30BaTHCS CUCTEMA YBEIOMIICHUH.

6.9.11.5.1 Hacrpoiiku 1 pexxuma yBegomiieHui legacy-sendmail
Ecnu notification-mode nmeer 3naueHue legacy-sendmail, PBS OyneT oTripaBisTh yBe1OMICHHS C
MIOMOIIIBIO0 CUCTEMHOM KoMaH/IbI sendmail Ha azmpec AIMeKTPOHHON MOYTHI, HACTPOSHHBIH JIJTsl TI0JIh30BaTe -
JIs, YCTAHOBIJIGHHOTO B mapametrpe notify-user B ¢aiine node.js (unu root@pam, ecnu napametp notify-
user He YCTaHOBIICH).
JInist XpaHWIHIL JAHHBIX TAaKXKe MOYKHO M3MEHUTH YPOBEHb YBEIOMJICHHUH, MOTyYaeMbIX IS Kax-
JIOTO THUTA 33]]a4H, C IOMOIIBIO TTapameTpa notify:
- always — OTIpaBIATh yBEIOMIICHHE IS JTFOOOM 3alUTaHUPOBAHHOM 3a/aud, HE3aBUCHUMO OT pe-
3yJbTaTa;
- eITors — OTHPAaBJIATH YBEJAOMIICHHE JJIs JII000H 3aIIlaHMPOBAHHOW 3a/1auM, KOTOpast MPUBOJUT K
omuoKe;
- never — BOOOIIIe HE OTMPABJIATH HUKAKUX YBEIOMJICHUH.
[Tapametpsl notify-user u notify urHopupyrorcs, eciu napamerp notification-mode umeer 3Haue-

Hue notification-system.

6.10 Cucrema pezepHoro kornupoanusi UrBackup
UrBackup — 310 mpocToe B HAacTpoiike KpocCIIaTGopMEHHOE KIHEHT-CEPBEPHOE MPOrpaMMHOE
obecrieyeHre, MO3BOJISIOIICE YIPABISATH PE3EPBHBIM KOMMPOBAHMEM IS KOMIIBIOTEPOB U OTIEPAI[MOHHBIX
cucteM pasnuunbix THHOB. UrBackup mo3Bossier co3aBaTh HHKPEMEHTHbIC U TIOJTHBIE PE3E€PBHbIC KOIHH,
KaK IIeJIbIX Pa3/esioB, TaK U OTJCIbHBIX KaTaJOroB, C BO3MOXKHOCTBIO BhIOOpaA (hailyioB, KOTOpBIE MOMAIYT

B apXMB, a TAKKEC JACJIaTb CHAIIIIOTHI Pa3CJI0B KECTKOI'0 AUCKaA.
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I[Ipumeuyanue. B HacTosmee BpeMs pe3epBHbIE KOIMKU 00pa30B (CHAIMIIOTH) paboTalOT TOIBKO
¢ tomamu B popmare NTFS u ¢ kmuentamu Windows. PezepBHoe konmnpoBaHue 00pa3oB MpeaHa3HAYCHO
B OCHOBHOM JUIS PE3E€PBHOrO KOMMpoBaHus 3arpy3oynoro toma (C:) cucrem Windows. Jlpyrue nanssie
JIOJKHBI OBITH CKOTMPOBAHBI U BOCCTAHOBJIEHBI C TOMOIIBIO PE3EPBHOIO KOMMUPOBAaHUS (PaiiiIoB.

Jlns ynpaBiieHHsT HACTPOMKOM PE3€pBHOIO KONMPOBAHMS M PE3EPBHBIMU KOIUSMH HMCIOJb3YETCA
BeO-uHTEPPEIiC.

6.10.1 Ycranoska UrBackup
6.10.1.1 Cepsep UrBackup

VYcranosuts cepsep UrBackup:
# apt-get install urbackup-server
Co3nath KaTaynor ajisi pe3epBHbBIX KOTHIA:
# mkdir -p /mnt/backups/urbackup
Karanor nomkeH nmpuHaaiekarh MoIp30BaTelo urbackup U y 3TOro mosib30Batels JOJKHBI ObITh
MpaBa Ha YTCHHE/3aINCh:
# chown -R urbackup:urbackup /mnt/backups/urbackup
Jo6asute UrBackup-cepBep B aBTO3amycK U 3allyCTUTh €T0:
# systemctl enable --now urbackup-server
IMIpumeuanue. UrBackup nmo ymomuanuto npociymuBaet noptsl 55413 u 55414.
Be6-untepdetic UrBackup Oynmer moctyren no aapecy http://<ip-cepepa>:55414 (Puc. 388).
Beb-unmepghetic UrBackup

~ | & UurBackup - Keeps your data X ar - & X

€« 5 C M@ | ® 192.168.0.115:55414 ) LS & ¢

Crartyc Gakance

Mowuck:

MokasaTe| 25 v | 3anuced MoKasaTH/CIPATATE KonoHkH | BiCopy | BCSV | BPrnt
U Hma Mocnegxan n il i n OHWI Dannosbii CocTosHune Gakana

- KOMMbHTEPa OunaiH 8KTHEHOCTb Gakan obpas Gakan obpasa

DaHkbie oTCYTCTBYHOT B Tabnuue

Mokasano 0 us 0 sanucen
Moxasats Boex OTMeTHTE BoE CHATE OTMBTIM | YOanWTe OTMEUEHHLX | C OTMEUSHHLIMK a

Pocoua v UrBackup 2.5.33 | O nporpamme | PaseepHyTb | www.urbackup.org

Puc. 388
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[MIpumeuyanue. Ecnmu nosensercsa ommbka: «Karanor, rae UrBackup Oyner coxpaHsts pezeps-
HbI€ KOIHMH, HEJOCTYIIEH. ..», CIIEyeT U3MEHUTh IIyTh K KAaTaJIOI'y pE€3epPBHBIX KOIMUM, BHIOPAB IYHKT Me-
Hi0o Hactpoliku, 1100 U3MEHUTh NpaBa JOCTYIa K KaTaJory.

Cpasy nocne yctaHoBKU JocTyn K BeO-untepdeiicy UrBackup Oyner Bo3moxen 6e3 ayreHTH (U -
Kaiuu. UtoObl B manpHeieM TpeOoBayicsi BBOA MMEHHU HOJIB30BATENS M Mapoisi, HEOOXOAMMO CO3/aTh
aIMUHUCTpaTopa: nepentu Ha Bkianky «Hacrpoitku» — «Ilonmp3oBaTenn» u HaxXaTh KHOMKY «/{00aBUTH

nosib3oBatessy (Puc. 389).

UrBackup. Co3z0anue nonvzosamens

HacTpoiiku

NaBHbie Mouta LDAP/AD MonszoBaTent + [loGasutb HoBy rpynny

Hims: admin

Mapone: | s

MoBTOPHTE Maponk: | *eees
Npasa: Administrator -

OTtmena DobasuTh

Puc. 389
6.10.1.2 Knuenm UrBackup

Ycranosuts ket UrBackup:

# apt-get install urbackup-client

Jo6asutk UrBackup- kueHT B aBTO3aITyCK | 3aITyCTHTh €T0:

# systemctl enable --now urbackup-client

JlokanbHBIE KIIMEHTHI Oy IyT OOHApYy>KEHBI CEPBEPOM aBTOMATUYECKHU U MOSBSTCS B BeO-uHTEpheii-

ce Ha Bkiagke «Crarycy» (Puc. 390).

Beb-unmepdghetic UrBackup

Cratyc B

Cratyc Gakance

Mouck:

MokasaTh| 25 W 3anuced MokasaTe/cnpatats konotku | BMCopy | BCSV | BPrnt

U Hma Mocnegxas Mocneguuit MocnegHuit CocToAHKe Gakana
= KOMNbHTEPa OHnaitH SKTMBHOCTE taiinossiii Gakan obpas thainoseiil Gakan obpasa

0O - newhost test.alt Na 240325 22:07 Hukorpa Huxorpa He nponucaxbl myTH k
Gakany

Mepean MNpegoigywwas - Cregytowas MocnegHas
MoxasaTs scex OTmeTHTE Boe | CHATE OTMETEM | YOanuTs oTmewsHHsx | G oTmeueHHsmn « | [l NIGTEER SRR PER )

He nopnepkueaeTcs

Mokazate 1no 1us 1

Puc. 390
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6.10.2 Hactpoiika pe3epBHOIO0 KOIUPOBAaHUS

B BeG-untepdeiice na Briaake «Hactpoiikm» — «[JaBHBIE» MOXXHO HM3MEHSTh HACTPONKH
UrBackup. Ectb HacTpoiiku, KOTOpBIE BIUSIOT TOJIBKO Ha cepBep. OcTanbHble HACTPOWKH BIHSIOT, KaK Ha
CEpBEp PE3EPBHOIO KOMUPOBAHMS, TaK U HA KIMEHTOB. JlJI1 3TUX HACTPOEK aAMUHUCTPATOP MOXKET ycTa-
HOBUTb 3HAUEHHUS 110 YMOJIYAHUIO WU TIEPEOIPEACIIUTh HACTPONKHU KIIMEHTA.

Ha Bkiagke «CepBep» MOKHO yKa3aTh KaTaJIOT Julsl XpaHeHus pe3epBHbIX konuil (Puc. 391).

Hacmpouixu UrBackup. Bxnaoka « Cepgepy

MnasHbie Mouta LDAR/AD Monbsosatent # [obasuTs HOBYIO rpynNy
$aninosbie GaKank OGpashl MNpasa pocTyna KnmexT Apx1BE AnepTh Local'passive clients Internet’Active clients [ononHWTENbHO
MyTe gna ¥xpaHeHua Gakanos: Imnt/backups/urbackup

Server URL for client file/backup access/browsing:

O
He penate G3kan obpasa:
He genate hainoswiin Gakan: U
ABTOMATUYECKH BhIKMIYATE CEPBEp: O
e
CKayaTb KNWEHT ¢ cepBepa oGHOBNeHNi:
-
OnoBewaTs o HOBOW BEpCHu:
.
ABTOMaTHYECKOE 0GHOBNEHNE KNHEHTOB:
MakcHMyMm ofHOBpEeMEeHHbIX B3kanos: 100
MaKcHMyM aKETHEHbIX KNHEHTOB: 10000
PacnucaHne ouncTEn Gakanos: 1-7i3-4 7
.
AsTomaTHueckn BakanuTe Gasy gadHbx UrBackup:
O6uan makcumansHas cKOpoCcTb ANA NoKanbHOM - MBit's
CetH
OGwee orpat i " 95% 7

Puc. 391

Ha Bruagke «®aiinoBeie O9Kambl» MOXKHO YKa3aTh HACTPOHKHU (DallIOBBIX pe3epBHBIX KOIMUH, B

TOM YHCJI€ KaTaJIOTH, KOTOpbIe OyIyT BKIIFOUEHBI B pe3epBHYIo Komuio (Puc. 392).
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Hacmpoiixu UrBackup. Bxnaoka «@atinosvie 63xansty

HacTpoiikw

Imasisie | [Moyta LDAP/AD  [Mons3ceaTen KnuetTsl T Tpynnoi ~ % PoBasue hosyro rpynmy
Cepeep OGpasbi Mpaea gocTyna KnueHt ApXMB AnepTh Localpassive clients Internet/Active clients [oncnHWTensHo
WHTepBan co3gaHua HHEpEMEHTaNbHbIX hainoBbx 5 yacos —| OTENHYATE
Gakanos:
WHTepBan co. Gakanos fan 30 el "] OTENHMHTE
MaKcHManbHOoe KONMYECTBO MHKPEMEHTANbH bIX 100

Gakanos hannos:

MuUHHMANbHOE KONWYECTBO HHEpEMEHTANbH bIX 40
Gakanos hainos:

MakcumanbHOE KONWYECTBO NONHb Dakanos 10
thainos:

MUHUMANBHOE KONMWYECTEO NONHbX G3Kkanos 2
thainos:

Hexnwounte vz Gakana (no macke):
BrniounTe B Gakan (mo macke):
Katanorn no ymonuyaduio ana Gakana: Thome;ivar

Directories to backup are optional by default:

Puc. 392

Ha Brnanke «Knuent» (nmone «Pacnycanue») MOKHO YCTaHOBUTh OKHO PE3€pPBHOTIO KOTIMPOBAHUS,
B IIpezieNiaX KOTOPOTO cepBep OyAET cTapaTbes BHIMOIHATH 3a1aHusl. Hauaroe 3amanne OyAeT BBIMOJHATH-
s 10 3aBEpIICHMSI, TaKe €CJIM OHO He BIHCHIBACTCS B yKazaHHOE Bpems. [IprMepsl OKHa pe3epBHOTO KO-
NUPOBAHUS:
- 1-7/0-24 — pe3epBHOE KOMPOBAHUE MOXKET MPOU3BOJAUTHCS B JIF000E BPEMS;
- 1-5/8:00-9:00, 19:30-20:30;6,7/0-24 — pe3epBHOE KOMUPOBAHUE B pabOYNE THU MOXKET IMPOU3BO-
nuthes ¢ 8 10 9 u ¢ 19:30 mo 20:30, a B cy0O0TY ¥ BOCKPECEHBE B JTFOOOE BpEeMsI.
KnueHntsl MOryT camMM MHHULMHUPOBATh IPOLIECC PE3EPBHOIO KOMUPOBAHHS B JHOO0H MOMEHT
(cM. HIKe omHcaHue yTHIUTH urbackupclientctl).
Jnst 6ostee yI00HOTO aIMUHICTPHPOBAHUS MOXKHO CO3J]aTh HECKOJIBKO TPYIL, PACIPEICITUTh KITH -

€HTHI 110 TPyIIaM, U 33J]aBaTh HACTPOUKH OTAEIBHO JUIs KaXK10¥ rpynmsl kiueHToB (Puc. 393).
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Hacmportixu UrBackup. Hacmpotixa epynnet kiuenmos UrBackup

Imasksie  Mouta LDAP/AD  [Mons3ceaTen KnuetTsl T AT ~ % PoBasue hosyro rpynmy

Mpynna ALT re= @&
dainoesie Bakan OEpaswl MNpaea gocTyna Knwent Apxue AnepTol WHrepheT [iononHuTeNsHO

Mo ymorMaHuo - BrifepuTe KNUEHTa U3 TEKYLWER rpynnbl (QE0AHON KUK ANA
W3MEHEHWA HACTPOEK):

host-15
newhost test alt

8o

Puc. 393

6.10.3 Coznmanue pe3epBHBIX KO

HMHKpeMeHTHBIE U TIOJIHBIC Pe3ePBHBIC KOMTUU OYAYT CO3AaBaThCsl COTNIACHO HACTPOSHHOMY PaCIIH -
CaHHIO.

[Iponece co3manusi pe3epBHON KOMUHM MOKHO 3aIlyCTUTh BPYUYHYIO, OTMETUB KIMEHTa U BHIOpaB

THUII pe3epBHOM KOMMHU B BblnaaaroieM ciucke (Puc. 394).

UrBackup. 3anyck pezepsrnoco konuposamus

CraTyc Gakance

Momck:
MokasaTe| 25  w 3anuceil MokasaTo/cnpATato konotkn | MiCopy  ®CSV | BPrint
O Hma Mocnegran MocnegHuii MocnegHuit DanNosbIA CocToanue Bakana
= KOoMNBHTEDS Oxnainx aKTHBHOCTH thainosbii Gakan obpas Bakan obpasa
O - host-15 Na 2403252223 24033252222 Hukorpa Ok He noppepwueaeTch
ol_Wrrpeneransrni dpaitnossii 63ran | 24 0325 2223 24.03.25 22:20 Hukorga Ok He nogpepiwaasTca
MonHsi draitnossi Gakan
Mot WHkpeMeHTansHb obpas
Monkbii obpas Mepean | Mpegbigywan Cregywowan | MNocnegHas
] ¥RanTs KkerTa Yoarwme ommeussHel | C OTMEUSHMLIME - =+ Nofizawme tnwesta

Puc. 394

bonee monpoOGHO OTClEkKUBaTh aKTUBHOCTh PE3EPBHOIO KOMMPOBAHUS MOXKHO Ha BKIaakax «B

pabote» (Puc. 395), «bakamnb» u «Jloruy.



381

OTuéTBl/CONEPKIMOE PE3EPBHBIX KOMUH MOXKHO MPOCMOTPETh Ha BKIaake «bakambn (Puc. 396).

Bri6paB kinueHTa, MOKHO TPOCMOTPETH CIHCOK €ro pe3epBHBIX Komuid (Puc. 397)

UrBackup. Bxnaoka «B pabomey

Hma PacueTHoe BpemA Dainoe B
KOMNBIOTERS OeictBne MogpoGHocTy  Mporpecc BbINONHEHWA CropocTb ouepenmn
host-15 Monkbii 07% 1l - - 0
ainoBLId 1.18GB/1.21 GB MoxasaTe nor
Gakan
MocnegHAR SKTHBHOGTL
1D Hma komnbroTepa Oeictene NogpoGHocTn Bpema Hauana MpogonsuTensHocTe  Menonb3oBaHo NaMmATH
1 newhost test.aft MNenkbii dainoswi Gakan - 2403252220 1 min 96.9 MB

Puc. 395

UrBackup. Bxraoka «bakanvi»

DOTE Bakant

KnmnexThl

Hma komneroTepa
host-15

newhost.test.alt

MocnegHuil hainossii Gakan
24032522:22

2403252220

Puc. 396

UrBackup. Cnucok peszepenvix konuil kiuenma client2.test.alt

DOTE Bakans

KnuexTo =newhost.test.alt (1D: 1)

darnosbi B3Kan

Bpemn Bakana
24.03.2522:26

24.03.2522.20

[Ipumeuanue.

Backup 1D
3

1

Ecmn

HHEpeMeHTanbHBIN Pasmep ApXHMBHUpOBaHO T OeicTBnA

Da 281 MB

Het 96.9 MB o
Puc. 397

OTMCTKA B CTOJ'I6I.[C «ApXI/IBI/IPOBaHO» YCTAHOBJICHA, PC3CPBHAA KOIINA

apxuBupyercs. [loka pe3epBHas KONHs 3aapXUBUpPOBaHa, €€ HeNlb3sl yAaauTh cpeacrsamu UrBackup.
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BriOpaB pe3epBHYIO KOMHIO, MOXKHO POCMOTpPETh e€ coaepkumoe (Puc. 398).

Cooeporcumoe peszepsHotl Konuu

Bakant

KruenTsl >newhost test.alt > 24.03.25 22:20

dainn Pasmep Cosgado [ocnegHee nameHeHue [MocnegHuil gocTtyn

user - 14.03.2517:20 2403252220 Cnucok

Craqatb nanku 6 ZIP apxuse

Puc. 398

PesepBHBIE KONMH COXpaHSIOTCS B KaTajore, KOTOPBIA ObUT yka3aH B BeO-uHTepdeiice. B aTom
Kartajore Juisi KaKJIoro KJIMEeHTa CO3/aeTcs CBOW mojakarajior. PesepBHble konuu (aiyioB HaxoJsATCs B
noakaranorax Buaa <Y YMMDD-HHMM>. Katanor current sBisieTCs CChUIKON Ha MOCIETHIO pe-
3epBHYIO Komuio. Pe3epBHBIC KONHMH MAanok ¢ (aiinaMu cOXpaHAOTCs B OTKpbITOM BHe. OOpas3bl nuc-
KOBBIX pa3lielloB XpaHsTcs B Bujae ¢aiioB B ¢opmare vhdz (ums Qaitna Oyner uMeTh BUA
Image <Drive> <YYMMDD-HHMM>.vhdz).

6.10.4 YTwmura urbackupclientctl
s pabotsl ¢ UrBackup Ha kimrente npennasHadeHa yTuiinta urbackupclientctl:
- urbackupclientctl start —3amycTUTh HHKPEMEHTHOE/TIOJHOE PE3ePBHOE KOMTMPOBAHHE;
- urbackupclientctl status — NOIy4YUTh TEKYIIUH CTaTyC PE3EPBHOIO KONUPOBAHMS;
- urbackupclientctl browse — IpOCMOTp CIUCKAa pe3epPBHBIX KOMUM U (aiijIoB B pe3eps-
HBIX KOIIUSX;
- urbackupclientctl restore-start —BOCCTaHOBUTH (aillibl U3 pe3epBHON KOMUU;
- urbackupclientctl set-settings — yCTaHOBUTh NapaMETPbl PE3EPBHOIO KOIHPOBa-

HUS;

- urbackupclientctl add-backupdir — n00aBUTh HOBBIH KaTajor B CIIMCOK KAaTaJIOI'OB,

JUI KOTOPBIX BBITMIOJIHAETCS PE3EPBHOE KONIMPOBAHUE;

- urbackupclientctl list-backupdirs — BBIBECTH CIIUCOK KATAIOTOB, ISl KOTOPHIX BbI-

MOIHAETCS PE3EPBHOE KOIIUPOBAHHUE;

- urbackupclientctl remove-backupdir — yaaJuTh KaTajJor U3 CIIMCOKA KaTajaoroB, I

KOTOPBIX BBIMNOJIHIETCS PE3EPBHOE KOIMPOBAHUE.

CrnpaBKy 110 KOHKPETHON KOMaH/1€ MOKHO IOJIYYHTb, BHIIIOJHUB KOMaHy:
urbackupclientctl <command> --help

Hwxe npuBeneHsl npuMepsl HCOAb30BaHU YTHINTEI urbackupclientctl.
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BrIBECTH CIMCOK pe3€pBHBIX KOIUM:

$ urbackupclientctl browse

[{

"archived": O,
"backuptime": 1742848011,
"disable delete": true,
"id": 3,

"incremental": 1,

"size bytes": 2945033

}

r {

"archived": O,
"backuptime": 1742847646,
"id": 1,
"incremental": O,
"size bytes": 101610098
}
]
3amyCcTUTh MPOLECC CO3AAHUS OJHON PEe3EPBHON KOIUU:

# urbackupclientctl start -f

Waiting for server to start backup... done
Preparing... -
Completed successfully.

BoccranoButh ¢aitibl U3 pe3epBHON KOIHH:

# urbackupclientctl restore-start -b 3

Starting restore. Waiting for backup server... done

2.33831 GB/2.41119 GB at 76.024 KBit/s

Restore completed successfully.
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7 YCTAHOBKA JOHOJIHUTEJIBHOI'O IPOI'PAMMHOI'O OBEC-
HNEYEHUA

Iocne ycranoBku OC «AnbsT CepBep», Ipu NEPBOM 3alycke, AOCTYNEH TOT HJIM MHOH Habop
nporpaMMHOro obecrneuenusi. KoynyecTBO MpenyCTaHOBICHHBIX IPOTrpaMM 3aBUCUT OT BbIOOpa,
C/IEJIAaHHOT'O TPU YCTAHOBKE CUCTeMbI. MIMeeTcss BO3MOXKHOCTh J10YyCTaHOBUThH IPOTPAMMBI, KOTOPBIX HE
XBaTa€T B CUCTEME, U3 PA3HBIX HCTOUHUKOB.

JlonoTHUTENBHOE MPOTPaMMHOE 00ECTIEYeHHE MOXKET HaXOAUTHCS Ha YCTAHOBOYHOM JHCKE W/WIIN
B CIEUMaJbHBIX OaHKax Mporpamm (perno3uTopusix), pPacHoJOKEHHBIX B ceTu VHTepHeT w/mnu B
JoKajabHOHU cetu. IIporpaMMel, pasmMeliéHHbIE B YKa3aHHBIX MCTOYHUKAX, UMEIOT BUJ IOATOTOBJIECHHBIX
JUIsl yCTAaHOBKH ITaKETOB.

[Ipumeyanue. B ycranoBounsni kommiekT OC «AnbT CepBep» BKIIOUEHO Hamboiee
ynoTpeOuTenbHOe MporpaMmMHoe obecriedeHrne. B To e BpeMsi Bbl MOXKETE MCIOJIb30BaTh PENO3UTOPUI
npoaykta (pl1) ams yCTaHOBKHM TOMOJHUTENBHBIX IPOIPAMMHBIX AKETOB.

s ycranoBku gononautenabHoro [10 moxHo ucnonb3oBath LY C, nmubo LienTp npunoxeHuit.

7.1 YcranoBka nonoiaautensHoro 110 B IIYC
I_[YC COACPKUT MOAYJIb YCTAHOBKHU HOIIOJTHUTCIIbHBIX ITAKETOB «YcTaHOBKa nporpamm» (pa3):LeJ1
«IIporpammHOe obecriedeHue» ).
Jns obnerdeHuss MOWCKAa JOCTYIHBIE Ui YCTaHOBKM IPOTpaMMBl pa3felieHbl Ha TPYIIIHL,

BBIBOJIMMBIC B JIEBOW 4acTH OokHa mporpammsl (Puc. 399).

Mooyne «Yemanoexka npoepammy

T MnasHas EPE;«HM skcnepta A Boixog Cnpaska
Pexm npocworpa: Py | T -
—-— 7 alitray
[Chccessibliy B
v Archiving g arccl9ck
+ Books B at-spiz-atk
Communications [ easystroke
Databases ] eekbeard
» Development ] eekboard-autostart
Documentation ] emacspeak
Editors ] gis-weather
Education [ i586-alltray.32bit
Emulators [ i586-at-spi2-atk.32bit
Engineering X R
File tools ] isB6-emacspeak.32bit
} Games ] is86-maliit-inputcontext-gtk2.32bit
» Graphical desktop [[] i586-maliit-inputcontext-gtk3.32bit
Graphics ] i586-matchbox keyboard.32bit
Monitoring ] idlewrap v
»  Networking
Office ~ Interactive Python accessibility explorer
Moka3aTk CTATUCTMKY Moka3aTe ONUCaHWe MakeTa
O6HOBUTE

Puc. 399
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CripaBa pacIiojiocKeH CIIUCOK CaMUX MPOTrpamMM C YKa3aHUEM UX TEKYIIETO COCTOSHUSA:
- 3en€Hasg METKa — ITaKeT YK€ YyCTAaHOBJICH;
- Oesas — naKeT HE YCTaHOBJIEH.
OO0mpsicHeHHe BceX 0003HaYeHUN MOXKHO YBUIETh, OTMETUB MYHKT «IloKa3aTh CTaTUCTUKYY.
Jlid Hauvana ycTaHOBKHM HEOOXOJMMO JBOMHBIM ILIEIYKOM MBI OTMETUTH HEYCTAHOBJICHHBIN
[akeT B MpaBOil MOJIOBUHE OKHAa U HaxaTh KHONKY «[Ipumenuts». Ilpu HEOOXOAMMOCTH MEHEIKEp

IMaKCTOB ITOIIPOCUT BCTABUTH YCTaHOBOHHBIﬁ JUCK.

7.2 YcTaHoBKa/0OHOBIEHHE IPOTPAMMHOTO 00ECTIEYEHHSI B KOHCOITU

JUis yCTaHOBKH, yJlaleHuss U OOHOBJIEHUS NMPOrpaMM U MOAJEP’KaHUS IETOCTHOCTU CHUCTEMBI B
OC cemeiicTBa Linux UCTONB3yIOTCS MEHEKEPHI MMAKETOB THIMA «rpm». JlJIi aBTOMaTU3aI[MK 3TOT0 Ipo-
1ecca U IPUMEHSETCS Y COBEPIIEHCTBOBAHHASI CUCTEMA YMPAaBIEHUS NPOrpaMMHbIMU NakeraMu APT
(Advanced Packaging Tool).

ABTOMaTH3a1Us JOCTUTAETCS CO30AHMEM OJHOTO MM HECKOJIBKMX BHEIIHUX PEMO3UTOPHUEB, B KO-
TOPBIX XPaHATCS MAKEThl IPOrPaMM M OTHOCUTENIBHO KOTOPBIX IMPOU3BOAUTCS CBEPKA IAKETOB, YCTAaHOB-
JICHHBIX B CUCTeMe. Perno3uTopuu MOryT copepikaTh Kak O(HUIMAIbHYIO0 BEPCUIO AUCTPUOYTHBA, OOHOB-
JSIEMYI0 €ro pa3paboTYMKaMHM 10 Mepe BBIXOJa HOBBIX BEPCHM IPOrpaMM, TakK M JIOKAJIbHbIE HAPAOOTKH,
Harpumep, NakeThl, pa3pab0TaHHbIe BHYTPU KOMIIAHUU.

Taxum obpazom, B pacniopsbkeHud APT HaxonsaTcst ABe 0a3bl JaHHBIX: OJIHA ONHCHIBAET YCTAHOB-
JICHHBIE B CUCTEME MAKEThl, BTOpasi — BHEIIHUN peno3utopuil. APT oTcnexuBaeT 11eI0CTHOCTh YCTaHOB-
JICHHOM CHCTEMBI U, B CIy4ae OOHAPYKEHUs MPOTUBOPEUYU B 3aBUCUMOCTSX MAKETOB, PYKOBOJACTBYETCS
CBEJICHUSIMH O BHEIIHEM PENO3UTOPUH I pa3pelleHus KOH(IMKTOB U MOMCKa KOPPEKTHOTO IMyTH UX
YCTpaHEHHUs.

Cucrema APT cocTOUT M3 HECKOJIIBKUX YTUIUT. Yale BCEro UCHOIb3yEeTCsl yTUINTA YIPABICHUS
nakeTamu apt-get, KOTOpas aBTOMATUYECKH ONPEAEISAET 3aBUCUMOCTU MEX/Yy AKETaMH U CTPOTO CIEAUT
3a UX COOJIO/IEHHEM TPH BBINOJIHEHUH JII0O00H U3 CIEIYIONMX ONepalii: yCTaHOBKA, ylaJleHnue Wik 00-

HOBJICHHE TTAKETOB.
7.2.1 Wcrounuku nporpamm (pero3uTOprn)

Penozutopun, ¢ kotopeiMu padotaeT APT, oTiruarorcs oT 00bIYHOTO HAOOpa MAKETOB HATUIHEM
MeTa UH(pOpMaIMKU — UHJIEKCOB MAKeTOB, COEPXKALUXCS B PEMO3UTOPUU, U CBeleHui o HuX. [loatomy,
YTOOBI OMYUYUTH BCIO HHGOpMaIuio 0 peno3utopun, APT g1ocTaTOYHO MOMYyYUTh €r0 HHIEKCHI.

APT moxet paboTaTh ¢ JHOOBIM KOJTHYECTBOM PETIO3UTOPUEB OJHOBPEMEHHO, (OPMHUPYS €AHHYIO
UHPOpPMaMOHHYTO 0a3y 000 Bcex coaeprKaluxcs B HUX nakerax. [Ipu ycranoBke nmaketoB APT oGpamia-

€T BHUMAaHHEC TOJIBKO HAa HA3BaAHUC IMAKETa, €0 BEPCUIO U 3aBUCUMOCTH, a PACIIOJIOKEHNE B TOM HUJIM NHOM
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peno3uTopuu He uMeeT 3HadeHus. Ecinu motpedyetcs, APT B paMkax oJHOH onepanuu yCTaHOBKH IPyT-
IIbI [TAKETOB MOKET I10JIb30BATHCSI HECKOJIBKUMHU PENO3UTOPHUSIMH.

[Toaxiroyass OTHOBPEMEHHO HECKOJIBKO PEMO3UTOPUEB, HYKHO CIEAUTH 3a T€M, YTOOBI OHU ObLIH
COBMECTHMBI JIPYT C IPyrOM 10 aKeTHOH 0a3e — oTpakajau OAMH ONpe/IeeHHbIN dTamn pa3padoTku. CoB-
MECTUMBIMU SBIISIIOTCSI OCHOBHOM PENO3UTOPUI IUCTPUOYTHBA U PETIO3UTOPHI OOHOBIIEHUH O Ge3omac-
HOCTHU K JaHHOMY aucTpuOyTHBY. B TO ke Bpems cmerienue cpeau ucrounukos APT penosutopues, ot-
HOCSIIIUXCS K pa3HbIM TUCTPpUOYTHUBAM, WIIM CMELICHHE CTAaOUILHOTO PETO3UTOpHUs C HECTAOMIbHON BET-
Kol pa3zpabotku (Sisyphus) upeBaTO pa3IUUYHBIMUA HEOKUIAHHBIMU TPYTHOCTSIMH NPH OOHOBJICHUU HaKe-
TOB.

APT no3BossieT B3auMOJEHCTBOBATh C PEMO3UTOPUEM C MOMOIIBIO PA3JIMYHBIX MPOTOKOJIOB J0-
cryna. Hau6omnee nonynspusie — HTTP u FTP, ogHako cymecTBYOT U HEKOTOPBIC TOTOJHUTEIBHBIC Me-
TOZBL.

st Toro uto6s1 APT MOT HCIIOJIB30BaTh TOT WM UHOM PEroO3UTOPUi, HHPOPMAIUIO O HEM HE00-
XOJMMO TOMECTUTh B (haiin /etc/apt/sources.list, aubo B ar000#t daiin .1ist (Hampumep,
mysources.list) B karamore /etc/apt/sources.list.d/. OnucaHus peno3UTOPUEB 3aHO-
CATCS B 9TH (DAIIIbI B CIIEIYIONIEM BH/IE:

rpm [DOONMCB] MeTOX: NyTh 0Oasa Has3BaHUE

rpm-src [IOONMCHB] MeTOX: NyTh 0Oasa Hal3BaHUE

rae:

- IpM WU IPM-SIC — TUI PENO3UTOPUS (CKOMITUIUPOBAHHBIEC TPOTPAMMBI UJTU UCXOJIHbIE TEKCTHI);

- [moanuch]| — HeoOs3aTeNbHAS CTPOKa-yKa3aTelb Ha 3JEKTPOHHYIO MOANHUCH pa3paboTunkoB. Ha-
JMYUE 3TOTO TIONS TMOAPA3yMEBAET, YTO KAXKABIM MAaKeT U3 JTAHHOTO PEMO3UTOPHUS JOJDKEH OBITH
MOJIMUCAaH COOTBETCTBYIOLIEH 3JeKTpoHHOM mnoanucklo. [loamucu omnuceiBatoTcss B daitie /
etc/apt/vendor.list;

- MeTroja — cnocol aoctyna K peno3utoputo: ftp, http, file, cdrom, copy;

- MYTb — IIyTh K PEMO3UTOPHUIO B TEPMUHAX BHIOPAHHOTO METO/A;

- 0a3a — OTHOCUTENbHBIN MyTh K 0a3€ JaHHBIX PEIO3UTOPHS;

- Ha3BaHUE — Ha3BaHUE PEIIO3UTOPHS.

[Ipu BBIOOpe makeToB it ycTaHOBKM APT pykoBOACTByeTCs BCEeMU JOCTYNHBIMH PEHO3UTOPHSI-
MU BHE 3aBHUCHMOCTH OT crioco0a Jjoctyna K HuM. Takum o06pa3oM, eciiv B peno3UTOPHH, JOCTYITHOM I10
cetu MHTepHeT, oOHapyskeHa Oosee HOBas Bepcus nporpammsl, yeM Ha CD (DVD)-nocurene undopma-

1uu, APT HauHeT 3arpyaTh JaHHBINA [TAKET 11O CETH.
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7.2.1.1 Jlobasnenue penosumopues
HemocpeactBenno mocne ycraHoBku auctpuOytuBa «Aunbt CepBep» B /etc/apt/
sources.list, a Takxke B (aiinax /etc/apt/sources.list.d/*.1list 00BIYHO yKa3bIBaETCS
HECKOJIBKO PEMIO3UTOPHUEB:
- peno3uTopuil C yCTAHOBOYHOTI'O AMCKa TUCTPUOYTHBA;
- MHTEPHET-PEHO3UTOPHI, COBMECTHUMBIN C YCTAHOBIECHHBIM AUCTPUOYTUBOM.
7.2.1.1.1 VYtunura apt-repo Ay pabOTbl C peno3UTOPUSIMHU
s noGaBieHus peno3uTOPHUEB MOXKHO BOCIIOJIB30BaThCS YTUIUTON apt—repo.
[Mpumeuanwue. [y BEINOTHEHMS OOJILITMHCTBA KOMaH] HEOOXOAMMEBI TIPaBa aJIMHUHHCTPATOPA.
[IpocMoTpeTh CIIUCOK aKTUBHBIX PEMO3UTOPUEB MOKHO, BHITIOJTHUB KOMAaH/TY:
$ apt-repo list
Komanzga noGaBneHus perno3uTopus B CHUCOK aKTUBHBIX PEMIO3UTOPHEB:
apt-repo add <penoszuropmir>
Komanna yaaiieHust Uiy BBIKIIIOUEHUS PENO3UTOPHSL:
apt-repo rm <pernosmuTopum>
Komanna yaanenust Bcex peno3uTopHes:
apt-repo clean
OO6HOBIIEHUE HH(POPMAIIHN O PETIOZUTOPHSIX:
apt-repo update
BriBog cipaBku:
man apt-repo
WIN
apt-repo —-help
TUNUYHBIA TPUMEp UCTONB30BAHUS: YIAINUTh BCE HCTOYHUKH U JTOOABUTH CTAHAAPTHBIA PETO3H-
topuii pl1 (apxuTekTypa BbIOMpaeTcst aBTOMaTHUECKH):
# apt-repo rm all
# apt-repo add pll
Wnu to ke camoe 0qHOM KOMAaHIOH:
# apt-repo set pll
7.2.1.1.2 ]JloGaBieHue peno3uTopusi HA CMEHHOM HOCHUTEIIE
st noGaBnenus B sources. list peno3uropus Ha cMeHHOM HocuTene B APT mpegycmorpena
crenuanbpHas yTuinTa — apt-cdrom.

Uto06b! 100aBUTH 3aIIUCh O PETIO3UTOPUN HA CMEHHOM HOCUTEJIE HE00X0UMO:
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1. Co3marb  karajor Juisi ~ MOHTHUpOBaHMS.  TOYka  MOHTHUPOBAaHHSA  YyKa3bIBaeTCs B
napamerpe Acquire: :CDROM: :mount B (¢aiine kondurypamuu APT (/etc/apt/apt.conf), mo
YMOJIYaHHUIO 3T0 /media/ALTLinux:

# mkdir /media/ALTLinux
2. IlpuMoHTHPOBATH HOCUTENH B YKa3aHHYIO TOUKY:
# mount /dev/Hocurenbr /media/ALTLinux
rae /dev/HoCUTEJIb — COOTBETCTBYIOIIEE OJIOYHOE YCTPOUCTBO (Hanmpumep, /dev/dvd — mis
CD/DVD-naucka).
3. JloGaBUTH HOCUTENH, BHITIOJHUB KOMAH/Y:
# apt-cdrom -m add
[Tocne aToro B sources. list NOSBUTCS 3alKCh O MOAKIIOYEHHOM HOCHUTEJE MPUMEPHO TAKOTO
BUJIA!
rpm cdrom: [ALT Server 11.0 x86 64 build 2025-03-19]/ ALTLinux main
[Mpumeuvanue. Komauny mount /dev/Hocurens /media/ALTLinux HEOOXOIMMO

BBINOJIHATH NEPeJl KaXK10M KOMaHIoi apt-get install mMma naxera.

7.2.1.1.3 JloGaBneHue perno3uTOpueB BPYUHYIO

Jlis pellakTUpOBaHMs CIIMCKA PEMO3UTOPHEB MOXHO OTPEIAaKTUPOBATh B JHOOOM TEKCTOBOM pe-
nakTope Qaiilnbl u3 nanku /etc/apt/sources.list.d/. Ang usmMenenus >tux ¢aitioB HeoOXoau-
MBI TIpaBa aIMUHKUCTpaTopa. B daiine alt . 1ist MOXeT comepikaThes Takas HHPOPMALIUS:

# ALT Platform 11

rpm [pll] http://ftp.altlinux.org/pub/distributions/ALTLinux pll/branch/x86 64
classic gostcrypto

rpm [pll] http://ftp.altlinux.org/pub/distributions/ALTLinux pll/branch/x86 64-1586
classic

rpm [pll] http://ftp.altlinux.org/pub/distributions/ALTLinux pll/branch/noarch

classic

[To cyTtu, kaxkaasi CTpo4Ka COOTBETCTBYET HEKOMY PErO3UTOpHIO. 11 BBIKIIFOUEHHUS PETIO3UTOPHUS
JIOCTAaTOYHO 3aKOMMEHTHPOBATh COOTBETCTBYIOLIYIO CTPOKY (IONMHUCATh CUMBOJ PEIIETKU Mepesa CTpo-
Koif). it 1oGaBiieHUsI HOBOTO PEMO3UTOPHUS HEOOXO0AUMO JIOMHMCATh €r0 BHU3 3TOr0 WM JIFOO0T0 JApyro-
ro ¢aiina.
7.2.1.2  Obnosnenue unghopmayuu 0 penosumopusix

[IpakTuyecku 1000 neiicTBHE ¢ CUCTEMO apt HaUMHAETCS ¢ OOHOBJICHHUS JaHHBIX OT aKTHBHPO -
BaHHBIX UCTOYHUKOB. CIMCOK MCTOYHHUKOB HEOOXOIUMO OOHOBJIATH NMPU MOUCKE HOBOM BEpCUU MakeTa,
YCTaHOBKE MTaKETOB MM OOHOBJIEHHH yCTAHOBJICHHBIX TAKETOB HOBBIMU BEPCUSAMHU.

OOHOBNIEHNE TAHHBIX OCYIIECTBISAETCS KOMaHOM:
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# apt-get update
[Tocrie BBIMOTHEHHSI ATOM KOMaH/IbI, apt OOHOBUT CBOM K31 HOBOM HH(OPMAITHCH.
7.2.2 Tlouck nmakeToB

Ytuiura apt-cache npeaHa3HadyeHa sl OMCKA MPOrPAaMMHBIX MAKETOB, B PEIO3UTOPUH, U
[I03BOJISIET UCKATh HE TOJIBKO 110 UMEHH MaKeTa, HO U 110 €r0 OIMCAHHUIO.

Komannma apt-cache search <nozmcTpoxa> MO3BOJSET HAWTH BCE MAKETHI, B UMEHAX WIIH
OIIMCAaHUM KOTOPBIX INPUCYTCTBYET yKa3aHHas moiactpoka. [Ipumep momcka MOKET BBIVISAETH CIEAYIO-
M 00pazom:
$ apt-cache search “gimp
gimp - The GNU Image Manipulation Program
libgimp - GIMP libraries
gimp-help-en - English help files for the GIMP
gimp-help-ru - Russian help files for the GIMP
gimp-script-ISONoiseReduction - Gimp script for reducing sensor noise
at high ISO wvalues
gimp-plugin-gutenprint - GIMP plug-in for gutenprint [...]

CuMBOJI «™» B TIONCKOBOM BBIPQKEHUH, YKA3bIBACT HA TO, YTO HEOOXOIUMO HAWTH COBIAJCHUS
TOJIPKO B Ha4aJie CTPOKH (B JAHHOM CTydae — B Ha4aJie UMEHHU TaKeTa).

Jlnst Toro 4yToObl TOApOOHEE Y3HATh O KAKIOM M3 HAWJCHHBIX IMAKETOB M IPOYHUTATH €T0
OTHCaHKe, MOXKHO BOCIIOIB30BAThCsl KOMaHAOW apt—cache show, KOTOpas MOKakeT HHPOPMAIUIO O
[MAKETE U3 PEIO3UTOPUSL:
$ apt-cache show gimp-help-ru
Package: gimp-help-ru
Section: Graphics
Installed Size: 71098267
Maintainer: Valery Inozemtsev <shrek@altlinux.ru>
Version: 3.0.0-altl:p11+374938.77.13.10@1742483959
Pre-Depends: rpmlib (PayloadIsXz)

Provides: gimp-help-ru (= 3.0.0-altl:pll1+374938.77.13.1)
Obsoletes: gimp-help-common (< 3.0.0-altl)

Architecture: noarch

Size: 50063418

MD5Sum: 70c95el6cfb67a600fb7ddf04£4381d8

Filename: gimp-help-ru-3.0.0-altl.noarch.rpm
Description: Russian help files for the GIMP

Russian help files for the GIMP.
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[Ipn moucke ¢ momoupl0 apt-cache MOXHO HCIOJB30BaTh PYCCKYIO IOJACTPOKY. B sTom

cirydae OyJIyT HalJICHBI TAaKEThI, UMEIOIIHE OITUCAHKE HAa PYCCKOM SI3bIKE.
7.2.3 VYcra"HoBKa WM OOHOBJICHHE TTAKETA

YcranoBka mmakeTa ¢ moMolbio APT BuIoHSIETCS KOMaHOM:
# apt-get install <umMmsa naxera>

[Ipumeuanwue. [lepen ycTaHOBKOH ¥ OOHOBIICHHEM ITAKETOB HEOOXOIUMO BBITIOTHUTH KOMAHTY
OOHOBJIEHNS HHJIEKCOB ITAKETOB:
# apt-get update

Ecnu maker yXe yCTaHOBJIEH U B MOJKIIOUYEHHOM PEMO3UTOPUU HET OOHOBIIEHUH ISl JTAHHOTO
nakera, cucreMa cooOmuUT 00 yke yCTaHOBJICHHOM MakeTe MocieaHel Bepcuu. Eciu B pemo3utopuu
MPUCYTCTBYET 00Jiee HOBast BEpCUs WJIM HOBOE OOHOBJICHUE — MTPOTrpaMMa HAaYHET MPOIECC YCTAaHOBKHU.

apt—-get MO3BOJSET YCTAaHABIMBATh B CHCTEMY IAKeThl, TpeOyrouue i paboThl Ipyrue, moKa
elle He YCTaHOBIEHHBbIC. B 3TOM cilydae OH ompeaemnsieT, Kakue MakeThl HEOOXOAMMO YCTaHOBUTH, U
YCTaHABJIUBAET UX, MMOJb3YSICh BCEMU JOCTYIHBIMU PEMO3UTOPUSIMHU.

VYcraHoBKa makera gimp KoMmaHAOW apt-get install gimp OpUBEAET K CIEAYIOIIEMY
muanory ¢ APT (ecnu maker eiie He YCTaHOBIICH):
# apt-get install gimp
UTeHMVe CIOMCKOB IIaKeTOB... 3aBEepleHO

[locTpoeHMe IepeBa 3aBUCUMOCTENM... 3aBepleHO

Crenywuye OOMIOJIHUTEJIbHBEIE INaKeTh OyOyT YCTaHOBJIEHH :

icc-profiles libcholmod5 libmng libsuitesparseconfig?
libamd3 libcolamd3 libmypaint libumfpacko6
libappstream-glib libgegl libopenblas libwmf

libbabl libgegl-gir libpoly2tri-c libwmflite
libbabl-gir libgfortran5 libquadmathO libxblas

libcamd3 libgimp libraw mypaint-brushesl.O
libccolamd3 liblapack libspirol

Crnenywoume HOBHE nakeThn OyOoyT YCTaHOBJIEHH :

gimp libccolamd3 liblapack libspirol
icc-profiles libcholmod5 libmng libsuitesparseconfig?
libamd3 libcolamd3 libmypaint libumfpack6
libappstream-glib libgegl libopenblas libwmf

libbabl libgegl-gir libpoly2tri-c libwmflite
libbabl-gir libgfortran5 libgquadmathO libxblas

libcamd3 libgimp libraw mypaint-brushesl.O



0 O6ymeT OOHOBJIEHO,

OynmeT OOHOBJIEHO.

Heobxonumo nosyumThb 35, 4MB apxmMBOB.

[Tocre

PacCIilaKOBKMU HOTpe@yeTCH

NpomomxuTs? [Y/n] y

Nonyueno 35,4MB 3a 5s (6107kB/s).

CoBepliaeM M3MEeHEHUA. . .

[IJooroToBKAa. ..

ObHoBJiIeHMe / yCTaHOBKA. ..

1:
2
3
4
5:
6
7
8
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

27:
28:

libsuitesparseconfig7-7.8.2-altl

libopenblas-0.3.27-altl
libbabl-0.1.112-altl
libbabl-gir-0.1.112-altl
libwmflite-0.2.8.4-altl3
libwmf-0.2.8.4-altl3
libamd3-7.8.2-altl
libcamd3-7.8.2-altl
libcolamd3-7.8.2-altl
libccolamd3-7.8.2-altl
libmypaint-1.6.1-altl.1
libmng-2.0.3-alt2
libxblas-1.0.248-alt2
libquadmath0-13.2.1-alt3
libgfortran5-13.2.1-alt3
liblapack-1:3.8.0-alt8
libcholmod5-7.8.2-altl
libumfpack6-7.8.2-altl
libspirol-20221101-altl 1
libraw-0.21.3-altl.1
libpoly2tri-c-0.1.0-alt2.1
libgegl-0.4.56-altl
libgegl-gir-0.4.56-altl
libgimp-3.0.0-altl
libappstream-glib-0.8.3-altl
mypaint-brushesl.0-1.3.1-altl
icc-profiles-1.0.1-altl
gimp-3.0.0-altl

28 HOBHX YCTAaHOBJIEHO,

OOIIOJIHMTEJIBHO
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171MB IOMCKOBOTO

iggddssas st iR addtsi

A A AR AR
HHAFHHFAA A AR AR EASS
HHAFSFAES A AR A
FRAFFRAAHRFA AR AFASFASSS
FHAFEHHAER A AR AR AR S
iggddsad st iR addEE
FRAFFRFAES ARSI FASSA
FHAFEHHAER A AR A
iggddssas iR addEE
igadddas st iR addEE
FRAFFRFAERFAARAFRSFTSSS
FHAFEHFAER A AR AASS
iggddssas iR addEE
FRAFFRFAER ARSI
FHAFEHFAERH A AR S
iggddssas st iR addtsi
FHAFHHFAER A AR F AR AASA
FRAFFRAAERFAA AR AASS
HHAFSHF AR A A AR AR EASS
FHAFHFAAAAA AR
FRAFFRFAESFAASRAF ST SSS
FHAFEHH AR A AR AR AR S
HHAFSHFAAS A A A AR EASA
FHAFFRAAER A A AR S
AR AR
HHAFSHFAA A AR EASS
FHAFSAAA A A AR
FRAFFRAAARFAAS AT

0 maxkeroB OymeT ypmajJeHo u 34 He

IPOCTPaHCTBAa

[100%]
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3aBEpIEeHO.

Komanga apt-get install <wumMs naxeTa> HCHONIB3YeTCSs M Ul OOHOBJIEHHA YXKe
YCTaHOBJIEHHOT'O TIAKETa UJIM IPYIIIbI NAaKeTOB. B 3TOM ciyyae apt—-get IONOJIHUTENBHO IPOBEPSIET, HE
0OHOBMJIACH JIM BEpCHS TTAKeTa B PEIIO3UTOPUH 110 CPABHEHUIO C YCTAHOBJICHHBIM B CHCTEME.

Hampumep, eciiu makeT gimp yCTaHOBJICH U B PETIOZUTOPUH HET OOHOBIEHHOM BEPCUU ITOTO MaKe-
Ta, TO BBIBOJ] KOMaH/bl apt—-get install gimp Oyner Takum:

# apt-get install gimp

UTeHre CHOMCKOB I[IaKeTOB... 3aBepUeHO

[locTpoeHMe JepeBa 3aBUCUMOCTEM... 3aBepleHOo

[locenHasa BepcHs gimp yxXe yCTaHOBJIEHA.

0 6ymeTr obHOBJIeHO, 0 HOBEIX ycTaHOBJeHO, 0 makeToB OymeT yIaJlIeHO U 2262
He OymeT OOHOBJIEHO.

[Tpu momom APT MOXHO yCTaHOBUTH M OTACNBHBIM OMHAPHBIA rpm-TIaKeT, He BXOJSAIINN HU B
OAWH W3 pemno3uTopueB. [l 3TOro JOCTATOYHO BBIMOJHHUTH KOMaHAY apt-get install
nyTs k_Garry.rpm. IIpu stom APT nmpoBener cranzapTHyr0 IpoLeLypy INPOBEPKU 3aBUCUMOCTEN U
KOH(JIMKTOB C YK€ YCTAHOBJICHHBIMH MTAKETaMH.

B pesynbrare onepanuii ¢ makeramu 0e3 ucnoiab3oBaHus APT MoXXeT HapymUTHCS 1IETOCTHOCTD
OC «AnbT CepBep», U apt-get B TaKOM CiIydyae OTKaXETCS BBINOJHATh ONEpaIlid YCTAHOBKH,
yAaNeHus Ui OOHOBJICHUS.

Jna BoccraHoBneHus: 1enoctHocTd OC «AnbT CepBep» HEOOXOAMMO IMOBTOPUTH OIEpaLMIo,
3a7aB oMU —f, 3aCTaBISIONIYI0 apt—-get HCOPaBUTh HAPYIIEHHBIE 3aBUCUMOCTH, YAAIUTh WIIH
3aMEHUTh KOH(IUKTYyIOUIME MakeTbl. JIroOble NEHCTBHS B OTOM pEXKUME 00s3aTENbHO TPeOyIoT
MOATBEPKACHHUS CO CTOPOHBI MOJIb30BATEIIS.

[Ipu ycTaHOBKE MAKETOB MPOUCXOIUT 3aIUCh B CUCTEMHBIN KypHAJ BUJIA:

apt-get: mMs-makera installed
7.2.4 YnaneHue yCTaHOBJIEHHOT'O MAKeTa

Jis ynaneHus makera UCIONIB3YyeTCs KOMaHaa apt-get remove <mMma naxkeTa>. Yjale-
HHE MTAKeTa ¢ COXpaHeHHEM ero (HailIoB HACTPONKHU MPOU3BOAUTCS TIPU TIOMOIIH CIIETYIONIEH KOMaH IbI:
# apt-get remove <3HauuMmasa dYacTb MMEHU IakeTa>

B ciyvae ecnu mpu 3TOM HEOOXOAUMO MOJIHOCTBIO OUUCTUTh CUCTEMY OT BCEX KOMIIOHEHT yaas-
€MOr0 IIaKeTa, TO MPUMEHIETCS KOMaH/a:
# apt-get remove --purge <3HaumMMad dYacTb_ MMEHM INaKeTa>

Jist Toro 4ToOBl HE HAPYIIATh HEIOCTHOCTh CUCTEMBI, OyIyT YAaJeHbl U BCE MAKEeThl, 3aBUCSIINE

OT yaaJisi€Moro.
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B cnyuae ynanenus ¢ nomomibto apt-get 0a30BOro KOMIIOHEHTA CUCTEMBI IIOSIBUTCS 3aIIpOC HA

MOATBEPKICHNE OTICPAIIH:

# apt-get remove filesystem

ObpaboTka QanjJoOBEX =3aBUCHMMOCTEM... 3aBEPUEHO
UTeHMe CIMCKOB IIaKeTOB... 3aBeplueHO
[locTpoeHME OepeBa 3aBUCUMOCTEM... 3aBeplieHO

Crnengynoumme naxketTH OynyT YIAJIEHH:

basesystem filesystem ppp sudo

BHUMaHMe : cienyomme 0a30BEE MNaKeTH OynoyT yIaJIeHH :

B OOBIUHEIX YCJIOBMSAX SBTOTO HEe NOOJIKHO OBJIO MNPOM3OMTM, HalIeeMCs, BB TOUYHO
npencraBjsgeTe, uyero Tpedyere!

basesystem filesystem (mo mnpmumHe basesystem)

0 nakeroB OymeT obHoByieHO, 0 OymeT npobaBJIEHO HOBLHIX, 4 Oymer
ynaseHo (3aMeHeHo) u 0 He OymeT OOHOBJIEHO.

HeobxomuMmo nonayumThs 0B apxmBor. Ilocyie pacrnakoBku 588kB Oymer
OCBODOXIOEHO.

Bul meJjiaeTe HEUTO INOTEHUMAJIbHO onacHoe!

Brenure odpaz’y 'Yes, do as I say!' UuToOOH HOPOIOOJIXUTH .

Kaxnyro curyanuto, B kotopoit APT Bbmaer Takoe cooOlieHue, HEoOXOIUMO paccMaTpuBaTh
oTaenbHo. OJIHAKO, BEPOSATHOCTh TOTO, YTO MOCIIE BBIMOJHEHUSI 3TOM KOMAH/bl CUCTEMA OKaXKEeTCsl Hepa-
00TOCIIOCOOHOM, OUEHE BEIHKA.

[Ipu ynaneHun makeToB NPOUCXOIUT 3aMUCh B CUCTEMHBIN KypHAJ BUJIA:

apt-get: mMmg-naxkera removed

7.2.5 OOHOBIEHNE BCEX YCTAHOBIICHHBIX ITAKETOB

[TomHOE OOHOBIIEHHE BCEX YCTAHOBJICHHBIX B CHCTEME MAKETOB MPOU3BOJIUTCS MPU MOMOIIH KO-
MaH/:
# apt-get update && apt-get dist-upgrade

[TepBas komanga (apt—-get update) oOHOBUT WHAEKCH akeToB. BTopas komanna (apt-get
dist-upgrade) nmo3BoyseT 0OHOBUTH TOIHKO T€ YCTAHOBJICHHBIC MMAKETHI, 111 KOTOPBIX B PEO3UTOPH -
AX, IEPEUNCIIEHHBIX B /etc/apt/sources. list, UMEIOTCSI HOBBIE BEPCHUN.

B ciiydae o6noBnenus Bcero quctpudytua APT mpoBenér cpaBHEHHE CHCTEMBI C PETIO3ZUTOPUEM
U YJIQJIUT YCTapeBIIUE MAaKEThl, YCTAHOBUT HOBBIE BEPCUU MPHUCYTCTBYIOIIUX B CUCTEME MMAKETOB, OTCIIEC-

JUT CUTyallur ¢ ICPCHUMCHOBAHUAMU IMAKETOB UJIN U3MCHCHUA 3aBHCHMOCTEH MCXKAY CTapbIMHU 1 HOBBIMU
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BepcusiMH TiporpamM. Bce€, uTo morpedyeTcst ocTaBUTh (MM YAIHUTh) JOTMOTHATEIBHO K YK€ UMEIOIIIe-
MycCsl B CUCTeMe, OyJIeT yKa3aHo B oTuere apt-get, koropeiM APT npensaput camo oOHOBIICHHE.

[Ipumeuanue. Komanma apt-get dist-upgrade oOHOBUT cuctemy, HO siipo OC He Oy-
JIET OOHOBIIEHO.
7.2.6  OOHOBIICHHE s1Ipa

s obnoBnenus sapa OC HEOOXOAUMO BBITIOJHUTH KOMaH/Y:
# update-kernel

[Mpumeuanue. Ecnmu uHIEKCH CEro/HA elle HE OOHOBISIUCH TEpe]] BBIMOJIHEHUEM KOMaH/IbI
update-kernel He06X0UMO BBHIIOTHUTH KOMaHy apt—-get update.

Komanga update-kernel oOHOBISET U MOAYNH SApPa, €CIU B PEHOSUTOPHH OOHOBUIIOCH YTO-
TO U3 MOAYyJiel 6e3 OOHOBIICHUS sJIpa.

HoBoe siipo 3arpy3utcst TOJIBKO MOCIE Mepe3arpy3Ku CHCTEMBI.
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8 OBHLIME INTPUHIMUIIBI PABOTBI OC

Pabora ¢ omepanmoOHHON Cpeol 3aKII0YaeTcsi BO BBOJE ONPEACICHHBIX KOMaHJ (3alpocoB) K
OIIEpallMOHHON Ccpesie U MOJyUYEHHUIO HA HUX OTBETOB B BUJIE TEKCTOBOI'O OTOOpaKEHHUS.

OcHOBOI onepalnoOHHOH cpelibl SBISETCS ONEPALMOHHAs CHUCTEMA.

Onepanuonnas cuctema (OC) — COBOKYITHOCTh IPOTPAMMHBIX CPEJCTB, OPTraHU3YIOLIMX COIJIACO-
BaHHYIO pabOTy ONEpaMOHHOMN CpeJibl C almapaTHBIMUA YCTPOHCTBAMU KOMITbIOTEPa (TIPOLIECCOp, NaMsITh,
yCTpOiicTBa BBOJa-BhIBOJA U T. [I.).

Huanor ¢ OC ocymiecTBiseTcsl MOCPEACTBOM KOMAHIHBIX MUHTEPIPETATOPOB U CUCTEMHBIX OMO-
JIMOTEK.

Kaxxnas cucremHuas OubimoTeka npeacTaBiseT codoi Habop mporpamm, TUHAMUYECKH BBI3bIBAC-
MBIX OIIEPAlMOHHON CHCTEMOM.

KomaHgHble MHTEpIIpETaTOpsl — OCOOBIN POJ CHELMATU3UPOBAHHBIX MPOrPaMM, MO3BOJISIOLINX
ocyuiecTBiATh Auanor ¢ OC nocpeacTBoM KOMaHz.

st ynoOcTBa moib30BaTeneil mpu padboTe ¢ KOMaHIHBIMU HHTEPIIPETATOPAMH UCHIOIB3YIOTCS UH-
TepakTuBHBIC padoune cpenbl (nanee — MPC), mpenocTapistonye Moab30BaTeNi0 yA00HBIM HHTEPQEIC
11t paboter ¢ OC.

B camom nentpe OC n3nenus HaXoIUTCS YIpaBIIsIOIIas IporpaMMa, HasslBaemas ssapom. B OC
U3JICTTUS MCIIONB3YETCsl HOBEHIIas MOU(HUKAINA «yCTOHYUBOTO» siapa Linux — Bepcus 6.12.

SAnpo B3auMOAENUCTBYET C KOMIIBIOTEPOM U nepudepueit (JuckaMu, IpUHTEPAMHU U T. [1.), pacipe-
JIeNIIeT PECyPChl U BBINOJHAET (POHOBOE IIIAHUPOBAHUE 33 JaHUM.

Hpyrumu cnosamu, sapo OC u3oaupyeT Bac OT CIIOKHOCTEHM ammaparypbl KOMIIBIOTEPA, KO-
MaHAHbBIN UHTEpHpeTaTop oT sAapa, a PC oT koMaHAHOTrO UHTEPIIPETATOPA.

3amuTa OnepanroHHON Ccpebl OCYLIECTBIISAETCS C MOMOIIBI0 KOMILJIEKCA BCTPOEHHBIX CPENICTB
3alIUThl HH(OPMALIHH.

OC «Aubt CepBep» SBISETCS MHOIONOJIB30BATEIBCKON MHTETPUPOBAHHOM CHCTEMOW. JTO 3Ha-
YHT, YTO OHA pa3paboTaHa B pacueTe Ha OJJHOBPEMEHHYIO pabOTy HECKOJIBKUX MOJIb30BATENCH.

[Tosnb3oBarens MoxkeT MO0 caM paboTaTh B CUCTEME, BBIIIOIHSS HEKOTOPYIO MOCIIEI0BATEILHOCTD
KOMaH[I, 1100 OT €ro UMEHU MOT'YT BBIIOJIHATHCS IPUKIIAHbIE IPOLIECCHI.

[Tosnb30Barens B3aUMOJEHCTBYET C CUCTEMON 4Yepe3 KOMAaHIHbIM MHTEPIIPETATOP, KOTOPBIN Mpes-
CTaBIIsIET COOOM, KaK OBUIO CKa3aHO BHIIIE, MPUKIAJAHYIO IPOrpaMMy, KOTOpas MPUHUMAET OT MOJIb30Ba-
TeJsl KOMaH bl WJIM HabOp KOMaH/1 U TPaHCIUPYET UX B CUCTEMHBIE BBI30BBI K sIpy cucteMbl. UHTEpnpe-

TaTOp MO3BOJISIET MOJIH30BATEII0 MPOCMATPUBATE (DAiiIIbI, IEpEABUTaThHCS MO JepeBy (HalIoBON CUCTEMBI,
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3allyCKaTh INPUKIAIHbIE Ipoueccsl. Bce komanmnsle uHTeprperatopsl UNIX umeroT pas3BUTBHIM KO-
MaH/IHBIN SI3bIK U ITO3BOJISAIOT IMHCATH TOCTATOYHO CIIOXKHBIE ITPOTPAMMBI, YIIPOIIAIOIINE MPOLECC aJMMU-

HUCTPUPOBAHUS CUCTEMBI U pabOTHI C HEH.

8.1 Ilpouecce! pynkunonuposanus OC

Bce nporpamMMsbl, KOTOpbIE BBIOJIHSIOTCS B TEKYIIMH MOMEHT BPEMEHHM, Ha3bIBAIOTCS Mpoliecca-
mu. [Ipoueccsl MOKHO pa3enuTh Ha J1Ba OCHOBHBIX KJlacca: CUCTEMHBIE MPOLIECCHl U MOJIb30BaTEIbCKUE
npouecchl. CUCTEMHBIE MTPOLIECCH] — IPOrPpaMMBl, pellatoiye BHyTpeHHue 3agaun OC, Hanpumep, opra-
HU3AIMIO BUPTYaJbHON MaMITH Ha JUCKE WM MPEJOCTABIISIONINE TTOIb30BATENSIM T€ WIIA UHBIE CEPBHCHI
(portecchI-ciry>KO0b1).

[Tonp30BaTenbCKUE MPOLECCHl — MPOLIECCHI, 3aIlyCKaeMble MOJIb30BaTeNIEM U3 KOMaHAHOTO UHTEP-
nperaTopa ISl pelIeHus 331a4 M0JIb30BaTelNsl WM YIPaBIeHUS CUCTEMHBIMU Tpoleccamu. Linux u3Ha-
YJapHO paszpalaThiBajics Kak MHOro3agayHas cucreMa. OH HCHOJB3yeT TEXHOJIOTHUH, OMPOOOBAHHBIC H
oTpaboTaHHbIe IpyrumMu peanm3anusamMu UNIX, KoTopsie cyIecTBOBaIM paHee.

DOHOBBIH peskuM paboTHI Mpoliecca — PeXUM, KOT/ia IporpaMMa MoXeT paboTaTh 6e3 B3auMo/iei -
CTBHSI C TIOJIb30BaTeNNeM. B ciiyyae HEOOXOIUMOCTH MHTEPAKTUBHOM pabOTHI ¢ Mosib30BaTeneM (B o0rieM
cilydae) mpouecc OyJeT «OCTaHOBJIEH» SAPOM, U paboTa €ro MpOAOJIKUTCS TOJBKO MOCIE MepeBEICHUS

€ro B «HOPMAaJIbHBII» PEeXUM pabOTHI.

8.2 daiinosas cuctema OC
B OC ucnonb3oBana gaitnoBas cuctema Linux, kotopas B otindue ot (aitnossix cuctem DOS u
Windows(™) sBiisieTcst eIMHBIM JiepeBoM. KopeHb 3TOro JepeBa — KaTajor, Ha3blBaeMbIi root (pyT),
ob0o3HavaeMbIil «/». YacTu nepeBa (pailioBol CUCTEMBI MOTYT (PU3UYECKU PACIIONarathCs B pa3HbIX pa3-
JIeJIax Pa3HbIX JUCKOB WIIH BOOOINE HA IPYTUX KOMITBIOTEpaX, — JUIsl IOJIB30BATEINS 3TO Mpo3padHo. [Ipo-
[IeCC PHUCOCTUHEHUs (DAIOBOM CHCTEMBI pa3jieNia K JepeBy Ha3bIBACTCSI MOHTHPOBAHUEM, yJIaJCHHE —
pasmonTHpoBanueM. Hammpumep, daitnosas cuctema CD-ROM B u3enuu MOHTHPYETCS IO YMOJTYAHHIO B
karajor /media/cdrom (myTh B M3AeTUU 00O3HAUYAETCS C UCHOIB30BaHUEM «/», a He «\», kak B DOS/
Windows). Tekymuii kataiaor 0003HAYASTCS «./».
®daiisioBasi cUCTEMAa U3JETUS COJAEPKUT KaTaJlOry MEPBOr0 YPOBHS:
- /bin (komanaHbie 000m0ukH (shell), OCHOBHBIC yTHIIUTHI);
- /boot (COIEPKUT SAPO CUCTEMBI);
- /dev (miceBmodaiisibl yCTPOICTB, MO3BOISIFOIINE PA0OTATh ¢ HUMH HANPSIMYIO);
- /etc (¢aiinbl KOHUTYpAIH);
- /home (TM4YHBIE KaTAJIOTH MOJIH30BATEIICH);
- /lib (cucremMHble OUOIUOTEKH, MOIYIH SPA);

- /lib64 (64-OuTHBIE CUCTEMHbIE OMOIHOTEKH);
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- /media (kaTaxoru ajs MOHTHPOBAHUS (ailJIOBBIX CUCTEM CMEHHBIX YCTPOWCTB);

- /mnt (kaTaJoru Juisi MOHTUPOBaHUS (AMIOBBIX CUCTEM CMEHHBIX YCTPOMICTB M BHELIHUX (aiiyo-
BBIX CHCTEM);

- /proc ((daiinoBas cuctemMa Ha BUPTYalbHOM YCTPOMCTBe, ee (hailibl coaepxar HHGOPMAIHIO O Te-
KYIIEM COCTOSIHUU CUCTEMBI);

- /root (JIMUHBIN KaTagor aAMUHUCTPATOPA CUCTEMBI);

- /sbin (cUCTEMHBIC YTHUIUTHI);

- /sys (daiinoBas cuctema, cosxepraias HHPOPMAIUIO O TEKYIIEM COCTOSIHUU CUCTEMBI);

- /usr (mporpamMMbl 1 OMOIMOTEKH, JOCTYITHBIE TTOJIb30BATEIIO);

- /var (pabouue (haiiel MporpaMMm, O4epeIH, JKypPHAIIbI);

- /tmp (BpeMeHHBbIC (DAITIBI).

8.3 Opranu3zanus (paisioBoil CTPyKTYpBI

Cucrema AOMalIHUX KaTajJoroB MOJb30BaTesIel MOMOraeT OpraHMu30BbIBaTh O€30MacHy0 padoTy
MOJIb30BaTeNel B MHOTOIOJIB30BATENbCKOM crcTeMe. BHe cBoero JgoMamrHero KaTajlora Iojib30BaTelb
o0ajaeT MUHUMAJIBHBIMU TpaBaMu (OOBIYHO YTEHHE W BBHIMOJHEHUE (ailfloB) U HE MOXKET HAHECTH
yiiepod cucteme, HalpuMep, YIIHB WU H3MEHUB (aii.

Kpowme (aiinoB, co3aHHBIX MOJIB30BATENIEM, B €70 JOMAIIIHEM KaTajore 0ObIYHO COJEep KaTCs mep-
COHAaJIbHBIE KOH(UTYpAIIMOHHBIE (DaliIbl HEKOTOPBIX MPOTPAMM.

MapuipyT (IyTh) — 3TO HOCJIEI0BATEIBHOCTh UMEH KATaJOTOB, MPEACTABISIONINNA COOON MyTh B
¢aiinoBoii cucreme K JaHHOMY (aillly, r/1e Kaxaoe Cleayloee UM OTACNSeTCS OT MPEAbIIyNIero Ha-
KJIIOHHOM 4epToi (cimdmem). Ecnu HazBaHue MapiipyTa HAYMHAETCS CO CJIdIIA, TO MyTh B UCKOMBIHN (aitn
HAYMHAETCS OT KOPHEBOT'O KaTajora BCEro JepeBa CUCTeMbl. B oOpaTHOM citydae, eclii Ha3BaHHE Mapil -
pyTa HaYMHAETCSI HEMOCPEICTBEHHO C UMEHH (haiiina, TO MyTh K UCKOMOMY (ailily JOJKEeH HayaTbCs OT
TEKyIero katauora (pabouero karauora).

Nwms ¢aiina MOXKET COIepKaTh JII0ObIE CUMBOJIBI 32 UCKIIOUEHHEM Kocoi 4epThl (/). OmHako cie-
nyeT u3beraTh MpUMEHEHHUs B UIMEeHax (DaiijioB OONBIIMHCTBA 3HAKOB MPEMUHAHUS U HEMeYaTaeMbIX CHUM-
BoJIoB. [Ipu BeIOOpE MMEH (aiiioB peKOMEHIYeTCsl OTPaHUYUTHCS CASTYIOIUMHI CHMBOJIAMH:

- crpounbie U [IPOIIMCHBIE OykBol. Cnemyer oOpaTuTh BHUMaHHE Ha TO, YTO PETHCTP BCErna

UMeeT 3HAUYCHUE;

- mubpsy
- CUMBOJ NOJ4YEepKUBAHUS (_);
- Touka (.).

st ymo6cTBa paboThI MOYKHO MCIIOJIB30BaTh TOUKY (.) JIs OT/ACNICHUS UMEHH (aiiia OT paciiupe -

Hus Qaiina. /JlaHHas BO3MOXHOCTh MOXKET OBITh HEOOXOMMa IMOJIb30BATENSIM MU HEKOTOPBIM MPOrpaM-

MaM, HO He uMeeT 3HadueHue 11 shell.
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8.3.1 Hepapxuueckas opranu3aius GailioBoil CHCTEMBI

Karanor /:

/boot — MecTo, Tae XpaHsaTcs (haiibl HeOOXOAMMBIE JUIs 3aTPYy3KH sIIpa CUCTEMBI,

/lib — 3mech pacrnonararoTcs (aiapl AUHAMUYECKUX OHMONIHOTEK, HEOOXOAUMBIX Ml PabOTHI
OoJIbIIIel YaCTH MPUIOKEHHUH U TIOATPY>KaeMble MOIYIIH SAPa;

/lib64 — 3nech pacnonararorcs Ganiabl 64-OUTHBIX TUHAMUYECKUX OMOIMOTEK, HEOOXOIUMBIX IS
PaboTHI OOJIBIICH YaCTH MIPUIIOKEHUH;

/bin — MUHMMAaJIbHBIN HAOOP MPOrpaMM HEOOXOAUMBIX /ISl paOOTHI B CUCTEME;

/sbin — HaboOp mporpamm i aAMUHUCTPATUBHOM pabOTHI ¢ CUCTEMOM (TIPOTrpaMMbl HEOOXOAUMBIE
TOJIBKO CYTIEPITOJIH30BATENIO);

/home — 3/1eCh pacroararoTcs J0MAIIHUE KaTajlord MOJIb30BaTelICH;

/etc — B TaHHOM KaTajiore OOBIYHO XPaHATCS OOIIECUCTEMHbIE KOH(UIYpaluOHHbIE (alibl s
OOJIBIIIMHCTBA MPOTPAMM B CUCTEME;

/etc/rc?.d,/etc/init.d,/etc/rc.boot,/etc/rc.d — karamoru, rAe pacroioKeHbl KOMaHIHBbIC (ailyibl cu-
CTEeMbI MHUITHAMM3anuu Sys Vinit;

/etc/passwd — 6a3a JaHHBIX MOJIb30BaTENEH, B KOTOPOU COAEPKUTCS MH(OpMAIHs 00 UMEHU MOJIb-
30BaTesl, €r0 HACTOSIIEM UMEHH, TMYHOM KaTaJlore, 3aKOJMPOBAHHBIN MApOJIb U IPyTUE TaHHbIC;

/etc/shadow — TeHeBas 0a3a maHHBIX monib3oBareneil. [Ipu stom mHbOpMamms u3 daitma /etc/
passwd nepemeniaercs B /etc/shadow, KOTOpBIN HEJIOCTYIICH 110 YTEHHIO BCEM, KPOME TI0JIh30BATEINS r00t.
B ciydae ucnonb30BaHus anbTepHATUBHOM cXeMbl ynpasieHus TeHeBbiMu napossimMu (TCB) Bce TeHeBble
napojM Uil KaXJIOro  IMOJb30BaTest — pacmojiaraloTcss B Kataiore  /etc/tcb/<ums
noJyir3oBaTesa>/shadow;

/dev — B 3TOM Kartanore HaxonsaTcs (aiiisl yctpoiictB. Daiinbl B /dev cozpatotest cepBrcom udev;

/usr — 00BIYHO (haiitoBas cucTemMa /usr JOCTaTOYHO OOJIbIIAs M0 00BbEMY, TaK KaK BCE MPOTPaMMBbI
YCTaHOBJIEHBI HIMEHHO 37Iech. Besi mH(popMaIys B KaTajore /usr MoMeNaeTcsl Ty1a BO BpeMsl YCTAaHOBKU
cucteMbl. OTAETBHO yCTaHABIMBAEMbBIC MAKETHI MPOTPaMM U ApPYyTHe (ailiibl pa3MeIalTcs B KaTtaiore
/ust/local. HekoTopble moiKaTanoru CHCTEMBI /UST PACCMOTPEHBI HUXKE;

/ust/bin — MpakKTHYECKN Bce KOMAHIbI, XOTsI HEKOTOpBIe HaxousaTcst B /bin mim B /ust/local/bin;

/usr/sbin — KOMaHIbI, UCTIOJIb3yEeMbIE MPU AIMUHUCTPUPOBAHUN CUCTEMBI U HE TIPEIHA3HAYCHHBIC
JUTS pa3MelieHus B (ailyioBOi cUCTEME 100t

/usr/local — 3mech pekoMeHyeTcs: pa3MeniaTh (paiiiel, yCTaHOBICHHBIE 0€3 HCIIOIh30BAHMS TTAKET-
HBIX MEHEJDKEPOB, BHYTPEHHSSI OpraHU3amys KaTaJloroB MPAaKTUYECKH TaKasl e, KaKk ¥ KOPHEBOTo KaTa-
jora,

/usr/man — KaTtaJor, TJe XpaHsaTcs (aiibl CIpaBOYHOTO PYKOBOJICTBA man;

/ust/share — karajor i pa3MenieHus o0IIeJOCTYMHBIX (aiaoB OOIbIIEH YacTH MPUIIOKEHUI.
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Karanor /var:

/var/log — mecTo, Te XpaHsTcs (aiiipl ayauta paboThl CUCTEMBI U MTPUIIOKEHUH;

/var/spool — xarajor s xpaHeHus1 (HaioB HAXOAIIUX B OYepead Ha 00pabOTKY JJIsi TOTO WIIH
MHOTO Tpoliecca (o4epeb Ha MevaTh, OTIPABKY MOYTHI U T. 1.);

/tmp — BpEeMEHHBIH KaTajior HEOOXOAMMBI HEKOTOPHIM IPUIIOKEHUSIM;

/proc — ¢ainoBasi cucTeMa /proc sSIBISIETCS BUPTYaJIbHON U B IEUCTBUTEIIBHOCTA OHA HE CYIIECTBY -
eT Ha Aucke. Sapo co3maer e€ B mamsATH KommbioTepa. CucreMa /proc mpenocTaBiseT UH(popManuo o
cucTeMe.

8.3.2 HMeHa TUCKOB M pa3zienoB

Bce ¢usnueckue ycTpoiicTBa Baliero KoMmbioTepa oToOpakarores B kaTtanor /dev daiinoBoii cu-
ctembl m3aenus (06 aTom — Hiwke). ucku (B Tom uucie IDE/SATA/SCSI xéctkue nucku, USB-auckm)
UMEIOT UMEHA!

/dev/sda — nepBbIi JUCK;

/dev/sdb — BTOpOI THUCK;

uT. I

JHucku obo3navarores /dev/sdX, roe X — a,b,c,d,e,... B mopsiike oOHApYKEHHUS CUCTEMOM.

Pazgen nucka o6o3HavaeTcst yucioM mocie ero umeHu. Hampumep, /dev/sdb4 — getrBepthiit pas-

JCJI BTOPOIo JUCKaA.

8.4 Paznensl, HeoOxoauMmble 11t pabotel OC
st pabotel OC HEOOX0IMMO CO3/1aTh Ha )KECTKOM JUCKE (IMCKaX) IO KpaHe# Mepe, JaBa pasfe-
Ja: KOPHEBOH (TO €CTh TOT, KOTOPBIA OyAeT colepxaTh Katauor /) U pasjen noakauku (swap). Pazmep
IIOCJIETHET0, KaK IPAaBUJIO, COCTABIIAET OT OAHOKPATHOM 11O IBYKPAaTHOM BEJIMYUHBI ONIEPATUBHOMN MTAMATH
KommbroTepa. Eciu ¢cBoOoIHOTO MecTa Ha AMCKE MHOTO, TO MOXHO CO3/IaTh OTJENIbHBIC pa3/ieibl I Ka-

tanoros /usr, /home, /var.
8.5 VYIpaBieHHe CUCTEMHBIMM CEPBUCAMU U KOMAHIAMU

8.5.1 CepBucsl

CepBucel — 3TO MpOrpaMMbl, KOTOpbIE 3allyCKAalOTCSI W OCTAHABIMBAIOTCA  4Yepe3
MHUIMAJIN3UPOBAaHHbIE CKPUIITHI, PAacIOiOXKEHHbIE B KaTaiore /etc/init.d. MHorue u3 3THX CEpBHUCOB
3anyckatorcs Ha atane crapra OC «AnwsT CepBep». B OC cyiiecTByeT 1meCTb CUCTEMHBIX YPOBHEU
BBINOJIHEHUS], KAXKAbII U3 KOTOPBIX ONpEENsieT CIUCOK CIyX O (CepBUCOB), 3aIlyCKaeMbIX Ha JaHHOM
ypoBHe. YpoBHH 0 1 6 COOTBETCTBYIOT BBIKJIIOUEHHIO U NIEPE3ArPY3KE CUCTEMBI.

[Ipu 3arpy3ke cucremsl mpoliiecc init 3armyckaeT BCe CEpBHCHI, YKazaHHbIE B Kartajore /etc/rc (0-
6).d/ nna ypoBHsS mo ymosdaHuto. [IoMeHSTh ero MoXKHO B KoHpuryparmoHHoM (daitie /etc/inittab.

CJ'ICI[YI'OH_IEISI CTpPOKa COOTBCTCTBYCT BTOPOMY YPOBHIO BbIIIOJIHCHUS:
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id:2:initdefault:

Jlnis TecCTHpOBAaHUS MU3MEHEHHH, BHECEHHBIX B (paiin inittab, mpumensiercs komanaa telinit. [Tpu
yYKa3aHUU apryMeHTa -q MpOoLece init MOBTOPHO YUTAET inittab.

Hns mepexona OC «AnbT CepBep» Ha HY>KHBIM YPOBEHb BBITTOJIHEHUSI MOYKHO BOCIOJIb30BAaThCSA
KOMaHI0# init, HampuMep:

init 3

JlanHasi KOMaHJa MEpPeBeeT CUCTEMY Ha TPETUH YPOBEHB BBINOJIHEHHS, 3aITyCTUB BCE CEPBUCHI,

yKa3aHHbIe B KaTainore /etc/rc3.d/.

8.5.2 Komanib
Jlanee npuBeieHbl OCHOBHBIE KOMaH/Ibl, ncnognb3ytomuecs B OC «Anbt CepBep»:
- ar — co3ganue u paborta ¢ OMOIMOTEUHBIMU apXUBAMU;
- at— ¢opMupoBaHUE WIN yAAJICHUE OTI0KEHHOTO 33JaHuUS;
- awk — s3Ik 00pabOTKM CTPOKOBBIX I1A0JIOHOB,;
- batch — mulanupoBanne KOMaH]] B O4€peIU 3arpy3KH;
- bc — cTPOKOBBII KaJIbKYJISATOP;
- chfn — ynpaBnenue undopmarueii yueTHo# 3anmucu (MMs, ONTUCaHHUE);
- chsh — ynpaBienue BBIOOpOM KOMaHAHOTO MHTEpIIpeTaTopa (10 YMOIYaHUIO — [yl yYETHOH 3amu-
cH);
- cut — pa30uBKa (¢aiiia Ha CEKIIMH, 33/1aBaéMble KOHTEKCTHBIMH Pa3ICIUTEISIMU;
- df - BBIBOJ OTUETA OO MCIONB30BAHUH JUCKOBOTO IIPOCTPAHCTBA,;
- dmesg — BBIBO/I COJCPKHMOT0 CUCTEMHOTO Oydepa cooOIIeHMIA;
- du — BEIUKCIICHHUE KOTMYECTBA UCTIOIH30BAHHOTO MPOCTPAHCTBA AIeMEeHTOB DC;
- echo — BBIBOJ COJIEPIKUMOTO apTYMEHTOB Ha CTAHJAPTHBIN BBIBOJI;
- egrep — IMOMCK B (aiiax coIep>KUMOT0 COTIACHO PETyIISPHBIM BBIPAKEHUSIM;
- fgrep — mowuck B (aitnax comep>KUMOro coriacHo (PMKCUPOBAHHBIM Ia0I0OHAM;
- file — ompenenenue Tuna ¢aiina;
- find — nouck ¢aiina no pa3nuYHBIM IpU3HAKAM B HepapXUU KaTaloroB;
- gettext — MOy4eHHEe CTPOKM MHTEPHALMOHAIN3AINY U3 KaTaJOTOB IIEPEBO/IA;
- grep — BBIBOJI CTPOKH, coJiepxKarieil ma0iaoH Moucka,
- groupadd — co3anue HOBOM YYETHOM 3aMUCH TPYIIIIHI;
- groupdel — yaanenue y4eTHOMN 3alIUCH TPYIIIIBI;
- groupmod — U3MEHEHHE YUETHOH 3ariCH TPYIIIIH;
- groups — BbIBOJ CITUCKA I'PYIIT;
- gunzip — pacrakoBKka Qaiina;

- gzip — ynakoBka ¢aiina;
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hostname — BBIBOI ¥ 3aJaHHE UMEHU XOCTA;

install — konupoBanue ¢aiina ¢ ycTaHOBKOM aTpuOyTOB;

ipcrm — ynanenue pecypca IPC;

ipcs — BBIBOJI XapakTepucTuk pecypca [PC;

kill — mpekpaiieHre BBIOIHEHHS MTPOIECCa;

killall — ynanenue mpoieccoB 1o UMEHHU;

lpr — cucrema neuaty;

Is — BBIBO/I COIEP)KMMOTO KaTalora;

Isb_release — BeiBOg HH(pOpMaIHK O TUCTPUOYTHBE;

m4 — 3ammycK MaKkpOompoIeccopa;

mdSsum — reneparus 1 mposepka MDS-coobmieHus;

mknod — co3nanue (aiina crenuaabHOTO TUIIA;

mktemp — reHeparys yHUKaJIbHOTO UMEHH (aiina;

more — MOCTPAaHUYHBIN BBIBOJ] COACPXKUMOTO (haiina;

mount — MmoHTUpOBaHue OC;

msgfmt — co3nanue 06beKTHOTO (aitna coodieHuit u3 daina cooOIIeHU;
newgrp — CMeHa UAeHTH(PHUKATOPA TPYIIIIHI;

nice — U3MEHEHNE MPUOPUTETA TIPOIIECCa IEPET €TO 3aITyCKOM;
nohup — paboTa npoiiecca nocje BbIX01a U3 CUCTEMBI;

od — BBIBOJI coziep>KUMOTO (aiiia B BOCbMEPUYHOM U APYTUX BUIAX;
passwd — cMeHa nmapoJisi y4YeTHOM 3aI1ucH;

patch — mpumenenue (aiisia onmrcaHusl U3BMEHEHUH K OpUTrHHAILHOMY (ailty;
pidof — BeIBOI HaeHTH(HKATOPA TIpOLIecca IO €ro UMEHH;

PS — BBIBOJ HH(OpMALIUU O Mpolieccax;

renice — I3MEHEHUE YPOBHS MPUOPHUTETA MPOLIECCA;

sed — CTpOKOBBII peaKkTop;

sendmail — TpaHCTIOPT CUCTEMBI AJIEKTPOHHBIX COOOIICHHIA;

sh — KoMaHIHBII HHTEpTIPETATOP;

shutdown — komMaH1a OCTaHOBA CUCTEMEI;

Su — U3MEHEHHE UACHTU(PHUKATOPA 3aITyCKaeMOT0 MPOIecca;

sync — cOpoc CUCTEMHBIX O0ydepoB Ha HOCUTEIIH;

tar — QaiisoBbIil apxuBaTOp;

umount — pazmoHTupoBanue PC;

useradd — co31aHye HOBOW yU€THOM 3aMycy WK OOHOBJIEHHE CYILIECTBYIOLIEH;

userdel — yaanenue y4eTHOM 3alIUCH U COOTBETCTBYIONIMX (DANIIOB OKPYKEHHUS;
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usermod — Mmoaudukanus HHPOpMaUK 00 yUETHOH 3aMncH;
W — CIIMCOK II0JIb30BaTENEH, KTO B HACTOSIIIUNA MOMEHT pabOTaeT B CUCTEME U € KaKUMHU (paiinamu;
who — BBIBOJI CITUCKa I10JIb30BATENCH CUCTEMBI.

V3Hath 00 OIIIMAX KOMaHJd MOXHO C IIOMOIIBIO KOMaHAbI main.
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9 PABOTA C HAUBOJIEE YACTO UCHOJIB3YEMbIMH
KOMIIOHEHTAMUA

9.1 KoMananble 0007109KH (MHTEPIIPETATOPHI)

s ynpasnenust OC ucnonb3yercst KoMaHAHble HHTepnpeTaTopsl (shell).

3aiiis B CHCTEMY, MOKHO YBHJETH NpPHIJIAIICHHE — CTPOKY, colepkairyo cumBos «$» (manee,
3TOT CUMBOJI OyneT 0003HauaTh KOMaHIHYIO CTpPoOKy). [Iporpamma oxkumaer BBoma komauia. Ponb ko-
MaHJHOTO MHTEPIIPETaTopa — IepeaaBaTh KOMaH bl TOJIB30BATENs ONEPAllMOHHON cucteme. [Ipu momo-
M KOMaHIHBIX MHTEPIPETATOPOB MOXKHO MHCATh HEOOJBIIME MPOrpaMMbI — CIieHapuH (CKpunThl). B
Linux 10oCTynHBI cleyromue KOMaHaHbIe 000I0YKH:

bash — camas pacnpoctpanénnas obosouka noj linux. OHa BeeT HCTOPUIO KOMAH]T U MTPEIOCTAB-
JSIET BOBMOYKHOCTD MX PEIaKTHPOBAHMUSL.

pdksh — knon korn shell, xopomo nzBectHoit 060104k B UNIX(™) cucremax.

Ob6onoukoit mo ymomuanuto sipisiercsa «Bashy (Bourne Again Shell) [IpoBeputs, kakas o0omouka
UCTIOJIB3YETCSI MOJKHO, BBITTOJIHUB KOMaH/Y:
$ echo $SHELL

VY ka0 000JI0YKH CBOM CHHTAaKCHUC. Bece mpuMepsl B TalibHEHUIIIEM MTOCTPOSHBI C UCTIOJIb30BaHU -

eM o0oouku Bash.

9.1.1 Komanpanas o6onouka Bash

B Bash umeercs HeckosbKO MpueMoOB Ui pabOTHI CO CTPOKOM KomaHn. Hampumep, ucnoinbiys
KJIABHATYpPy, MOXHO:

<Ctrl> + <A> — nepeiiTi Ha Ha4YaJO CTPOKHU;

<Ctrl> + <U> — yganuTh TEKyIyIO CTPOKY;

<Ctrl> + <C> — ocTaHOBHUTH TEKYIIYIO 3a7a4y.

Jl11 BBOJIa HECKOJIBKMX KOMaHJl OTHOM CTPOKOM MO>KHO MCIIOJIb30BaTh pa3ienauTels «;». I1o ncro-
pUM KOMaHJ| MOXXKHO MEpPEMEIIAaThCs C MOMOLIBI0 KiIaBull <1> u <|>. YToObl HaWTH KOHKPETHYIO KO-
MaHJly B CIIMCKE HaOpaHHBIX, HE MPOJIMCTHIBASI BCIO UCTOPHIO, HeoOxoaumo HabpaTh <Ctrl> + <R> u Ha-
4aTh BBOJAUTH CUMBOJIbI PaHEE BBEICHHON KOMaH/IbI.

Jliis mpocMOTpa UCTOPUM KOMaH 1 MOYKHO BOCIIOJNIb30BaThcs KoMaH 10i history. Komannsl, npucyt-
CTBYIOIIME B MCTOPUHU, OTOOpaKaroTCsi B CIIMCKE NMPOHYMEPOBAaHHBIMU. UTOOBI 3aIlyCTUTh KOHKPETHYIO
KOMaH]ly HEOOX0IUMO HAOpPaTh:

!HOMEp KOMaHIEH!

Ecnu BBecTH:
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3aIyCTUTCS TOCIIETHSSA, N3 HAOpaHHBIX KOMAaH]I.

B Bash numeertcst BO3MOKHOCTh CaMOCTOSATEILHOTO 3aBEPIICHUSI IMEH KOMaH/I U3 OOIIEro Crucka
KOMaHJ1, 4To o0serdaer paboTy MpH BBOJIE KOMaH I, B CiIy4ae, €CJId UMEHa MPOorpaMM M KOMaH/ CIIUIIKOM
mHHBL [Ipu Hakatuu knaBumm <Tab> Bash 3aBepiiaeT uMsi KOMaH[bI, TPOrPaMMBbl MM KaTauora,
€CJI HE CYIIECTBYET HECKOJbKHX allbTEPHATUBHBIX BapHaHTOB. Hampumep, 94TOOBI MCIOIB30BATh MPO-
rpaMmy JIEKOMIIPECCUU gUnzip, MOKHO HAOpaTh CIEAYIOIIYIO KOMaH/IY:
$ gu

3areM HaxaTh <Tab>. Tak Kak B JaHHOM CJy4ae CYIIECTBYET HECKOJIbKO BO3ZMOKHBIX BapHUAHTOB
3aBepIICHUsS] KOMaHbl, TO HEOOXOAMMO TMOBTOPHO HaXKaTh KiaBHINy <[ab>, 4TOOBl MOMYyYUTh CIHCOK
MMEH, HAYMHAIOIIUXCS C gU.

B npenioxxeHHOM TprUMEPE MOYKHO MOTYUUTh CIACAYIOIMIMMA CITCOK:
$ gu
guile gunzip gupnp-binding-tool

Ecnu HaGpath: n (gunzip — 3TO €IUHCTBEHHOE MMsl, TPETbel OYKBOM KOTOPOTO SIBJISIETCS «n»), a
3aTeM HakaThb KiaBuily <Tab>, To 000J0YKa CaMOCTOSTENBHO IOMOIHUT UMA. UTOOBI 3amyCTUTh KO-
MaH]ly Hy’KHO Haxkatb <Enter>.

[Iporpammel, BEI3BIBa€MbBIC M3 KOMaHJIHOU CTpOoKH, Bash uier B karamorax, onpenenseMbpIx B CH-
cremHoil nepemeHHoit PATH. Ilo ymonuanutio B 3TOT nepedyeHb KaTajJoroB HE BXOAMUT TEKYIIIMM KaTajor,
o0o3HavyaeMbli ./ (TOuka cieln) (€Ciu TOJIbKO He BBIOpaH OJIMH M3 JBYX CaMbIX ClIa0bIX ypOBHEH 3aliu-
ThI). [ToaTOMY, 7151 3amycKa MporpaMMbl U3 TEKYIIEro Karaaora, HEOOXOIMMO HCIIOJIb30BaTh KOMaHy (B
puUMeEpe 3aMyCKaeTcs KOMaHaa prog):

./prog
9.1.2 bazoBbie komaH bl 000710ukH Bash

Bce komanipl, IpUBEIEHHBIE HIKE, MOTYT OBITh 3alyIIEHBI B PEKUME KOHCONU. {15 momydeHus
6onee mopoOHOM MH(GOPMAITUH CIIETYET UCTIOIB30BaTh KOMaHay man. [Ipumep:
$ man 1s

[Mpumeuanue. [lapamerpsl KOMaH] OOBIYHO HAYMHAIOTCS C CUMBOJIA «-», U OOBIYHO TOCIE O~
HOTO CHMBOJIA «-» MOXKHO yKa3aTh cpa3y HECKOJbKo omiuid. Hampumep, BMecto komanasl 1s -1 -F

MOYXHO BBECTH KOMaHay 1s —1F

9.1.2.1 Yuemmnvie 3anucu nonvzosameneii

Komanaa su
KoMmaHga su mo3BosieT M3MEHUTh «BIQJICNbIay TEKYyIIero ceanca (ceccun) 6e3 HeoOX0UMOCTH

3aBEp1IaTh CCaHC U OTKPLIBATh HOBBIH.

CUHTAaKCuC:

su [OHOIMM...] [IOJIE30BATEJIB]
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KoMaHnay MOXHO MPUMEHSTH I 3aMEHBI TEKYIIETO MOJIb30BaTeNsl Ha JTIF0OOT0 JIPyroro, HO Jarie
BCETO OHA MCIIOJIB3YETCS JJIS MOTYUYEHHUS MTOJIH30BATEIEM IPAB CYIIEPIIOIb30BaTENS (ro0t).

[Ipu BBOJIEe KOMaHIBI SU — OyZET 3aIlpoIIeH MapoJib CYNEpIoIb30BaTes (root), v, B CiIydae BBO-
Jla KOPPEKTHOTO TMAapoJisi, MOIh30BaTENb MOMYyUYUT MPUBHIETHH CyTepIoiib3oBareis. UToObl BEpHYThCS K
mpaBaM I0JIb30BaTENsl, HEOOXOIMMO BBECTH KOMAH/IY:
exit

Komanpna id
Komanna id BeIBOAMT MH(OPMAIUIO O MOJIB30BATENe W IPYMINAX, B KOTOPBIX OH COCTOUT, VIS

3aJIaHHOTO TTOJIH30BATENIS WIIH O TEKYIIIEM T0JIb30BaTelIe (€CIM HUYEro HEe YKa3aHo).
CuHTaKCuC:
id [mapameTprr] [IIOJIB3OBATEJIL]

Komanna passwd
Komanna passwd MeHser (WiM yCTaHaBIMBA€T) Mapojb, CBA3AHHBIM C BXOJHBIM HMEHEM

M0JI30BATESL.

OOBIYHBIN TONH30BATENIF MOXET MEHATh TOJBKO MAapojb, CBS3aHHBIA C €ro COOCTBEHHBIM
BXOJ/IHBIM HMEHEM.

Komanpna 3ampamuBaer y OOBIUHBIX MOJb30BaTeNiel CTaphlii maposib (eciii OH ObUT), a 3aTeM
JBAX/IbI 3alpalinBaeT HOBbIM. HOBBIN Mapoib AOKEH COOTBETCTBOBATH TEXHHMUYECKUM TPEOOBAaHUSAM K
MapoJIsiM, 3aIaHHBIM aIMUHUACTPATOPOM CUCTEMBI.
9.1.2.2 OcHosHbie onepayuu ¢ patinamu u Kamaioeamu

Komanpa Is
Komanna 1s (list) Bbgaer ciucok (aiiyioB kaTasora.

CHUHTAaKCHC:

ls [onuum...] [danmia...]
OCHOBHBIE OIIINH:
—a — MPOCMOTP BeeX (haiiiioB, BKIIIOYAs CKPBITHIEC,
-1 — orobpaxkenue O6osee moapoOHOI nHPOpMaHH;
—R — BBIBOJIUTH PEKYPCHBHO HH()OPMAITHIO O TOAKATAIOTaX.

Komannaa cd
Komanna cd npennasHaveHa /st cMeHbI kaTanora. Komanna paboTaeT kak ¢ aOCOMIOTHBIMHU, TaK

U C OTHOCHUTENBbHbIMU MNyTsAMU. Eciy karamor He yka3aH, HMCIHOJIb3YETCs 3HAYEHUE IEPEMEHHOM
OKpykeHHsI SHOME (IIoMalIHUI KaTajor Mojb3oBaress). Eciu kaTtajior 3ajaH MOJIHBIM MapHIpyTHBIM
MMEHEM, OH CTaHOBUTCA TeKylmuM. [Io OTHONIEHMI0O K HOBOMY KATaJOTy HYKHO HMMETh IPaBO Ha
BBIITOJIHEHHUE, KOTOPOE B JTAHHOM CIIy4ae TPAKTYETCS KaK pa3pellieHUe Ha ITIOUCK.

CHUHTAaKCHC:
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cd [-L|-P] [xaTajnor]

Ecnu B kauecTBe aprymeHTa 3aJjaHO «—», TO 3TO 3KBHUBaIEHTHO SOLDPWD. Ecnu mepexoxa ObLn
OCYIIIECTBJICH TI0 TIEPEMEHHON OKpYykeHHsI $CDPATH MM B Ka4eCTBE aprymMeHTa ObUT 3a7]aH « —» U CMEHa
Karajgora Oblla YCIENIHOW, TO aOCONIOTHBI MyTh HOBOTO pabouero karamora OyJIeT BBIBEIEH Ha
CTaHIAPTHBIN BBIBO/I.

[Ipumepsr:

- HaxoJfACh B JOMAIITHEM KaTalloTre MEPenTH B ero nojakatanor docs/ (OTHOCUTENbHBIN MyTh):
$ cd docs/

- cIenarh TeKyIIUM KaTayior /usr/bin (aOCOMIOTHBIN MyTh):
$ cd /usr/bin/

- CJeJlaTb TCKYIIUM pO,Z[I/ITeHLCKI/Iﬁ KaTaJior:

- BEPHYThCS B MIPEIBIIYIINNA KaTaJIOr:

S cd -

- cIeJaTb TCKYIIUM I[OMaHIHI/If/'I KaTaJjor:

S cd

Komanga pwd
Komanga pwd BEIBOAUT aOCONMIOTHBIN MyTh TEKyIIEro (paboyero) karanora.

CuHTaKCHuC:
pwd [-L|[-P]
Omumu:
—P — HE BBIBOAUTH CUMBOJHYECKHE CCBHIIKH;
-1 — BBIBOJUTH CHMBOJIMYECKHAE CCHLIKH.

Komanaa rm
Komanga rm cioyxuT 118 ynanenus 3anucei o (aiinax. Ecnu 3aganHoe uMs ObLIO mocieaHen

CCBUIKOH Ha (hails1, TO ¢aiisn yHuuTOXKaeTcs.
CuHrakcuc:
rm [onuuu...] mMA_ dania
OcHOBHbIE OIIUU:
- f — He 3anpamMBaTh NOATBEPKACHHUS;
-1 — 3ampammMBarh NOATBEPXKIACHUE;
-1, —R — peKypCHBHO yJIaJsATh COACPKUMOE YKa3aHHBIX KaTaJlOrOB.
[Tpumep. Y nanute Bce daiinel html B karanore ~/html:
$ rm -i ~/html/*.html

Komanaa mkdir
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Komannma mkdir mo3Bonger co3gaTh KaTajor.
CuHTaKCuC:
mkdir [-p] [-m nmpaBa] [kaTasor...]

Komanaa rmdir
KOMaHILa rmdl r ynanﬂeT 3armc1/1, COOTBGTCTBYI-OHII/IG YKaSaHHI)IM HyCTBIM KartraJoram.

CuHTaKcuc:
rmdir [-p] [kaTasor...]

OCHOBHBIC OIIIHMU:

—-P — YAQJIUTh KaTaJIOT ¥ €r0 MOTOMKH.

Komanna rmdir yacto 3aMeHsieTcss KOMaHI0M rm —rf, KOTOpas MO3BOJSET YJIAISATh KaTalory,
JIa’Ke €CJIA OHU HE MYCTHI.

Komanpga cp
Komanna cp npenna3zHadeHa Juist KONUpoBaHus (ailyioB U3 OJHOTO B APYTUE KaTaJIOIH.

CuHTakcuc:
cp [-fip] [mcx Qarmn] [men @ari]
cp [-fip] [mcx @garnm...] [karasnor]
cp [-R] [[-H] | [-L1 | [-P]] [-fip] [wmcx Qann...] [kxarasnor]

OcHoBHbIE ONIUK:

—P — COXpaHATh 110 BO3MOXKHOCTH BpeMEHa U3MEHEHHUs U AOCTyna K ¢ailty, Bnajenbla u Ipyriy,
npaBa JI0CTyIa;

-1 — 3ampalmuBaTh NOJATBEPKICHHUE MEepe/ KOMMMPOBAHUEM B CYIECTBYIOIINE (haliIbl;

-r, —R — peKypCHUBHO KOIIUPOBATh COJAEPKUMOE KaTaJOroB.

Komanga mv
Komanna mv npenHasHaueHa /s nepeMeneHus (aiios.

Cunrakcuc:
mv [-fi] [mcx Qamn...] [men ¢ari]
mv [-fi] [mcx Qamr...] [kaTanor]

B mepBoii cuHTakcuueckor ¢opme, XapaKTepU3yIoIIecss TeM, YTO TOCTEIHUN ONepaH/ He sB-
JISICTCSI HU KaTaJoroM, HU CHMBOJIMYECKON CCBUTKON Ha KaTajor, mv IepeMeriaet ucx Qaii B 1en_gaiin
(MpoucxoauT epeuMeHoBanue (aiina).

Bo BTOpOIi cuHTaKcHueckoit hopMe mv nmepemMeniaeT ucXoaHble (ailibl B yKa3aHHBIN KaTalloT MO/
UMEHAMH, COBIMAIAOIIMMHU C KPATKUMHU HIMEHAMH UCXOIHBIX (PaiiIoB.

OCHOBHBIE OIINH:

- f — He 3amnpanmBaTh MOATBEPXKICHHS NIEPE3alUCH CYIIECTBYIOMINX (aiiIoB;

-1 — 3ampaiMBaTh MOATBEPKACHHUE MEPE3aNUCH CYIIECTBYIOMUX (HanoB.
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Komanna cat
Komanna cat mocinegoBaTeslbHO BRIBOAUT COJAEPKUMOE (paityioB.

CuHrakcuc:
cat [onuuwm...] [danna...]

OCHOBHBIE OIIIIHH:

-n, ——number — HyMepOBaTh BCE CTPOKU IPH BBIBOJIE;

-E, -—show-ends — noka3biBaTh $ B KOHIIC KaXK/I0i CTPOKH.

Ecnu daitn He ykaszaH, ynTaeTcs CTaHIApPTHBIA BBOJ. Eciin B crimcke (haijioB MPHUCYTCTBYET UMS
«-», BMECTO 3TOTO (ailia ynuTaercs CTaHIAPTHHIN BBO/I.

Komanaa head
Komanna head BeiBoguT nepBoie 10 cTpok kakmoro ¢aiisia Ha CTaHAAPTHBIN BBIBOJI.

CHUHTAaKCHC:

head [omumm...] [pani...]
OCHOBHBIE OIIIIHH:
-n, -—lines=[-]K —BeIBecTH nepBbie K cTpok kaxaoro ¢aiina, a He nepsbie 10;
-q, ——quiet — He meyaTaTh 3ar0JIOBKH ¢ UMEHAMU (aiisioB.

Komanpaa less
Komanna less mo3BoJsieT MOCTPAaHUYHO MPOCMATPHUBATH TEKCT (U1 BBIXOJa HEOOXOAMMO Ha-

xKaTh <q>).
CHHTaKCHC:
less uma_ dana

Komanna grep
KoManga grep nMeer MHOTO ONUUHI U MPEJOCTABISAET BOZMOKHOCTH ITOMCKA CUMBOJIBHON CTPO-

ku B (aiine.

CunTakcuc:
grep mwabJIOH MOoMCKa OGan
9.1.2.3 Ilouck ¢haiinos

Komannaa find
Komanga find mpennasHaudeHa Jisl MOMCKa BcexX (ailioB, HAUMHAs ¢ KOpHEBOro katanora. [lo-

MCK MOYKET OCYIIECTBISATHCA 110 UMEHH, TUITYy WX BIaJebIly (aiina.

CuHTakcuc:
find [-H] [-L] [-P] [-OypoBeHb] [-D help|tree|search|stat|rates|opt]
exec] [nmyTb..] [BepaxeHue]

Kiroun JJIA IIOMCKa.

—name — [NOUCK 110 UMCHHU (I)afma;

-type — nouck no tumny f=¢aiin, d=karanor, I=ccpuika(lnk);
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—-user — nouck no Biuaaensiyy (ums uiau UID).

Korga Beinonssiercs komanaa £ind, MOKHO BBIIIOJIHATh Pa3jJudHbIE ACUCTBUS HAJl HAACHHBIMU
daitnamu. OCHOBHBIE IEHCTBHSL:

-exeC KOMaHIa \; — BBIIIOJHUTh KOMaHAy. 3aiCh KOMaHABI JOJKHA 3aKaHYMBATHCS DKpa-
HUPOBAHHOM TOUKOH ¢ 3amsaToil. CTpoka «{}» 3aMeHseTcsl TeKYIIUM MaplIpyTHBIM UMEHEM daiina;

-execdir xomaHnma \; — TO € CaMO€ YTO M €XEC, HO KOMaH/1a BbI3bIBACTCA U3 MOJIKATaJIO-
ra, CoJIep KaIlero TeKymui Gai,

-ok KOMaHIa — 3KBUBAJIEHTHO —eXeC 3a MCKIOYEHUEM TOrO0, YTO Iepes BBIIOJIHEHHEM KO-
MaH/Ibl 3aMpaliuBaeTCs MOATBEPKIEHUE (B BUJIE CTEHEPUPOBAHHOM KOMAaHJHON CTPOKH CO 3HAKOM BO-
Mpoca B KOHIIE) U OHA BBIMOJHAETCS TOJIBKO MPU OTBETE: V;

-print — BeIBOA UMEHU (aiiia Ha SKpaH.

[TyTeM o ymMon4aHuio sSBIsSETCSA TEKYIIUH MoAKaTanor. BeipakeHue mo yMoa4anuio —print.

ITpumepsr:

- HaWlTH B TEKyIIeM KaTajore oObIYHbIe (Daliibl (HE KaTauoru), UM KOTOPBIX HAYMHAETCS C CHMBO -

Ja «~»:
$ find . -type f -name "~*" -print

- HalTu B TeKyIleM Kartajore Qailsibl, ©3MEHEHHbIE 103Xke, yeM ¢aitn £ile.bak:
$ find . -newer file.bak -type f -print
- yJoanuTh Bce (ailiibl ¢ IMEHaMHU a . out WIH * . O, IOCTYI K KOTOPHIM HE MPOU3BOIMICS B TE€UE-
HUE HeJleu:
S find / \( -name a.out -o -name '*.o' \) \ -atime +7 -exec rm {} \;
- YJQIUTh U3 TEKYIIETO KaTajora M ero rnojakaTaJoroB Bce ¢ailiibl HyJIeBOTO pa3Mepa, 3ampaliuBas

MOATBEPKICHUE:

$ find . -size Oc -ok rm {} \;

Komanaa whereis
Komanga whereis cooOmaer myTh K HCIOIHIEMOMY (aiiTy MporpaMMBbl, €€ UCXOIHBIM (ainam

(eciu ecTb) M COOTBETCTBYIOLUM CTPaHHUIAM CIIPAaBOYHOI'O PyKOBOJICTBA.

CHUHTaKCUC:

whereis [onumm...] wuma oanna
Ommu:
-b — BBIBOJ HHPOPMAIIMH TOJIBKO 00 HCTIONHSAEMBIX (aiinax;
—m — BBIBOJ] MH(GOPMAITMH TOJIBKO O CTPAHUIIAX CIIPABOYHOT'O PYKOBOJICTBA;

- — BBIBOJ MH(hOpMAIIK TOJIBKO 00 MCXOIHBIX (aiinax.
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9.1.2.4 Monumopune u ynpasnenue npoyeccamu

Komanpna ps
Komanga ps oroOpakaeT CHMCOK TEKYIIHX MPOIECCOB.

CHHTaKCHC:
ps [-aA] [-defl] [-G cnmcok] [-o dopmaT...] [-p cnmucok] [-t cmnmcoxk] [-
U cnomcok] [—-g comMcok] [-n CcOMCOK] [—-U CHOMCOK]

[To ymom4anuto BEIBOAUTCS MHGOpPMAIIHMSA O Tporeccax ¢ Temu ke nerictByromum UID u ynpas-
JSOIIKUM TEPMUHAJIOM, YTO U Y TIOJIAIOIIETO KOMaH/y M0JIb30BATEIIS.

OCHOBHBIE OIILNH:
—a — BBIBECTH WH(OPMALIHIO O MPOIIECCaX, ACCOIMHUPOBAHHBIX ¢ TEPMHUHAIIAMU;
—f — BBIBECTH «IIOJIHBINY CIHCOK;

—1 — BBIBECTH ((ﬂﬂHHHBIﬁ)) CIINCOK,

—P CIIMCOK — BBIBCCTH I/IH(pOpMaLII/IIO 0 Ipoueccax € NepCUYNCIICHHBIMHA B CIIUCKE PID,
—Uu CIIMCOK — BBIBECCTHU I/IH(l)OpMaIII/IIO 0 IIponeccax € NEpCUYUCICHHBIMHA I/II[CHTI/I(i)I/IKaTOpaMI/I U1
MMEHAMHM MOJIb30BaTeICH.

Komanna Kkill
Komanga kill mo3BoJiseT MPEKPATUTh UCIIOJIHEHHUE Mpoliecca WM epeaaTh EMy CUTHAIL.

CuHTakcuc:
kill [-s] [curHan] [unoeHTtuduxkartop] [...]
kill [-1] [cTraTyc 3apepleHus]
kill [-nomep curnamnal] [moeHTuouxaTrop] [...]

Nnentudukarop — PID Bexymero nporecca 3aanus Wik HOMEp 3aIaHus, IPEIBAPEHHBINA 3HAKOM

«%o».

OCHOBHBIE OIIUU:

—1 — BBIBECTHU CIHCOK MOIEP>KUBAEMBIX CUTHAJIOB,;

—-S CMI'HaJl, ~CUT'HAJI — [I0CJIaTh CUTHAJ C YKa3aHHBIM UMEHEM.

Ecnu o6brunas komManaa kill He AaeT jkenarenbHOro 3¢ gexra, He0OX0IUMO HCIIONIb30BaTh KO-
MaHay kill ¢ mapameTpoM —9:
$ kill -9 PID HoMep

Komanna df
Komanma df mokas3siBaeT KOJWYECTBO JOCTYITHOTO JUCKOBOTO MPOCTPAHCTBA B (haiiIOBOM CUCTE-

Me, B KOTOpO# coepkutcs (aiiin, nepeaanHblil kKak apryMeHT. Ecnu Hu oquH (aiin He ykasaH, oKasbIBa-

CTCA JOCTYIMHOC MECTO Ha BCCX CMOHTHPOBAHHBIX (l)aﬁHOBBIX CUCTCMaAXx. Pa3MepBI M0 YyMOJIYaHHUIO yKa3a-

HbI B 6s10kax o 1Kb mo ymonganuro.
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CHUHTAaKCHC:

df [omumsa...] [panim...]

OCHOBHBIE OIIIIHH:

-total — HOACYUTATH OOIIUI 00BEM B KOHIIE;

-h, ——human-readable — mevaraTb pa3mepsl B yaobountaemMoM ¢opmare (Hampumep, 1K,
234M, 2G).

Komanaga du
KOMaHILa du IIOACYHUTHIBACT HCIIOJIB30BAHUC AMWCKA KaXIbIM q)aleOM, JI KaTaJIoroB IIOACYUET

MIPOUCXONUT PEKYPCUBHO.

CuHTakKcuc:
du [omnumm] [pani. .. ]

OCHOBHBIE OITIIUU:

-a, ——all — BBIBOJUTH OOIIYIO CYMMY JUJISl K&KJIOTO 3aIaHHOTO (haiiia, a He TOIBKO IS KaTajio-
r'OB;

-c, ——total — moAacYMTaTh OOIIHUIi 00bEM B KOHIEC. MOXKET OBITh UCITOIB30BAHO JJISI BHIICHEHUS
CyMMapHOT0 MCTIOJb30BaHMs JUCKOBOTO TPOCTPAHCTBA JUIsl BCETO CITMCKA 3aJaHHBIX (DaMIIOB;

-d, —-max-depth=N — BBIBOAUTH 00beM AJisl Karanora (wiu Qaiinos, ecnu ykazaHo —-all)
TOJILKO ecJii OHa Ha N WJIM MeHee YPOBHEH HUKE apryMEHTOB KOMaHIHOW CTPOKH;

-S, ——separate-dirs — BbJaBaTh OTJEIHHO pa3Mep KaKJIOTO KaTajora, He BKJIIOYAs pa3Me-
PBI TTOJIKATAIOTOB;

-3, ——summarize — 0To0pa3uTh TOJIBKO CYMMY JUISl KQXKJIOTO apryMEHTA.

Komanga which
Komanna which orobpakaeT mogHbIN MyTh K YKa3aHHBIM KOMaHJaM WJIHA CLICHAPHSIM.

CuHTaKCcuc:
which [onumm] [--] mMa nporpammel [...]

OCHOBHBIC OIIINH:

-a, ——all — BBIBOAWT BCE COBIABIIWE UCHOJHSEMBbIC (DAMIIBI IO CONEPKUMOMY B TIEPEMEHHOM
OKpyXxeHusi $PATH, a HE TOJIBKO MEPBBIM U3 HUX;

-c, -—total — moacyuTaTh OOIMH 00BEM B KOHIIE. MOKET OBITH MCIOJIB30BAHO IJI BLIICHEHMS
CYMMapHOTO HMCITOJIb30BaHHS JTUCKOBOTO IMPOCTPAHCTBA JIISI BCETO CITMCKA 33JIAaHHBIX (hailiioB;

-d, ——max-depth=N — BBIBOAUTH 00bEeM sl Karajora (win QaiiynioB, ecnu ykazaHo —-all)
TOJIBKO ecJii OHa Ha N WM MeHee YPOBHEH HUKE apryMEHTOB KOMaHIHOW CTPOKH;

-S, ——separate-dirs — BbJaBaTh OTJACIHHO pa3Mep KaKJIOTO KaTajora, He BKJIIOYAs pa3Me-

PbI IOAKATAJIOT' OB,
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-—-skip-dot — mpomyckaer BCe KaTajoru U3 MepEMEHHON OKpyxkeHus SPATH, KOTOpbIE HA4H-
HAIOTCS C TOYKH.

9.1.2.5 Hcnonvzosanue mMHo2o3a0a4nocmu

OC «Anbst CepBep» — MHOTO3a/1a4Hast CUCTEMA.

Jlyis TOro 4ToOBI 3aIyCTUTh MPOrPaMMy B (POHOBOM pPEKUME, HCOOXOAMMO HAOpaTh «&» IMOCIe
uMeHH nporpammsbl. [locie 3Toro 06om04uka JaeT BO3MOKHOCTD 3alTyCKaTh IPYTUE MPUITOKECHHSL.

Tak Kak HEKOTOpPBIE MPOTPaAMMbl MHTEPAKTHBHBI — UX 3aIyCK B JOHOBOM PEKHME OECCMBICIICHEH.
[TomoOHBIE TPOTPaMMBI IPOCTO OCTAHOBSATCS, €CIIM UX 3aIYCTHTH B (POHOBOM PEKHUME.

MOJKHO TaKXe 3amycKaTh HECKOJIbKHUX HE3aBUCHUMBIX CE€aHCOB. )i 3TOr0 B KOHCOJU HEOOXOMMO
HaOpath <Ctrl>+<Alt> u onHy U3 KIaBuIll, HaxoAgIuUXcs B uHTepBane ot <F1> no <F6>. Ha skpane no-
SIBUTCSI HOBOE TIPHUTJIAIICHUE CHCTEMBI, U MOKHO OTKPBITh HOBBIN CEaHC.

Komanpga bg
Komanga bg ucnonb3yercs i TOro, YTOOBI IEPEBECTH 3a/IaHUE HA 3aIHUHN TUIaH.

CuHTakcuc:
bg [unenTHOUKATOP ...]

Nnentuduxarop — PID Benymiero mporecca 3aaaHus Wik HOMEP 3aIaHusl, PeIBapEHHBIN 3HAKOM
«%o».

Komanna fg
Komanna fg mo3BossieT nepeBecTH 3aJaHue Ha TIEPEIHUN TIJIaH.

CuHrakcuc:
fg [uneHTHOMKaATOD ...]

Nnentuduxarop — PID Bemymiero nporiecca 3aganusi Wik HOMEP 3aJ1aHus, IPeABAPEHHBIN 3HAKOM
«%o».
9.1.2.6 Cowcamue u ynaxkoska ¢haiinog

Komanpaa tar
Cxatue u ynakoBKka (haiiioB BBIMIOJHAETCS C MOMOIIBIO KOMaHIBI tar, KoTopas mpeobpasyer

¢aiin nnu rpynny Qaiinos B apxus 0e3 cxatus (tarfile).
VYnakoBka (haiijioB B apXMB Yallle BCErO BBINOJIHACTCS CIEAYIOEH KOMaH10M:
$ tar -cf [umMsa coszmaBaeMoTo dalyia apxuBa] [yHakoBeBaeMule (Gamiel u/miam
KaTrajoru]
[Ipumep ncnonp30BaHUsA KOMaH/Ibl YIIAKOBKHM apXUBa:
$ tar -cf moi dokumenti.tar Docs project.tex
PacniakoBka conep:KMMOro apxuBa B TEKYIUN KaTAJIOT BBIITOJIHIACTCS KOMaHOM:
$ tar -xf [umsg dania apxuBa]

i cxatust paityioB HCTIONB3YIOTCS ClielMalbHbIE IPOrpaMMBbI CKaTHSL: gZip, bzip2 u 7z.
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9.2 CTpIKOBAaHHUE KOMaH/ B CUCTEME

9.2.1 CraHmapTHBIN BBOA U CTaHIAPTHBIN BBIBOJ

MHorue KOMaH/bl CHCTEMbI UMEIOT TaK Ha3bIBa€MbIE CTaHAAPTHBIN BBOJ (standard input) u cTan-
nmapTHeIA BeIBOJ (standard output), gacto cokpamiaemsie 10 stdin u stdout. BBog u BeIBOJ 311€CH — 3TO
BXOJIHAsl W BBIXOAHAs MHQOpMaIus A JaHHOW KoMauzbl. [IporpamMmHas obonouka AenaeT Tak, 4To
CTaHJapTHBIM BBOJOM SIBJISIETCS KJIIABHATYPa, @ CTAHJAPTHBIM BBIBOJOM — SKpaH MOHUTOPA.

[Mpumep ¢ ucnonp3oBanreM KoMauabl cat. [lo ymonuaHuio KomMaHaa cat YHWTaeT JaHHBIC U3
Bcex (haiiioB, KOTOPBIE YKa3aHbl B KOMAaHIHOW CTPOKE, U MOCKIIACT 3Ty HH()OPMAIIUIO HETIOCPEICTBEHHO
B CTaHAapTHBIN BeIBOJ (stdout). CrnemoBaTenbHO, KOMaH/IA!
$ cat history-final masters-thesis

BBIBEJICT HA 3KpaH CHavaja cojaepkumoe daiina history-final, a 3arem — ¢aiina masters-thesis.

Ecnmu nms aiina He yka3aHo, KOMaHIa cat YuTaeT BXOJHBIC JaHHBIC U3 stdin ¥ BO3BpaIacT UX B
stdout. ITpumep:
$ cat
Hello there.
Hello there.
Bye.
Bye.
<Ctrl>-<D>

Kaxnyroo cTpoky, BBOAMMYIO C KIaBUATYphl, KOMaHJa cat HEMEAJECHHO BO3BpAIAaeT Ha JKpaH.
[Tpu BBOAEC MHGPOPMAITUU CO CTAHIAPTHOTO BBOJA KOHEI[ TEKCTa CUTHATTU3UPYETCS BBOJIOM CIEITHATLHOM
KOMOWHAIIUK KJIaBUI, Kak mpaBmio, <Ctrl>-<D>. Cokpamiénnoe Ha3BaHUE CUTHaAJIa KOoHIa Tekcta — EOT

(end of text).

9.2.2 IlepenanpasieHue BBOJA U BBIBOIA

ITpr HeoO6XOAMMOCTH MOKHO IEPEeHANpPaBUTh CTAHIAPTHBINA BBIBOA, UCIOJb3Ys CHMBOI «>» U
CTaHAapPTHBIN BBOJ, UCIIOJIB3YSl CUMBOIL «<».

Qunbtp (filter) — mporpamma, KoTOpasi YMTAeT JaHHBIE U3 CTAHJAPTHOTO BBOJIA, HEKOTOPHIM 00-
pa3oM ux o0pabaThIBae€T U pe3yibTaT HAINpaBisIeT Ha CTaHIApTHBIN BbiBoJ. Korna npumensiercs: nepe-
HalpaBJIeHUE, B Ka4eCTBE CTAHJApTHOIO BBOJAA M BBIBOJIA MOTYT BbIcTynath (aiiibl. Kak yka3siBaiaoch
BBIIIE, 110 YMOJ4aHuto, stdin u stdout oTHOCATCS K KiIaBHAaType M K SKpaHy COOTBETCTBeHHO. Komanna
Sort ABASETCS MPOCTHIM (UIBTPOM — OHA COPTUPYET BXOJIHBIC JAHHBIC U MOCHUIACT PE3yJbTaT HA CTaH-
JapTHbIN BbIBOJ. CoBCEM MPOCTBIM (MIBTPOM SIBISETCA KOMaHAAa cat — OHa HUYEro He JeNIaeT C BXO[-

HBIMHW JaHHBIMH, a MIPOCTO MEPEChUIACT UX HAa BBIXOM.
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9.2.3 Hcnonbp30BaHue COCTHIKOBAHHBIX KOMAH/]

CreixoBKy komaHs (pipelines) ocymiecTBisier komaHaHas 000j104yka, KoTopas stdout mepBoii Ko-
MaH/ibl HampasisgeT Ha stdin BTOpoil komaHbl. {151 CTBIKOBKH MCIIOJIB3yeTCs CUMBOJ «|». HampaButh
stdout komanpl 1s Ha stdin KOMaHIBl SOTrt:

S 1ls | sort -r
notes
masters-thesis
history-final
english-1list

BriBoa criucka (aidioB yacTsmu:
S 1ls /usr/bin | more

[Ipumep cThIKOBaHMS HeCKONbKMX KOoMaHJ. Komanna head sBisercs QUIBTPOM ClIEAYIOLIETO
CBOICTBA: OHA BBIBOJIUT MEPBBIE CTPOKH U3 BXOJHOT'O MOTOKA (B MpUMepe Ha BXOA OYJET MoJIaH BBIXOJ OT
HECKOJIbKMX COCTBIKOBAHHBIX KOMaH[). Eciu HeoOXxoauMo BBIBECTH HA 3KpaH IMOCIEIHee Mo al(aBUTy
uMs (aiina B TEKyIEM KaTanore, MOXKHO MCIIOJIb30BaTh CIEAYIONIYI0 KOMaHy:
$ 1s | sort -r | head -1 notes

rae komasga head -1 BBIBOJUT Ha DKpaH MEPBYIO CTPOKY MOJYy4aeMOro €il BXOZHOIO IOTOKa
CTPOK (B IpUMEPE MOTOK COCTOUT U3 JAHHBIX OT KOMaH/bl 1S), OTCOPTUPOBAHHBIX B 0OpaTHOM anQaBuT-

HOM IOpAIKE.

924 He nectpykTtuBHOE nepeHamnpaBiieHUuE BbIBOJA

DddekrT oT UCTOIB30BAHUSI CHMBOJA «>» Ui TIEpEHANpaBlIeHUs] BbIBOja (hailia sBisieTcs fe-
CTPYKTHBHBIM; TO €CTh, KOMaH/1a
S 1s > file-list

YHUYTOXHT cofiepkumoe (aitna file-list, ecmu 3TOT (paiin paHee cyuiecTBoBall, U CO3/1aCT Ha €ro
MecTe HOBBIN (aitsi. Eciii BMecTo 3TOT0 niepeHarnpasieHne OyIeT CeaHo ¢ IOMOIIBI0 CHMBOJIOB <>,
TO BBIBOJ OyeT MPUIIKCAH B KOHEI] yKa3aHHOTO (haiiyia, mpu 3TOM UCXOHOE cofepkuMoe daiina He Oy-
JIeT YHUUYTOXKEHO.

I[Ipumeuanue. IlepenanpanieHue BBOJAa U BHIBOJA U CTHIKOBaHHE KOMAaH] OCYIIECTBISECTCS
KOMaHJIHBIMH 000JI0YKaMH, KOTOPBIE MOAEPKUBAIOT UCIIOIB30BaHUE CUMBOJIOB «>», «>>» U «|». Camu

KOMAaH/bI HE CIOCOOHBI BOCIIPUHUMATh U UHTCPIIPETUPOBATE OTU CUMBOIJIBI.
9.3 Cpenctsa ynpaBiaeHHUs TUCKPELIMOHHBIMU ITpaBaMu J0CTyNa

9.3.1 Komanma chmod

Komanna chmod npegHa3HaueHa 11 H3MEHEHUs IpaB JAocTyna (ailioB 1 KaTaioros.



415

CHUHTAKCHUC:
chmod [ONUYS]... PEXMM[,PEXUM]... [®aia...]
chmod [ONLMA]... --reference=NOAN OAWII. ..

OcHOBHbIE OIIUU:

—R — peKypCHUBHO U3MEHSTh PEKUM JI0CTyMNa K (hailyiaM, pacloloKEHHBIM B YKa3aHHBIX KaTaJlo-
rax;

--reference=MOANII — UCIIOIB30BATL peXKUM (aiiia UDANII.

Komanna chmod usmeHser npasa AOCTyIa KaXJI0T0 yKa3aHHOIo (hailia B COOTBETCTBUU C TpaBa-
MU JIOCTYTIA, YKa3aHHBIMH B TIapaMeTpe PEXUM, KOTOPBI MOXET ObITh IPEACTABICH KaK B CHMBOJIBLHOM
BUJIC, TAK U B BUJI€ BOCBMEPHYHOTO, TPE/ICTABIISIONIETO OMTOBYIO MAacCKy HOBBIX ITPaB JOCTYTIA.

@dopmMaTr CUMBOJIBHOTO peKUMa CJie Iy oIt
[ugoa...][[+-=] [paspemeHus...]...]

3nech pa3pelieHns — 3To HOJIb WK 6osee OyKB U3 Habopa «rwxXst» miu oHa u3 OykB U3 Habopa
«ugom.

Kaxnprii apryMeHT — 3TO CITUCOK CHMBOJIBHBIX KOMaH]l M3MEHEHHsI TIpaB JIOCTYTIa, pa3/IeieHbIX
3anaThiMU. Kaxias Takas KOMaH/la HaUMHAETCs ¢ HyJIsl WK Oosiee OyKB «ugoa», KOMOMHAIMS KOTOPBIX
yKa3bIBaeT, YbM IpaBa JocTyna K (ainy OyIyT M3MEHEHbI: MOJIb30BaTells, Biajeromero gaimom (u),
MOJIb30BAaTENEH, BXOSIIUX B TPYIIY, K KOTOPOU MPHHAIIEKHUT (ailn (g), OCTANBbHBIX MOJb30BaTene (0)
WIM Bcex noJip3oBateneii (a). Eciu He 3amana HU ofHa OyKBa, TO aBTOMaTHYeCKH OyJleT MUCIHOJIb30BaHa
OykBa «a», HO OWTHI, yCTaHOBJICHHBIC B umask, He OyayT 3aTpOHYTHI.

Omnepatop «+» 106aBnseT BHIOpaHHBIC MIPaBa JOCTYIIA K YXKe UMEIOLUMCS Y KaXA0ro (aitna, «-»
yAaJsieT 3TU TPaBa, «=» MPUCBAUBACT TOJIBKO ITH MPaBa KaXXJI0My YKa3aHHOMY (aiiiy.

BykBBI «rwxXst» 3aaf0T OUTBI TOCTYTIA JUTS TIOJB30BATENCH: «I» — UTEHHUE, W) — 3aIHCh, «X» —
BBINOJIHEHHE (MJIM MTOUCK JJISl KaTajioroB), «X» — BBINOJIHEHUE/TIOUCK, TOJIBKO €CIIU 3TO KaTaJor WM e
Gaiin ¢ y’ke ycTaHOBJICHHBIM OMTOM BBIMOJIHEHUS, «S» — 3a/1aTh ID mosib30BaTesnst U rpyMIibl PH BBION -
HEHHH, «b» — 3ampeT ynaleHusl.

UncnoBoi pexuM COCTOUT U3 He Oojiee YeThlpeX BOCbMEPUYHBIX IIUGD (OT HYJIA 10 CeMH), KOTO-
pble CKJIaJbIBAIOTCS U3 OMTOBBIX MACOK € paspsagamMu «4», «2» u «1». JIroOble MpomyILeHHbIE pa3psiibl
JIOTIONTHSIOTCS JTUIUPYIOIIUMU HYJISIMU:

- TIepBBIN pa3psj BBIOUPAET YCTAHOBKY MICHTU(UKATOpA Mosib3oBates (setuid) (4) wiwm uaeHTudu-

karopa rpynmnsl (setgid) (2) umm sticky-6ura (1);

- BTOpOM pa3psiz BbIOMpaeT nmpasa JOCTyIa AJIs MOJIb30BATENs, BIaICIOLIEr0 JaHHBIM (aiioM: yte-

Hue (4), 3anuch (2) u ucnoaxenue (1);

- TpeTui pas3psl BHIOMpaeT mpaBa JOCTyIA Ui TOJIb30BaTeNeH, BXOIMIIUX B JaHHYIO TPYIIY, C

TEM K€ CMBICIIOM, YTO U Y BTOPOTO pa3psijia;
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- YeTBEepTHIH pa3psi BBIOMpAET IMpaBa JOCTYIA JUIsl OCTAJIbHBIX MOJb30BaTENEH (HE BXOAAIIMX B
JAHHYIO TPYIIIY), OMATH C TEM K€ CMBICIIOM.
[Tpumepsi:
- YCTaHOBWTH IpaBa, MO3BOJISIONINE BIAJCNbIly YATATh U NMUcaTh B ¢aitn f1, a wieHaM Tpynmbl U
MIPOYMM TIOJIB30BATEISIM TOJIBKO YATaTh. KOMaHy MOYHO 3amicaTh ABYMS CIIOCOOAMHU:
$ chmod 644 f1
$ chmod u=rw,go=r fl
- TI03BOJIUTH BCEM BBIMOJHATH (aiin £2:
$ chmod +x f2
- 3ampeTuTh ynanenue ¢aiina f3:
$ chmod+t £3
- J1aTh BCEM IpaBa Ha YTEHHE 3aIlMCh U BHIMIOJHEHHUE, a TAK)Ke Ha MEepeyCTaHOBKY UIEHTHU(PHUKATOpa
rpyNIbl IpU BITOTHEHUH (aiina £4:
$ chmod =rwx,g+s f4
$ chmod 2777 f4

932 Komanna chown
Komanga chown u3meHseT Blajenblia u/uiy rpynmny Ui KaKI0ro 3alanHoro Qaiina.
CuHrakcuc:
chown [KJIOU]..[BJALEJEI] [: [TPYINA]] OAMI
N3menuts Biajenblia MOXKET TOJIBKO Biajenel] ¢aiiina uin cynepronb3oBarenb. Binagener ve uz-
MEHSETCs, €CJIM OH HE 3aJlaH B apryMeHTe. [ pyIia Takke He U3MEHSETCs, €CJIM HE 3a/1aHa, HO €CJIM I0CJIE
cumBoabHOTO BJIAJIEJIBIIA cTOMT CHMBOJN «:», MOAPAa3yMEBACTCS W3MEHEHUE TPYIIbBI HA OCHOBHYIO
rpynny tekyuero nosb3oBarens. [Tons BJIAJIEJIEL] u I'PYIIIIA moryT ObITh Kak YMCIOBBIMH, TaK U
CHUMBOJIbHBIMH.
IIpumepsr:
- TIOMEHSTH BJaJeNblla /U Ha MOJIb30BaTeNsd test:
$ chown test /u
- IIOMEHSATH BIaJeNblia U rpynimy /u:
$ chown test:staff /u
- TIOMEHSTH BJIaJeiblla /U U BIOKEHHBIX (allyioB HA test:

S chown -hR test /u

9.33 Komanna chgrp
Komanna chgrp u3aMeHsieT rpyminy Ui KaXI0To 3alaHHOTO Qaiia.

CuHTaKCuC:
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chgrp [ONIMM] TPYIIA OGANI
OCHOBHBIE OIILNH;
—R — peKypPCHBHO U3MEHATH (haiiiIbl U KaTaJIOTH;

~-reference=J®AII — ucnonb30BaTh TpymTy daitna UOAIII.

934 Komannma umask

Komanna umask 3amaer Macky pexuma cozanus (aiia B TeKyIlel cpeie KOMaHJHOTO MHTEp-
[IpeTaTopa paBHOW 3HAUEHUIO, 33JaBA€MOMY OIEpPaHIOM PEKUM. DTa MacKa BIIMSET HA Ha4YaJbHOE 3Haue-
HUe OMTOB MpaB JI0CTYyIa BCEX CO3/1aBaeMbIX Jaee (paisos.

CuHrakcuc:
umask [-p] [-S] [pexwuMm]

[Tonp30BaTenbCKONW Macke pekuma co3laHus (ailyioB MpUCBAMBAETCS YKa3aHHOE BOCHBMEPHYHOE
3HaueHue. Tpu BocbMepuuHble HU(PBI COOTBETCTBYIOT IIpaBaM Ha YTEHME/3aIHUCh/BBINOIHEHNE /7S BJia-
Jieblia, YWICHOB I'PYMIIbl M IPOYUX MOJIb30BaTeNeil COOTBETCTBEHHO. 3HAUEHUE KaX/10i 3alaHHON B Mac-
K€ HU(PHI BBIUUTAECTCS U3 COOTBETCTBYIOIIEH «IM(PBI», ONpPEeIEHHON CUCTEMON NPpH co3/laHuu (aiia.
Hanpumep, umask 022 ynanser mpaBa Ha 3amuch Ui WICHOB TPYIIBI U MPOYMX HOJb3oBarenen (y
¢aitnoB, co3gaBaBLIINXCA C PEKUMOM 777, OH OKa3bIBaeTCsl paBHBIM 755; a pexum 666 npeobdpasyercs B
644).

Ecnu macka He ykaszaHa, BbIIa€TCs €€ TeKylllee 3HaueHHue:
$ umask
0022

WIH TO K€ CaMO€ B CUMBOJIBHOM PEXHUME:
$ umask -S
U=rwx, g=rx, 0=rx

Komannma uma sk pacno3HaeTcst ¥ BBITIOJIHAETCS KOMaHIHBIM HHTEpPIpeTaTopom bash.

9.3.5 Komanna chattr

Komannma chattr usmeHnsiet atpubyThl haiisioB Ha haiiioBbIx crucTeMax ext3, ext4.

CHUHTAaKCHC:

chattr [ -RVf ] [+-=aAcCdDeFijmPsStTux] [ -v Bepcusa ] <OAWJIH>

OCHOBHBIC OIIIHM:

—R — PEKypCUBHO M3MEHATH aTPUOYTHI KaTaJIOTOB U MX COJCPKUMOT0. CHMBOJIMUYECKUE CCBIIKU
UTHOPHUPYIOTCS;

—V — BBIBOJUT PACHIMPEHHYIO HH(DOPMAIIHIO ¥ BEPCUIO TIPOTPAMMBI;

—-f — MOJaBIAThE COOOIICHHS 00 OIINOKAX;

-V BepCus — YCTAaHOBHTH HOMEP BepcHuu/TeHepanuu ¢aina.
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PopMaT CUMBOJIBHOI'O PEXUMA!
+-=aAcCdDeFijmPsStTux
OmnepaTtop «+» 03HauaeT go0aBiIeHNE BHIOPAHHBIX aTPUOYTOB K CYIIECTBYIOIIMM aTpuOyTam; «-»
03HAYAeT UX CHATHUE; «=)» 03HAYAET OIpeIeTICHIE TOJIBKO ITUX YKa3aHHBIX aTpuOyTOB AJisl (aiiioB.
CumBonsl «aAcCdDeFijmPsStTux» yka3pIBatoT Ha HOBbIE aTpUOYTHI (PaiioB:

- a-— ToJbKO nobaBieHuE K Qaiiny;

- A — He OOHOBIIATH BpeMs MTOCIIETHETO TOCTyMa (atime) K daity;

- C— CKarbli dai;

- C— orkimouenue pexxuma «Copy-on-writey Ui ykazaHHOTO (aiina;

- d — He apxuBHPOBATH (OTKIIFOYAET CO3/IaHUE APXUBHOW KONUH (aiiyia KoMaH10i dump);

- D — cuHXpoHHOE OOHOBIIEHUE KaTaJIOTOB;

- € — BKJIIOYAeT MCIIOJIb30BaHKUE extent MpH BbIIEICHUU MECTa Ha YCTpoicTBe (aTpulyT HE MOXKET
OBITh OTKJIIOUEH C IOMOIIBI0 chattr);

- F — peructpoHe3aBUCHUMBII MOUCK B KaTalorax;

- 1 — Hew3MeHseMbli (aiin (aiin 3amuiieH oT U3MEHEHUH: HE MOXET ObITh yAanéH WU Tepe-
MMEHOBaH, K 3TOMy (paiiiry He MOTYT OBITh CO3/aHBI CCHUIKH, M HUKAaKUE JaHHbIE HE MOTYT OBITh
3aIMucaHbl B 3TOT (haiin);

- ] — BEJCHHE XypHaJIa JaHHBIX (MaHHBIC (aiiyia mepea 3amuchio OyayT 3alMCaHbl B KypHal ext3/
ext4);

- I — HE CXKUMaTh;

- P —xarayor ¢ Bj10XeHHbIMU (haiiJilaMu SBIISETCS HEPAPXHUUECKON CTPYKTYpPOH MIPOCKTA;

- s — Oe3omacHoe yjnaneHue (mepes yAalleHHEM Bce coaepxkumoe (aiiia MOJHOCThIO 3aTUPAETCs
«00»);

- S — cuHXpOHHOE OOHOBJICHHE (AHATOTUYEH OIIIMK MOHTHPOBAHUS «Syncy» (paiiioBoil CUCTEMBI);

- t—otkimouaeT Metoy tail-merging aiis daiiios;

- T — BepumHa uepapxuu KaTajloros;

- U — HeyJalseMbli (MpH yJnaneHuu (ailna ero coaepx UMOe COXPaHAETCsl, 3TO MO3BOJSET MOJIb30-
BaTEJII0 BOCCTAHOBUTH (paiin);

X — IpSIMOM 0CTYII K (haiinam (aTpuOyT HE MOKET ObITh YCTAHOBJIEH C MOMOIIBI0 chattr).
9.3.6 Komanpa Isattr
Komanga 1sattr BeIBOAUT aTpUOyYTHI (ailyia pacumpeHHo QailioBoi CUCTEMBI.

CHUHTAaKCHC:

lsattr [ -RVadlpv ] <OAWMJIE>

Ommuu:
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—-R — pEeKypCUBHO U3MEHSTh aTpUOYThI KaTAJIOTOB M UX COACPKUMOro. CUMBOJIHUECKUE CCHUIKU
UTHOPHUPYIOTCS,

—V — BBIBOJIUT PACIIMPEHHYIO HHPOPMAIIUIO U BEPCHIO IPOTPaMMBbI;

—a — MpocMaTpuBaeT Bce (aiiibl B KaTauore, BKIIIOYast CKpbIThIe (aiiiibl (MMEHa KOTOPhIX HAYMHA -
FOTCS C «.»);

—-d — oToOpaXkaeT KaTajoru Tak e, Kak U (aijibl BMECTO TOT0, YTOOBI IIPOCMATPUBAThH UX COJIEP -
KHMOC;

-1 — oTOOpaXkaeT mapaMeTpbl, UCTIONb3Ys JJTUHHBIC UIMEHA BMECTO OJTHOT'O CHMBOJIA;

—P — BBIBOJUT HOMED MpoeKTa (haiina;

-V — BBIBOJUT HOMEP Bepcuu/renepanuu aiina.

9.3.7 Komanpa getfacl

Komanga get facl BeBoauT atpulyThI (haiina pactmmpeHHoN (HaiaoBOi CUCTEMBI.

Cuurakcuc:
getfacl [ --aceEsRLPtpndvh ] <®AWI>
Omnn:

—-a — BeiBecTH ToNbKO ACL daiina;

-d — BeiBecTH ToJbKO ACL 1o ymomnuanuio;

—C — He MO0Ka3bIBaTh 3arojI0BOK (MM (aiina);

—e — MOKa3bIBaTh Bce 3()(hEeKTUBHBIC TPABa;

-E — He noka3biBaTh 3G (EKTUBHBIE MPaBa;

—S — MPOMYCKaTh (aifiipl, IMEIOIINE TOIHLKO OCHOBHBIE 3ATIHCH;

—R — 17151 IOJIKAaTaJIOrOB PEKYyPCUBHO;

-1 — cJIe10BaTh 0 CUMBOJIMYECKHM CCBIIKAM, Ja)Ke €CIM OHHM HE YKa3aHbl B KOMaHHON CTPOKE;
—-P — He cle10BaTh 0 CUMBOJIMYECKUM CCBIJIKaM, J1a)K€ €CITU OHU yKa3aHbl B KOMaHHOU CTPOKE;
-t — HCIOJIB30BaTh TaOyTUPOBAHHEIN (hopMaT BHIBOJIA;

—-p — He yAalATh BeAYLINe «/» U3 MyTH Qaiina;

—n — MMOKa3bIBATh YHCIIOBBIC 3HAUECHUS TTOJIb30BATEIIS/TPYTIIIEI.

(DOpMaT BBIBOJA:

file: somedir/

#

# owner: lisa
# group: staff
#

flags: -s-

a S w N

user: rwx
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6: user:joe:rwx feffective:r-x
7: group::rwx ffeffective:r-x
8: group:cool:r-x

9: mask:r-x
10: other:r-x
11: default:user::rwx
12: default:user:joe:rwx #effective:r-x
13: default:group::r—-x
14: default:mask:r-x
15: default:oter:---

Crpoxku 1 — 3 yka3piBaroT uMs (aiiia, BiIaaesbla 1 TPYIITy BIaICbIIEB.

B ctpoke 4 ykazansl Outhl setuid (s), setgid (s) u sticky (t): mu6o 6ykBa, 0603Ha4aroas OUT, JIH -
00 Tupe (-). OTa CTpoKa BKIHOYAETCS, €CJIM KaKOH-TM00 U3 3TUX OUTOB YCTAHOBIIEH, U OIyCKAeTCs B MPO-
TUBHOM CJIy4ae, I03TOMY OHa He OyeT 0ToOpaxaTbcs A OOJIBIIMHCTBA (PaiiiioB.

Crpoku 5, 7 u 10 oTHOCSATCS K TpaAMLIMOHHBIM OMTaM TpaB J0CTyNHa K (aiiry, COOTBETCTBEHHO,
JUISL BIIaJeNblia, FPYIIbI-BIaieblia U BCEX OCTAIbHBIX. DTU TPH 3JIEMEHTA ABJSAIOTCS 0a30BbIMU. CTPOKHU
6 U 8 ABJIAIOTCA JIEMEHTaMM JUIsl OTAEIbHBIX MoJIb30BaTeNs U rpynmnbl. CTpoka 9 — macka 3pPeKTUBHBIX
npaB. DTOT 3JEMEHT OrpaHUuYUBacT 3 (EKTUBHBIE NTPaBa, IPEJOCTaBIIEMbIe BCEM IPyIIaM U OTIEIbHBIM
noJjbp30BaTessiM. Macka He BIMSET Ha MpaBa Juis Biajenbua ¢aiina u Becex apyrux. Crpoku 11 — 15 noka-
3p1BatoT ACL 1o ymMo4aHuio, acCOLIMUPOBAHHBIN C JaHHBIM KaTaJIOrOM.

9.3.8 Komanna setfacl

Komanna setfacl m3menser ACL k daiinam nimm karanoram. B komanaHO# cTpoke 3a mocieno -
BaTEJIbHOCTBIO KOMaH] UJAET MOCIEeI0BAaTENbHOCTh (DaiiIoB (32 KOTOPOH, B CBOIO OYepe/lb, MOXKET UITH
M0CJIEI0BATEIbHOCTh KOMAH/ U TakK Jajee).

CuHrakcuc:
setfacl [-bkndRLPvh] [{-m|-x} acl spec] [{-M|-X} acl file] <OANIT>
setfacl --restore=file

Omuu:

—-b — ynanuthb Bce paspenieHnsie 3anucu ACL;

-k — ynanuts ACL 1o ymon4aHuio;

—-n — HE IepecunThiBaTh MacKy 3((eKTUBHBIX IpaB, 00ObIYHO setfacl mepecuuThIBA€T MacKy
(kpome ciydast sIBHOTO 33JaHUsl MAaCKH) JUI TOTO, YTOOBI BKIIIOUHUTH €€ B MaKCUMaJIbHBIH HaOop mpas J0-
CTYTIa 2JIEMEHTOB, Ha KOTOPBIE€ BO3JEHCTBYET MacKa (JIJIs1 BCEX I'PYMII U OTJEIbHBIX [10JIb30BaTENeH);

—-d — npumennTh ACL 110 yMOJTYaHHIO;
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—-R — 17151 IOJIKaTaJI0rOB PEKYPCUBHO;

-L — IepexouTh 110 CUMBOJIMYECKIM CChUIKaM Ha KaTaJord (MMEET CMBICI TOJIBKO B COUETAaHUH C
omnmuent -R);

—-P — HE MepexoJUTh MO CUMBOJIMYECKUM CChIJIKaM Ha KaTaloru (MMEeT CMBICI TOJbKO B cOoUYeTa-
HUU C omIuei —R);

-L — clIeZ1oBaTh M0 CUMBOJIMYECKUM CChUIKAM, Ja’Ke €CJIM OHM HE YKa3aHbl B KOMaHHOW CTPOKE;

—-P — He cie10BaTh 0 CUMBOJIMYECKUM CCBIJIKAM, J1aXK€ €CJIM OHU yKa3aHbl B KOMaHJHOW CTPOKE;

--mask — nepecuntaTh Macky 3(p(HEeKTHUBHBIX MPaB;

—-m — u3MeHuTh Tekymuit ACL nns daiina;

-M — npountath 3anucu ACL mist monudukanuu u3 ¢aiina;

-x — ynanutb 3anucu u3 ACL daiina;

-X — npountath 3anucu ACL mis ynanenus u3 aiina;

--restore=file — BOCCTAaHOBHUTH PE3EPBHYIO KONHUIO MpPaB JOCTYyINa, CO3JaHHYK KOMAaHJIOU
getfacl -R wiu eé nmogoOHO#. Bee mpaBa moctymna aepeBa KaTajloroB BOCCTAHABIMBAIOTCS, UCIIONb-
3ysl 3TOT MeXaHU3M. B ciyuae ecnu BBOAMMBIE TaHHBIE COIEPIKAT AIEMEHTHI JIsI BIIaJIeblia WIIH TPYIIIbI-
BJIa/I€NbIA, U KOMaHJa setfacl BBINOIHIETCS MOJb30BaTENIEM C UIMEHEM T00t, TO BIajAesel] U Tpymnmna-
BJIa/IeTiel] BceX (paiiyioB TakyKe BOCCTAHABJIMBAIOTCS. JTa OMNLHUSA HE MOXKET HCIOIb30BAThCSI COBMECTHO C
JPYTUMU ONIUSIMU 32 UCKJITFOYEHUEM ONINKN ——-test;

--set=acl — ycranoButs ACL mis ¢aitna, 3amenuB Texyumii ACL;

--set-file=file — npountats 3anucu ACL s ycTaHOBIeHHs U3 Qaiina;

-—test — pexum tectupoBanus (ACL He nu3MeHstoTcs).

[Ipu ucnonp3oBaHUM oMM ——-set, -m U —x JOJKHBI ObITh Tiepeunciensl 3amucu ACL B ko-
MaHAHOH cTpoke. DneMeHThl ACL pa3fenstorcs OAMHApHBIMU KaBblUKaMHU.

[pu yrenun ACL u3 daitna npu nomomu onuuit —set-file, -M u -X koManga setfacl
MPUHUMAaeT MHOXKECTBO AJIEMEHTOB B (popmare BbIBOAa KoMaHIbl getfacl. B cTtpoke oObIYHO comep-
JKUTCS HE OonpIe oaHoro aiementa ACL.

Komanna set facl ucnoneiyer ciaeayromme Ggopmatsl d5ieMeHnToB ACL:

- IpaBa JIOCTyIla OT/AEIBHOTO MoJib3oBaTens (ecnu He 3amaH UID, To mpaBa jpocTymna Biajenbla
¢aiina):
[d[efault]:] [ulser]:]Juid [:perms]
- TpaBa JOoCTyma OTAeIbHOU rpynmsl (ecau He 3a1aH GID, To nmpaBa 10CTyIa IrpynIbl-BIaeiblia):
[d[efault]:] glroup]:gid [:perms]

- Macka 3(ppeKTHBHBIX TTPaB:
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[d[efault]:] m[ask][:] [:perms]

mpaBa J0CTyIa BCEX OCTAJIbHBIX:

[d[efault]:] o[ther][:] [:perms]

OnemeHT ACL siBnisieTcst aOCOIIOTHBIM, €CIIM OH COAEPKUT I0JIE PErms U SIBISIETCS OTHOCUTENb-

HBbIM, €CJIM OH BKJIKOYAacT OAMH H3 MOI[I/I(I)I/IKaTOpOBZ «t+» I «». AOCOIIOTHBIE 3IEMEHTEI MOT'YT HC-

MOJIb30BAThCS B onepanusax yctaHoBKU win Mmoaudukannu ACL. OTHOCHTENbHBIE JIEMEHTBI MOTYT UC-

M0JIb30BaThCs TONbKO B onepaunn moaudukanuu ACL. IIpaBa noctyna /uis OTAENIbHBIX MOJIb30BaTENEH,

TPYIIIBI, HE coAeprkare Hukakux nojeit mocie 3Hauenunit UID, GID (monie perms npu 3TOM OTCYyTCTBY-

eT), HCTIOJIB3YIOTCA TOJIBKO JJI YAAJICHUS 3JICMCHTOB.

3nauenust UID u GID 3anarotcs umenem uiu uuciom. [lone perms MoxeT ObITh MPEICTaBICHO

KOMOHWHAIIUEH CUMBOJIOB «I», «W», «X», «-» win uudp (0 — 7).

M3navansHO (l)aﬁﬂbl " KaTaJIOTHU COHACPIKAT TOJIBKO TpHU 0a3oBbIx anmementa ACL: JJIs BJIaACiblia,

IpyIIbI-Bajieblia ¥ BCEX OCTaJIbHBIX NoJb30BaTenei. CylecTByeT psj IpaBuil, KOTOPBIE CIEAYET yuu-

ThIBATh IIPpHW YCTAHOBKC ITpaB JOCTYyIIa:

HE MOTYT OBITh YAAJIEHbI cpa3y TPU OA30BBIX 3JIEMEHTA, JOJDKEH IMPUCYTCTBOBAThH XOTs Obl OJIUH;
ecnu ACL conepxut npasa 1ocTyna Juist OTAEIbHOT0 NoJb30BaTens uin rpymnmnsl, To ACL Ttakxke
JIOJDKEH COoZIepKaTh MacKy 3(h(heKTUBHBIX Mpas;

eciu ACL conepxut kakue-nmu6o snemenTsl ACL mo ymonyaHuto, TO B OCIEAHEM JIOJIKHBI TaK -
K€ IPUCYTCTBOBATh TPU 0a30BbIX 3JI€MEHTA (T. €. IIpaBa JOCTyIla 0 YMOJIYAHUIO JJIs BIa/enbla,
IpYMNIIbI-BIa/IENbla U BCEX OCTAIBHBIX);

eciu ACL 1o yMOI4aHUIO COOEPXKHT IIpaBa AOCTYyNA JUlsl BCEX OTHAENIBHBIX IOJIb30BATENEH MU
rpyni, To B ACL Taxke J0/KHA MPUCYTCTBOBATh Macka 3()(peKTUBHBIX MpaB.

I[J'IH TOr0 4TOOBI ITOMOYb ITOJB30BATEII0 BEITOIHITL 3TU IIpaBuJia, KOMaH/1a setfacl co3maer

IIpaBa JOCTYyIIa, UCIIOJIb3Ysl YK€ CYIIECTBYIOIIHE, COTJIACHO CIICIYIOLIUM YCIOBUSM:

€CJIM IpaBa JO0CTyNa JJil OTIAEJIBHOTO IMOJb30BaTens win rpymnmsl qobasieHsl B ACL, a Macku
IIPaB HE CYILECTBYET, TO CO3/1a€TCsl MacKa C IIpaBaMy AOCTyIa IPYyMIbI-BIaA€IblIa;

ecnu co3nal 3neMeHT ACL no ymonyanuio, a Tpex 0a30BBIX 3JIEMEHTOB HE ObLIO, TOTa JIeIaeTcs
uX Komnus u oHu Ao6asisiroTcest B ACL mo ymMoruaHuio;

ecnu ACL o yMoJTyaHHUIO COZIEP>KUT KaKue-JIn0o mpaBa JoCTyna AJisi KOHKPETHBIX MOJIb30BaTeNs
WIN TPYMIIBl U HE COAEPXKUT MACKy IpaB JOCTyIA MO YMOJYaHUIO, TO IPU CO3/IaHUM 3Ta MacKa
OyzeT UMeTh Te e IIPaBa, YTO U IPpyIIa M0 YMOTYaHHIO.

[Ipumep. U3mMenuTs paszpemenus 1is aitna test . txt, MpUHAAIEKAIIETo MoJIb30BaTeNto liza u

rpynne docs, Tak, YTOOBI:

MOJIb30BaTENb 1van uMell IIpaBa Ha YTCHUC U 3aIlIUChb B 3TOT (baﬁn;
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- IoJIb30BaTeNb misha He MMeN HUKAKHX MpaB Ha ATOT (paii.
Wcxonnnie mananie:
$ 1s -1 test.txt
-rw-r--r-- 1 liza docs 8 sauB 22 15:54 test.txt
$ getfacl test.txt
# file: test.txt
# owner: liza
# group: docs
user::rw-
group: :r—-
other::r--
VYcranoBuTh pasperieHus (0T monb3oBares liza):
$ setfacl -m u:ivan:rw- test.txt
$ setfacl -m u:misha:--- test.txt
[IpocmoTtpets paspemienus (0T noib3oBarens liza):
$ getfacl test.txt
# file: test.txt
# owner: liza
# group: docs
user::rw-
user:ivan:rw-
user:misha:---
group::r—-
mask: :rw-
other::r—
[Ipumeganue. CuMBOI «+» (IUIIOC) MOCIE MpaB JIOCTyNa B BBIBOAEC KOMaHIHI Is -1 yka3biBaeT
Ha ucnoyibzoBanue ACL:
$ 1s -1 test.txt

-rw-rw-r——+ 1 liza docs 8 guB 22 15:54 test.txt
9.4 YupasieHue nojb30BaTeIsIMU

9.4.1 O6mmas nabopmanus
[Tonb3oBaTrenu u Tpynmbl BHYTPH CHCTEMbl 0003HA4aroTCsl MUGPOBBIMU UACHTU(DHUKATOpAMH —

UID u GID, cOOTBETCTBECHHO.
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[Tosb30BaTens MOKET BXOJIUTH B OJIHY WJIM HECKOJIBKO Ipymil. [1o yMonuaHuio OH BXOJUT B IPyII-
Iy, COBIAAAIOIIYIO ¢ ero umMeHeM. UToObl y3HaTh, B KaKM€ €€ TPYMIbl BXOAUT MOJIb30BATENb, MOKHO
MCIIOJIb30BaTh KOMaHAy 1d, BBIBOJ €€ MOKET ObITh IPUMEPHO CIIETYIOIINM:
uid=500 (test) gid=500(test) rpynne=500 (test), 16 (rpm)

Takast 3anMCh O3HAYaeT, 4TO MOJIb30BaTeNb test (1udpoBoit uaentudukarop 500) BXoaAUT B rpyn-
bl test i rpm. PasHbie rpynmmbl MOTYT UMETh Pa3HBIM YPOBEHB JOCTYIIA K TEM WJIM MHBIM KaTajoraM; 4eM
B 0OJIbIlIee KOJIMYECTBO IPYII BXOAUT IMOJI30BATENb, TEM OOJIbILIE IPAB OH UMEET B CUCTEME.

[Ipumeuanue. B cBsi3u ¢ TeM, 4TO OOJBIIMHCTBO MPUBUIETUPOBAHHBIX CUCTEMHBIX YTUJIIUT B
qucTpuOyTuBax «Anbt» uMeroT He SUID-, a SGID-6ut, Heo0X0auMO OBITH MPEAETHFHO BHUMATEIBLHBIM H
OCTOPOXHBIM B IIEPEHA3HAYEHUH IPYIIIIOBBIX MPAaB HA CUCTEMHBIE KaTaJloTu.

942 Komanna useradd

Komanga useradd peructpupyer HOBOTO MOJB30BaTeNsl WIM H3MEHSeT HH(QOpMAalLHUIO0 IO

YMOJYaHUIO O HOBBIX 1OJIb30BATENISAX.

CUHTAaKCuC:

useradd [OIMN...] <VMS IIOJIB3OBATEJIS>
useradd -D [OIIMNA. ..
Bo3MoxkHbBIC onuu:

-b xaTanor — 06a30BbIi KaTajor JIJs IOMAIIHEro KaTtajaora HOBOM y4ETHOM 3aIucy;

—C KOMMEHTAapPMit — TEKCTOBasi CTPOKa (OOBIYHO UCHONb3YyeTCs /Ul yKa3aHusd (GaMUIUU U Me-
HU);

-d kaTaJioT — JOMAlIHUM KaTajJor HOBOUW YUETHOM 3aIUCH;

-D — nmoka3aTh WM U3MEHUTh HACTPOWKH MO yMOIYaHuIo Juis useradd;

-e pJaTa — JlaTa ycTapeBaHus HOBOWM YUETHOM 3aluCH;

—-g rpynna — umsa uwin ID nepBUYHON rpymibsl HOBOM YU4ETHOM 3aIIUCH;

-G TPy — CIIHCOK AOMOJHUTENbHBIX TPy (Yepe3 3amsTy0) HOBOM yUETHON 3aIncu;

—m — CO3/1aTh JOMAIIHUN KaTaJor MOJIb30BaTeNs;

—-M — He c03JaBaTh JOMAIIHHUI KaTaJlor MO0Jb30BaTels;

-p napoJsib — 3amu(pPOBaHHBINA TApOJIb HOBOM yUETHOI 3anucu (He peKOMEHIYeTCs);

-s 00O0JIOUKa — PEeTUCTpaAIMOHHAs 000JI0YKa HOBOW Y4ETHOM 3ammcu (Mo ymomadanwuio /bin/

bash);

—-u UID — nons3oBarenbckuil ID HOBOM y4€THOM 3anuCH.
Komanna useradd uMeeTr MHOKECTBO ITapaMeTPOB, KOTOPBIE MO3BOJIAIOT MEHATH €€ MOBEACHHE
no ymoyanuto. Hanpumep, MOKHO MPUHYIUTENBHO yKa3aTh, kakoil Oyner UID unm kakoit rpynme Oyaer

MMPUHAJICIKATh IMOJIB30BATCIIb:
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# useradd -u 1500 -G usershares new user
94.3 Komanna passwd
Komanna passwd noamepXuBaeT TpaIulMOHHbIE onuu passwd ¥ yTiiauT shadow.

CHUHTAaKCHC:

passwd [OIUVN...] [MMA IIOJIBBOBATEJIA]

Bo3morxHbIe omnm:

-d, ——delete — yaaJuTh Napoiib sl YKa3aHHOW 3alKCH;

-f, ——force — ¢hopcupoBaTh OmepaIuio;

-k, ——keep-tokens — COXpaHUTh HE YCTAPEBILIHE MTAPOJIH;

-1, —-lock — G10KHpOBaTh YKa3aHHYIO 3aIUCh;

-—stdin — NpoYnTaTh HOBBIE NAPOJIU U3 CTAHJAPTHOIO BBOJA;

-S, ——status — AaTh OTYET O CTATYCE MApPOJIs B YKa3aHHOM 3aIUCH;

-u, ——unlock — pa30JI0KHpPOBaTh YKa3aHHYIO 3aI¥Ch;

-7, ——help — noKa3arh CIIpaBKy U BBIITH;

—-—usage — JaTh KOPOTKYIO CIPABKY MO UCIOIb30BAHUIO;

-V, ——version — nokKa3aTb BEPCUIO POrPaMMBbI U BBIWTH.

Kon Beixona: mpu ycrenrHoM 3aBepiieHnH passwd 3akaHuyuBaeT paboTy ¢ koaoM Beixoaa 0. Kon
BbIX0oMa 1 o3Havaer, yTo mpowm3onuia omubdka. TekcToBoe omucaHue OMMUOKKA BBIBOJAMTCS HA CTaHIApT-
HBII TTOTOK OIIMOOK.

[Tonb30Barens MOXKET B JII0O0H MOMEHT MOMEHSTh CBOW Mapojib. EquHCTBEeHHOE, 4TO Tpedyercs
JUISl CMEHBI ITApOJIsl — 3HATh TEKYIIUH MapOJib.

Tonpko Cyneprnonp30BaTellb MOKET OOHOBHUTH IMAPOJIh APYTOTO MOITH30BATEIIS.

9.4.4 JlobGaBieHre HOBOTO IOJIb30BATEIS
Jlis no0GaBieHHsI HOBOTO MOJIh30BaTENsl UCIIONB3YHTEe KOMaH bl useradd U passwd:

# useradd testl

# passwd testl

passwd: updating all authentication tokens for user testl.
You can now choose the new password or passphrase.
A valid password should be a mix of upper and lower case letters, digits, and

other characters. You can use a password containing at least 7 characters

from all of these classes, or a password containing at least 8 characters
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from just 3 of these 4 classes.
An upper case letter that begins the password and a digit that ends it do not

count towards the number of character classes used.

A passphrase should be of at least 3 words, 11 to 72 characters long, and

contain enough different characters.

Alternatively, if no one else can see your terminal now, you can pick this as

your password: "Burst*texasSFlow".

Enter new password:
Weak password: too short.
Re-type new password:

passwd: all authentication tokens updated successfully.

B pesynbrare onucaHHbIX IEMCTBUI B CUCTEME MOSIBUIICS MOJIb30BaTENb testl ¢ HEeKOTOphIM mapo-
neM. Ecnii maposip oka3ancs CIMIIKOM CIIa0bIM C TOUYKH 3PEHHS CUCTEMBI, OHa 00 3TOM IMpeIynpenuT (Kak
B npumepe Bhliie). [lonbp3oBaTens B AalbHEHIIEM MOXET ITOMEHATh CBOM Mapojb MPHU MOMOIIM KOMAaH/IbI
passwd — HO €ClIi OH MOMbITAeTCS] TTOCTABUThH CIa0ObIil Mapoib, CUCTeMa OTKaXeT eMy (B OTJIHYHEe OT
root) B U3BMEHECHHH.

B OC «Anwst CepBep» sl TIPOBEPKH Mapoyiel Ha ClabOCTh HCIONB3yeTcss Moayib PAM

passwdgc.

9.4.5 HacTtpolika napoibHbIX OrpaHUYEHUI
Hactpoiika naposibHbIX OrpaHMYeHUN TPOU3BOIUTCA B aile /etc/passwdgc.conft.
@aiin passwdgc. conf coctout u3 0 wim 6oJiee CTPOK clieayroero gopmara:
OlIIMA=3Ha4YeHNe
[TycThle CTPOKM M CTPOKHM, HAUMHAIOIIMECS CO 3HaKa pemieTka («#»), urHopupyroTcs. CUMBOJIBI
npo0eria MeX Ty OMIUel 1 3HAaUCHUEM HE IOy CKAIOTCS.
Omnum, KOTOphle MOTYT OBITH TIepeaHbl B MOAYJh (B CKOOKax yKa3aHbl 3HAYCHHS IO yMOJIda-
Huto): min=NO,N1,N2,N3,N4 (min=disabled,24,11,8,7) — MUHIMaIBHO JOMYCTUMAsl IJTUHA TTAPOJIS.
Hcnonb3yeMble TUIBI MapoJieit 1Mo KiaccaM CUMBOJIOB (a1¢aBuT, YHCIO, CIEIICUMBOJ, BEPXHUHN U
HWDKHHUHA PETUCTP) OMPEACIISIOTCS CISAYIONIIM 00pa3oM:
- tun NO ucrnonp3yercs 1S Taposiei, COCTOSIINX U3 CUMBOJIOB TOJIBKO OJTHOTO KJIAacca;
- tun N1 ucnons3yercs A napojen, COCTOSIIMX U3 CUMBOJIOB JBYX KJIaCCOB;
- tun N2 ucnonb3yercs A NapoibHBIX (pa3, KpoMe 3TOro TpedOBaHUs AJTUHBI, MapoibHas (pasa

JOJIKHA TaKKE COCTOATH M3 JOCTATOYHOI'O KOJIMYECTBA CIIOB,
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- tunbsl N3 u N4 ncnonbs3yrorces A napoJiel, COCTOALMX U3 CUMBOJIOB TPEX M YETHIPEX KJIACCOB,

COOTBETCTBEHHO.

KiroueBoe cioBo disabled ucnonb3yercs mis 3anpera naposei BeiopanHoro tumna NO — N4 Hesa-
BUCHMO OT UX JUIMHBI.

[Ipumeuyanue. Kaxnoe cienyromee Yucio B HACTPOMKE «Mminy JTOMKHO OBITh HE 0OJIbINE, YeM
IpeabIayIIee.

[Ipu pacuete KonMUYeCTBa KJIACCOB CUMBOJIOB, 3arjiaBHble OyKBbI, HCIIOJIb3yEMbIEe B KAUECTBE MEP-
BOT'0 CUMBOJIA U ITU(P, UCIIOJIb3YEMbIX B KAU€CTBE MOCJIEIHEr0 CUMBOJIA MAPOJIs, HE YUUTHIBAIOTCSL.

max=N (max=72) — MakCUMaJbHO JOIyCTHMas JUIMHA HapoJid. JTa ONIMUSI MOXKET ObITh HC-
M0JIb30BaHa Ui TOTO, YTOOBI 3allPETUTh IMOJIb30BATENSIM yCTaHABIMBATh MapOJId, KOTOPhIE MOTYT OBITh
CIIMIIKOM JUTMHHBIMH JUISI HEKOTOPBIX CHUCTEMHBIX Ciyk0. 3HaueHue 8 oOpabarbiBaeTcsi 0COOBIM 00-
pa3oM: Maposy JUIMHHEEe 8 CUMBOJIOB, HE OTKIIOHSIOTCSA, a 00pe3aroTcs 10 8 CUMBOJIOB JUIsl IPOBEPKU Ha-
JI&KHOCTH (I10JIb30BATENb MPU 3TOM HPEIYTIPEKIAETCS).

passphrase=N (passphrase=3) —4HUCJO CJIOB, HEOOXOIUMBIX ISl KJIt0UeBOH (hpasbl (3Ha-
yeHue 0 OTKII0YaeT MOAJePKKY NaposIbHBIX (pa3).

match=N (match=4) — qnuHa oOmIeH MOACTPOKU, HEOOXOAUMOH JJIsi BEIBOJIA, YTO TAPOJIb XO-
T Obl YaCTMYHO OCHOBAaH Ha MH(OpMAIMH, HaWJEHHOW B CUMBOJBHOU CTpoke (3HaueHue (0 OTKIHOYaeT
nouck noactpoku). Ecnu HalineHna ciabas moacTpoka naposib He OyAeT OTKIOHEH; BMECTO 3TOro oH Oy-
JIeT TOJBEPraTbcs OOBIYHBIM TPEOOBAHUSAM K MPOYHOCTH NpU yJaleHHH ciaboi moactpoku. [lomck
MOJICTPOKHM HEUYBCTBUTEJIEH K PETUCTPY U MOKET OOHAPYKUTh U YJAINUTh OOIILYIO MOACTPOKY, HAIIUCAH -
HYI0 B 00OpaTHOM HaIlpaBJICHUU.

similar=permit|deny (similar=deny) — mapamerp similar=permit paspelaer
3aJ]aTh HOBBII MapoJib, €CIM OH MOXO0X Ha cTapblil (mapameTp similar=deny — 3anpewmaet). [laponu
CUMTAIOTCS TIOXOXKUMHU, €CJIA €CTh IOCTATOYHO JUIMHHAS 00Ilas MOJCTPOKA, U MPH 3TOM HOBBIM Mapoib C
YaCTUYHO y/aJICHHON MOJCTPOKOH OyeT ciaObiM.

random=N[,only] (random=47) — pa3Mmep CIy4ailHO Cr€HEPHUPOBAHHBIX MAPOIBHBIX (pa3
B Outax (oT 26 no 81) mim 0, yToOBI OTKIOUHTH 3Ty GyHKIUIO. JtoOas maponbHas ¢pasza, KOTopas co-
JePKUT MPEATOKEHHYIO CIy4aiHO Cr€HEpUPOBAaHHYIO CTPOKY, OyJeT paspellieHa BHE 3aBHCHUMOCTU OT
JPYTUX BO3MOKHBIX OIpaHMUYEHHUH. 3HaueHne only HMCIONB3YeTCs IS 3alpeTa BBIOPaHHBIX IOJIb30Ba-
TeJIeM MapoJiei.

enforce=none|users|everyone (enforce=users) — mapamerp enforce=users
3a/1aeT OrpaHUYCHHE 3aJaHMsI Mapojeil B passwd Ha monb3oBarenedt 60e3 momHomouwmid root. [lapamerp

enforce=everyone 3aJjaeT orpaHMYEHUE 3a/laHus Mapoyied B passwd M Ha IMojib3oBaTeNed, U Ha
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cymneproiib3oBatens root. Ilpu 3nauenun none moxyins PAM OyzaeT TONBKO HMPeaylpexaaTh O CIadbIX
MapoJIsx.

retry=N (retry=3) — KOJIMYECTBO 3allpOCOB HOBOT'O NApOJIs, ECIH IOJIb30BATENb C IEPBOTO
pa3a He CMOXKET BBECTH JJOCTaTOYHO HAJEKHBIM 1apoJib U MOBTOPUTH €TI0 BBO/I.

Jlanee mpuBOIUTCS IpUMED 3aJaHUs CIEIYIONUX 3HaYeHUH B (aiisie /etc/passwdgc.conf:
min=8,7,4,4,4
enforce=everyone

B ykazanHOM mpumepe MoJb30BaTeNsIM, BKJIIOYAsi CyNeproib30BaTelis root, OyJaeT HEBO3MOXKHO
3a/1aTh NapOoJIn:

- tuna NO (CHMBOJIBI OJJTHOTO KJIacca) — AJTUHONW MEHBIIIE BOCBMU CUMBOJIOB;
- tuna N1 (CHMBOJIBI IBYX KJIaCCOB) — JJIMHOM MEHBIIIE CEMU CUMBOJIOB;
- tuma N2 (maponbHbie (pasbl), Tuna N3 (CUMBOJBI TpeX KiaccoB) W N4 (CHMBOIBI YETBIpEX

KJIACCOB) — JUTMHOM MEHbILIE YETHIPEX CUMBOJIOB.

94.6 VYipaBiaeHue CpOKOM JEHUCTBUS IApOIIst

s yripaBieHus CpOKOM JIEUCTBUS NIapoJIed UCIIOJIB3YETCs KOMaHaa chage.

[Ipumeuanue. JlomkeH ObITh yCTaHOBIIEH NTakeT shadow—-change:

# apt-get install shadow-change

chage M3MEHsAET KOJUYECTBO THEH MEXAY CMEHOM Mapojs U 1aToM NMOCIEAHEr0 N3MEHEHUS Ia-
poJIsL.

CHHTaKCcHUC KOMaH/IbL:
chage [onuum] JOTUH

OcHOBHBIE ONINU:

-d, -—lastday LAST DAY — yCTaHOBUTb IOCIEIHHH JeHb cMeHbl mapons B LAST DAY
(aucno nueii ¢ 1 ssaBaps 1970). Jlata moxeT ObITh yKazaHa B ¢popmare ['TTT-MM-/1/1;

-E, -—expiredate EXPIRE DAYS — yCTaHOBMTb JaTy OKOHYAHMs JACUCTBUA yUETHOM 3aIlu-
cu B EXPIRE DAYS (uncno aueii ¢ 1 saBaps 1970). [lata Mmoxxet ObITh ykazana B popmate ['TTT-MM-
JJ1. 3nayenue —1 ynaiusieT 1aTy OKOHYAHUS JEUCTBUS YUETHOM 3aMUCH;

-I, -—-inactive INACTIVE — UCHOJB3yeTCs A 3aJaHUs KOJIMYECTBA AHEH «HEAKTUBHO-
CTH», TO €CTh JIHEH, KOTJja TI0JIb30BaTeNb BOOOIE HE BXOUI B CUCTEMY, IOCJIE KOTOPBIX €ro y4eTHas 3a-
nuck Oynet 3abmokupoBaHa. [lonb30Baresb, Ubs yuyeTHas 3amuch 3a0JI0KHpPOBaHa, JOJKEH 00paTUThCS K
CUCTEMHOMY aJIMUHHUCTPATOPy, IPEXKIE YEM CHOBA CMOXET HCIOJB30BaTh CHUCTEMY. 3HaueHuUe -1 OT-
KIIFOYAET 3TOT PEKUM;

-1,--1ist — npocMOTp UH(OPMALIUU O «BO3pACTE» YUETHOM 3aMUCH MOIH30BATENS;
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-m, —-mindays MIN DAYS — yCTaHOBHUTb MMHHUMAJIGHOE YMCJIO JHEH IEPE] CMEHOU IapoJis.
3nauenue 0 B 7TOM nojie 0003HaYaEeT, YTO MOJIH30BATETh MOXKET U3MEHATH CBOW MapoJib, KOT/1a yTOIHO;

-M, --maxdays MAX DAYS — yCTaHOBUTb MAaKCUMAJILHOE YUCIIO JHEHN NEPE] CMEHOM IapoJs.
Korga cymma MAX DAYS u LAST DAY wmenblie, ueM TeKyIIHH JeHb, Y TI0JIb30BaTelNst OyIeT 3ampo-
IIeH HOBBIM Maposib 10 Havyaja paboThl B CUCTEME. DTa ONepalrs MOXKET MPeIBAPATHCS MPeTypexkICHH -
eMm (mapametp -W). [Ipu ycraHoBKke 3HaueHUs —1, MpoBepKa NEHCTBUTEIBLHOCTH Mapoiisi HEe OyJeT BBI-
MIOIHATHCS;

-W, -—-warndays WARN DAYS — yCTaHOBHMTb YMCJIO JHEH 10 UCTEYCHMs CPOKa JEHCTBHA Ia-
pOJIs, HAUMHAs ¢ KOTOPBIX MOJIb30BATENI0 OYJET BBIIABATHCS MPENAyNPEkKACHUE 0 HEOOXOIMMOCTH CMEHBI
apoJis.

[IpuMmep HaCTpONKM BpEMEHU NEUCTBUS NApOIs AJIs MT0JIb30BaTeENs test:

# chage -M 5 test
[onyuuts nHpOpMaLIKIO O «BO3pACTE» YUETHON 3allMCH TOJIb30BaTEN test:

# chage -1 test

[locymenHUM pas [IapoJib ObBT UM3MEHEH : map 13, 2025
CpoK IeMcTBMS [IapoJigd MCTekKaeT : map 18, 2025
[lapose OymeT IeaKTUBUPOBAH uUepes : HUKOTIa

CpOokK HOeVCTBUA YUETHOM 3alMCU MCTEeKaeT T HUKOTIa
MMyHMMAJIbHOE KOJMUECTRBO IOHEM MeXOy CMEHOM IapoJid : -1
MakcuMaJibHOE KOJIMUECTBO IJHEM MexXIy CMeHOM [apoJjid : 5
KonmmuecTBO nOHEM C OpenylpeXIeHMeM [epel IeaKTuBaluuey napojadg : -1

II puMc4YaHHuc. 38.,[[8_T]5 BpeMA JeUCTBUS napoJst JJi1 BHOBb CO3/1aBAC€MbIX MOJIb30BaTeNIeH MOX-

HO, n3MeHuB napameTp PASS MAX DAYS B aiine /etc/login.defs.

9.4.7 Hactpolika HemoBTOpSIEMOCTH MTApOJIst

s HacTpOWKH HEMOBTOPSEMOCTH MAapoJiell UCHOJb3yeTcsl MOAyNb pam_pwhistory, KOTOpBIH
COXpaHSET MOCIEIHUE AP0 KaXKAOTO TMOIb30BATEIIS U HE MO3BOJISET MOJIB30BATEIIO IIPU CMEHE Tapois
YepeI0BaTh OJMH U TOT K€ IMapoJIh CIIUIIKOM YacTo.

[Ipumeuanue. B 1anHOM cilydae CUCTEMHBIN KaTajaor CTAaHET JOCTYIHBIM ISl 3aIIUCH O30~
BaTeJIsIM I'PYNIBl pw_users (CIedyeT Co3aTh 3Ty IPYIITy ¥ BKIIOYUTh B HEE M10JIb30BATEIIEH).

[Ipumeuanue. baza ucnonp3yembix maposeit Beaercs B (paitie /etc/security/opasswd,
B KOTOPBIH MOJI30BATEIHN JOHKHBI UMETh JOCTYI HA YTEHHE U 3amuch. [Ipu 3TOM OHU MOTYT YUTaTh X3-
1M TIApOJIeH OCTaJIbHBIX MOJIb3oBaTeseil. He pekoMeHmyeTcst MCroib30BaTh HA MHOTOMOIB30BATEIbCKIX
cucTeMax.

Coznaiite aitn /etc/security/opasswd u maidTe rmpaBa Ha 3aMKCh MOJIb30BATEIISIM:
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# install -Dm0660 -gpw users /dev/null /etc/security/opasswd
# chgrp pw users /etc/security
# chmod g+w /etc/security
Jlis HACTPOMKM ATOTO OrpaHHYEHHs HEOOXOAMMO HM3MEHUTh (Qaiin /etc/pam.d/system-
auth-local-only TakuM 00pa3oM, 4TOOBI OH BKJIIOYAJd MOAYJIb pam pwhistory mocie nepBoro

MOSABJICHUA CTPOKHU C IIAPOJICM:

password required pam passwdgc.so config=/etc/passwdgc.-—
conf
password required pam pwhistory.so debug use authtok re-

member=10 retry=3

[Tociie noGamnenus 3Toit cTpoku B (aiiie /etc/security/opasswd OyAyT XpaHUTHCS TO-
cienanne 10 mapoiiei mojap30BaTesis (COASPKUT XAIIH MapoJiel BCeX YUETHBIX 3alUCcel MoIb30BaTeseii) u
IIPU MOTIBITKE MCIIOJB30BAHMUS APOJISl U3 3TOTO CIHCKa Oy/IeT BhIBEICHA OIINOKA!
Password has been already used. Choose another.

B ciydae ecnu HeoOX01MMO, YTOOBI MPOBEPKA BBIMOHSIACH U IS CYNEPIONb30BaTENsl 100t, B
HAaCTPOMKHU HYKHO 100aBUTH mapameTp enforce for root:
password required pam pwhistory.so

use authtok enforce for root remember=10 retry=3
9.4.8 Moudukamus moab30BaTeIbCKUX 3aIUCeH

Jlig MoudUKaIK 1T0JIb30BATENbCKUX 3aIIUCEH MPUMEHSIETCS YTHIINTA usermod:
# usermod -G audio,rpm,testl testl

Takass xomMaHIa W3MEHHT CIMCOK I'PYII, B KOTOPbIE BXOAMT IIOJIb30BATENb testl — Temepp 3TO
audio, rpm, testl.
# usermod -1 test2 testl

Byner npousBeneHa cMeHa MIMEHH 10JIb30BaTeNs C test] Ha test2.

Komangsl usermod -1 test2 m usermod -U test2 COOTBETCTBEHHO BPEMEHHO OJIOKH-
PYIOT BO3MOXHOCTb BXOJla B CHCTEMY I10JIb30BATENIO test2 U BO3BPALLAIOT BCE HA CBOU MECTA.

W3meHeHns BCTYIIAT B CHITy TOJIBKO IIPH CJIELYIOLIEM BXOJIE MTOJIB30BATENS B CUCTEMY.

[Ipy HEMHTEPAaKTUBHON CMEHE WIH 3aJJaHUU IAPOJIEN JJI LEJION IPYIIIbI 10JIb30BATENEH UCIIOIb-
3yercs komanna chpasswd. Ha crangapTHelid BXOJ €l caelyeT NoJaBaTh CIMCOK, KaKasi CTPOKa KOTO-

poro Oy/eT BBITTIAAETh KaK MM : [1apOJIb.

94.9 VY nanenue mosab30BaTee

Jlig ynanenus noib3oBaTesiel UCOIb3yeTcs KoMaHaa userdel.
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Komanna userdel test2 ymanur nosb3oBarens test2 u3z cucreMsl. Eciau Oyaer 10MONHUTENb-
HO 3aJjaH IapamMeTp —r, TO OyJeT YHUUYTOXKEH M JAOMAIHHUI Karanor nojs3oBareis. Hemb3s ynanute

IIOJIB30BAaTCJIA, €CJIH B HaHHLIﬁ MOMCHT OH €1IC pa60TaeT B CUCTCMC.
9.5 Pexum cynepronab30BaTens

9.5.1 Kakue ObiBaroT nosip3oBaTenn?

Linux — cuctemMa MHOTOIOJIb30BaTENbCKAas, @ IOTOMY IOJIb30BaTENb — KIIFOYEBOE MOHSATHE JIJIs Op -
raHu3aluy Bcel cucteMsl Joctyna B Linux. daiinsl Bcex moap3oBarenei B Linux XpaHATCs pa3fenbHo, y
KaXJI0T'0 T110JIb30BaTeNsl €CTh COOCTBEHHBIN JOMAIIHUI KaTajor, B KOTOPOM OH MOYKET XpaHUTh CBOM JIaH-
Hble. JlocTyn Apyrux nojiab3oBaTesiel K JOMaIIHEMY KaTalory IOJb30BaTeNsl MOXKET ObITh OTpaHUYEH.

Cyneprnonb3oBarenb B Linux — 3TO BBIJIEICHHBII MOJB30BaTENb CUCTEMbI, HA KOTOPOTO HE pac-
IIPOCTPAHSAIOTCS. OTPAaHUYEHHUs IpaB AocTyna. FIMEHHO cymneprioynb30BaTelb UMEET BO3MOXKHOCTD IIPOU3-
BOJILHO M3MEHATHh Blajeiblia U rpymnmy ¢aitna. EMy OTKpBIT JOCTYN Ha YTEHHE M 3alUCh K JIIOOOMY
(aiimy Win KaTajJory CUCTEMBI.

Cpenu yuétHbIX 3anuceit Linux Bceraa ecth yu€THast 3alKCh cyneprionb3oBarens — root. [loatomy
BMECTO «CYIEpHOIb30BATENb» YaCTO TOBOPAT «root». MHOXKECTBO CHCTEMHBIX (aijioB NMpUHAIekaT
root, MHOXECTBO (ailJIoB TOJNBKO €My JOCTYIHBI JAJIsl YTeHUs! WK 3anucu. [lapons 3Toit yuéTHOM 3anmucu
— OJIHA U3 CaMbIX OOJIBIINX ApParoleHHOCTEN cUCTEMbl. IMEHHO ¢ €€ MOMOIIbIO CUCTEMHBIE aIMUHUCTPA-

TOPBI BBITIOJHSIOT CAMyI0 OTBETCTBEHHYIO padoTy.

952 J1s 9ero MoXeT MOHAA0OUTHCS PEXKUM CYIIEPIIONIb30BATENS?

CucremHbIe yTWINTHI, Hampumep, Takue, kak L[YC wmmm «lIporpamMmma ynpaBieHHs TakeTaMu
Synaptic» TpeOyroT 1151 cBoeil paboThl MPUBUIIETUN CYNEPIIONIb30BATENS, IOTOMY YTO OHU BHOCSIT U3MeE-
HEHUs B cucTeMHble (aiiibl. [Ipu ux 3amycke BHIBOAUTCS ITUATOTOBOE OKHO C 3alPOCOM IapOJis CUCTEM -
HOTO aJIMUHUCTPATOPA.

953 Kak nmomy4uTs nipaBa cynepnosib3oBaTess?

Jlisl ONBITHBIX MOJIb30BaTENIEeH, YMEIOUMX padoTaTh ¢ KOMaHIHOW CTPOKOM, CyIIeCTBYET JBa pa3-
JMYHBIX CII0C00A MOTYYHTh IpaBa CyNepIoab30BaTesl.

[IepBblil — 3TO 3aperUCTPUPOBATHCS B CUCTEME 10 IMEHEM TOOt.

BTopoii cnoco6 — Bocnosib30BaThCs crienuanbHol yTromTol su (shell of user), kotopas mo3Bossi-
€T BBIIIOJIHUTH OJIHY MJIM HECKOJILKO KOMaH/I OT JIMIIA JPYroro mnojib3oBatens. [1o yMom4aHuio 3Ta yTuim -
Ta BBIMOJIHSAET KOMaHAy sh OT Moib30BaTeNs root, TO €CTh 3aIyCKaeT KOMaHAHbIH uHTeprperaTop. OT-
JM4YKe OT MPEAbLAYIIEro crnoco0a B TOM, YTO BCErla U3BECTHO, KTO UMEHHO 3aIlyCKajl Su, a 3HaYHT, SCHO,
KTO BBITMOJHWJ ONpeieIEHHOE aJMUHUCTPATUBHOE JICHCTBHE.

B HekoTOpBIX ciaydasx ymoOHee MCHOJIb30BaTh HE SU, a YTHIUTY sudo, KOTOpast HO3BOJISIET BBI-

IMOJIHATH TOJIBKO 3apaHeC 3aJaHHBIC KOMAaH/IbI.
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[Mpumeuanue. /[ Toro 9roObl BOCTIOIB30BATHCS KOMAaHAAMH SU B sudo, HEOOX0IUMO OBITh
yieHoM rpynmnsl wheel. Ilonb3oBarenb, CO3AaHHBIN NMPU YCTAHOBKE CHUCTEMBI, IO YMOJIYaHUIO YKe
BKIIIOUEH B ATy TPYIIITY.

B auctpulyTtuBax «AnbT» I yIPaBICHUS JOCTYIIOM K BaXKHBIM CITY»K0aM HCIIOIb3YETCs MOACH -
cteMa control. control — MEXaHHU3M TEPEKITIOYCHUS MEXKTY HEKHM HaOOpOM (PUKCHPOBAHHBIX CO-
CTOSIHUI JIA 3a]1a4, JTOMYCKAIOIUX TaKoi Habop.

Komanga control moCTyIHa TONBKO ISl Cymeprioiib3oBarens (root). s Toro 4To0bl MOCMOT-
pETh, UTO O3HAUAET Ta WM MHAS MOJUTHKA control (pa3penieHus BHIMOIHEHNU KOHKPETHON KOMaHIbl,
yrmpasiasieMoil control), HaJo 3aIMyCTUTh KOMaH1y C KJIOYOoM help:

# control su help

3anyctuB control 0e3 mapameTpoB, MOKHO YBHJIETh TOJHBIN CIIMCOK KOMaH/I, YIIPaBJIsSEMbIX

komano# (facilities) BMecTe ¢ MX TEKYIIUM COCTOSTHUEM U HAOOPOM JIOMYCTHUMBIX COCTOSIHUU.
9.54 Kaxk nepeilTu B pexuM Cyneprnosb30BaTesis?

Jlg mepexona B pesKUM CYTEepHoIb30BaTeNsl HabepuTe B TepMUHAIE KOMaHIy (MHUHYC BaskeH!):
su -

Ecnu Bocmonb3oBaThesl KOMaHAONH su 0e3 KiIro4a, TO MPOUCXOIUT BHI30B KOMAH/IHOTO MHTEPIIPE-
tatopa ¢ mpaBamu root. [Ipu 3ToM 3HaUeHHE MEPEMEHHBIX OKpyKeHus, B yactHoct $PATH, ocraéres
TaKHM e, KaK y ImoJib3oBareis: B nepeMenHoir SPATH He okaxercs karajnoroB /sbin, /usr/sbin,
0e3 yKkaszaHUWs MOJHOTO MMEHU OyayT HEAOCTYNMHBI KOMaHAbl route, shutdown, mkswap U Opyrue.
bonee toro, mepemennas SHOME Oynet yka3siBaTh Ha KaTajor MOJb30BATENs, BCE MPOrPaMMBI, 3aITy-
IICHHBIE B PEXKUME CYIEepPIIOIb30BaTeNsl, COXPAHIT CBOM HACTPONKHU C MpaBaMHU root B KaTajuore moJjib30Ba-
TeJsl, YTO B JAIbHEHIIIEM MOYKET BBI3BAaTh MTPOOJIEMEI.

UToOBI n30€kaTh 3TOTO, CIEIYET UCIIOJIB30BATh SU —. B 3TOM pexume su 3amyCcTUT KOMaHIHBIN
uHTepIperatop B kauectBe login shell, u on Oyzaer BecTu ce6s B TOUHOCTH TakK, KaK €ciu Obl B CHCTEME
3apErucTPUPOBAIICS TOOL.

9.6 Ynpasnenue muppoBaHHBIMHU pa3eiaMu

[Ipumeuanue. 3amudpoBaHHbIN pa3ie’d MOXKET ObITH CO3[aH, HAIPUMED, NPU YCTAHOBKE CH-
CTEMBI.

B LUKS nans ogHoro 3ammgpoBaHHOTO pa3fiesia UCIOIb3YITCS BOCEMb CIOTOB, B KaXKJIOM U3 KO-
TOPBIX MOXKET XPAHHUTHCS OTJICIBHBIN Mapoib (Kiarod). JIro0o0it U3 BOCbMH KITFOUYEH MOXKET OBITh UCTIONIB30-
BaH A1 pacmiudpoBku pasnena. JIro6oi maposib MOKeT ObITh U3MEHEH WK yIaIEH HeoOpaTHUMO.

Jns ynpaBneHus: mudpOBaHHBIMHU pa3[eiaMd MOXKHO BOCIOJIB30BAaThCS KOMaHAONH crypt-—
setup. Huxe onmcansl JUIIHF HEKOTOPHIE BO3MOXKHOCTH YTWIMTHI cryptsetup. Jug momydenus 6o-

Jee noApoOHOM nHpOopMaLMK UCTIONIB3YHTE KOMaHy man cryptsetup.
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[IpocmoTpeTh TeKylee COCTOSIHUE BCEX CIOTOB:
# cryptsetup luksDump /dev/sdbl | grep Slot
Key Slot 0: DISABLED
Key Slot ENABLED
Key Slot DISABLED
Key Slot DISABLED
Key Slot DISABLED

DISABLED

1
2
3

Key Slot 4: DISABLED
5
Key Slot 6
7

Key Slot DISABLED

rae /dev/sdbl — mUQppPOBaHHBIA pa3ell.

[Ipumeuanue. Onpeaenuts sBusercs M ycrporctBo LUKS-pa3nenom MoKHO, BBIIIOIHHUB KO-
MaHJy:
# cryptsetup isLuks -v /dev/sdbl

KomMaHIma BEIIIOJIHEHA YCIIEUHO.

Onpenenuts Kakou pazzaen ABiseTcs IUupPyEeMbIM MOXKHO, BBITTOJIHUB KOMaHY:

# 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE

MOUNTPOINT

sda 8:0 0 18G 0 disk

F—sdal 8:1 0 1023M O part

[SWAP]

L-sda2 8:2 0 176G 0 part /

sdb 8:16 0 18G 0 disk

L_sdb1 8:17 0 18G 0 part
L-1uks-7853363d-e7e2-1a42-b5b9-0af119€19920 253:0 0 18G 0 crypt /home

sr0 11:0 1 1024M O rom

JloGaBuTH HOBBINM Maposib Ha 3aM(GPOBAHHBIN pa3aen (TpedyeTcs NPeJOoCTaBUTh YKEe UMEIOLIUil-
Csl TapOJIb MHTEPAKTUBHO WJIM MTOCPEJCTBOM oK ——key-file):
# cryptsetup luksAddKey /dev/sdbl
Bremure obOyn CyWEeCTBYOIYK [IapoJIbHYD dpasy:
BBemnTe HOBYI [NAPOJbHYW0D dpasy Ijad cioTa Kiuoua:
[laposibHasa ¢pasa MNOBTOPHO:
[Ipumevyanue. [lapons NOKEH NPEACTaBIATH COOOH CMeCh 3ariaBHBIX U CTPOYHBIX OYKB,

nudp U APYrUx CUMBOJIOB. MOXHO KCIOJIb30BaTh MapoJib, COJEPKAIINI HE MEHee 7 CUMBOJIOB U3 BCEX
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ATUX KJIACCOB, UJIM IapOJib, COAEPKAIIMM HE MEeHee 8 CHMBOJIOB TOJIBKO Tpex kiaccoB. IIpu pacuere ko-
JIMYECTBA KIJIACCOB CHMBOJIOB, 3arjIaBHbIE OYKBBI, UCIOJIb3yEMblE B KaUECTBE IEPBOI0 CUMBOJIA U LUPP,
UCIIOJIBb3YEMBIX B Ka4E€CTBE ITOCIEJHETO CUMBOJA M1AapOJIsd, HE YYUThIBAIOTCA. HacTosATenbHO peKoMeHy -
eTcsl BBIOMPATh CUMBOJIBI TApOJIbHOM (ppa3sl TodabKO U3 7-6utHOrO ASCII.

[Tapons Oyaer Ha3HAYCH B MEPBBI CBOOOHBIN CIIOT:
# cryptsetup luksDump /dev/sdbl | grep Slot
Key Slot 0: ENABLED
Key Slot ENABLED
Key Slot DISABLED
Key Slot DISABLED
Key Slot DISABLED

Key Slot

1
2
3

Key Slot 4: DISABLED
5
6: DISABLED
7

Key Slot DISABLED

Mo:kHO yKa3aTh HOMEP ONPEAEIEHHOTO CJI0Ta C TOMOIIBIO ONMIMK ——key—-slot, Hampumep:
# cryptsetup luksAddKey /dev/sdbl --key-slot 5

3aMeHUTh OJIMH U3 MapoJiel Ha APYToi (CTapblil MapoJib HY>)KHO BBECTU MHTEPAKTUBHO WM 33/1aTh
onmuent —-key-file):

# cryptsetup luksChangeKey /dev/sdbl
BBeouTe M3MeHAEMy0 NAPOJIbHYD (Gpasy:
BBenuTe HOBYI NAPOJIbHYL (pasy:
llaposibHasa dpasza IOBTOPHO:

Ecnu 3aman Homep ciota (onuuedt —-key-slot), Hy’)KHO BBECTU CTapblii MapoJib UMEHHO JJIs
3a/IaHHOTO CJIOTA, U 3aMEHa MapoJisi POU30UAET TOXKeE B 3TOM ciioTe. Eciiu HoMmep clioTa He 3a7aH U eCTh
CBOOOIHBIN CIIOT, TO CHaYaJjla HOBBIM Mapoiib OyAeT 3amicaH B CBOOOMHBIN CJIOT, a TIOTOM OyAeT 3aTépT
CJIOT, COJIEPIKAIIMNA CTapbIi MapoJib. Ecii CBOOOIHBIX CIIOTOB HE OKaXXETCsI, TO HOBBIM Mapoiib OyaeT 3a-
MMCaH MpsIMO B CJIOT, paHEe COAEp KAl CTapblii TapoJb.

VYV nanuTh 3aJaHHBIN Mapoib (3aTUPAET CIIOT):

# cryptsetup luksRemoveKey /dev/sdbl
BRemuTe ynajideMyi [IapoJibHYWD bpasy:

[Ipumeuanue. B makeTHOM pexume (—q) yaajneHue gaxke MOCISAHETr0 Mapois OyIeT BBIMON-
HEHO 0e3 Kakux-1u0o npeaynpexaeHuil. Eciu Hu oIHOTO maposis He ocTaHeTcs (TO €CTh BCE CIOTHI KITIO -
yeii OyayT mycthl), nemudposats LUKS-pazaen ctaneT HeBO3MOXKHO.

st cOpoca 3a0bITOTO Maposist Ha 3aM(PPOBAHHBINA pa3/iell CIeAYeT BHIMOIHUTE CIEAYIOIINe e -

CTBHS:
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1) momyuuTs 3amM¢ppoBaHHBIC TAPOJI BCEX Pa3COB:
# dmsetup table --showkey
1luks-7853363d-e7e2-1a42-b5b9-0af119€19920: 0 37730304 crypt aes-cbc-
essiv:sha256 bl5c22e8d60a37bcd27fb438637a8221f-
bec66c83bed46d33a8331a4002c£3144 0 8:17 4096

Yactb nosis mocie «aes-cbe-essivisha256» sipisercs 3ammppoBaHHBIM 1aPOJIEM.

CoxpaHuTh 3amuGpOBaHHBIN MAPOJIH B TEKCTOBBIN (haiii:
# echo "bl5c22e8d60a37bcd27fb438637a8221f-
bec66c83bed6d33a8331a4002cf3144" > lukskey.txt

2) mpeobpa3oBaTh CYIIECTBYIOIIMIA MAPOIb U3 TEKCTOBOTO (haiiia B ABOMYHBIN (aiin:
# xxd -r -p lukskey.txt lukskey.bin
luks-7853363d-e7e2-1a42-b5b9-0af119e19920: 0 37730304 crypt aes-cbc-
essiv:sha256 bl5c22e8d60a37bcd27fb438637a8221f~-
bec66c83bed6d33a8331a4002c£3144 0 8:17 4096

3) nmo6aBUTH HOBBIN MAapOIb, HCIONB3YS CYIIECTBYIOUIUN Mapoiib, U3BICUCHHBI B OWHAPHBINA
Gaiin:
# cryptsetup luksAddKey /dev/sdbl --master-key-file <(cat lukskey.bin)
BBenuTe HOBYI0 INAPOJIbHYD Gpas’y Ijg cjoTa KJoda:
llaposibHas dpasza IOBTOPHO:

[Ipumeuanue. COpocuTh Maposib Ha 3aIM(PPOBAHHBINA pa3/ie] MOKHO, TOJIBKO €CIIM JTAHHBIN

pas3ziell y)xe IpUMOHTHPOBAH.

9.7 Tlonnepxka (HhailsIOBBIX CHCTEM
daiinoBas cucTeMa NpeCTaBiseT cCOO0H HaOOp MPaBUJI, ONPEICSISIONUX TO, KaK XPaHATCS U U3-
BJICKAIOTCA JOKYMCHTBI, XpAaHAIIHUECS Ha YCTpOﬁCTBC.
B OC «AnbT CepBep» MoaaepKUBAIOTCS clieayromue (HaiioBble CUCTEMBI:

- ext2 — HexypHaMpyemast (haiioBasi CHCTeMa; OTHOCHUTEIIBHO MPOCTa B BOCCTAHOBJICHWH, HO HY-
JKJIaeTCsl B OTHOCUTEIILHO JIOJITOM MPOBEPKE IEJIOCTHOCTHU Tocie cOOsl MUTaHUS Wi siipa. MoKeT
UCTIONb30BaThes i /boot nim readonly-pasnenos;

- ext3 — )KypHaIupyeMasi U IOCTAaTOYHO HaJEkKHas (aiijioBas CUCTEMa, HMEET CPEIHIOK MPOU3BO-
TUTEITHHOCTD;

- ext4 — xypHanupyemas ¢ailioBasi CUCTEMa, JJOTHUECKOE MPOODKEHHE ext3, MO3BOJSET MOJIHO-
CTBIO OTKJIFOYUTH XXYPHAIIUPOBAHUC,

- btrfs — moguepxuBaeT CHUMKH (KomiH (PaiijIoBO CHCTEMBI Ha OTIPEIEIEHHBIA MOMEHT BPEMEHH ),

CXXaTue 1 1moaToMa,
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- xfs — BeICOKOTIPOM3BOAUTENBHAS KypHAIUPYeMas (ailyioBasi CUCTEMa, UMEIOIIasi 00JIee BHICOKYIO
YyBCTBUTEIHHOCTD K CO0sM. PekoMeHIyeTcst Ui aKTHBHO HMCITOJIB3YEeMbIX (DaiJIOBBIX CUCTEM TIPH
YCJIOBHH CTAaOMIILHOTO MUTAHUS U Ka4eCTBEHHOM aImapaTHOMN 4acTu;

- jfs — xypHanupyemas (haiijioBasi cucTeMa, IMEIoIas MOAAEPKKY NEePEeKOIUPOBaHUs UMEH (ailioB
(iocharset);

- 1809660 — (aitnoBas cucrema ISO 9660 niis TMCKOB ¢ TAHHBIMU KOMIIAKT-TUCKOB.
®aiinossie cuctembl FAT/FAT32/NTFS nomnepxuBaroTcsi B YCTaHOBJICHHON CHCTEME, HO HE IS

YCTaHOBKH Ha HUX Linux.
[TpoBepka moanepkku hamoBeIx cucTeM ext2, ext3, extd, 1509660, fatl6, fat32, ntfs, xfs:
1) cosznate paznen ooremoM MeHee 4 ['0aiit Ha flash-nakonurene (Hanpumep, /dev/vdcl).
2) nnsa cozpanus [SO-¢aiina ycTaHOBUTH MakeT genisoimage:
# apt-get install genisoimage
3) coszmath karasor /mnt/filesystem, B KOTOpbIH OyIeT MOHTHPOBATHCS pa3ed:
# mkdir /mnt/filesystem
4) otdopmaTHpoBaTh pa3iei B MPOBEPIEMYIO (ailIOByIO CUCTEMY:
- A ext2:
# mkfs.ext2 /dev/vdcl
- I ext3:
# mkfs.ext3 /dev/vdcl
- s extd:
# mkfs.extd4d /dev/vdcl
- s fatl6:
# mkfs.fat -F 16 /dev/vdcl
- g fat32:
# mkfs.fat -F 32 /dev/vdcl
- A ntfs:
# mkfs.ntfs /dev/vdcl
- s xfs:
# mkfs.xfs /dev/vdcl
- nus 1809660 — co3nate [SO-daiin u3 karanora /etc:
# mkisofs -r -jcharset koi8-r -o /root/cd.iso /etc
S) st IpOBEPKHU MOAAEPKKH (ailyIoBBIX cucTeM ext2, ext3, ext4, fatl6, fat32, ntfs:
- TPUMOHTHPOBATH pasjen ¢ GpaiaoBol cucTeMol B Katasor /mnt/filesystem:

# mount /dev/vdcl /mnt/filesystem
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- TPOBEPUTH BO3MOXKHOCTH 3aITUCH (paiiyia Ha TeKyIIyto (paiiJIoBYIO CUCTEMY:
# echo test content > /mnt/filesystem/test.fs
- ybenutbcs, uTo (haity co3maH:
# 1s -1 /mnt/filesystem/test.fs
-rw-r—--r——-. 1 root root 13 mai 23 20:10 /mnt/filesystem/test.fs
- IIPOBEPHUTH BO3MOXKHOCTb UTEHUS (haiiyia c TeKyIIeH (ailyioBoii CUCTEMBI:
# cat /mnt/filesystem/test.fs
6) U IPOBEPKH MOAJIEPKKH (ailioBoii cucteMbl 1509660 cMoHTHpOBaTh co3nanHblid [SO-daiin
B Kartajor /mnt/filesystem/ (daitn oOpasa aucka Oymaer TPUMOHTHPOBAH B PEKUME «TOIBKO ISl UTE-
HUSD):
# mount -o loop,ro /root/cd.iso /mnt/filesystem/
[Ipumeuanue. g npocmorpa (hailIoBbIX cUCTeM Ha (PU3NUYECKUX TUCKAaX MOKHO BOCIOJIb30-
BaThCs KOMaHaou df:
$ df -Th | grep "*/dev"
i 1sblk:
$ 1lsblk -f
Komanga fsck mo3BonsieT y3Hath (hailIoByI0 CUCTEMY pasjzielia, KOTOPBIA e He TPUMOHTHPO-
BaH:
# fsck -N /dev/sdcl
fsck ms util-linux 2.39.2
[/sbin/fsck.xfs (1) -- /dev/sdcl] fsck.xfs /dev/sdcl

9.8 Tlogaep>kka CETEBBIX IPOTOKOIOB

9.8.1 SMB

Samba — nakeT nporpamm, KOTOpbI€ MO3BOJISAIOT 00PAIIATHCS K CETEBBIM JAUCKAaM U IPUHTEpaM Ha
Pa3IMYHBIX OMEPALMOHHBIX cucTeMax 1o npotokory SMB/CIFS. Mmeer KIMEHTCKYIO U CEpBEPHYIO Ya-
CTH.
9.8.1.1 Hacmpouixa Samba

Hactpoiika Samba onmcana B pasaene «Samba B pesxume (paidioBoro ceppepay.
9.8.1.2 Hacmpouxa knuenma

Jns co3maHusi MOJKIIOYEeHUs mo mporokoidy SMB B rpaduueckoit cpene GNOME wmoxHo,
3aImyCTUTh (PAiyIOBBIA MEHEKEp, yKa3aTh B aIpeCHOM CTPOKE MPOTOKON u aapec cepsepa (Puc. 400).
Haxarp knaBumy <Enter>. ByayT mokazansl pecypcbl ¢ obmum poctynoM (Puc. 401). JIns nocryna k

namnke, HeoOX0oAMMO yKa3aTh UM MOJIb30BaTeNs, MapoJib U HaxkaTh KHONIKY «[loakmountecsay (Puc. 402).
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Cozoanue nooxnouenusi no npomoxony SMB

Q  daie = < [smb:mgznss.o.mﬂ >|x B2 =+ x

@ [omawHss nanka

[ —
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!
.

* W3bpanHble

2 Cem DEMO Buaeo JloKyMeHTEl 3arpysku
© Kopauwa — a— a— a—
D HokymenTs B Ja <

dd Mystika Nzobpamenus My3sbika ObulepocTynHele MNposa

Puc. 400

Pecypcuvr ¢ obwum oocmynom

Q Waiins = < | Pecypebi Windows Ha 192.168.0.147 i R v x
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© HepagHue - . \ h
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Puc. 401

Cosz0anue nooknrouenusi no npomorxony SMB

“
OTMeHUTE MogkniounTecA

‘ TpebyeTtca ayTeHTUdUKauua

BeeauTe nonb3osaTens v napons Ans pecypca «public» Ha «192.168.0.147»:

MoakntouMTLSS Kak MoAKNIOYUTHER AHOHUMHO

o 3aperycTpUpoBaHHLIFA NONB30BaTENb

WMa nonesosatens  user_samba

JNomen  SAMBA

MNapons [ [TTITYITY) ]

o 3abbITb NapoNL HeMepneHHo
3anoMH1TE Naposib A0 BbIXOAA U3 CUCTEMbI

3anoMHWTHL HaBceraa

Puc. 402

MOo3kHO OCYIIIECTBISATH MOHTUPOBaHHUE pecypca Samba uepes /etc/fstab.
[TpocMOTpeTh CITUCOK OOIIEIOCTYITHBIX PECYPCOB Ha CepBepe:

$ smbclient -L 192.168.0.147 -U%

[TpocMOTpeTh CIMCOK pECypcoB Ha cepBepe JOCTYITHBIX MOJIF30BATENIO user _samba:

$ smbclient -L 192.168.0.147 -Uuser samba
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Enter SAMBA\user samba's password:

Sharename Type Comment
print$ Disk Printer Drivers
public Disk Public
IPCS IPC IPC Service (Samba 4.20.6-alt3)
For doc Disk
user samba Disk Home Directories
SMB1 disabled -- no workgroup available
Coznatb Gaiin /etc/samba/sambacreds (Hanpumep, KOMaHJ101 mcedit

/etc/samba/sambacreds), ¢ COACPKUMBIM:
username=yMs_IOJIb30BaTEN
password=napoib
Jnist 3amuThl MHGOpMaLny, pasa Ha ¢aiin /etc/samba/sambacreds, Hal0 YCTAHOBUTH TaK,
4yT0OBI (haiii ObUT TOCTYTEH HAa YTEHHE U 3alMCh TOJIBKO MOJIb30BATENIO-BiIaAeeny daiia
# chmod 600 /etc/samba/sambacreds

U MpUHAJICKATh IO ot:

# chown root: /etc/samba/sambacreds

Jnst MoHTHpOBaHuUs pecypca Samba B /etc/ fstab He0OX0aIuMO ponucaTh, CTPOKY BUIA:
//CEPBEP/VMA PECYPCA /mnt/Touka MOHTMPOBAHMA cifs
credentials=/nyTs/x/nonHoMmounam/sambacreds 0 0

Hanpuwmep:
//192.168.0.147/public /mnt/server public cifs users, netdev, x-
systemd.automount, credentials=/etc/samba/sambacreds 0 O

9.8.2 NFS

9.8.2.1 Hacmpoiixa cepeepa NFS

YcraHoBUTh NakeT nfs—-server:
# apt-get install nfs-server

3anyctuth NFS-cepBep 1 BKIIIOUUTH €r0 10 YMOITYaHUIO:
# systemctl enable --now nfs

B ¢aiine /etc/exports cienyer ykazaTh SKCIIOPTUPYEMBbIE KAaTaIOTH (KaTalloTH, KOTOphIE Oy-

JIET pa3peIieH0 MOHTUPOBATh C IPYTUX MAIIHH):

/mysharedir ipaddrl (rw)
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Hampumep, 9T0o0BI pa3penmTh MOHTHPOBATH KaTallor /home Ha cepBepe HEOOXOAMMO JT00ABUTH B
/etc/exports CTpPOKy:
/home 192.168.0.0/24 (no_subtree check, rw)

rae 192.168.0.0/24 — pa3pemenue sxciopta uist noacetu 192.168.0.X;

I'W — pa3pelleHbl YTEHUE U 3aIUCh.

[Toapo6uyro nabopmaruio o popmare (aiiia MOKHO TOCMOTPETh, BHITTOJTHHUB KOMaHTY:
$ man exports

[Tocne BHeceHus u3MeHeHM B aiin /etc/exports HEOOXOAMMO BBIMOIHUTH KOMaHAY:
# exportfs -r

[TpoBepuTH CIUCOK IKCIIOPTHPYEMBIX (DAMITIOBBIX CUCTEM MOYXHO, BHITTOJTHIUB KOMaHIY:
# exportfs
/home 192.168.0.0/24
9.8.2.2 Hcnonvzosanue NFS

[Honxmouenue k NFS-cepBepy MOXXHO MPOU3BOAUTH KaK BPYUHYIO, TAK U HACTPOUB aBTOMATHUYE-
CKO€ MOJKII0YEHUE IIPU 3arpys3Ke.

Jly1s py4yHOTO MOHTHPOBAHUS HEOOXOAUMO:

- co3JaTh TOYKY MOHTHUPOBAHUS:

# mkdir /mnt/nfs

- NPUMOHTHUPOBATH (PANIIOBYIO CHCTEMY:

# mount -t nfs 192.168.0.131:/home /mnt/nfs
rae 192.168.0.131 — IP-aapec cepBepa NFS;
/mnt/nfs — MOKaNbHBIN KaTaNIOT, Ky/1a MOHTUPYETCS yAaaEHHbIN KaTaJor;
- TOpoBepuUTh HanmMuue ¢ailioB B katanore /mnt/nfs:
# 1s -al /mnt/nfs
Joimken oToOpa3uThes CMCOK (aitioB KaTanora /home, pacnonoxeHHoro Ha cepsepe NFS.
s aBToMaTudeckoro MoHTupoBaHusi kK NFS-cepBepy npu 3arpyske, He00X0auMO 100aBUTh Clie-
JYIOIIYIO CTPOKY B (haiin /etc/fstab:
192.168.0.131:/home /mnt/nfs nfs intr,soft,nolock, netdev,x-sys-
temd.automount 00
[Ipumeuanue. [Ipexne uem u3mensaTs /etc/ fstab, monpoOyiiTe CMOHTHPOBATh BPYUYHYIO U

ybenurecs, yTo BcE paboTaer.
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9.8.3 FTP

9.8.3.1 Hacmpoiixa cepeepa FTP
B cocraB OC «Anbt Cepep» Bxoaut vsftpd (Very Secure FTP Daemon) — nomHodyHKIIHO-
HanbHbIA FTP-cepBep, mo3Bosstomuii 00CayKuBaTh KaK aHOHUMHBIE 3aIIPOCHL, TaK U 3aIIPOCHI OT M0JIb30-
BaTeJeH, 3apEruCTPUPOBAHHBIX HA CEPBEPE U UMEIOLIUX MMOJHOLIEHHBINA JOCTYII K €r0 pecypcam.
I[Ipumeuyanue. Hactpours FTP-cepBep moxHo Tarke B LIYC (mogpoduee cm. «FTP-cepsep»).
YcranoButh nmakersl vsftpd u anonftp:
# apt-get install vsftpd anonftp
H3mMeHuTh HaCTPOUKY MpaB ocTymna B daitie /etc/vsftpd.conf:
local enable=YES
chroot local user=YES
local root=/var/ftp/
3anyctuth vsftpd:
# systemctl start vsftpd.service
Yo6enuthcs B HopMasibHOU pabote FTP-cepsepa

# netstat -ant | grep 21
tcp 0 0 0.0.0.0:21 0.0.0.0:%* LISTEN

FTP-cepBep 3amyliiieH 1 NpUHUMAET COeIUHEHU Ha 21 mopTy.
Co3natsb ¢aiin B katanore /var/ftp/:

# echo "vsftpd test file" > /var/ftp/test.txt

9.8.3.2 Ilooxknouenue paboueti cmanyuu

Co3nare nogxmouenue no nporokony FTP B rpaduueckoit cpene GNOME moxHO B daiioBom
MeHekepe. st 3Toro cieayer ykasaTh B apecHOM CTpOKe MpoTokoid u aapec cepBepa (Puc. 403) u
HakaTh KiaBuily <Enter>. B mosiBUBIIEMcs OKHE yKa3aTh MMsI IIOJIb30BATENsl, ApOJib U HAXaTh KHOIKY
«ITonkmrountscs» (Puc. 404).

JlomkeH oToOpa3uThest CUCOK (haitnoB katanora /var/ftp/, pacnoigoxeHHoro Ha cepeepe FTP

(Puc. 405).
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Cozoanue nooxntouenuss no npomoxony FTP
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Co3zoanue nooxntouenusi no npomoxony FTP
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9.8.4 NTP

9.8.4.1 Hacmpouxa cepsepa NTP
B kauectBe NTP cepBepa/kimneHTa ucnois3yeTcs cepsep BpeMenu chrony:

- chronyd — nemoH, paboratommii B (hoHOBOM pexumMe. OH mosrydaeT HHPOPMALIUIO O pa3HHIIE CH-
CTEMHBIX 4aCOB M 4aCOB BHEIIIHETO CEpBEpa BPEMEHHU U KOPPEKTUPYET JIOKAIbHOE BpeMms. [leMoH
peasnnsyeT npotokon NTP n mokeT BeIcTynaTh B KaueCTBE KJIMEHTA WU CEPBEPA.

- chronyc — yTuiuTa KOMaHIHON CTPOKH JJIsi KOHTPOJISE U MOHUTOPUHTA MPOTpaMMbl. Y THIIUTA HC-
MIOJIB3YETCS JJIsI TOHKOW HACTPOMKH pa3IMYHBIX [IapaMETPOB JIEMOHA, HallpUMep, MO3BOJISIET JI0-
0aBIIATH WIH yAAJISATh CEPBEPHI BPEMEHH.

Boinmonuuts HacTpoiiky NTP-cepBepa MOXHO CIeIyIOIIMMH CIIOCOOaMHU:

- B IIYC Hactpouts Monyins «/laTta u BpeMs» Ha moiyueHue TouHoro Bpemenu ¢ NTP cepsepa u

paboty B kauectBe NTP-cepBepa u Haxath kHOIIKY «IIpumenuts» (Puc. 406).

Hacmpotixa mooyna «/Jama u epemsi»

MonyyaTs TOUHOE BpemA ¢ NTP-cepeepa: | pool.ntp.org

PaboTaTk kak NTP-cepeep

= Maprt 2025 -

My |BT|Cpl|4YT|0T|CE| Bc

JIVN 11 (12)13|14 (15| 16
17 (18| 19)20)21 (22| 23
24 (25| 26)27|28 (29| 30
31

XpaHuTe epema B BIOS no MpuHenuy

Yacoeoil noAc: Eepona/KanMHuHrpag, m

BLIGPATE MCTOUHWK CUTHANOE BpEMEHKW.  {sC W

rpmonm. | Copocm

Puc. 406

- ykasaTh cepepbl NTP B nupektuBe server win pool B ¢aine koupurypauuu NTP /etc/
chrony.conf:
allow all #PazspemmTs NTP-KJIMEHTY HOOCTYI M3 JIOKAJILHOW CeTUu
pool pool.ntp.org iburst

U [IEpPE3aIyCTUTh CEPBUC KOMaH/IOM:

# systemctl restart chronyd

Yo6enuthcst B HopMasibHOU paboTe NTP-cepBepa MOKHO, BBITIOJIHUB KOMaHIY:
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# systemctl status chronyd.service

9.8.4.2 Hacmpotixa paboueii cmanyuu
Hactpouts Mmoayns «/lata u Bpems» Ha nosryueHue TouHoro BpeMeHnu ¢ NTP-cepsepa (B kauecTBe
NTP-cepBepa ykazats [P-anpec cepBepa NTP) u naxars kHonky «[Ipumenuts» (Puc. 407).
Hacmpotuika moodyna «[ama u epemay na paboyei cmanyuu
LleHTp ynpaBAEHHWA CHCTEMOR X

i=rnasHan W Pewm akcnepra X Buoog & Cnpasxa

V| Monyuats TouMoe BpeMA ¢ NTP-cepeepa:  |192.168.0.131

PabotaTe kak NTP-cepaep

* mapt_ 2025 L

o | XpauuTe apemAa B BIOS no MpHHaMaqy

Yacopo@ noAc  EBpona’KanvevHrpag HaMeHWTb...

MpHMEHATE

Puc. 407

[IpoBepuTh TEKyIIMiE HCTOYHUKHA BPEMEHH:

$ chronyc sources

MS Name/IP address Stratum Poll Reach LastRx Last sample

~? 192.168.0.131 0 10 0 - +0ns| +0ns] +/- On
[IpoBeputs cTaTyc ucrouHukoB NTP:

$ chronyc activity

200 OK

1 sources online

sources offline

sources doing burst (return to online)

sources doing burst (return to offline)

o O O O

sources with unknown address
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9.8.5 HTTP(S)
9.8.5.1 Hacmpoiixa cepeepa HTTP

B cocraB OC «AnbT CepBep» BXoIuT Kak BeO-cepBep Apache, tak u nginx. I[Ipumep Hactpoiiku

BeO-cepBepa nginx cMm. B pasaene «Hactpoiika BeO-cepBepa»). Huxke paccMoTpeH mpuMep HacTpou-

KH BeO-cepBepa Apache.
YcTaHOBUTH NaKeT apache?2-base:
# apt-get install apache2-base

3amyctuth httpd2:
# systemctl start httpd2

Yo6emauthces, uro cimyxko6a httpd2 3amymiena:
# systemctl status httpd2

CoznaTh CTapTOBYIO CTpaHUILy IS BeO-cepBepa:

# echo "Hello, World" >/var/www/html/index.html
9.8.5.2 Hacmpotixa paboueii cmanyuu
3anycTuTh Opaysep, nepeiitu mno agpecy http://<IP-anpec> (Puc. 408).

ObpaweHnue Kk cepsepy U noxyueHue OaHHbIX N0 NPOMoKoy http

v @ 192.168.0.199 ® |+
<« C A Hezawmuweno 192.168.0.199 ¥
Hello, World

Puc. 408

MO’KHO TaKXe BBITIOJTHUTH KOMaHTY:
$ curl http://192.168.0.199
Hello, World
[IporcxoauT oOpallieHHe K cepBepy U MOTYUYCHHE JaHHBIX 110 MPOTOKOY http.
9.9 Mexanu3Mm ayaura

Mexannu3m ayauTa COCTOUT U3 HECKOJBKHNX KOMIIOHCHTOB!

5 &

= MOAYIJIb fApa — NEPCXBATbIBACT CUCTCMHBIC BbBI3OBbBI (syscalls) U BBIIOJHACT PEruCcTpatunuto COOBI-

THH;

- ciyx6a auditd — 3anmuchIBaeT 3aperuCTpUPOBAHHOE COOBITHE B (haiii;

- ciyxO0a audit-rules — 3arpy»aeTt npaBuia ayaurta B SAPO U MOCIIE 3TOTO 3aBEPIIACTCS;
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- ciyxo0a audispd — ocyIIecTBIIsSIET IEPECHUIKY COOOIICHUH (BBICTYIIAET B POJIH TUCIIETYEpa) K JAPY -

TOMY MIPHIIOKEHHIO;

- psiJI BCIIOMOTATENIbHBIX MPOTPaMM:

* auditctl — mporpaMma, ynpaBisoLas MMOBEIEHHEM CHCTEMBbl ayJUTa M MO3BOJIAIOIIAs
KOHTPOJIMPOBATH TEKYIIIEE€ COCTOSTHUE CHCTEMBI, CO37aBaTh WM YIAJSATh IPABHIIA;

" aureport — nporpaMmMa, reHepupyoIIas CyMMapHbIe OTYETHI O pad0Te CUCTEMBI ayTnTa;

" ausearch — mporpamma, Mo3BOJIAIONIAsT MPOM3BOIUTH MOUCK COOBITHHA B KYPHAJBHBIX
daiinax;

" aulast — UCMONB3yeTCs ISl IPOCMOTPA UCTOPHUU BXOJIOB TOJIB30BaTENICH, OCHOBAHHOW Ha
norax aynuta (auditd).

[IporpamMMbl OTCBIIAIOT 3aNlKCH, MPEAHA3HAYCHHBIC IS )KYPHAIHPOBAHUS, CHCTEMHOMY JIEMOHY
auditd, KOTOpBI UACHTUDHUIIUPYET THUI KKION MPHUIIESAIISH 3aucy 1 00padaThIBaeT 3alKuch CIIOCOOOM,
OIIpeIeIEHHBIM JIJIs JAaHHOT'O THUIIA.

JU1st KaXKJI0TO U3 PETUCTPUPYEMBIX COOBITHI B )KypHAIaX yKa3bIBaeTCs CIEAYIONIas HHPOPMALIS:

- JlaTa u Bpems;

- CcyOBEKT, OCYIICCTBIISIONINI PETUCTPUPYEMOE JICHCTBHUE;

- TUH cOOBITUSA (€CTIH PETUCTPUPYETCS 3aMPOC HA JOCTYI, TO YKa3bIBAIOTCSA OOBEKT U THUII 0CTYHA);
- YCHEUIHOCTh OCYIIECTBJICHUS COOBITHS (00CITyKEH 3ampoc Ha JOCTYII WK HET).

Kondurypanus aynura xpanured B Qaitiie /etc/audit/auditd. conf.

[IpaBuna ayaura, 3arpyxaemsble IpH 3amycke ciyx0sb! audit-rules, xpansarcs B ¢aiiax .rules B ka-
tanore /etc/audit/rules.d/. llpaBuna OyayT oOpabaTeBaThCsl B OMPENEIEHHOM MOPSIKE, OCHO-
BaHHOM Ha WX E€CTECTBEHHOM TOPSIKE COPTHPOBKH. MeEXaHW3M MpaBHJ sIpa HMCIOIB3YET CTPATETHIO
«TIEPBBIN COBIMABIINN BBIUTPBIBACTY, TIOATOMY MOPSIOK MPABUI UMEET 3HAYCHHUE.

Jlnist mpocMoTpa JKypHAJIOB HUCIONB3YIOTCA KOMaHAbl ausearch m aureport. Komanma au-

ditctl nmo3BoigeT HacTpauBaTh IIPABUIIA AyIUTA.

9.9.1 Komanma auditd
Cnyx06a auditd — 3To mpuKIIaHON KOMITOHEHT cHCTeMbl ayauTa. OHa Ben€T XypHAJI ayauTa Ha
TTUCKE.
Cunrakcuc komauab! auditd:
auditd [-f] [-1] [-n] [-s disable|enable|nochange] [-c <config file>]
Ommuu:
—-f — He mepexoauTh B (HOHOBBIA peskuM (i otianaku). CooOIIeHHsT MporpaMMbl OyayT Hampas-

JSTHCS B CTAHJAPTHBIN BBIBOA [Tl oIIHOOK (stderr), a He B (aiir;
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-1 — BKIIOYHTH CIICOBAaHUE IO CHUMBOJHMYECKUM CCBUIKAM IPH IMOMCKE KOH(HUIYparMOHHBIX
(baiinos;

—-n — He co3[aBaTh IOUEepHUil mporiecc (Ams 3amycka u3 inittab wium system);

-s=ENABLE STATE — yKa3aTh, JOJDKEH U auditd mpu cTapTe U3MEHATH TECKYIICC 3HAUCHUE
¢nara sapa — enabled. Jonmyctumbie 3nauenuss ENABLE STATE: disable, enable u nochange.
3HaueHue Mo ymomuaHuio enable (disable, korma auditd ocraHoBieH). 3HaueHUE (ara MOXKET
OBITh U3MEHEHO BO BpeMs )KU3HEHHOTO IMKJIa auditd ¢ mMOMOIIbI0 KOMaH bl auditctl -e;

—C — yKa3aTh aJbTEPHATUBHBIN KaTajor KOH(HUrypalroHHOTro Qaiina (o ymomdaHuio: /etc/
audit/). OToT ke KaTayor OyAeT nmepeaaH AUCIEeTIepy.

Curnaisr:

- SIGHUP — mepe3arpy3utb KOHGUTYypauuio — 3arpy3uth (aiin koHurypamuu ¢ aucka. Ecimm B
(aiilsie HEe OKaXeTCsl CUHTAKCUYECKHUX OLIMOOK, BHECEHHBIE B HErO M3MEHEHUs BCTYIIST B CHILY.
IIpu sTom B xypHan Oyner go6asneHa 3anuch o coOsitun DAEMON CONFIG. B npotuBHOM
cilydae JeWcTBUS CHykObl OyayT 3aBUCeTh OT mapaMeTpoB space left action,
admin space left action, disk full action, disk error action B daiine
auditd.conf;

- SIGTERM — npekpaTuTh 00paboTKy COOBITHIA ayiuTa U 3aBEPIIUTh PadOTy, O YeM MpeaBapUTEb-
HO 3aHECTH 3aIUCh B KYypHAJ;

- SIGUSRI — mpousBecTu poranuio (aiinos xypHamoB auditd. Co3garh HOBBIN (aiil KypHama,
HepeHyMepoBaB crapble (aiulbl WIM YyJaJuB 4acThb W3 HHUX, B 3aBUCHUMOCTH OT IapaMmerpa
max log size action;

- SIGUSR2 — mombITaTbcsl BO30OHOBUTH BEIEHUE XKypHaioB auditd (HeoOXoauMo mocie npu-
OCTaHOBKHM BEJICHHUS )KypHana);

- SIGCONT — BBITPY3UTh OTYET O BHYTPEHHEM cocTosHMM auditd B /var/run/auditd.s-
tate.

Daibl:

- /etc/audit/auditd.conf — daiin koHPUTYypauu CIyKObl ayauTa;

- /etc/audit/audit.rules — npaBuia ayauTa, 3arpy>kaeMble IpH 3aIyCKe CIIyKOBbI;

- /etc/audit/audit-stop.rules — npaBuia ayauTa, 3arpy’aeMble MpU OCTAHOBKE CITYXK-
ObI;

- /etc/audit/rules.d/ — Karajior, coiepkalluil oTJenbHble HAOOpHl MpaBuUil, KOTOpbIe Oy-

IyT CKOMIIWJIMPOBaHbI B OJIUH (ailsl yTuIuTol augenrules;
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- /etc/audit/plugins.d/ — KaTajor, COAEpKAIIMA OTIEIbHBIC (ailiibl KOHDUTYpaAITUN TITa-

THUHOB.

Jlyis Toro 4ToOb!I clienaTh BO3MOKHBIM ayIUT BCEX MPOIECCOB, 3aMyIEHHBIX O CIYKObI ayauTa,
HE00X0IMMO T00aBUTh B CTPOKY IMapaMeTPOB spa (B KOH(UTYpaIiK 3arpy34ynka) napamerp audit=1.
B npoTuBHOM ciTydae ayJ T HEKOTOPBIX MTPOIIECCOB OyIeT HEBO3MOXKEH.

JleMOH ayauTa MOXET MOJIy4aTh COOBITHS — COOOIIEHUSI OT APYTUX MPUIIOKEHHUI Yepe3 IMIaruH
audispd: audisp-remote. JleMOH ayuTa MOXKET OBITh CBSI3aH C tcp wrappers, YTO0bl KOHTPOIHPO-
BaTh, KAKME MAIIMHBI MOTYT MOJKIIOYaThCs. B 3TOM citydae MOHO 100aBUTH 3amuch B hosts.allow

K OTKa3aTb B COCAMHCHUU.

9.9.2 @aiin koHpurypauuu auditd.conf
B ¢aitnne /etc/audit/auditd.conf onpenenstorcs nmapameTpbl CiykObl ayauta. lupexTu-
Ba COCTOMT U3 KIIFOUEBOT'O CJIOBA (Ha3BaHUs MapaMeTpa), 3HaKa paBEeHCTBA U COOTBETCTBYIOLINX €My JlaH-
HBIX (3HaueHus napamerpa). Ha onHoi cTpoke MOxeT ObITh He O0JIbIle 0OHOM NUpeKTUBLL. Bee Ha3BaHMs
U 3HAYCHMs NapaMeTPOB YYBCTBUTEIbHBI K PErucTpy. JlOMyCTHMBbIE KIIOYEBBIE CIOBA IEPEUUCIIEHBI B
tabn. Tabnuna 10. Kaxxnas ctpoka nomxHa ObITh orpannueHa 160 cumBonaMu, nHaue oHa OyJeT Mpomy-
meHa. K ¢aiiny MoxHO 100aBUTH KOMMEHTApHH, HAU4aB CTPOKY C CUMBOJIA «#».

Tao6mnuma 10— Onucanue KIFOYEBHIX ¢I0B (aiina kordurypanuu auditd.conf

Koy 3Hayenue

local events KnroueBoe cnoBo yes/no ykaspIBawolee, CIeIyeT JU BKIKOYATh 3alKCh JIOKATbHBIX
coObITHH (3HAYCHHE MO0 YMOJYaHHIO — yes). B cirydae ecnu He0OXOIUMO 3aMKChIBaTh
TOJIBKO COO6HICHI/I$I nu3 CCTHU, CJICAYCT YCTAHOBUTL 3HAUYCHHUEC — NO. 9TOoT napamMeTp
MOJIC3CH, €CIM JIEMOH ayauTa paboTaeT B KOHTeHHepe. J[aHHBIA MapaMeTp MOXKET
OBITH YCTaHOBIICH TOJBKO OJIMH pa3 Mpu 3ammycke ayaura. [lepe3arpyska daiina KoH-
(durypanyu HIKaK Ha HETO HE BIUSET

log file [TonHoe uMms Qaiina, B KOTOPBIHA CIEAyeT 3aUChIBATh XKypHaI

write logs KiroueBoe ci1oBo yes/no, ykaspIBaroliee CleIyeT JIM 3aliChIBaTh KypHAIbI (3Haye-
HHUE TI0 YMOJTYAHHIO — Yes)

log format OdopMmiieHre JaHHBIX B )KypHaje. JlomycTuMBbI 1Ba 3HaueHus: raw u enriched. I[Tpu

ykazanun RAW, nanHble OyayT 3alHMCHIBaTHCS B TOM BHJE, B KOTOPOM OHH TIOJTyda-
torcs oT aapa. 3Hadenue ENRICHED paspemaer nadopmanuto (BMecto uaeHTuu-
Karopa, OynIeT yka3aHo 3HaueHHe): uaeHTuuKaTop monb3oBarens (uid), uaeHTudu-
Katop rpymisl (gid), cucTeMHBIH BBI30B (syscall), apXUTeKTypy U afpec coKeTa nepen
3aIUChI0 COOBITHS HA AUCK. DTO TIOMOTaeT OCMBICIUTD COOBITHS, CO3IaHHBIE B OJHON
crucTeMe, HO COOOIICHHBIC/TTPOAHATU3UPOBAHHBIE B JPYTOW CHCTEME. 3HAUCHHE
NOLOG ycrapeno, BMECTO HETO ClIeyeT YCTaHOBHUTh Mapamerp write logs B 3Haue-

HUE NO

log_group VYka3sbIBaeT Ipymily, Ha KOTOPYIO PaclpOCTPaHSIOTCS MpaBa Ha (aiisl xxypHana (1o
YMOJTYaHUIO — root). MOKHO MCIOIB30BaTh 00 HACHTH(OUKATOD, JTHOO MM TPYIIITHI

priority boost HeotpunarenpbHoe YHCIIO, OMPEACISAIONICE MOBBIINICHUE MPUOPUTETA BBIMOJIHEHUS

ciyxO0bl ayauta. 3HaueHue o ymoiadanuto — 4. [l Toro 4ro0bl HE U3MEHSThH TIPUO -
puTeT, clieyeT ykazarb — 0

flush Crparerus paboTHI C TUCKOBBIM Oydepom.
JomycTuMble 3HaUCHUS:
- none — OTKJIIOYUTh KaKhe-TH00 JTOTOIHUTENbHBIC ACWCTBUS CO CTOPOHBI CITYkK-
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Kimrou

3HaueHue

OBl 0 cMHXpoHU3aUuu Oydepa ¢ TUCKOM;

- incremental — BBIOJHATH 3aMpOCHl HA TIEPEHOC JAHHBIX M3 Oydepa Ha JUCK ¢
JacTOTOH, 3a7aBacMoi rmapameTpoM freq;

- incremental _async — Toxe, 4To u incremental, 32 HCKJIFOUEHHEM TOTO, YTO Iepe -
HOC JJAHHBIX BBITIOJIHSACTCS aCHHXPOHHO s 60Jiee BBICOKOI MPONU3BOANTENBHO-
cTy;

- data — HeMeIUIEHHO CHHXPOHU3UPOBATH JIaHHbIE (aiina;

- Sync — HeMeIUIeHHO CHHXPOHH3HPOBaTh KaK JJaHHbIE, TaK U MeTaJaHHbIe (aiina
IIPH 3aITHCH HA JTUCK.

3HadeHHE 10 YMOYaHHIo — incremental async

freq

MaxkcuMalIbHOE YKCIIO 3alucell )KypHaia, KOTOpble MOT'YT XpaHuThcst B Oydepe. [Ipu
JIOCTUKCHHUU 3TOTO YMCIIa MPOU3BOUTCS 3aTUCh Oy(hepH30BaHHBIX JAHHBIX HA JTUCK.
JlaHHBIN TapaMeTp JOMYyCTUM TOJNBKO B TOM ciy4ae, korna flush mmeer 3HaueHue
incremental mtm incremental async

num_logs

MakcumanbHoe KOIM4ecTBO (haiiioB ¢ KypHanamu. Mcmonb3yercs B TOM ciyuae,
ecnu mapameTp max_log file action mmeer 3HauyeHue rotate. Ecnm ykasaHo umcio
MEHBIIIE JIBYX, IIPU JOCTIDKCHUM OTPAaHMYCHHUS Ha pasMmep (Qaiiina oH OOHYISETCS.
3HaueHne mapameTpa He JOJDKHO MpeBbImath 999. 3nadenue no ymonuanuio — 0 (to
ecTb poranus QanoB He nmpoucxoauT). [Ipu ykazaHuu OGONBLIOrO YKCIAa MOXKET IO-
TpeOOBaThCA YBEIMYNUTh OTPAaHMYCHUE HAa KOJMYECTBO OXKUJAIONIMX 3alpocoB (B
¢aitne /etc/audit/audit.rules). Ecnu HacTpoeHa poTamus KypHaiIoOB, JEMOH IIPOBEPSIET
HaJIM4Me JIMIIHUX JKYPHAIOB W yJalseT UX, YTOObl OCBOOOJHMTH MECTO Ha JHCKE.
[TpoBepka BBHIMOJIHSAETCS TOJBKO IPH 3aMyCKE U MPH MPOBEPKE U3MEHEHHs KOHDUTY-
panuu

name_format

KoHTponupyer, Kak MMEHa Y3JI0B KOMIBIOTEPOB BCTABJISAIOTCS B IMOTOK COOBITHIA
ayIuTa.
JlonycTuMble 3HaYEHUS:

- none — UM KOMIIbIOTEPA HE UCIIONB3YETCS B 3aIIUCU ayIUTa;

- hostname — M3, Bo3BpamaeMoe CUCTEMHBIM BBI30BOM gethostname;

- fqd — yTOo ayauT MpUHMMAaET MM XOCTa M paspeuiaet ero ¢ nomoupio DNS B
MIOJIHOE JOMEHHOE UM 3TOM MallVHBI;

- numeric — cxoxke ¢ fqd, 3a uckmoueHneM Toro, uTo pasperraercs [P-anpec ma-
muHBL. YTOOBI HCIONB30BATh 3Ty ONLHMIO, HY)KHO YOEOMTHCS, YTO KOMaHJAA
hostname -i mmm domainname -1i Bo3Bpamaer 4ucIoBOH agpec. Kpome
TOT0, 3Ta OMNIMA HE peKoMeHJIyerTcs, ecnu ucnoaszyercs DHCP, mockomnbky y
OJTHOHM M TOH K€ MaIllMHBI B pa3HOE BPEMS MOTYT OBITh Pa3HbIE ajipeca;

- UuSer — CTpOKa, OIpeelIeHHas aAMUHUCTPATOPOM B ITapaMeTpe name.

3HaveHHE IO YMOIYAHUIO — hone

name

Crpoka, ompeneneHHas aMHUHUCTPATOPOM, KOTOpask HACHTU(PHULIUPYET KOMITBIOTED,
ecqiu B mapamerpe name_format ykazaHo 3HaAUCHHE USET.

max_log_file

Orpanudenue Ha pasMep (aiiia KypHana B Meradaiirax. JlelicTBue, BBITIOJTHIEMOE
NpY TOCTIDKEHUN paszMepa (aiina yKkazaHHOTO 3HAYCHHUS, MOYKHO HACTPOUTH C IOMO-
mpto napamerpa max_log file action

max_log file action

[eiicTBre, mpeanpruHUMaeMoe MPH JTOCTIKEHUH pa3MepoM (aiiina KkypHaia MaKCH-
MaJBbHOTO 3HAYEHUS.
JomycTuMble 3HaUCHUS:

- ignore — OTKJIIOYUTH KOHTPOJIb HaJ pazMepoM (aiina;

- syslog — 106aBUTH COOTBETCTBYIONIYIO 3aMMCh B CHCTEMHBIH KYypHAIT;

- suspend — IpeKpaTUTh BECTH KypHAT Ha AWCKE (Ciryx)0a aynura OyaeT mpomo-
XKaTb paboTaTh);

- rotate — MPOM3BECTH POTAIMIO XYPHAIIOB, C YAaJCHHEM CaMbIX CTapbhIX, YTOOBI
0oCBOOOANTh MECTO Ha mucke. Tekymwii ¢aiin Oyaer mepenMeHOBaH U OymeT
co3aH HOBBIN Qaitn. Ums npenpiaymiero ¢aiina ;xypHaia OyAeT AOMOIHEHO YUC-
joM 1, a HoMepa Jpyrux KypHaJoB (€Cii OHM MMEIOTCsI) OyayT yBeIUueHbl Ha
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Kimrou

3HaueHue

eaunuily. Takum oOpa3oM, 4yeM OoJjbllle HOMEp Y KypHaja, TEM OH CTaplie.
MakcumanpHoe 9uciio (GaiioB onpenensercs napaMerpomM num_logs (cooTBeT-
CTBHE €My JOCTHUTaeTCs 3a CUeT YHAJIeHHsS CaMbIX CTapbIX JKypHajoB). Takoe
MOBEJICHUE aHAIOTHYHO TIOBEACHUIO YTHINTEI logrotate;

- keep_logs — anamornyno rotate, Ho 4ncio (HaiIOB HE OrpaHUYCHO, ITO MPEIOT-
BpallaeT MoTepro JaHHbIX ayanuTa. JKypHallbl HAKAIUIMBAIOTCS U HE YAANSIOTCS,
YTO MOJXKET BBI3BaTh COOBITHE space_left action, ecim Bech 00BEM 3amOTHUTCS.
OTO 3HAaYCHHUE CIIEAYET UCIOIb30BaTh B COYETAHUN C BHEIIHUM CLIEHAPHEM, KO-
TOPBIH OyJIeT MepHOIMIECKN ApXHUBUPOBATH JKYPHAIIBI

verify _email

OnpenensieT, MPOBEPSETCs T aapec 3JIEKTPOHHON TOYTHI, YKa3aHHBIA B Mapamerpe
action_mail acct, Ha mpeaMeT BO3MOXKHOCTH pa3pelieHus] JOMEHHOTO UMEHH. JTOT
nmapaMeTp JOJDKeH OBITh yKa3aH [0 mapamMeTpa action mail acct, nHade Oyzper uc-
TIOJIE30BAHO 3HAYECHUE IO MOJYAHHUIO — Yes

action_mail acct

AJlpec DJIEKTPOHHOM TOYTHI. 3HAYEHHE 110 yMOJ4YaHuio — root. Eciu aapec He Jio-
KAJIbHBII 110 OTHOLIEHUIO K JAHHOM CUCTEME, HEOOXOAUMO 4YTOOBI B HEl ObLI Ha-
CTPOEH MEXaHW3M OTIPABKU IOYTHL. B yacTHOCTH, TpeOyeTcs Haluuhe KOMaHbl /
usr/lib/sendmail

space_left

MuHUMyM CBOOOJHOTO TPOCTPAHCTBA B MerabalTaX, MPU JOCTUKCHUU KOTOPOTO
JTIOJLKHO BBITIOJTHATRCS IEHCTBHE, OmpeensieMoe napaMmeTpom space left action

space_left action

[eiictBre, mnpeanmpuHIMaeMoe TMpPH JOCTH)KEHHH O0BEMOM CBOOOJHOTO TMIpO-
CTpaHCTBA Ha JIUCKE YKA3aHHOTO MUHIUMYMA.
JlommycTrMble 3HaUCHUS:
- ignore — He TPOU3BOIUTH HUKAKHUX JEHCTBUH;
- syslog — 106aBUTH COOTBETCTBYIONIYIO 3aIMCh B CHCTEMHBIH KypHAIT;
- rotate — MPOM3BECTH POTAIMIO XYPHAJIOB, C YAAJCHUEM CaMbIX CTapbIX, YTOOBI
OCBOOOUTH MECTO Ha JIUCKE;
- email — oTIIpaBUTE yBeTOMIICHHE 10 aApecy, YkazaHHOMY B action_mail acct;
- exec — 3allyCTUTh MPOTrpaMMy MO yKa3aHHOMY IyTH (Tepefaya napaMmeTpoB He
HOJICPKUBACTCS);
- suspend — MpeKpaTUTh BECTH KypHAJI Ha AucKe (ciayx0a aynurta OyAeT mpoIoi-
Karb paboTaTh);
- single — mepeBecTH KOMIBIOTEP B OJHOIIOIB30BATEILCKUI PEKUM;
- halt — BEIKJIFOYHTH KOMITBIOTED

admin_space_left

Kpurnuecknit MUHIMYM CBOOOJHOTO IMPOCTPAHCTBA B MerabalTax, IpH JTOCTHKCHHUH
KOTOpPOTO  JIOJDKHO  BBITIONHSTHCS  JICHCTBUE,  OMpeleNsieMoe — IapaMeTpoM
admin_space left action. JlanHoe neiicTBue ciedyeT paccMaTpuBaTh Kak MOCIEN-
HIOIO Mepy, IpeANpUHIMAaEeMYI0 TIepe]] TeM, KaKk 3aKOHYUTCS MECTO Ha JIUCKe. 3Hade-
HHUE HACTOSIIIEro MapamMeTpa J0JDKHO ObITh MEHbIIe 3HaueHus space left

admin_space_left action

[eiicTBue, mnpennpuHIMaeMoe IpH JOCTH)KEHHH O0BEMOM CBOOOJHOTO TMpPO-
CTPaHCTBA Ha JIUCKE YKAa3aHHOTO KPUTHYECKOTO MUHHMyMa. J[omycTHMBbIC 3HAYCHHS
— ignore, syslog, exec, suspend, single u halt. Oncanue naHHBIX 3HAYEHUH CM. B
ONMCAaHWU mapameTpa space left action

disk full action

[eiicTBue, mpeanpuHUMaeMoe TpU OOHApYKEHHUH OTCYTCTBHS CBOOOJHOTO IIPO-
cTpaHCTBa Ha Jucke. [lomycTuMble 3HaueHus — ignore, syslog, exec, suspend, single u
halt. Onucanue maHHBIX 3HAYCHUH CM. B ONIMCAHHUHM MTapameTpa space left action

disk error_action

JeiicTBre, npeAnprHHAMaeMoe MPpHU BOSHUKHOBEHUH OLIMOKHU B paboTe ¢ auckoM. Jlo-
MyCTHMBbIE 3Ha4eHus — ignore, syslog, exec, suspend, single u halt. Onucanue nan-
HBIX 3HaYCHUI CM. B OITMCAaHHH Iapamerpa space left action

tcp_listen port

UwucroBoe 3HadeHHe B muamnaszoHe 1..65535, mpu ykazaHum KOTOPOTO CTy’k0a ayauTa
Oyzaet npociaymuBarh coorBeTcTByOmui TCP-opT 1ist ayuTa yaaaeHHBIX CUCTEM.
Jemon aynuta MOKeT OBITH CBSI3aH C tCp_wrappers, 4YToObl KOHTPOJIMPOBATh, KaKHe
MaIllMHbl MOTYT TOJKIIOYaThCA. B 3TOM ciydae MOXXHO J00aBHTH 3alich B
hosts.allow u oTka3zate B coenuHennu. Ecnu pemenne pazsepayto B OC Ha ocHOBe
systemd MoxeT noTpeboBaThcsi H3MEHUTH napametp After
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tcp_listen_queue

KonniecTBO pa3pelieHHbIX 0KUIAIOMNX TOAKIIOYCHUH (3alpOIIEHHBIX, HO HE TIpH-
HATHIX). 3HAYEHHE M0 YMOTYAaHHUIO — 5. YCTaHOBKA CIMIIKOM MaJIeHBKOTO 3HAYCHHUS
MOXET IIPUBECTH K OTKJIOHEHHMIO COEAMHEHMH IpH OJHOBPEMEHHOM 3aIlyCKe
HECKOJIBKHX XOCTOB (Hampumep, rnocje c0osi MuTaHus)

tcp_max_per_addr

KonnuectBo 0gHOBpeMEHHBIX NOAKIIOUEeHUH ¢ ogHoro IP-agpeca. 3HaueHuwe 1o
yMmom4aHuio — 1, MakcumanbHOoe 3HadeHne — 1024. YcTaHOBKa CIHIIKOM OOJBIIOTO
3HAYeHHUsSI MOKET MPUBECTH K aTake THIA «OTKa3 B OOCITYXHBaHHHM» TPH BeIECHUHU
JKypHasIa cepBepoM. 3HaUueHHEe 0 YMOJTYaHHIO [TOJIXOAUT B OOJIBIIMHCTBE CIIyvaeB

use_libwrap

Cne;[yeT JIN UCIIOJIB30BaTh tcp_wrappers AJI paclioO3HaBaHUs MOIBITOK MOAKIIHOYC-
HUA C PAa3pCIICHHBIX KOMIIBIOTEPOB. I[OHYCTI/IMBIC 3HA4YC€HUA y€S WJIK NO. 3HadeHue
110 YMOJYaHHIO — V€S

tcp_client_ports

[TopThl, ¢ KOTOPBIX MOXXHO NPUHUMATH COEITUHEHHE. 3HAYCHHUEM TapaMeTpa MOXKET
ObITh OO0 YncIio, MO0 ABa YKcia, pa3AeicHHbIE THPE (IIPoOebl He JOMYCKAIOTCs).
Ecnn mopT He ykasaH, COGQMHEHHs NPUHUMAIOTCS ¢ o0oro mopra. JomycTuMele
3Hauenus 1..65535. Hanmpumep, nms ykazaHus KITMEHTY UCHOIB30BaTh MPUBUIETHPO-
BaHHBIA IOPT, CleAyeT yka3aTb 3HaueHue 1-1023 ans sTOro mapaMmerpa, a Takxke
ycTaHOBUTH omuio local port B daiine audisp-remote.conf. [IpoBepka Toro, 4to Kiu-
€HTHI OTIIPABIISIOT COOOIICHUS C IPUBWIIETHPOBAHHOTO MOPTa, 3T0 (hyHKIHUs Oe3omac-
HOCTH, IPEAOTBPAILAIOIIAS aTAKU C UCTIOJIb30BAHUEM HHBEKIUHI

tcp_client_max_idle

KonuuecTBO cexyHH, B TeUEHUE KOTOPBIX KIMEHT MOXKET Oe3AeHCTBOBATH (TO €CTh,
KaKoe BpeMs OT Hero HeT HUKAaKMX JaHHbBIX). Mcronp3yeTcs Ui 3aKphITHS HEaKTHB-
HBIX COCJIMHEHHI, €CT Ha KOMIBIOTEpE KIIMEHTE BO3HHKIIA ITPOOIeMa, H3-3a KOTOPOH
OH HE MOJXKET 3aBEpIINUTh COCIAWHEHHE KOPPEKTHO. DTO TIIOOANbHBINA MapamMerp, ero
3Ha4YeHHEe JOJDKHO OBITH Ooublie (>kejaTreibHO, B JIBa pasa), 4yem JIro0oi mapameTp
kireHTa heartbeat timeout. 3HadueHne Mo yMoirdaHuio — 0, 4TO OTKITIOYAET ATy MPO-

BEPKY

transport

Ecnu ycranosneno 3nauenune TCP, OynyT ucnons3oBatbest Tonbko TCP-coennnenus
B BHJIE OTKpHITOTO TekcTa. Ecnm ycranoBneHo 3HaueHne KRBS5, ans ayrentuduka-
muu ¥ mudpoBanus OyneT ucronb3oBatbess Kerberos 5. 3HaueHue mo yMordanuio —
TCP

enable krb5

[Ipu 3Ha4yeHun yes — ucnonb3oBaTh Kerberos 5 anst ayrentudukauny u mmdposa-
HUsl. 3HaYE€HHUE 10 YMOJYaHHUIO — NO

krb5_principal

[MpuHnunan s 3Toro ceppepa. 3HadeHnue no ymonuanuio — auditd. I[Ipu 3HaueHUM
N0  yMOJYaHHWIO, CcepBep  OyAeT  WCKaTh KIWOY C  UMEHEM  THIa
auditd/hostname@EXAMPLE.COM B /etc/audit/audit.key mns ayreHTH(UKaH Ce-
051, rae hostname — ums cepBepa, Bo3BpamaeMoe 3anpocoM DNS-umenu no ero IP-
azapecy

krb5 key file

Pacnonoskenue kiroua s MpUHIMIAIA 3TOro KiaueHTa. Daiin Kiroda JOIKEH MpH-
Ha/NIeKaTh Moyb3oBaTento root M umeth npasa 0400. ITo ymomuanuro — ¢aiin /etc/
audit/audit.key

distribute_network

[Tpu 3HaueHHUH yes, COOBITHS, MOCTYMAIOUINE U3 CETH, OYAyT MepeaaBaThcs AHUCIET-
4yepy ayamTa 1uisg 00paboTKH. 3HaUeHHE M0 YMOJYaHHIO — NO

q_depth

YucoBoe 3HaUCHHE, YKa3bIBAIOIIEE, HACKOIBKO OONBINON JOKHA OBITh BHYTPCHHSIS
ouepenp nucrerdepa coObiTuil ayaura. Ouepenp OONbIEro pazMepa Mmo3BOJSET Ty -
e o0pabaThIBaTh OTOK COOBITHH, HO MOKET COJIEpkaTh COOBITHS, KOTOpBIE HE 00 -
pabaThIBArOTCS MPH 3aBepilieHUH paboThl NeMoHa. Eciiu BbI mosydaeTe COOOIICHHUS B
CHCTEMHOM XypHaye 00 yIaJIeHUH COOBITHH, YBEIMYBTE 3TO 3HAUYCHNE. SHAYCHHE TIO
ymomganuio — 2000

overflow_action

OnpepensieT, Kak AEMOH JIOJDKEH pearupoBaTh Ha MEPENOoNHEHHE CBOSH BHYTpEHHEH
ouepenu. Korga 3To mpoucxoaur, 3To 03Ha4YaeT, 4TO MPHHUMAETCS 0OJIbIIe COOBITHIA,
YeM MOJXKHO TIepelaTh JIOUepHHM TpoleccaM. Jrta omubKka o3HAYaeT, YTo TEeKyIlee
COOBITHE, KOTOPOE OH TBITAETCS OTIPABUTH, OyIET MOTEPSHO.
JlonycTuMble 3HaUCHUS:

- ignore — He MPOMU3BOJNTHh HUKAKWX JICHCTBHIA;
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- syslog — 100aBUTh COOTBETCTBYIONIYIO 3aMKUCh B CUCTEMHBIN )KYPHAI;

- suspend — TPEKPATUTh OTHPABKY COOBITHI JOYEPHUM TMporeccaM (Cryxkoa
ayauTa OyIeT IpoaoiKaTh paboTaTth);

- single — mepeBeCcTH KOMIIBIOTEP B OJAHOIOIB30BATCIILCKUH PEKIM;

- halt — BEIKJIFOUHTH KOMITBIOTED

max_restarts. HeotpunarenbHoe 4KCI0, KOTOPOE COOOIAET JUCIETUEPy COOBITHI ayIuTa, CKOJIBKO
pa3 OH MOJKET MOIBITATHCS TEPE3ayCTUTh BBIICAIINN U3 CTpos miaruH. 1o ymomya-
Huto — 10

plugin_dir Mecrto, rae auditd OymeT uckath (haiinbl KOHQUTYpalMK CBOETO IIaruHa

end of event timeout HeoTpunarenbHoe KOJTHYECTBO CEKYH]I, UCMONIb3yeMOe OUOIMOTCYHBIMU MPOLEaypa-

MH TIOJB30BaTEIbCKOTO TMPOCTpaHCTBAa auparse() © yTtuiauTamu aureport(8),
ausearch(8) st Toro, 4ToObl cUMTaTH COOBITHE 3aBEPLICHHBIM NPU aHANK3€ MOTOKA
KypHana coObituid. Ecnu st 0OpabaThiBaeMOro moToka COOBITHIA BpeMsl TEKYIIEro
cobprTus mpesrimaeT end of event timeout ceKyHI MO CPaBHEHHUIO C COBMEIICHHBI -
MU COGI)ITI/IHMI/I, TO COOBITHE CUMTAETCS 3aBCPIICHHBIM

Mpumeuanue. Ins daiina /var/log/audit peKOMEHIyeTCS BBIIEIATh CIICIHAIBHBIN pa3-
nen. Kpome toro, mapametpy flush Heo6xoauMo MpUCBOUTH 3HAUYECHHE SyncC win data.

ITapamerpsl max log file m num logs HEOOXOAMMO HACTPOMTH TaK, YTOOBI ObLIA BO3MOXK-
HOCTb IIOJTHOCTBIO MCIOJIB30BaTh pasnen. CieayeT yuuThiBaTh, YTO yeM Oouiblie (ailyioB HE0OX0IUMO
pPOTHPOBAThH, TeM OOJIbIIIE BpEMEHU MOTPeOyeTCs, YTOOBI BEPHYTHCS K MOTYyYeHUI0 coObITUil aynuTa. [la-
pamerpy max log file action peKOMEHIyeTCs IPHCBOUTHL 3HAYEHHE keep logs.

Jns mapameTpa space left HOMKHO OBITH yCTAHOBIIEHO TAKOE 3HAYEHUE, KOTOPOE JACT aIMU-
HUCTPATOPy JOCTaTOUYHO BPEMEHU, YTOOBI OTPEArupoBaTh Ha MPEAYNPEXKIECHUE U OCBOOOIUTH IUCKOBOE
npoctpancTBO. OOBIYHO 3TO MpEANoiaraeT 3amyck KOMaHIbl aureport -t U apXMBUPOBAHHE CAMBIX
CTapbIX KYPHAJIOB. 3HAUYEHHUE MapaMeTpa space left 3aBUCUT OT CHCTEMBI, B YACTHOCTH OT 4aCTOTHI
HOCTyIUIEHHs: coo0IeHui o coObTusAX. [lapameTp space left action peKoMeHAyeTCs yCTaHOBUTh
B 3HaueHne emai 1. Ecam tpeGyeTcs oTmnpaBka cooOmeH s snmp trap, Hy»KHO yKa3aTh BapHAHT exXecC.

Jlns napameTpa admin_ space left NOMKHO OBITH yCTAHOBIEHO TAKOE 3HAUEHUE, YTOOBI XBa-
TUJI0O CBOOOJHOTO MECTa JUIsl XpaHEHUs 3alHucei O JCUCTBUSAX aJIMUHHCTpATOpa. 3HAUYCHHE MapaMerpa
admin space left action ciexyer ycTaHOBHTh B single, OrpaHUYUB, TAKUM 00pa3oM, crocod
B3aUMOJICUCTBUS C CUCTEMOM KOHCOJIBIO.

HevictBue, ykazanHoe B disk full action, BEIIONHAETCS, KOrAa B pa3zeie yKe HE OCTaloCh
cBoboaHoro Mecta. Jloctyn K pecypcaM MaIiMHbI J0JKEH ObITh TIOJHOCTBIO MPEKPaIlleH, TaK Kak 0oJbIie
HET BO3MOXKHOCTH KOHTPOJIMPOBATh pabOTy CHCTEMBI. JTO MOXHO ClelaTh, yKa3aB 3HaueHHe single
wm halt.

3HayeHue napamerpa disk error action ciueayer ycTaHOBUTH B syslog, single, nmbo

halt B 3aBUCUMOCTH OT COTJIAIICHUS] OTHOCHTEILHO 00pabOoTKH COOEB anmapaTHOTro 00eCIIeueHUsI.
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MMOACUCTEMEBI ayJiiuTa y KIIMCHTA, TaK KaK OH HC CMOXKCT BOCCTAHOBUTH COCAMHCHUC C TCMH KE€ aApcCaMU

Y MIOpPTaMHU XOCTa, ITOKA HE UCTEYET TauMayT 3akpbiTus coenuHenus TIME WAIT.

993 Komanma auditctl

Komanga auditctl ucnonb3yercs I HACTPOMKHM MapaMeTpoB SJpa, CBS3aHHBIX C ayIWUTOM,

MOJIYYCHHU COCTOAHUA U I[O68.BJ'I€HI/I$I/ YAAJICHHUA IIPABUIT ayJUTA.

Cunrakcuc KoMaHIael auditctl:

auditctl J[omnumm]

Onuuu komanas! auditetl mpencrasnensr B Tabaunax Tabmuna 11 — Tabouna 13.

Tab6nauna 11— Onuuu koHpurypauuu komanasl auditctl

Ormug
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-b <konunuecTBO>

YCTaHOBHTh MaKCUMallbHOE KOJHMYECTBO JOCTYIHBIX Ui ayaurta Oydepos,
OKHZaoMmuX 00pabOTKM (3HAUEeHHUE B SAApE MO yMON4YaHuio — 64). B ciyyae
eciau Bce Oydepsl 3aHITHI, TO AIPOM OYIET BBICTABIICH (hiar c0os

--backlog wait time <Bpems_o-
KUAJTAHUSI>

VYcraHOBUTH BpeMs OXHAAHUA I sAApa  JOCTIDKCHHS — 3HAYCHHS
backlog_limit (3HaueHue B sipe no ymonuanuto — 60*HZ), npexae, uem cra-
BUTH B OU€peb JOMOJHUTENILHBIE COOBITUS ayAnuTa U UX Nepeaadn ayJuTy.
Yucno MOKHO OBITH OOJBIIE WM PaBHO HYINIO, HO MEHbBIIE, YeM JICCATH -
KpaTHOE 3HAYCHUE M0 YMOITIAHUIO

--reset backlog wait time actual

COpocuTh cueTyrK (PaKTHIECKOTO BPEMECHU OXKHJIAHHMS HEBBIOJHEHHOW pa-
0O0TBI, MOKa3aHHBIA KOMAHIOW COCTOSHUSI

-C

[Ipomomxkare 3arpyath npaBuia, HECMOTps Ha ommoOKy. CymMmupyeT pe-
3yNbTaT 3arpy3ku npasui. Koj 3aBepiieHus OyIeT OMIMOOYHBIM, €CITU KaKoe-
100 MpaBWIIO HE OYJET 3arpyKeHo

Y anmuTh Bce TpaBHUia U TOYKW HAOMIOneHUs. MOXET TakKe MPUHUMATD Ta-
pametp -k

YcranoBuTh (aar 6;10kupoBku: 0 — OTKITIIOYUTDH ayAWUT, | — BKIIIOYUTH ayIuT,
2 — 3aIIMTHTh KOHPHUTYpaUuIo ayauTa OT W3MeHeHui. Jns ucrnonb3oBaHus
JTAHHOH BO3MOXXHOCTH HEOOXOIUMO BHECTH [aHHYIO KOMaHIy ITOCIIETHEH
crpokoit B (aiin audit.rules. Ilocie e€ BBITIONIHEHUS BCE MONBITKH H3MEHUTH
KOH(UTypaluio OyAyT OTBEPrHYTHl C yBEJOMJIGHHEM B JKypHAJIaX ayauTa
(4T00OBI 3a7EHCTBOBATH HOBYIO KOH(UTYpALHMIO ayAnuTa, HEOOX0IUMO Iepe3a-
TPY3HUTh CHCTEMY)

£10..2]

YcranoButh criocobd o0pabdoTku st duiara coos: O=silent, 1=printk, 2=panic.
[To3Bomsier onpenenuTh, KakuM 00pazoM sapo OyneT oOpadaThBaTh KPUTHU-
gyeckue omuOku. Hampumep, ¢uar cOost BBICTABISETCS TP CIETYIOIINX
YCIIOBHSAX: OIIMOKH Nepeadyl B IPOCTPAHCTBO CITy>KOBI ayANTa, IIPEBBILICHHIE
nuMuTa 0ydepoB, oKuAaoIMX 00paboTKU, BBIXO/ 3a TIPEACibl MaMsITH spa,
NPEBBILICHUE JIMMUTA CKOPOCTH BBIIAYM COOOLICHWH (3HaueHUE, YCTAaHOB-
JIEHHOE M0 YMOJYaHUIO — 1, JUI CHCTEM C TOBBIILICHHBIMH TPEOOBaHHUAMH K
0e30macHOCTH, 3HaUeHHe 2 MOXKET ObITh 00Jiee MPEATIOYTUTENHHO)

KpaTkas noMoms o apryMeHTaM KOMaHIHON CTPOKH

UrnopupoBath omMOKK MpH YTEHUH NpaBwi U3 Qaina. Ecnu onmust nepena-
Ha KaK apryMeHT -S, TO 4HCJa MHTEPHPETHPYIOTCSI B IOHSTHBIE YEJIOBEKY
CJIOBA, €CIIM 3TO BO3MOXKHO

--loginuid-immutable

Caenatp login UID Hen3MeHsieMbIM cpa3y Mocjie ero ycTaHoBKU. st u3Me-
Henus login UID tpebyercss CAP_ AUDIT CONTROL, nostomy HempuBHu-
JIETUPOBAHHBIN I0JIb30BATENIb HE MOXKET €r0 M3MEHUTh. Y CTaHOBKA 3TOTO
napamMeTpa MOXET BbI3BATh MPOOJIEMbI B HEKOTOPBIX KOHTEHHEpax
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-q TOYKa-<MOHTHPOBAHUS,IIOJIE-
peBo>

[Ipu HanmuuKM TOYKU HAOJIOACHUS 33 KaTaJoroM M OObEAMHEHHH HIIH Iepe-
MEIIEHUH MOHTHPOBaHHs IPyroro mojjaepeBa B HaOmromaeMoe MOIAEPEBO,
HEOOXOJMMO YKa3aTh SAPY, CAENaTh MOHTHPYEMOE IOJJEPEBO SKBUBAJIEHT-
HBIM IpOCMaTpHUBaeMoOMy KaTajiory. Eciu mojiepeBo yxe CMOHTHPOBAHO BO
BpeMs CO3AaHUs TOUKH HAOMIOACHMS 3a KaTaJloroM, MOIEPEBO aBTOMAaTHie-
CKM TIOMEYaeTcsl Uil MPOCMOTpa. DTH [1Ba 3HAUCHUS pa3fAeisieT 3amarasi, OT-
CYTCTBHE 3aI5ITON IPUBEICT K OMMNOKE

-r <4yacrtora>

YcTaHOBHUTE OTpaHHYEHNE CKOPOCTH BbIaun coobuieHuii B cekynay (0 — Het
orpannyeHns). B ciydae eciau 3Ta 4acToTa HE HyJIeBas, M OHA MPEBBIIACTCS
B XOJie ayauTa, ¢uar cOosl BHICTABISICTCS SIIPOM JUTS BBITIOJIHEHHS COOTBET-
CTBYIOIIETO ACHCTBUS. 3HAUCHUE, YCTAHOBJICHHOE 0 yMOTIaHuio — 0

--reset-lost

COpocuTh CYETUHK MOTEPSHHBIX 3aMKcel, 0TOOpakaeMbIX KOMaHJION cTaTyca

-R <caiimr>

Yurare npasuia u3 Qaiina. [IpaBuia g0MKHBI OBITH OPraHU30BaHbI CIEAYIO-
M 00pa3oM: pacroyiaratbCs O OJTHOMY B CTPOKE M B TOM IOPSAIKE, B Ka-
KOM JIOJDKHBI UCTIONHAThCA. HakmaapiBaroTes ciaenyromye orpaHndeHrs: Bia-
JenbleM (aitna qomKeH ObITh T00t, M JOCTYN Ha YTEHUE JOJDKEH OBITH TOJb-
K0 y Hero. Daiir MOXKeT coiepaTh KOMMEHTapHH, HAYNHAIOIINECS C CUMBO-
na «#y». [IpaBuia, pacnojiokeHHbIE B (aiiie, UACHTUYHBI TEM, YTO HAOHUPAIOT-
csl B KOMaHJHOH cTpoke, Oe3 ykazanus ciosa auditctl

--signal <curnan >

OtnpaBuTe curHan aemoHy ayauta. llogmepskuBaemele curHansl: TERM,
HUP, USRI, USR2, CONT wu ymoOHbIe IUIA TIONB30BATENsl BEpCHU Stop,
reload, rotate, resume, state

-t

O0pe3ath NOICPEBhS MOCIIC KOMaH Ibl MOHTUPOBAHUS

Taonuma 12 — Onuuu cocrossuust koMauas! auditctl

Omug

Onucanue

BrIBecTH ciMcok Bcex MpaBHMII IO OJHOMY IPABHITY B CTPOKE. DTOM KOMaH e
MOTYT OBITh MPENOCTaBICHBI JBE OMIMH: KIt04 GribTpauuu (-k), 4ToObI BbI-
BECTH CITMCOK TPaBWJI, COOTBETCTBYIOIINX K04y, JIMOO ommus (-1) WHTEp-
npeTupyronas 3HaueHus noieit ot al 10 a3, 111 KOPPEKTHOTO OIpeeNICHNS
3HAYEHUI apTyMEHTOB CUCTEMHBIX BBI30BOB

-m <TE€KCT>

Ilocnats B CUCTCMY ayauTa MOJb30BATCIbLCKOC COO6H_[CHI/I€. KOMaH,[[a MOXKET
OBITh BEIIIOJIHEHA TOJIBKO n3-1oJq yquHoﬁ 3aIucu root

[onyuutk cratyc ayauta. byayT moka3aHsl 3HAUEHHsI, KOTOPhIE MOXHO yCTa-
HOBHTD C ITOMOIIIBIO OmIui -¢, -f, -r u -b. 3HaueHue pid — 3T0 HOMEp TpoLec-
ca cimyxObI ayaurta. 3Hauenue pid 0 ykassIBaer, 4To ciyx0a aynuTa He pado-
taeT. [lome lost cooOrmraer, CKoIBKO 3amucel COOBITHH ayauTa OBIIIO OTOPO-
IIICHO M3-3a nepenoiHenus oOydepa aynuta. [lose backlog coobiaer, ckojb-
KO 3ammcedl COOBITHI ayJuTa HaXxOIUTCS B odepeaw, oxunas, korma auditd
npouuTaeT ux. C 5TUM MapaMeTpoM MOXKHO HCIOJIb30BATh OMIIMIO -1 JJIs UH-
TepIpeTaluy 3HaYeHU HEKOTOPBIX TOJIeH

-V

Brisectu Bepcuto auditctl

Ta6numa 13— Omuu npaBun komar el auditctl

Ormug

Onucanue

-a <CIIHCOK,IeHCTBHE|
JICVCTBUE,CITUCOK>

Jl06aBUTH MpaBUJIO C YKa3aHHBIM JIEHCTBHEM K KOHITy crrcka. HeoOxommmo
YUUTBIBATb, YTO 3HAYCHHA (CIIMCOK» U «,)leI\/'ICTBI/ISI» Pa3aciiCHbI 33H$ITOI>‘I, u eé
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Ormug

Onucanue

OTCYTCTBHE BbI30BET OmHMOKY. [1oJ1st MOTYT OBITh YKa3aHBI B JIIOOOM MOPSAKE

-A <CIHCOK,ICHCTBHE>

I[O6aBI/ITI: IMPpaBWJIO C YKA3aHHBIM HeﬁCTBHCM B Ha4aJio CITMCKa

-C <f=f | fI=f>

Co3maTth MpaBUIIO CPaBHEHHSI MEXKAY MOJSIMU. MOXKHO TepeaBaTh HECKOJIb-
KO CpaBHEHUM B OJHON KoMmaHAHOM cTpoke. Kaxkmoe u3 HUX JOKHO Ha4M-
Hatbes ¢ -C. Kaxkoe npaBuiio cpaBHEHUs J00aBIsieTcst APYT K APYTY, a Tak-
e K IpaBHIaM, HAUMHAIOIIUMCS C -F U1 MHHULMUPOBAHUS 3alUCH ayAUTA.
[ToxnepsxuBaroTCs 7Ba oreparopa — paBHO W HE paBHO. JlOMyCTUMBIE OIS
auid, uid, euid, suid, fsuid, obj uid; u gid, egid, sgid, fsgid, obj gid. [se
rpynmsl uid U gid He MOryT OBITH CMEIIaHbl. BHYTpH TpymIibl MOKET OBITh
ClIeNIaHo JTF000e CpaBHEHHUE

-d <cmucok,aeiicTBue>

VY aanuth NpaBUjIo ¢ YKa3aHHBIM JeHCTBUEM M3 cnucka. [IpaBuiio ynamsercs
TOJIBKO B TOM CITy4dae, €CJIM MOJHOCTHIO COBIIANIM M UMS CHCTEMHOTO BBI30Ba
U IOJIsL CPaBHEHUS

D

Y anmuTh Bce TpaBHUia U TOYKW HAONIOIeHUs. MOXET TakKe MPUHUMATD Ta-
pametp -k

-F <n=v | n!=v | n<v | n>v | n<=v |
n>=v | n&v | n&=v>

3amaTh MoJie CpaBHEHUS IS MpaBuiia. ATpUOYTHI MO CIEAYIONIHNEe: 00bEKT,
omeparusi, 3Ha4eHUe. BO3MOXKHBIE OOBEKTHI MOJISI CPABHEHUS MOKa3aHbI B
tabn. Tabmuna 14. B onHOM KOMaH[e MOMMyCKaeTCsl 3aaBaTh A0 MECTHIIECS -
TH YeThIpeX MoJjiei cpaBHeHus. Kaxioe HOBOE IMOJie JAO/DKHO HAYMHATHCS C
-F. Aynutr OynmeT reHepupoBaTh 3alKcCh, €CJIM MPOU3OILIO COBMAJCHUE IO
BCEM IIOJISIM CpaBHEHHS. J[OIMyCTHMO MCIIOIB30BaHKUE OJTHOTO U3 CIICTYIOIIUX
BOCHMH OIIEPATOPOB: PaBHO, HE PaBHO, MEHbIIIE, OOJBINE, MEHBIIIE THOO paB-
HO, OoJibIle 1100 paBHO, OMTOBas Macka (n&v) u OuToBas mpoBepka (N&=v).
burtoBas mpoBepka BBITIONHAET ONepaluio «and» HaJl 3HAYCHUSIMU U TIPOBE-
pSIeT, paBHBI TU OHU. bUTOBas Macka MPOCTO BHIONHSAET OMeparuio «andy.
[Tons, onepupyrolire ¢ UASHTUDUKATOPOM IOJIb30BATEIIS, MOTYT TaKXKe pa-
0oTaTh C MMEHEM TII0Jb30BaTEIsl — IPOrpaMMa aBTOMATHYECKU IOJIYYUT
UACHTU(UKATOP TOJIH30BATENS U3 er0 UMEHHU. To ke caMoe MOXKHO CKazaTh U
PO MIMsI TPYIIIBI

-k <ximrou>

YcraHOBHTh Ha MpaBWIO K04 QuiubTpanuu. Kirod ¢uibTpanmu — 310
NPOM3BOJIBbHAS TEKCTOBAsI CTPOKa AMMHOM He Oombme 31 cumBona. Kitou mo-
MOTaeT YHUKAJIbHO HACHTH(HUIUPOBATH 3aIICH, TCHEPUPYEMBIC B XOJIE Ay TH-
Ta 32 ToukoW HaOmoneHus. [lowck 3HAYEHUS KIFOYa MOXKHO BBITIOJIHUTH C
HOMOIIBI0 KOMaHAbI ausearch. Kitou Taxske MOXHO HCIOIB30BaTh AJS yna-
neHus Beex npasudi (-D), nnu npasui ¢ onpeaenaeHHbIM kiodoM (-1). B npa-
BHUJIC MOXHO HCIIOJIb30BaTh HECKOIBKO KITFOUCH

-p <r|w|x|a>

YcraHoBUTh (QUIBTP MpaB JOCTyNa JUIs TOYKH HAOJIOJIEHHS: I=YTCHHE,
W=3aIlUCh, X=HCIIOJHEHHE, a=W3MEHEHHE aTpuOyTa. OTHU pa3pelicHHus He
SBIISIIOTCS CTAHJAPTHBIMU pa3pelieHusIMA 1iis (HaiioB, a MPeNCTaBISIFOT CO-
00if CBOETO pojla CHCTEMHBIN BBI30B, KOTOPHIH MOXET NIeaTh MOJ00HBIC BE-
M (CUCTEMHBIE BBI3OBBI «read» M «write» He BKIIOUEHBI B 3TOT HAaOOp, TO-
CKOJIBKY JIOTH aynuTa OblIH OBl NeperpyxeHsl HHpopManuei o padboTe 3THX
BBI30BOB)

-S <uMs UMM HOMEp CHCTEMHOTO
BbI30Bajall>

B ciyuae ecnm kakoi-1u00 MPOIIECC BHIMOTHICT YKA3aHHBINH CUCTEMHBIN BbI-
30B, TO ayAUT FEHEPUPYET COOTBETCTBYIOIIYIO 3aMUCh. B ciydae ecnu 3Haye-
HUS TIOJIeH CpaBHEHUS 3a/IaHbl, a CUCTEMHBIN BBI30B HE YKa3aH, MPaBWIO Oy -
JIET TIPUMEHSITHCI KO BCEM CHCTEMHBIM BBI30BaM. B 0fHOM mpaBuie MOXKET
OBITH 3a1aHO HECKOJIBKO CUCTEMHBIX BBI3OBOB — 3TO ITOJIOKUTCIIBHO CKa3bIBa -
eTcs Ha MPOU3BOAMTEIILHOCTH, TIOCKOJIBLKY 3aMeHsIeT 00pabOTKy HECKOIBKHX
npaBwi. CiieqyeTr yKa3blBaTh 110 JIBa MPABHIIA: OJHO IS 32-OUTHOM apXUTEK-
Typhl, Apyroe ansi 64-OuTHOM, 4TOOBI yOEAWTHCSA, YTO SIAPO HAXOIUT BCE
OXKHUJaeMbIC COOBITHS

-w <myTh>

Jlo6aBuTh TOUKy HaOmoneHUS 3a (HaHIOBBIM OOBEKTOM, HAXOSMIIMMCS IO
yKa3aHHOMY nyTd. JloOaBiieHHEe TOYKH HAOJIOACHHS K KATaJlory BEPXHEro
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Ormug

Onucanue

ypOBHS 3ampenieHo sapom. ['pynmossie cumBoibl (wildcards) Takxke He MO-
T'YT OBITh MCIOJB30BAHBI, MOMBITKH UX HCIIOIB30BAHUS OYIyT reHepHUPOBAThH
npeaynpexaamiee coodmenne. BHyTpeHHe TOUKH HAONIO/ICHHS peann30Ba-
HBI KaK cliekeHue 3a inode. YcraHoBKa TOUKH HaOJIOACHUS 3a (ailyioM aHa-
JIOTMYHA UCTIONB30BaHMIO MapaMeTpa path B mpaBuiie CHCTEMHOTO BbI30Ba -F.
YcTraHoOBKa TOYKHM HAONIOJCHHUS 332 KaTaJOroM aHaJOTM4YHA HCIOJIh30BAHUIO
mapamerpa dir B IpaBuIIe CHCTEMHOTO BBI30Ba -F. EqMHCTBEHHBIMH JOITYCTH-
MBIMH TapaMeTpaMy TMPH HCIOJG30BAHUN TOUYCK HAOIOACHUS SIBISIOTCS -
p u -k. He pexoMeH1yeTcsi HCIOIb30BaTh TY OMIIHIO, T.K. OHA ycTapena

-W <nyTtp>

VYaanuth TOYKy HaOmroacHWs 3a (ailioBbIM 00BbekTOoM. I[IpaBmio OMKHO
TOYHO COBIIadaTh

Tab6numa 14 — OOBEKTH OIS CPABHEHUS

OOBexT Omnwucanue

a0, al, a2, a3 UeTpIpe MEpBBIX apryMEHTa, IMepeJaHHbBIX CHCTEMHOMY BBI30BY. CTPOKOBBIC apTyMEHTHI
HE TMOJJICPKUBAIOTCSA. JTO CBS3aHO C TEM, YTO SAPO JOJDKHO MOJYyYaTh yKazaTelb Ha
CTPOKY, a MpOBepKa MOl 10 3HAYCHMIO ajpeca yKasaTels He jkenarelbHa. Takum 00-
pa3oM, HeoOXOIMMO HCIIONB30BATh TOJBKO NUGPOBBIC 3HAYCHUS

arch ApXHTEKTypa mpoleccopa, Ha KOTOPOM BBIMOJIHSETCS CHCTEMHBIA BbI30B. [lis ompeie-
JICHUs1 apXUTEKTYPBl HEOOXOIUMO MCIIONIB30BaTh KOMaHy uname -m. MoKHO HamucaTh
NpaBuia, KOTOpble B HEKOTOPOH CTENEHH HE 3aBHCAT OT apXUTEKTYpHl, TOTOMY YTO THII
Oyzet omnpenensaTbcs aBToMaTHYeckd. OJHAKO CHCTEMHBIC BBI30BBI MOTYT 3aBHCETh OT
apXUTEKTYPHI, H TO, YTO AOCTYMHO Ha X86_64, MoxeT ObiTh HemocTymHO Ha PPC. Onmust
arch JoKHA MpenIecTBOBaThH OMIUH -S, yToOb! auditct]l 3HaMN, KaKyr0 BHYTPEHHIOIO Ta-
OJIHILY WCIIONB30BaTh ISl IOMCKA HOMEPOB CHCTEMHBIX BBI30BOB

auid Unentudukatop moms30BaTeNs, UCIOIb30BAHHBIN JUIS BXOAa B cucTeMy. MOXHO WHcC-
M10JIb30BaTh 00 UM [TOJI30BATENS, TMO0 HACHTHU(PUKATOP MOJIB30BATEIIS

devmajor ['naBsbli HOMep ycTpoiicTBa (Device Major Number)

devminor BcenomorarensHbIit HoMep yerpoiictBa (Device Minor Number)

dir [TomHBIiA TyTh K KaTAJIOTy AJIS CO3MaHMs TOUKK HaOmoaeHus. [lomemnraer Touky HaOIO-
JICHHS] B KaTaJor U PEKYPCHBHO BO BCE €ro mojiepeBo. MOKHO HUCIOIBb30BaTh TOJIBKO B
CIHCKE exit

egid JlelficTBUTENbHBIN HISHTH(YHUKATOP TPYIITHI

euid JleficTBUTEIRHBIA HASHTH(HUKATOP IMOJIH30BaTENS]

exe AOCOIOTHBI TyTh K TMPHIOKECHUIO, K KOTOPOMY OyIeT HMPUMEHSTHCS 3TO TPABUIIO.
MOHO HCIOJIB30BaTh TOJIBKO B CIHMCKE eXit

exit 3HavyeHue, BO3BPAIIaeMOE CUCTEMHBIM BBI30BOM IPH BBIXOJIE

fsgid WnenTndukarop rpymmsl, mpuMEHsIeMbIH K halIoBOM cHCcTEME

fsuid WnenTndukarop moas30BaTeNs, MpUMEHIEMbIH K (haliJIoBOM cucTEME

filetype Tun nenesoro ¢aiina: daii, KaTaior, COKeT, CChUIKa, CUMBOJI, 010K unu FIFO

gid WpenTudukaTop rpynmsl

inode Howmep inode

key AnbTepHATHBHBIN CIOCO0 YCTAaHOBUTH K04 QruibTpanuu. Kimrou GuisTpa — 3To mpou3-
BOJIbHAsI CTPOKAa TeKcTa JIMHON a0 31 Oaiita. OH MOXET OJHO3HAYHO MIACHTHU(PHUIIMPO-
BaTh 3allMCH ayJIuTa, CO3AaHHBIC MPAaBUIOM. 3HAa4YEHHE KII0Ya MOXHO MCKaTh C TIOMO-
nIpto ausearch, 4ToOBI HAXOUTH PE3yIbTATHI, HE3ABHCUMO OT TOTO, KAKOE MPABUJIIO BbI-
3BaI0 coObITHe. KitFod MOKHO TakKe MCIOJIb30BaTh I ymajaeHus Bcex (-D) u crmcka
npaBu (-1) s BEIOOpa MpaBuMII ¢ ONPEAEICHHBIM KITIOYOM

msgtype Hcnonp3yercst A5 IPOBEPKU COBHAAEHHS C YHCIOM, ONHMCHIBAIOIIMM THUI COOOILEHHS.

MoskeT UCITOIB30BaThCA TONBKO B cIMcKax exclude u user

obj_uid

UID o0nekTa
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OO0BbekT Onucanue

obj gid GID o0bekra

path [Nomueiii myTh K (haiimy s TOYKKM HaOmoneHUsS. MOXET UCHONb30BaThCS TOJNBKO B
CITHCKE eXit

perm OunpTp mpaB goctyna s GaiioBeIx omeparuii. MOXXeT HCIOJIb30BaThCs TOJIBKO B
cnucke exit. MOXXHO MCIONIB30BaTh 0€3 yKa3zaHHs CHCTEMHOTO BBI30Ba, IIPU 3TOM SAPO
BBIOEPET CHCTEMHBIE BBI30BBI, KOTOPBIC YJIOBICTBOPSIOT 3aMPAITHBACMBIM Pa3pelICHUM

pers ITepcoHanbHBIH HOMEP ONEPAITMOHHON CUCTEMBI

pid Wnentudukarop npoiiecca

ppid WpenTrdukaTtop poauTeNnbCKOro mporecca

sessionid Wpentudukarop ceanca NoIb30BaTes

sgid Y CcTaHOBJICHHBIH MACHTH(MUKATOP TPYIIIBI

success Ecnu 3nadenne, Bo3BpamaeMoe CUCTEMHBIM BBI30BOM, Ooiible b0 paBHO 0, TaHHBIH
00BeKT OyzeT paBeH true/yes, nHaue false/no. [Ipu co3panum mpaBuia HY)KHO HCIIONB30-
BaTh 1 BMecTo true/yes u 0 BMecTo false/no

suid Y cTaHOBICHHBIN HISHTH(HUKATOP MONTb30BATENs

uid WaenTndukarop moap30BaTeNst

9.9.4

Komanna aureport

KoMmanga aureport reHepupyeTr UTOTOBBIE OTYETHI HA OCHOBE JIOTOB CITY>KOBI ay/IUTa ¥ MOXKET

MPUHUMATH JaHHBIC CO CTaHAApPTHOTO BBOJA (stdin) g0 Tex mop, MoKa Ha BXxoje OyayT HeoOpaboTaHHBIE

JaHHbBIE JIOTOB. Bee OT‘-IéTI:I, KpOME€ OCHOBHOI'O UTOIOBOI'O OT‘IéTa, COACPIKAT HOMEpA COOBITHH ayaura.

I/ICHOHBSYSI HX, MOXHO IIOJIYYUTH MOJHBIC JAaHHBIC O COOBITHH C MOMOIIBI0O KOMaHJIbl ausearch -a

<HOMEP coburTusa>. B ciIy4dae, €CJii B OTYETE CIUIIKOM MHOIO JAaHHBIX, MOXHO 3aJ1aTb BPEMA Ha4dajla

" BpEMs OKOHYAHUSA JJISI YTOUHCHHUA BPEMCHHOI'O IIPOMEIKYTKA.

OT4éThI, TeHEpUpYEMbIE aureport, MOTYT OBITh MCIIOJI30BAHBI KaK UCXOMHBIH MaTepuai AJis

MOJIyYEHUS PA3BEPHYTHIX OTYETOB.

CHUHTaKCUC KOMaHIbl aureport:

aureport [onuwmm]

Omnuu KOMaH[IBI aureport mpecTaBieHsl B Ta0. Tadimna 15.
Tab6numa 15— Onuuu koMa"abl aureport

Omus Onucanune
-au, --auth OTuéT 0 MOMBITKAX ayTeHTH(QUKAIIH
-a, --ave OT1uéT 0 avc cooOIIEeHMSIX
--comm OTu€T 0 BHINOJIHEHUU KOMaH]{
-c, --config OTuéT 00 M3MEHEHUIX KOHDUTYpaITIH
-Cr, --crypto OT4€T 0 COOBITHSIX, CBA3AHHBIX C KOJTUPOBAHUEM
--debug 3anuchiBaTh HEKOPPEKTHBIE COOBITHSI, KOTOpPBIE IPOITyCKatoTcsl, B stderr

--eoe-timeout <cexkyH-
IbI>

YCcTaHOBUTH TaliM-ayT OKOHYaHUsI aHau3a coObIThi (cM. ormcanue end of event time-
out B auditd.conf). YcraHoBKa 3TOro 3HAYECHHS TEPEOINPEACITUT JF000E HACTPOCHHOE
3HaueHue, HaiinenHoe B /etc/auditd/auditd.conf

-e, --event

OTYET 0 COOBITUAX

--escape <OmIus>

OKpaHMpOBaTh BbIBOA. Bo3morkHble 3HaueHus: raw, tty, shell u shell quote. Kaxnmprit
PEKUM BKIIIOYAET B CE0s1 CUMBOJIBI NIPEABIAYILEIO PEKUMA U SKPAHUPYET OOJIbILE CUM-
BoJIOB. To ecTpb shell BkitouaeT Bce CHMBOJIBL, SKpaHUPYEMBbIE tty, U JOOABIIET HOBBIC.
3HaueHHe M0 YMOJTYaHHUIO — tty
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Omus Onucanue
-f, --file Otuér 0 (aiinax u cokerax
--failed s 06paboTku B oT4eTaxX BBHIOMPATh TOJBKO HEynauHble coObITHs. [lo yMomdanuto mo-
Ka3bIBAIOTCS KaK yJlauHble, TAaK ¥ HeyTauHble COOBITUS
-h, --host Oruér 0 XocTax
-1, --interpret TpaHcnMpoBaTh YHCIIOBBIE 3HAUEHHSI B TEKCTOBBIE. Hanpumep, naeHTH(UKATOP MOIB30-

Barens OyIeT TPaHCIUPOBAH B UMS MOJIb30BaTEINS. TPAaHCIISIIHS BHITIOTHAETCS C UCIIOIb -
30BaHHMEM JTAHHBIX C TOW MAITMHBI, TJIC 3aIyIieHa KOMaHIa aureport

-if, --input <daiin>| | Ucnonb3oBaTh yka3zaHHbIH (aiiyl MK KaTajgor BMECTO JIOTOB ayJUuTa. JTO MOXET OBITh

<Karanor=> MOJIC3HO IIPH aHANK3€ JIOTOB C JAPYroil MAIlMHBI WK MIPH aHAIN3€ YaCTUYHO COXPAHEH-
HBIX JIOTOB

--input-logs Hcnonp3oBaTh MecTononoxeHue daiina xypHana n3 auditd.conf kak ucxoqHbIe TaHHBIE
Juisl anau3a. [IpuMeHsieTcs Ipu MCIOIb30BaHMH KOMAaH/IBI aureport B 3aIaH|H Cron

--integrity OTu€T 0 COOBITHSX LIETOCTHOCTH

-k, --key OTué€T 0 KII0YEBHIX CJIOBaX B MpaBHIax

-1, --login OT4YET O MOMBITKAX BXOJIA B CHCTEMY

-m, --mods OTuéT 00 N3MEHEHHUAX MOJB30BATEIHCKUX YUCTHBIX 3aIMHCEH

-ma, --mac Otuet o cobOpiTusix Mandatory Access Control (MAC)

-n, --anomaly

Ot1uér 00 aHOMANBHEIX COOBITUSIX. DTU COOBITHS BKIIOYAIOT nepexon CeTeBOit KapThl B
6eCHOpﬂHOQHLIﬁ PEKHUM U OIINOKH CECTMCHTAINN

--node <ums y3ma>

OT00pa3uTh B OTYETE TOIBKO COOBITHS CO CTPOKOH <mMs y31a>. [Io yMoIrgaHUIO BKITIO-
YeHbI Bee y3ibl. JlomyckaeTcst mepeurcieHne HeCKOJIbKUX Y3JI0B

-nc, --no-config

He Brmouats coOpitie CONFIG_ CHANGE. 910 0co0eHHO MOoe3HO ISl KIFUYEBOr0
0T4eTa, NOCKOJIBKY NPaBUIIa ayluTa BO MHOTHX CIy4asx MUMEIOT KiIoueBble MeTKH. Mc-
10JIb30BAaHHUE ITOH onuuu u30aBiISET OT JOXKHBIX cpadaThIBaHUI

-p, --pid OtuéT 0 mporeccax

-1, --response OTuéT 0 peakuusx Ha aHOMAJIbHBIE COOBITHUS

-8, --syscall OTYET O CHCTEMHBIX BBI30BaX

--success Jns oOpaboTku B OT4eTaX BHIOMPATH TONBKO yaadHble coObITHs. [0 ymMomuanuio moka-
3BIBAIOTCS KaK yJIaYHbIe, TAK M HEYyJauHble COOBITHS

--summary I'eHepupoBaTh UTOTOBBI OTUET, KOTOPBIN AaeT HH(POPMALIUIO TOJILKO O KOJHYECTBE dJIe-
MEHTOB B TOM WJIM UHOM oTyeTe. Takol peskuM ecTh HE y BCeX OTYETOB

-t, --log I'eHepanyst OTYETOB O BPEMEHHBIX PaMKax Ka)JI0ro oT4éra

--tty OTYETHI 0 HAKATHIX KJIABHIIAX

-te, --end <pmata> | UckaTh cOOBITHS, KOTOpPHIE MPOU3OIUIN paHblIe (MM BO BpeMs) YKa3aHHOW BPEMEHHOM

<BpeMms> Touku. Popmar JaTel U BpEMEHM 3aBHCHT OT PETMOHAIBHBIX HACTpoek. B cimyuae ecnmn

JlaTa He yKa3aHa, TO oJapa3yMeBaeTcs TeKyuil aeHb (today). B cmydae ecnin He ykasa-
HO BpeMsi, TO MOAPa3yMeBaeTCsl TeKYIH MOMEHT (now)

-tm, --terminal <rep-
MHUHAI>

OT4éT 0 TepMHUHANAX

--ts, --start <mara> | Mckatb COOBITHS, KOTOpPbIE TMPOM3ONUIH TOCHe (MM BO BpeMs) yKa3aHHOW BpeMEHHOU
<Bpems> TOYKH

-u, --user OT4€T 0 MOJIL30BATEIISIX

-v, --version BrIBecTr BepcHio MporpaMMbl U BHIATH

--virt OTt4er 0 COOBITUSAX BUPTYaIH3AIIH

-X, --executable

OT1uéTt 00 UCIIOHAEMBIX 00BEKTAX

Hotammro BpeMeHH cienyeT UChoib30BaTh B (hopmare «24 dacayn, a He «AM/PMy. Hanpuwmep,

JaTa MOKeT ObITh 3amaHa kak «10/24/2005», a Bpems — kak «18:00:00». Taxxe qomycKaeTcsi HCTIOIB30-

BaTh CIICAYIOIIHEC KIIFOUCBLIC CJIOBA:

- now — ceityac;

- recent — IecITh MUHYT Ha3ax,
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- boot — Bpems 3a CeKyHy 10 TOT0, KOTJa CUCTEMa 3arpy’Kajlach B IMOCIEIHUHN pa3;
- today — mepBast ceKyH/1a OCJIe TIOTYHOYH TEKYIIETO JTHS;
- yesterday — nepBasi CeKyH/ia IOCJI€ MOTYHOUN MPEIbIIYILEro AHS;
- this-week — mepBasi cekyHaa mocie MOIyHOUYU MEPBOTO JHS TEKYIIeH HEeJleH, MePBbIid IeHb HEle -
JIM OTIPE/ICTISIETCS. M3 PErHOHAIIBHBIX HACTPOEK;
- week-ago — mepBasi CeKyH/1a IocJe MOIyHOYH POBHO 7 JIHEW Ha3asm;
- this-month — nepBast cekyH/a nocie MmoJiyHOYH IMePBOTo YKcia TEKYIIero Mecala;
- this-year — mepBas cekyH/a Mociie NOJyHOUYH MEPBOTO YUCIIA IEPBOTO MECAIa TEKYIIEro roja.
99.5 Komanna ausearch
Komanga ausearch sBnsercs HHCTPYMEHTOM IOKMCKA I10 JKypHaIy ayJauTa. ausearch MOXeT
Tak)Ke MPUHUMATh JaHHBIE CO CTaHAApTHOro BBojA (stdin) 10 Tex mop, moka Ha Bxoje OyayT HeoOpabo-
TaHHBIC TAaHHBIE JIOTOB. Bce yclioBwsI, yKa3aHHbBIE B TapaMeTpax, O0bETUHSIIOTCS JTOTHIECKIM «I».
Kaxnpiii cucteMHBIN BBI30B sipa U3 MOJIb30BATEIHCKOTO MPOCTPAHCTBA M BO3BPAILEHUE TaHHBIX B
MOJIb30BaTEIHCKOE MPOCTPAHCTBO UMEET OJJUH YHUKAIBHBIN (7151 KaXKJOTO0 CHCTEMHOTO BBI30BA) MICHTH -
¢duxaTop coObITHSI.
Paznuunbie gacTy sigpa MOTYT H0OABISATH IOTIOHUATENBbHBIC 3amuch. Hampumep, B coObITHE ayu-
Ta JUIs CHCTEMHOTO BbI30Ba «openy 100asisercs 3anuch PATH ¢ umeHeM ¢aina. ausearch nokasbiBa-
€T BCE 3aIlCH COOBITHA BMECTE. DTO 03HAYAET, UTO MPH 3aMPOCE ONpPEAeIICHHBIX 3alHicell pe3yabTaT MO-
JKeT comeprkarh 3anucu SYSCALL.
He Bce Tumebl 3anuceii comepkar ykazanHywoo uHdopmanuo. Hanpumep, 3anucs PATH He cofep-
JKUAT UM y371a Uy loginuid.

CuHTaKCcuC KOMaHIBl ausearch:
ausearch [omnumm]

Ornnuu koManael ausearch nokasaunsl B Ta0i1. Tabnuna 16.
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Taonunga 16 — Onquu koMaHael ausearch

Omnms

Onucauue

-a, --event <uaeHTU(PUKATOP
COOBITHS>

Hckath  coOBITHA C  3aJaHHBIM  HACHTHQHUKATOpoM. B coobmenun:
msg=audit(1116360555.329:2401771), unenruduxarop COOBITHSI — YHCIIO MOCIIES
«». Bce coObITHs aynuTa, CBSI3aHHBIE C OJTHUM CHUCTEMHBIM BBI30BOM, UMEIOT OJTH-
HAKOBBIM WACHTH(HKATOD

--arch <CPU>

HckaTh cOOBITHS HA OCHOBE OIPEACIICHHON apXUTEKTYpHI Ipoteccopa. s ompe-
JICJICHUS] aPXUTEKTYPhl HEOOXOAUMO MCIOIb30BaTh KOMaHIy uname -m. B ciy-
qae, ecii apxutektypa [I9BM HemsBecTHa, HEOOXOUMO HCIIONB30BATH TAOIUITY
32-X OWTHBIX CHUCTEMHBIX BBI30BOB, €CJIHM OHa mojiepxkuBaercs [I9BM, mMoxHO
MCTIONB30BaTh b32. AHaIOTMYHBIM 00pa3oM MPUMEHSETCS TaOIUIlA CHCTEMHBIX
BBI30BOB b64

-C, --comm <comm-name>

HckaTth cOOBITHS € 3alaHHBIM «COMM hame», IMEHEM HCIOJHIeMOoro (Qaitra u3
CTPYKTYPBI 33J1a4H

--debug

BriBecTr coo0ieHus, npomnyieHHbie stderr

--checkpoint <dpaiin
KOHTPOJBHON TOUKH>

KoHTposnbHAs TOYKa — 3TO BBIBOJA MEXKAY IIOCIEIOBATEILHBIMA BBI30BAMHU
ausearch, Tak 4TO B OCJIETYIONINX BBI30BaX OyIyT BBIBOJUTHCS TOJIBKO COOBITHS,
HE IOIAaBIIME B MPEABIAYIIUN BHIBO/I.

CoOriTie auditd cocTouT M3 OJHON MM HECcKONbKHX 3amuceid. [lpum obpaborke
coOpITHs ausearch ompemenser coOBITHS KaK 3aBEpIICHHBIE W HE3aBEPIICHHEIC.
3aBepieHHOE COOBITHE — ATO OJJHO COOBITHE 3aIMCU WM TO, KOTOPOE MPOU30IILIO
paHblIe, YeM 3a JIBE CEKYH/IbI TI0 CPABHEHHUIO C TEKYIIUM 00padaTbiBaéMbIM COOBI -
tieM. KoHTponbHas ToYKa 00eceyrBaeTcsl My TeM 3aIHCH MTOCIIEIHETO 3aBEPILICH-
HOTO COOBITHS BBIBOJIa BMECTE C HOMEPOM YCTPOMCTBA M MHJIEKCOM (aiina 1mo-
CIJIC/THETO 3aBEPIIUBIIETOCS COOBITHS B (aii KOHTPOJIbHOM ToukH. [lpu ciemxyto-
IIeM BBI30BE ausearch 3arpy3uT JaHHbIE KOHTPOJBHOH TOYKH W MpH 00paboTKe
(aitnoB xypHaia, OyaeT oTOpachiBaTh BCE 3aBEepIICHHBIE COOBITHS, TTOKa OHU HE
COOTBETCTBYIOT KOHTpOJIBHOﬁ TOYKEC, B 3TOT MOMCHT ausearch HAYHET BBIBOJAUTH
COOBITHSA

--eoe-timeout <CEKyHIbI>

YCcTaHOBUTH TaWM-(payT OKOHYaHHS aHAJIN3a COOBITHs. YCTaHOBKA 3TOrO 3HAYe-
HUS TIEPEOTIPENCIAT JI000e HACTPOCHHOE 3HadeHWe, HaliaeHHoe B /etc/auditd/
auditd.conf

-e, --exit <kom>

HckaTh COOBITHSI HA OCHOBE Koga CUCTCMHOI'O BBI3OBa exit U errno

--escape <Omus>

OKpaHHPOBaTh BBIBOJ. Bo3mokHbIe 3HaUeHus: raw, tty, shell u shell quote. Kax-
IBIA PeXUM BKIIIOYAeT B ce0sl CHMBOJIBI MPEIBIAYIIETO PEKUMA M SKPAHHPYET
Ooubire cuMBOJIOB. To ecTh shell BKItodaeT Bce CHMBOIIBI, SKpaHUPYEMBbIE tty, U
100aBysieT HOBbIE. 3HaUCHHE TI0 YMOJTYAHHIO — tty

--extra-keys

Ecnn napamerp format umeeT 3Ha4eHUE €SV, BEIBECTH CTOJIOEI] C TOOJIHUTEIBHOM
nH(pOpMaIe.

PaboTtaer Tonbko c 3anucamu SYSCALL, xotopsle ObUTH 3amiicaHbl B pe3yJIbTaTe
3aIlycKa MpaBUIa ayIuTa, ONPEAEICHHOTO KII0UYOM

--extra-labels

Ecmu mapametp format mMeer 3HadeHHE CSV, TO0O0ABUTH MH(POPMAITHIO O METKaX
CyOBeKTa U 00BEKTa (ECIIM METKH CYIIECTBYIOT)

--extra-obj2 Ecnu nmapamerp format numeer 3HadeHue csv, JOOABUTH MHPOPMAIMIO O BTOPOM
00BbeKTe (ecin OH CyIIecTBYeT). BTopoii 00beKT HHOT 1A SIBJISETCS YaCThIO 3aITHCH,
HarpuMep, Ipy NepeuMeHOBaHNHN (aiiia Ui MOHTHPOBAHHUHU YCTPOMCTBA

--extra-time Ecnmu mapamerp format uMeeT 3HaueHue csv, 100aBUTh UHPOPMAIMIO O BPEeMEHH

IpoCTOA

-f, --file <daitn>

Hckatb coOBITHS C 3a/TaHHBIM UMEHEM (haiina

--format <omumn>

Ot¢dopmaTrpoBaTh COOBITHS, KOTOPBIE COOTBETCTBYIOT KpUTEpHUsAM Houcka. [lox-
nepxuBaembie hopmatel: raw, default, interpret, csv u text. 3HadyeHue raw omnuca-
HO B onuuu raw. [Ipu 3Hauennn default crpoku BeIBonsATCS O€3 hopMaTupoBaHus,
B BBIBOZIEC MCIIOJIB3YETCS OJJHA CTPOKA B KaYEeCTBE BH3YAJILHOTO Pa3AeIUTENs, J1a-
Jee YKa3bIBaeTCsl METKa BPEMEHH, a 3aTeM CIEIYIOT 3allUCH COOBITHs. 3HAUCHHE
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Omnuus

Onucanue

interpret 0OBsICHSCTCS B ONMCAHUH ONIMU -i. [Ipy 3HaUeHNH cSv pe3ynbTaT HOUC-
ka BeIBoguTCs B opmare CSV. 3HaueHue text mpeoOpasyeT BBIBOI K (opMaTy
NPEUIOKEHNH, YTO YIPOIIAeT MOHUMAaHHE BBIBOJA, HO NPOHMCXOMUT 3TO 3a CUET
[IOTEPHU AeTANICH

-ga, --gid-all all-<unentugu-
KaTop TPyMIIbE>

Hckatp coObiTus ¢ 3agaHHBIM 3()()EKTUBHBIM MM OOBIYHBIM HIIEHTH(UKATOPOM
TPYIIIBI

-ge, --gid-effective <addex-

Hckath coOBITHS ¢ 3amaHHBIM 3(PGEKTHBHBIM HIACHTH(GUKATOPOM TPYIIIBI HITH

THUBHBII uaeHTudukarop | uMeHeM rpymnmbl

IPYMITbE>

-gi, --gid <rpynmna> HckaTh cOOBITHS C 33JTAHHBIM WACHTH(OUKATOPOM TPYIIIbI WA KIMEHEM TPYIIIL.
-h, --help CrpaBka

-hn, --host <ums y3na>

Hckarb coOBITHS € 33J]aHHBIM UMEHEM y3i1a. IMs y31a MoXKeT ObITh HMEHEM y3J1a,
MOJIHBIM JJOMEHHBIM UMEHEM WJIH ITU(POBBIM CETEBBIM aIPECOM

-1, --interpret

TpaHcnrpoBaTh YHCIOBBIE 3HAYECHUS B TEKCTOBBIE. Hampumep, mmeHTHQHKATOD
TTOJTB30BATEINSI OYIET TPAHCIMPOBAH B MM IOJIH30BaTENA. TPAHCISAINAS BBITIOHS-
€TCsI C UCTOJIH30BAHUEM JIAHHBIX C TOM MAIIIMHBI, IJIe 3allyllieHa KOMaH1a ausearch

-if, --input <daitm>|<kara- | Mcrnons30BaTh yka3aHHBIH (Qaiiil WM KaTaJor BMECTO JIOTOB ayAHTa. DTO MOXKET

jor> OBITh TIOJIC3HO TIPH aHAJIHM3E JIOTOB C APYTrOH MAIIMHBI W TIPH aHAJIHU3E YaCTUYHO
COXpaHCHHBIX JIOTOB

--input-logs Hcnonws3oBaTh MecTomoyiokenue (aiina xypHana u3 auditd.conf kak ucxomHble
JaHHbIe U1 aHanu3a. [IpuMeHseTcs TpH WCIONb30BAaHMM KOMaHbI ausearch B
3aIlaHHUH Cron

--just-one OCTaHOBUTHCS TIOCIIE BBIJAYHU MEPBOTO COOBITHUS, COOTBETCTBYIOIIECTO KPUTEPHSIM

ITOHCKa

-k, --key <kmiroueBoe cioBo>

Hckath cOOBITHS C 3aJaHHBIM KJIIOYCBBIM CJIOBOM

-1, --line-buffered

COpacsIBaTh BBIBOJ IMOCJIE KAXIOH CTPOKH

-m, --message <THIT>|<CITH-
COK THUIIOB>

HckaTh coObITUS € 3aaHHBIM THIIOM, IIPH 3TOM MOKHO yKa3aTh CIIMCOK 3Haye-
HUH, pa3feNeHHbIX 3amsIThiIMi. MOKHO yKa3aTh HECYIIECTBYIOIIHMN B COOBITHAX
il «ALL», KOTOpHIH MO3BOJSET MONYYUTh BCE COOOIIEHUS CHUCTEMBI ayauTa
(cTIMCOK JOITyCTUMBIX THUTIOB OyIeT MoKa3aH, €ClIM yKa3aTh 3Ty OIIUI0 0e3 3Hade-
Hus). Tum cooOleHnss MOXKET OBITh CTPOKOHM MM YHCIOM. B crivcke 3HaueHHi
3TOTO MapaMeTpa B KadecTBE Pa3/eNuTelNsl MCIONb3YIOTCS 3alsIThle U MpOOeIbI
HEAOyCTUMBI

-n, --node Hckare coObITHS ¢ ompeneneHHoro y3na. Jlomyckaercsi yka3aHHe HECKOJIbKHX
y3II0B (17151 BEIBOJIA JOCTATOYHO COBMAJICHHE JTIO00T0 y311a)
-p, --pid <wunentudukatop | Mckarb coOBITHS C 3aJaHHBIM UAECHTH(OUKATOPOM Ipoliecca

mporecca>

-pp, --ppid <uaeHTHdUKATOP

HckaTh cOOBITHS ¢ 3aTaHHBIM HICHTH(DUKATOPOM POJUTEIHLCKOTO TIpoliecca

nponecca>

-I, --raw HeoOpabotanHsiii BeIBOJ. Vcronb3yeTcs A U3BJICUCHUS 3amucei s aibHe -
IIETO aHaJIN3a

-sc, --syscall <cucremusiii | UckaTh cOOBITHS ¢ 3aJaHHBIM CUCTEMHBIM BBEI30BOM. MOXKHO yKa3aTh HOMEpP WA

BBI30B> HMMs CUCTEMHOT0 BbI30Ba. [IpH yka3aHWU UMEHHM CHCTEMHOTO BBI30Ba, OHO OyJeT
MIPOBEPEHO MO Ta0JIMIIE CUCTEMHBIX BEI30BOB HA MAIlTMHE, IJIC 3aIlyIIeHa KOMaH/1a
ausearch

--session  <umeHTtudukarop | Mckare coOBITHS C 3aJaHHBIM UACHTH(PUKATOPOM ceaHca. DTOT aTpHOyT yCTaHaB-

ceaHca> JIUBACTCS, KOTJIa MOJIb30BaTeIb BXOJUT B CHCTEMY W MOXET CBA3aTh JIFOOOM PO-

LECC C OonpCACJICHHBIM UMCHEM I10JIb30BATCIIA

-sv, --success <¢mar>

Uckare coObITHS ¢ 3agaHHBIM (DJIaroM YCIIENTHOTO BBIOMHEHHA. JlomycThMeble
3Ha4eHHUs: yes (yCIenHo) u no (Hey1agHo)

-te, --end <maTa> <Bpems>

Hckare coOBITHS, KOTOPBIE MPOU3OLLIM paHblle (MIM BO BpeMs) yYKa3aHHOH Bpe-
MEHHOM Touku. @opmar JaThl 1 BpEMEHHU 3aBUCHUT OT PErHOHABHBIX HACTpoeK. B
CIIydJae ecly AaTa He yKaszaHa, TO Mojpa3yMeBaeTcs TeKymui neHs (today). B ciry-
Yae eclid He YKa3aHO BPEMsl, TO MOPa3yMeBaCTCs TeKYIUNA MOMEHT (NOW)
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Omnuus

Onucanue

--ts, --start <gata> <Bpemsa>

Hckars cOOBITHS, KOTOPBIC MPOM30LUIMA TOCHE (WM BO BpeMs) YKa3aHHOH Bpe-
MEHHOI TOYKU

-tm, --terminal <repMuHaI>

Uckate coObITHs ¢ 3ajaHHBIM TepMUHAIIOM. HekoTopsie ciy>k0b! (Takue Kak cron
1 atd) ucTIoNB3YIOT UMl cITyKOBI KaK MMsI TEpMHHAJA

-ua, --uid-all <unentuduxa-
TOP MOJIb30BATEIS>

HckaTp coOBITHA, Y KOTOPBIX JTI00OH M3 WaeHTH(]UKaTOpa Modbp30BaTeNs, 3P Qek-
THBHOTO MJICHTU(HUKATOPA monb3oBartens wiu loginuid (auid) coBmagaroT ¢ 3amaH-
HBIM WICHTH(HKATOPOM MOJIB30BATEIS

-ue, --uid-effective <addek-
THUBHBIH UACHTH(DUKATOP
10JIb30BATEIIS>

Hckatb coObITHS ¢ 32IJaHHBIM 3(PPEKTHBHBIM UIEHTH(HUKATOPOM ITOJIB30BATEIL.

-ui, --uid <unpeHTHUGHUKATOP
10JIb30BaTENS>

HckaTh cOOBITHS ¢ 33TaHHBIM HICHTH(DUKATOPOM ITOTH30BATEN

-ul, --loginuid <unentuduxa-
TOP HOJIb30BATEIS>

Hckath coOBITHS C 3a1aHHBIM UACHTU(OUKATOPOM MOJIb30BaTens. Bee mporpammel,
KOTOPEBIE €r0 MCIOIB3YIOT, JO/HKHBI HCIOJB30BaTh pam loginuid

-uu, --uuid <uaeHTHGUKATOP
rocTs>

HckaTh cOOBITHS ¢ 3aTaHHBIM HICHTH(OUKATOPOM TOCTS

-V, --version

IToxa3aTh BEPCHIO U BBIATHU

--vim, --vm-name <umsa Io-
CTs>

Hckath coOOBITHS C 3aJaHHBIM UMCHEM T'OCTA

-X, --executable <mporpawm-
Ma>

Hckatp coOBITHS C 3aJaHHBIM UIMEHEM UCTIOIHIEMOM MPOTrpaMMBI

Horamuto BpemMeHu cienyer MCmonb3oBaTh B hopmate «24 yaca», a He «AM/PM». Hanpumep,

JIaTa MOKeT ObITh 3amaHa kak «10/24/2005», a Bpems — kak «18:00:00%». JlomyckaeTcsi TakyKe HCIIONIB30-

BaTh CJIICAYIOIINE KIIFOYEBBIC CJI0OBA:

-  now — ceMyac;

- recent — AeCATh MUHYT Ha3a/;

- boot — Bpems 3a CeKyH/Iy IO TOTO, KOT/Ia CHCTEMa 3arpy’Kajiach B TIOCJICIHUI pa3;

- today — nepBas ceKyH/1a nociie MOJIyHOUH TEKYIIEro JHS;

- yesterday — mepBasi CeKyH/ia IOCJI€ MOTYHOUN MPEIbIIYILEro JHs;

- this-week — nepBast CCKyHa IMOCJIC TTOJYHOYH IIEPBOT'0 JHA TeKymeﬁ HCACIIN, HepBBIfI JACHb HCIC -

JIA ONPEACIIACTCA U3 PCTUOHAJIBHBIX HACTPOCK;,

- week-ago — mepBasi CeKyH/1a 1MocJje MOJyHOYH POBHO 7 THEH Ha3as;

- this-month — nepBast cekyH/a Mocie MoJyHOYH MEePBOTo YKcia TEKYIIero Mecala;

- this-year — HepBad CCKyHIa MOCJIC MOJYHOYH IICPBOI0 YHUCJIa IEPBOTO MECALla TCKYUICTO IroJia.

9.9.6

Hactpolika poranuu »ypHajaoB ayauTa

[IpaBuna poranuu KxypHajaoB ayAuTa HacTpanBawTcs B (paiine /etc/audit/auditd.conf.

HaHpHMep, AJIs1 TOr'o YTOOBI IIpU HEXBATKC MCCTA HAa JUCKE CTApPbIC 3allMCH 3aTUPAIMCh HOBBIMH,

HE0OXOAMMO BHECTH CIICyIONTNEe U3MEHEeHU B daiin /etc/audit/auditd.conf:

max log file = 8
space left = 100

space left action =

ROTATE
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rue:

max log file — makcuMalbHBIA pa3smep (aiina xKypHana B MOaiT;

space left —MMUHMMYM CBOOOJHOIO NIPOCTPAaHCTBA B MOaT;

space left action — neiicTBue (B JaHHOM cilydae crapele (aiibl sKypHanoB OynyT yna-
JAThCS, OCBOOOKIAst MECTO JIJIsl HOBBIX).

[Tocre BHeceHus m3MeHeHus: B ¢ain /etc/audit/auditd.conf, ang Toro 4ToObl HOBBIE

HAaCTPOMKHU BCTYIWIH B CHITY, HEOOXOJIMMO TIEpeunTaTh KoHPuryparuio audi td:

# service auditd reload

9.9.7 Omnpenenenue mpaBuil ayiuTa

Cucrema ayauta paboTaeT Ha OCHOBE HaOOpa MpaBWJ, OMPENSISIONINUX, YTO JOJIKHO (DUKCHUPO-

BaThCs B (hailnax KypHainoB. MOXKHO yKa3aTh ClI€AYIOIINE TUIIbI TPABUJI ayANUTA!

rules

npaBuiIa KOH(PUrypanuu — MpaBuiia, NO3BOJSIOIINE U3MEHUTh TOBEJICHUE CUCTEMBI ay/IuTa U He-
KOTOpPBIX €€ HACTPOEK;

npaBuia (ailyloBoi CUCTEMBI — MO3BOJISAIOT MIPOBEPSTH AOCTYI K ONpeNesEHHOMY (hailily WM Ka-
TaJory;

IIPaBWJIa CUCTEMHBIX BBI30BOB — PErMCTPUPYIOT CHUCTEMHBIE BBI30BBI, BBIIIOJIHSIEMbIE YKa3aHHOU
IIPOrpamMMoi.

[IpaBuna ayiuTa MOTyT OBITh YCTaHOBIICHBI:

B KOMaHHON CTPOKE C MOMOILBIO YTUINTHI auditctl (3T mpaBuiIa HE COXPAHIIOTCS MOCIe Te-
pe3arpy3Ku CUCTEMBI);

B (ailnax B katayore /etc/audit/rules.d/

[Ipumeuyanue. Ilpumepsl mpaBui ayauTa MOXHO HMPOCMOTpeTh B KaTajore /ust/share/audit-

. UToOBI HCTIONB30BATh UX, IOCTATOYHO CKOIMMPOBATH BRIOpaHHKIC MpaBmiia B /etc/auditd/rules.d.

9.9.7.1 Ycmanoexa npasun c nomowwio auditctl

Komanna auditctl nmo3BossieT ynpaBiasTh OCHOBHBIMU (DYHKITMSIMHM CUCTEMBI ayJHUTa U OIpesie-

JSITh TIpaBUIa, ONPEACIISIONINE, KAKHE COOBITHS ayIUTa PETUCTPUPYIOTCS.

[Ilpumeuanue. Bece komaHabl, KOTOpbIE B3aUMOJAEUCTBYIOT CO CIY»XOOW aynuta u (aitmamu

KypHaja ayiuTa, TpeOYyIOoT MPUBUIIETHIA 100t.

[TpaBwia ayaura ObIBaOT 3 BUIOB: KOMaH/IbI ypaBieHus (control), mpaBwia (aiioBol CHCTEMBI

(file) m mpaBuIa cucTeMHBIX BBI30OBOB (syscall).

KOMaHI[BI YIIpaBJICHUSA O0OBIYHO BKJIFOYAIOT HaCTpOﬁKy CUCTCMBbI ayJiuTa, a HC YKa3aHUC, 3a YCM en

cieautb. OOBIYHO ATH NpaBUIIa HAXOIATCS B BepXHeH yacTu ¢aiina npaBuil.

[Tpumeps! mpaBuIl U3MEHEHUsT KOH(PUTYpanuu:

YCTaHOBUTH MAaKCUMAIHbHOE KOJMYECTBO CYIIECTBYIOMUX Oy(dhepoB ayauTta B spe:



464

# auditctl -b 256
- YCTaHOBHTH CIOco0 o0paboTku ams ¢uiara cOost (IeHCTBUE, KOTOPOE BBIMONHSIECTCS MIPH O0HAPY -
KEHUHM KPUTUYECKOM OIIHNOKH):
# auditctl -f 2
B JJAaHHOUM KOH(UTYpaIllUU B CITy4ae KPUTHUECKOM OIMOKHU OyJeT BbI3BaH kernel panic;
- 3alIUTUTh KOHQUTYPALHIO aAyJUTa OT U3MCHCHHIA:
# auditctl -e 2
B pe3yJIbTaTe BCE MOMBITKH H3MEHUTh KOHPUTYpAIUIo ayauTa OyAeT OTBEPTHYTHI:
Operation not permitted
- BBIBECTH KOH(PUTYpAIUIO ayauTa:
# auditctl -s
- BBIBECTHU CIIMCOK BCEX 3arpy’KCHHBIX B JJAHHBIA MOMEHT IIPaBUJI Ay UTa!
# auditctl -1
- yJaJUTh BCE 3arpy>KCHHbIC B JAHHBII MOMEHT MpaBUJIa ayaUTa:
# auditctl -D
Ectb nBa criocoba nmosrydeHust uHGOpMAaIuu 0 paboTe CUCTEMBI ayIuTa:
- TOJIy4UTh 0a30BYI0 HH()OPMAITUIO MOXKHO, BHITTOJTHUB KOMaH Ty
# auditctl -s
enabled 1
failure 1
pid 795
rate limit O
backlog limit 8192
lost O
backlog 0
backlog wait time 60000
backlog wait time actual O
loginuid immutable 0 unlocked
- MOJIyYUTh BHYTPEHHHE METPUKH ayJUTA, BBIIOJHUB KOMAH/IbI:
# auditctl --signal state
# cat /var/run/auditd.state
audit version = 4.0.1
current time = 03/26/25 20:32:41
process priority = -4

writing to logs = yes
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current log size = 708 KB
max log size = 5120 KB
logs detected last rotate/shift = 0
space left on partition = yes
Logging partition free space 35335 MB
space left setting 75 MB
admin space left setting 50 MB
logging suspended = no
file system space action performed = no
admin space action performed = no
disk error detected = no
Number of active plugins = 0
current plugin queue depth = 0
max plugin queue depth used = 0
plugin queue size = 0
plugin queue overflow detected = no
plugin queueing suspended = no
listening for network connections = no
[TpaBua ¢aitioBoil CUCTEMBI UCIIONIB3YIOTCS JIISL AyANTa JOCTYIA K OTMPEeNICHHBIM (aiiiaM Win
karasoram. Ecnu myTh, yka3aHHBIN B TTpaBuiie HAOIIOACHUS, SIBISIETCS KaTaJIoroOM, TO UCIIOIb3yeMOe TIpa -
BUJIO PEKYPCUBHO MPHUMEHSETCS K HIDKHEH YacTH JiepeBa KaTajoroB, UCKII0Yas JII00bIe KaTaloru, KOTo-
pbie MOTYT OBITh TOUKAMH MOHTHPOBAHHUSI.
UrtoOb! onpeeauTh NpaBuiIo GaitioBOi CUCTEMBI, HCIIOIB3YETCS CISAYIOIINN CHHTAKCHC:
# auditctl -a always,exit -F arch=b64 -F path=nyrs x dainy -F
perm=paspemenusa —-F key=uMa Kjmoua
rae:
- TyTh_K_(aiiny — daiia Wi KaTtajior, MoAJIe)Kalui ayIuTy;
- paspelieHus — pa3peleHus], KOTOPbIE PErUCTPUPYIOTCS:
" 1 — JOCTYI Ha uTeHue ¢ailyia uiK KaTranora;
" W — JIOCTYI Ha 3aIuch K (aiiily Wiu KaTajory;
" X — JIOCTYIl Ha UCIOJHEHHE K (Daiiy UM KaTaory;
" a-— uU3MEHeHue aTpulyTa ¢aiina uiK KaTanora;
- UMA_KII04Ya — HeoOs3aTeIbHasl CTPOKa, KOTopas MOMOTAeT OMpPEAesIUTh, KaKoe MPaBUiIO WU Ha-
O0p TpaBWII CO3/1a]Ti KOHKPETHYIO 3alUCh B KypHAaJeE.

Jlnis myyniei mpou3BOIUTENILHOCTH CIeAyeT yKa3aTh rosie arch B mpasuiie.



466

[Tpumeps! npaBuil GailioBON CHCTEMBI:

- 3amuChIBATh BCE MOMbBITKU U3MeHeHus ¢aina /etc/shadow:

# auditctl -a always,exit -F arch=b64 -F path=/etc/shadow -F perm=wa
-F key=shadow

- 3amuUChIBAaTh BCE MOMBITKY U3MeHeHus (aiioB B karajore /etc/httpd2/:

# auditctl -a always,exit -F arch=b64 -F dir=/etc/httpd2/ -F perm=wa
-F key=apache

- perucTpupoBaTh BINOJIHEHHE KOMaHbl /sbin/modprobe:

# auditctl -a always,exit -F arch=b64 -F path=/sbin/modprobe -F perm=x
-F key=modules

[IpaBuia cUCTEMHBIX BBI30BOB 3arpy’KalOTCs B MEXAHH3M COIMOCTABIICHUS, KOTOPBINA MEpPeXBaThl-
BaeT KAXK/bIi CUCTEMHBIN BBI30B, KOTOPBII JENIA0OT BCE MpOorpamMmsl B cucteMe. O4eHb BaXKHO UCIIOJIb30-
BaTh MPABWJIA CHCTEMHBIX BBI30BOB TOJBKO TOTJA, KOTJIa 3TO HEOOXOIMMO, MTOCKOJIBKY OHH BIIHMSIIOT Ha
MIPOU3BOIUTENLHOCTD. YeM 0oJbllie mpaBuil, TeM OO0JIblle MaJeHUue MPOU3BOIUTEILHOCTH. MOKHO MOBBI-
CUTh MPOU3BOAUTEIHLHOCTh, OOBEINHSS CUCTEMHBIE BBI30BBI B OJTHO MPABUIIO, KOTJAa 3TO BO3MOXKHO.

Jliist noGaBIeHMSI MPaBUII CUCTEMHBIX BBI30BOB HCIOJIBL3YETCS CleAyromas (hopMa 3armicu:
# auditctl -a CIMCOK, OeCTBME -F arch=[b64|b32] -S
UM CHUCTEMHOT'O BEI3OBa —F OuIbTPH -k mMMA Kioua

3/ech CIHUCOK — 3TO CHHCOK COOBITHH, B KOTOPBIH clieyeT A00aBUTh TpaBuio. JlOoCTyIHBIE
CITUCKHU:

- task — 100aBUTh NPABUIIO K CIUCKY, OTBEYAIOIIEMY 3a MPOLECChl. DTOT CHUCOK MPABUI HCIIONb-
3yeTcsl TOJIKO BO BpEMs CO3/laHusl Mpoliecca — KOTAa poAMTENbCKUN mpouecc Bbi3biBaeT fork()
i clone(). Ilpu ucnonb30BaHUM ATOrO CHMCKA MOXHO HCIIONIB30BaTh TOJIBKO T€ MOJIS, KOTOpPhIE
M3BECTHBI BO BpeMs co3nanus mporecca (uid, gid u Tak nanee);

- exit — mob6aBUTh MPABIIO K CIKCKY, OTBEYAIOIIEMY 32 TOYKH BBIXOJIa U3 CHCTEMHBIX BBI30BOB.
DTOT CIMCOK MPUMEHSETCS, KOT/Ia HEOOXOAMMO CO3/IaTh COOBITHE JIIS ayJuTa, MPHUBSI3aHHOE K
TOYKaM BBIXOJ]a U3 CUCTEMHBIX BHI30BOB;

- user — 100aBHUTH MIPABUIIO, OTBEYAIOIIEE 32 CIIUCOK (PMIIBTPAINH MOJTH30BATEIECKUX COOOIIEHUI.
DTOT COUCOK MCHOJIB3YETCs SAPOM, YTOOBI OT(HHIBTPOBATH COOBITHS, MPUXOASIINE U3 MOIH30Ba-
TEJIBCKOTO MPOCTPAHCTBA, MEepel TeM Kak OHU OyIyT mepeaaHsl ciyxoe aynaura. Moryt ObITh UC-
MOJIb30BaHbl TONBKO crieaytomue mois: uid, auid, gid, pid, subj user, subj role, subj type,
subj_sen, subj_clr, u msgtype. Bce ocranbnbie moms OyayT o0paboTaHbl, KaK €clii Obl OHU HE COB-

aJIy;



467

- exclude — 1006aBHUTH MPABWIO K CITUCKY, OTBEYAOIIETO 32 (DUIBTPALINIO COOBITHI OMPEIeIICHHO-
ro TUMa. DTOT CHHCOK HCIIOJIB3YETCs, YTOOBI OTOUILTPOBBIBATH HEHYX HBbIE COObITHS. COOBITHS
MOTYT OBITh UCKJIFOYEHBI 10 HACHTU(UKATOPY Mpoliecca, HASHTU(UKATOPY MOIb30BATENs, UICH-
TU(HUKATOPY TPYIIILI, UACHTHPUKATOPY JOTHHA MOJH30BATENS, TUITY COOOIICHHS UM KOHTEKCTY
npeaMera.

BTopoii mapameTp oniuu —a — 3T0 JeUCTBUE, KOTOPOE AOJIKHO MTPOU30UTH B OTBET HA BO3HUKIIIEE
coObITHE:

- never — ayauT He OyJET TeHEPUPOBATh HUKAKHUX 3amuceil. MOXKeT MCIOIb30BaThCS ISl TTO/IaB-
JeHus reHepanuu coOpTuid. OOBIYHO HEOOXOAMMO IMOJABIATH MEHEPAILMIO CBEPXY CIIHCKA, a He
CHU3Y, IOCKOJIbKY COOBITHE HHUITUUPYETCS Ha TIEPBOM COBIIABIIEM ITPABHUIIE;

- always — yCTaHOBUTh KOHTEKCT ayauTa. Bcerna 3amoiHATh ero BO BpeMs BXOJIa B CUCTEMHBIN
BBI30B, U BCET/Ia FEHEPUPOBATH 3aMKCh BO BPeMs BBIXOJa U3 CUCTEMHOTO BBI30Ba.

Jlanee ykasbIBaeTCs Oonmuus — S, 3a7aro0lias UMsi CACTEMHOTO BbI30Ba, MPU 00paIleHuu K KOTOPOMY
JOJKCH cpadaThIBaTh TpUTTEep (HampumMep, open, close, exit). BMecTo nMeHr MOKET OBITh HCIIOTH30BAHO
YUCIIOBOE 3HaUYeHHE. MOKHO yKa3aTh 00JIee OJJHOTO CHCTEMHOTO BBhI30Ba B IpaBWIIC, YKa3aB €II¢ OJHY
OMNLIMUIO -S.

OpHa WM HECKONBKO OMIMKA —F HCMIONB3YIOTCS A YKa3aHHs JOMOJHUTENBHBIX MapaMeTpoB
¢bunbTpanu coObITHS.

[Ipumeps! npaBuI CUCTEMHBIX BBI30BOB:

- BECTH JXypHaja COOBITHH, CBSI3aHHBIX C HCIOJB30BAaHHMEM CHCTEMHOTO BBI30Ba open(), U peru-
CTPUPOBATH IIPH ITOM TOJIbKO OOparieHus K Qaiinam karanora /etc:

# auditctl -a always,exit -F arch=b64 -S open -F dir=/etc/

- perucTpupoBaTh TOJBKO T€ COOBITHS, IPU KOTOPBIX (paiiyl OTKPHIBAETCS TOJIBKO HA 3alUCh U U3ME-
HEHHE aTpUOyTOB:

# auditctl -a always,exit -F arch=b64 -S open -F dir=/etc/ -F perm=aw

- 3aIUCBIBATh BCE CUCTEMHBIE BBI3OBBI, HCIIOJIB3yEMBIE OIPEICICHHBIM MPOIIECCOM:

# auditctl -a always,exit -F arch=b64 -S all -F pid=1005
- 3aIUCBIBATh Bee (haiiiibl, OTKPBITHIC OMPE/ICIICHHBIM IT0JIh30BaTEIIEM:

# auditctl -a always,exit -F arch=b64 -S openat -F auid=510
- 3aMUChIBATh HEYy/IayHbIE MOMBITKU BBI30Ba CUCTEMHON (DyHKIIMU openat:

# auditctl -a exit,always -F arch=b64 -S openat -F success!=0
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UToOB! ONpeIeuTh MPABUIIO ISl UCTIONHSIEMOTo ¢aiiia, He0OX0IMMO UCTIOIB30BATh CIIEIYIOIIHIA
CHUHTAKCHC:

# auditctl -a cnmcok, pedicreue [ -F arch=cpu -S muMA CUCTEMHOTO BHE30BA]
-F exe=nyTe k_ Oanyiny -k mMMAa KJoO4Ya

Hamnpumep, npaswito g daitia /usr/bin/ping:

# auditctl -a always,exit -F exe=/usr/bin/ping -F arch=b64 -S execve
-k execution ping
9.9.7.2  Vcmanoexka nocmosHuwix npasui 8 ¢atinax .rules

YtoObl onpeaenuTh MpaBuUiia ayauTa, COXpaHSIOLIUECs MpU Mepe3arpy3kax, HeoOXoauMo 100aB-
JATH UX B (ainiel . rules B Kartanore /etc/audit/rules.d/.

Ckpunt augenrules CUMTHIBACT NPABWIA, PACHOJIOKEHHBIE B KaTtajore /etc/audit/
rules.d/, u koMOwiMpyer ux B daitn /etc/audit/audit.rules. DTOT ckpunT 0OpadaThHIBACT
¢aiinel * . rules, B ONPEACICHHOM MOPSAKE, OCHOBAHHOM Ha UX €CTECTBEHHOM MOPSJIKE COPTUPOBKH.

[Ipumeuanue. PenaktupoBanue /etc/audit/audit.rules BpyuyHYyIO HE PEKOMEHIYET-
Csl, TaK KaK U3MEHEHUSI MOTYT OBITh Mepe3anrcaHsbl.

@aitnel *.rules> momxkHBI coepkaTh MpaBuia ayauta B popmare auditctl. Ilycteie cTpoku u TekcT
nocJie 3HaKa pemieTku (#) urnopupyrores. B ¢aiin 3anuceiBatorcs mpaBuiia 6e3 nMeHu komanabl. Hanpu -
Mep:

-a always,exit -F arch=b64 -F path=/etc/passwd -F perm=wa -F key=passwd

Komanay auditctl Takke MOXKHO HCIONB30BATh JIJIsl UTEHUS MPABUI U3 yKA3aHHOTO (Qaiina ¢
MOMOIIBIO ONIMU —R, HarlpuMep:

# auditctl -R /home/user/audit/rules/30-net.rules

@aii. rules MOXET COAEPKATh TOJIBKO CIEAYIOLINE MpaBUila KOHTPOJISA, U3MEHSAIOIIME TTOBEIE-
HUE CUCTEMBI ayauTa: -b, -D, —e, -f, -r, -—loginuid-immutable u --backlog wait time.
Hanpuwmep:

# YmanuTb Bce Openpaoyiime IpaBuia

-D

# YcraHoBuUTh pasMep Oybepa

-b 8192

# 3ammMTUTL KOHOUTYPALMI ayIuTa OT MBMEHEeHMUN
-e 2

[IpaBuna ¢aitioBoil CUCTEMBI U CHCTEMHBIX BBI30BOB OIMpPENENSAIOTCS B ¢aimax .rules ¢ uc-
MOJIb30BaHMEM CUHTaKkcuca auditctl. Hampumep:

-a always,exit -F arch=b64 -F path=/etc/shadow -F perm=wa -F key=shadow
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-a always,exit -F arch=b64 -F path=/sbin/modprobe -F perm=x -F key=modules

-a always,exit -F arch=b64 -S openat -F auid=1000

UtoOBI 3arpy3uTth npaBuiia U3 kataiora /etc/audit/rules.d/ cienyer 3amyCTUTh CIyX Oy
audit-rules:
# systemctl start audit-rules.service

TN BBIIIOJIHUTE KOMaHAy augenrules ¢ napamerpoM ——load:
# augenrules -load

[IpoBepuTh 3arpyeHHbIE MPaBUIIa MOXKHO, BHIIIOJIHUB KOMaHy:
# auditctl -1
9.9.7.3  @aiinvl scypHana ayouma

[To ymomuaHuto cUCTEMa ayAuTa COXpaHsIeT 3aluCH XypHaia B ¢aine /var/log/audit/au-
dit.log.

CoOpiTHs ayuTa OBIBAIOT JABYX BHJIOB: MPOCTHIE M cOCTaBHBIC. [IpocToe coObITHE OTMpaBIIseTCS
U3 IOBEPEHHOT0 NpujIokeHus, Hanpumep, sshd. Takoe coObITHE COOEPKUT TOIBKO OaHY 3anuch. CocTaB-
HOE COOBITHE COIECPKUT HECKOJIBKO 3amuceii 00 OJJHOM U TOM ke COOBITHH. 3alucu, OTHOCSIINECS K O -
HOMY ¥ TOMY K€ COOBITHIO, UMEIOT OJTMHAKOBYIO BPEMECHHYIO METKY M CEPHITHBIN HOMED.

Jns mpuMepa co3aaauM MpaBuwiio ayauTa, KOTOPOE PETUCTPUPYET KaKAYIO MOMBITKY YTCHUS WU
u3MeHeHus ¢aina /etc/autofs.conf:
# auditctl -a always,exit -F arch=b64 -F path=/etc/autofs.conf -F
perm=warx -F key=autofs

Ecmu ciyxx6a auditd 3amymieHa, BHIMTOTHCHHUE CIEAYIOMEH KOMaHIbl CO3/IaCT HOBOE COOBITHE B
(aiine )xypHaia ayauTa:
$ cat /etc/autofs.conf

CoOrpiTe B /var/log/audit/audit.log:
type=SYSCALL msg=audit (1742997845.965:860): arch=c000003e syscall=257
success=yes exit=3 alO=ffffff9c al=7f£fd62966448 a2=0 a3=0 items=1 ppid=16840
pid=22257 auid=1000 uid=1000 gid=1000 euid=1000 suid=1000 £fsuid=1000
egid=1000 sgid=1000 fsgid=1000 tty=pts2 ses=90 comm="cat" exe="/usr/bin/cat"
key="autofd"ARCH=x86 64 SYSCALL=openat AUID="user" UID="user" GID="user"

EUID="user" SUID="user" FSUID="user" EGID="user" SGID="user" FSGID="user"
type=CWD msg=audit (1742997845.965:860) : cwd="/home/user"

type=PATH msg=audit (1742997845.965:860): item=0 name="/etc/autofs.conf"
inode=1051168 dev=08:02 mode=0100644 ouid=0 ogid=0 rdev=00:00 nametype=NORMAL
cap fp=0 cap fi=0 cap fe=0 cap fver=0 cap frootid=00UID="root" OGID="root"
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type=PROCTITLE msg=audit (1742997845.965:860) :
proctitle=636174002F6574632F6175746F66732E636F6E66

JlanHO€ COOBITHE COCTOMT M3 YETHIPEX 3alKceld, UMEIOIINX OJMH CEepUIHBIN HOMEp M OJHY U Ty
)K€ OTMETKY BpeMeHM. Kaknas 3amuch COCTOMT M3 HECKOJBKHX Map MMs=3HadeHue, pa3AclICHHbIX
npobeniom uiu 3ansaToil. Huke kakaas 3anmuchk paccMOTpeHa nmoapoodHee.

[Ipumeuanue. Hekoropele 3HaueHUs B JKypHAJE 3aKOAUPOBAHBI B IIECTHAALATEPUYHOM
¢opmate. [lpum moucke 3amucedl ayauTra ¢ TOMOIIBIO KOMaHJbl ausearch MOXHO HCIHOJb30BaTh
napaMmerp —i Juisi aBTOMaTH4ecKoro npeoOpa3oBaHusl IIECTHAAIIATEPUYHBIX 3HAU€HUH B yA000UYUTaeMble
OKBUBAJICHTHI.

[IepBas 3anuce:

-  type=SYSCALL — tun 3amucu. 3HaueHne SYSCALL yka3pIBaeT, 4To 3anuch OblJIa BhI3BaHA CHU-
CTEMHBIM BBI30BOM S7pa;

- msg=audit (1742997845.965:860) — B [I0JIe MSgZ 3aNIUCHIBACTCS:

" OTMETKa BpPEeMEHM ¥  yHHUKaIbHBIM  uAeHTHQHUKATOp  3amucu B Qopmare
audit (time stamp:ID). HeckonbKko 3anmuceld MOTYT UMETh OJHY U Ty K€ OTMETKY
BPEMEHH U UJIEHTU(UKATOP, €CIIU OHU ObUIM CO3/IaHbl B paMKaX OJHOTO U TOTO K€ COOBITHS
aynuta. OT™MeTKa BpeMeHH Hcroib3yeT ¢popmar Bpemenn Unix (cexynabl ¢ 00:00:00 UTC 1
suBaps 1970 rona);

"  pa3JMyHBIC NApbl MMsSI=3HadeHMe, 3aBUCAILIUE OT COOBITHS, IPEAOCTABIISIEMbIE TIPUIIOKEHU -
SIMM SIIpa WM MOJIb30BaTENIbCKOr0 MPOCTPAHCTBA;

- arch=c000003e — coxmepxutr uHpopmauuto o060 apxurektype LIII cucremsl. 3HaueHue
c000003e 3akomupoBaHo B miectHagunarepuuHoM ¢opmare (c000003e mHTEpHpeTHpyeTcs Kak
x86_64);

- syscall=257 — TUIl CUHCTEMHOI'0 BbI30Ba, OTIIPABJICHHOIO A/Ipy. YTUINUTA ausyscall mo3Bo-
JsIeT IpeoOpa30BBIBaTh HOMEPA CUCTEMHBIX BBI30BOB B MX y/1000YHTaeMble SKBUBAJICHTHI. B naH-
HOM npumMepe 257 — CUCTEMHBIN BBI30B Openat;

- success=yes — yKa3blBaeT, ObUI JIM CUCTEMHBIN BBI30B, 3alMCAHHBIA B 3TOM KOHKPETHOM CO-
OBbITHUH, YCTIICITHBIM HJIM HEYIaYHbIM. B JaHHOM mprMepe BBI30B YCIICIIHBIIH;

- exit=3 — 3HaueHue, yKa3blBalollee KOJI BbIXOJA, BO3BpALla€Mblii CUCTEMHBIM BBI30BOM. OJTO
3HAUYEHUE BAPbUPYETCS JJI PAa3HbIX CHCTEMHBIX BBI30BOB;

- aO0=ffffff9c al=7££d462966448 a2=0 a3=0 — mepBbIEC YETLIPE API'yMEHTa CUCTEMHOTO
BbI30Ba B 3TOM COOBITHH, 3aKOIUPOBAHHbIE B IIECTHAALIATEPUUHON CHCTEME CUNCIICHHUS,;

- items=1 — KOJUYECTBO BcroMorarenbHbIX 3anuceit PATH, cinenyromux 3a 3amuchlo CUCTEM-

HOT'O BBI30BA;
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ppid=16840 — uaeHTU(HUKATOP POIUTEIBCKOTO MPOIIECCa;

pid=22257 — unenrudukarop nporecca (PID);

auid=1000 — uaeHTU(UKATOP MOIH30BATENSA AyAWUTA, TO €CTh JIOTUH. DTOT HACHTH(PHUKATOP
NPUCBAUBAECTCA IIOJIB30BATENIO IIPU BXOJE€ B CUCTEMY U HACIEAYETCS KaXKIBIM IIPOLIECCOM, Jaxe
€CJIM JINYHOCTH M0JIb30BATEISI MEHSIETCS, HAIPUMED, IIPU NEPEKITIOUECHUN YUETHBIX 3alIUCEN I10JIb-
30BaTeIeH C MOMOILBI KOMaH/bl SU  —;

uid=1000 - mmeHTU(]HUKATOP TOJH30BATEINSI, 3aMyCTUBIIEIO aHAIM3UPYEeMbIH mporecc. VmeH-
TU(HUKATOP TOTB30BATENSI MOKHO HHTEPIPETUPOBATH B UMSI MOJIH30BATENS C TIOMOIIBI0 KOMaH IbI
ausearch -i --uid UID;

gid=1000 — uaeHTuduUKaTOp rpPyIIbI MOJIH30BATENS, 3ayCTUBIIETO AaHATU3UPYEMBIi Mpoliecc;
euid=1000 — »¢dexTHuBHBIN HISHTH()UKATOP MOIB30BATENS, 3aIyCTUBIIETO AHATM3HPYEMBIN
IpOLIECC;

suid=1000 — ycTaHOBJIECHHbIH WACHTUPHUKATODP MOJIB30BATENS, 3aIIyCTUBLIETO AaHAU3UPYEMBII
IpOLIECC;

fsuid=1000 — uneHTUdUKATOP MOIB30BATENS (HAMITOBOIN CUCTEMBI, 3aITyCTUBIIIETO aHATU3UPYE-
MBIl [TPOLECC;

egid=1000 — 3¢ deKxTHBHbIIN UACHTU(HUKATOP TPYIIIHI MOIB30BATENS, 3aIyCTUBIIETO AHAIHU3H-
pYyeMBIii Ipo1iecc;

sgid=1000 — 3agaHHBIA TPYNIOBON UIESHTU(PUKATOP MOJIb30BATENS, 3alyCTUBILETO aHATU3UPY-
€MBbIl MPOLECC;

fsgid=1000 — unenTuduKraTop rpymmsl HaiIoBON CHCTEMBI MOIH30BATENIs, 3aITyCTUBIIETO aHa-
JIM3UPYEMBIN NPOLIECC;

tty=pts2 — TepMuHal, ¢ KOTOPOro ObUT BBI3BAH aHAJIU3UPYEMBIH MPOIIECC;

ses=90 — uaeHTH(PHUKATOP CeaHca, U3 KOTOPOro OBbLI BBI3BAH aHAIM3UPYEMBIH MPOIIece;
comm="cat" — UM KOMaH/bI, KOTOpasi UCIIOJIL30BAJIACH I BBI30BA aHAIIU3UPYEMOI'O IPOLIEC-
ca;

exe="/usr/bin/cat" — nyTh K UCNIOTHAEMOMY (ailiy, KOTOPBIH UCIOIB30BAJICS AJIS 3aIycC-
Ka aHAJIM3UPYEMOIO IIpoIecca;

key="autofs" — ompezneiseHHas aIMUHUCTPATOPOM CTpPOKa, CBSI3aHHASA C IIPABUJIOM, CO3/1aB-
IIMM 3TO COOBITHE B JKypHAJIE ayuUTa.

Bropas 3anucs:

type=CWD — tun 3anucu. 3Hadenne CWD ucnonb3yercs ajis 3anucu pabodero kartauora, u3 Ko-

TOpOro ObLI BBIIOJIHEH mponecc, BBI3BABIIMN CHCTEMHBIMN BbI3OB, yKa3aHHbII>'I B nepBoﬁ 3aIliucCu.
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Ilenp 3TOM 3amMcu — 3amucaTh MECTOIIOJIOKEHHUE TEKYILEro IIpolecca Ha Cily4yai, €ClIM OTHOCH-
TeNbHBIN MyTh OyJeT 3aduKkcupoBaH B cBsa3aHHOMU 3anucu PATH. Tak M0XHO BOCCTaHOBUTH abco-
JIIOTHBIN MyTh;

- cwd="/home/user" — myTh K KaTalory, B KOTOPOM ObLT BHI3BaH CUCTEMHBII BHI30B.

Tpertbs 3anuce:

-  type=PATH — coObITHEe aynuTa coaepXuT 3amuch Tuna PATH nis kaxmoro myTH, KOTOPBIH
nepeaeTcsl CACTEMHOMY BBI30BY B Ka4eCTBE apryMeHTa. B 3ToM cOOBITHH aynuTa B Ka4ecTBE ap-
TYMEHTa UCTIOJIh30BAJICS TOJILKO OJIMH MyTh (/etc/autofs. conf);

- item=0 — yka3pIBaeT, KaKOW 3JIEMEHT U3 OOIIEro YKcia 3JIEMEHTOB, YKAa3aHHBIX B 3allMCU THIIA
SYSCALL, siBnsieTcst TeKylen 3amuchio. DTO YUCIIO HAYMHAETCS ¢ HyJs; 3HaueHue () o3Hayvaer,
YTO 3TO MEPBBIN JIEMEHT;

- name="/etc/autofs.conf" —nyTh K (aiily WiIK KaTaaory, KOTOpbIil ObLI MepeiaH CUCTEM -
HOMY BBI30BY B KQUE€CTBE apryMEHTa;

- 1inode=1051168 — HOMEp MHAEKCHOTO JECCKPHUITOPA, CBI3AHHBIA C (haHIOM WU KaTajorom,
3aMyUCaHHBIM B 3TOM cOObITHU. OTOOpa3uTh (paiin MM KaTajor, CBI3aHHBIM ¢ HOMEPOM HHIEKCHO-
ro JIECKPUIITOPA MOKHO, BBITIOJTHUB KOMAH/TY:

# find / -inum 1051168-print
/etc/autofs.conf

- dev=08:02 — BcnoMoOrarTeibHbIi U OCHOBHON MIEHTHU(PHUKATOP YCTPOHCTBA, KOTOPOE COAEPIKUT
daiin niam KaTanor, 3aMcaHHbId B TOM COOBITHH (B 1aHHOM npumepe /dev/08/02);

- mode=0100644 — mpaBa gocTymna K (hailiry Wim KaTajaory, 3aKOJAUpPOBaHHBIE B YHCIOBOH (opme,
BO3BpalllacMble KOMaHI0i stat B moje st mode (B JaHHOM NIPUMEPE ~rw—-r——r—-);

- ouid=0 — uaeHTu(UKATOP MMOJIB30BATENS BIIAJIENIbIIa 00BEKTA;

- 091id=0 — uneHtuduKaTop rpynmsl Biaajaeiablia 00beKTa;

- rdev=00:00 — 3anMcaHHBIA UICHTU(PUKATOP YCTPOHCTBA TOJIBKO JUIs CIICHUANBHBIX (aiinoB. B
JTAHHOM CJTy4ae OH HE HCIOJIb3YEeTCs, IOCKOJIbKY 3alMCaHHbIN (paiis sBisieTcss 0OBIYHBIM (ailiiom;

- cap_fp=0 — naHHbIE, OTHOCAIMECS K HACTPOWKE pa3spelleHHbIX BO3MOXKHOCTEH (aiinoBoii cu-
CTeMBI 11 00beKkTa (haiiia UM KaTaiora;

- cap fi=0 — naHHBIE, OTHOCSIIMECA K HACTPOMKE YHACIEJOBAaHHBIX BO3MOXKHOCTEH (aiiioBon
CUCTEMBI JJis1 00BbeKTa aiiyia uim Karajora;

- cap_fe=0 —ycraHoBKa 3QpeKkTHBHOr0 OMTa BO3MOKHOCTEH (haiinoBoil cucteMbl 00beKTa (aiina
WJIM KaTajora;

- cap_fver=0 — Bepcus BO3MOKHOCTEH (ailIoBOM cucTeMBI 00BbEKTa (haiiaa UM KaTanora;
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UYerépTas 3anmucse:

-  type=PROCTITLE — tun 3anucu. 3uauenue PROCTITLE yxa3biBaeT, uTo 3Ta 3aIUCh COJEpP-
XKHT TIOJTHYIO KOMaHIHYIO CTPOKY, KOTOpasi HHUIIMMPOBaa 3TO COOBITHE ayAnTa, BBI3BAHHOE CH-
CTEMHBIM BBI30BOM s11Ipa;

- proctitle — nomHas KOMaHJHAs CTPOKA, KOTOPas MCIIOIb30BANACh JUIA 3alyCKa aHAIN3UpYe-
Moro mporecca. [lone 3akoanpoBaHo B miecTHaaarepudHoM Qopmare. TeKCT neKoaupyercs B
KOMaH[y, KOTopasi BeI3Bajia 3T0 coObITHe ayauTa. [Ipu moucke 3amuceld ayJura ¢ MOMOIIbIO KO-
MaHJbl ausearch ciexyer UCNOIb30BaTh apaMeTp —1 JUIs aBTOMAaTHYECKOTO MpeoOpa3oBaHUs
IIECTHAALATEPHYHBIX 3HAYEHHH B yno0o4YuTacMbIe HKBUBAJICHTHI. 3HaueHue
636174002F6574632F6175746F66732E636F6E66 untepnperupyercs B «cat /etc/autofs.conf.
OTH Ke 3alMCH B BBIBOJIE KOMaHbI ausearch -i:

# ausearch -i -k autofs

type=PROCTITLE msg=audit (26.03.2025 16:04:05.965:860) : proctitle=cat

/etc/autofs.conf

type=PATH msg=audit (26.03.2025 16:04:05.965:860) : item=0
name=/etc/autofs.conf inode=1051168 dev=08:02 mode=file, 644 ouid=root
ogid=root rdev=00:00 nametype=NORMAL cap_ fp=none cap fi=none cap fe=0

cap fver=0 cap frootid=0
type=CWD msg=audit (26.03.2025 16:04:05.965:860) : cwd=/home/user

type=SYSCALL msg=audit (26.03.2025 16:04:05.965:860) : arch=x86_ 64
syscall=openat success=yes exit=3 al0=AT FDCWD al=0x7ffd62966448 a2=0 RDONLY
a3=0x0 items=1 ppid=16840 pid=22257 auid=user uid=user gid=user euid=user
suid=user fsuid=user egid=user sgid=user fsgid=user tty=pts2 ses=90 comm=cat

exe=/usr/bin/cat key=autofs

type=PROCTITLE msg=audit (14.11.2023 21:26:49.349:368) : proctitle=cat

/etc/autofs.conf
9.9.7.4 Ilpumepwi

9.9.7.4.1 3amyck u 3aBeplIeHUE BHIOIHEHUS GYHKINN ayauTa

[Touck 3anuceit aynurta, CBSI3aHHBIX C 3aIlyCKOM M 3aBepIICHHEM (QYHKIIUU ayauTa:

# ausearch -m DAEMON START -m DAEMON END

time->Wed Mar 26 13:33:53 2025
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type=DAEMON START msg=audit (1742988833.862:4634): op=start ver=4.0.1
format=enriched kernel=6.12.19-6.12-altl auid=4294967295 pid=5631 uid=0

ses=4294967295 res=success

time->Wed Mar 26 15:12:53 2025

type=DAEMON END msg=audit (1742994773.359:4635): op=terminate auid=0 uid=0
ses=4294967295 pid=1 res=success

time->Wed Mar 26 15:19:07 2025

type=DAEMON START msg=audit (1742995147.170:2639): op=start ver=4.0.1
format=enriched kernel=6.12.19-6.12-altl auid=4294967295 pid=16461 uid=0

ses=4294967295 res=success

9.9.7.4.2 Monudukaius KOHQUTYpaLUN ayauTa
CoObiTust MoaudUKaIUU KOHGUTYPALUHU ayInuTa, TPOUCXOAIINE BO BpeMsi cOopa JaHHBIX ayau-
Ta, 3aMMMCHIBAIOTCS B (Daiisl )KypHana ayaurta /var/log/audit/audit. log.

[Touck 3amuceit ayauTa, CBI3aHHBIX ¢ MoU(pUKaMel KOHDUTYpAINK ayANuTa:
# ausearch -m CONFIG_CHANGE
time->Wed Mar 26 15:24:01 2025
type=PROCTITLE msg=audit (1742995441.576:556) :
proctitle=617564697463746C002D660032
type=SOCKADDR msg=audit (1742995441.576:556): saddr=100000000000000000000000
type=SYSCALL msg=audit (1742995441.576:556): arch=c000003e syscall=44
success=yes exit=60 al0=3 al=7ffccc6abf50 a2=3c a3=0 items=0 ppid=2648
pid=16536 auid=1000 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0
tty=pts0 ses=10 comm="auditctl" exe="/usr/sbin/auditctl" key=(null)
type=CONFIG CHANGE msg=audit (1742995441.576:556): op=set audit failure=2
0ld=1 auid=1000 ses=10 res=1l

MoskHO TaKke co37aTh MPABUJIO ayIUTa, KOTOpPOe OYyJEeT OTCIeKUBATH U3MEHEHUS KOHPUTYpaluu
aynura:
# auditctl -a always,exit -F arch=b64 -F path=/etc/audit -F perm=w -F
key=audit config

HaitTu Takue 3anucu ayuTa MOXHO, BBIITOJTHUB KOMaHy:
# ausearch -k audit config

time->Wed Mar 26 15:26:36 2025
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type=PROCTITLE msg=audit (1742995596.829:558):
proctitle=617564697463746C002D77002F6574632F6175646974002D700077002D6B0061756
469745F636F6E666967
type=PATH msg=audit (1742995596.829:558): item=0 name="/etc/audit"
inode=1050346 dev=08:02 mode=040700 ouid=0 ogid=0 rdev=00:00 nametype=NORMAL
cap fp=0 cap fi=0 cap fe=0 cap fver=0 cap frootid=0
type=CWD msg=audit (1742995596.829:558): cwd="/root"
type=SOCKADDR msg=audit (1742995596.829:558): saddr=100000000000000000000000
type=SYSCALL msg=audit (1742995596.829:558): arch=c000003e syscall=44
success=yes exit=1080 al0=4 al=7ffd79dbf240 a2=438 a3=0 items=1 ppid=2648
pid=16559 auid=1000 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0
tty=pts0 ses=10 comm="auditctl"™ exe="/usr/sbin/auditctl"™ key=(null)
type=CONFIG CHANGE msg=audit (1742995596.829:558): auid=1000 ses=10
op=add rule key="audit config" list=4 res=1
9.9.7.4.3 CoObITus, CBA3aHHBIE C ONIEpallMel YTEHUs 3alucel ayauTa

MO>KHO c03/1aTh TPABUIIO ayAUTa, CBSI3aHHOE C HEYCIEIIHBIMHU MOMBITKAMU YTCHUS 3alIUCeN ayIn-
Ta:
# auditctl -a always,exit -F arch=b64 -S open -F exit=-EACCES -F key=open -k
audit log EACCES
# auditctl -a always,exit -F arch=b64 -S open -F exit=-EPERM -F key=open -k
audit log EPERM

[locne mombITOK MpOYMTATH JaHHBIE ayAWTa HampsMylo U3 daitna /var/log/audit/au-
dit.log U c IOMOIIBI0 KOMaHABl ausearch OT UMEHU OOBIYHOTO MOJIB30BATEIS:
$ cat /var/log/audit/audit.log
cat: /var/log/audit/audit.log: OTkas3aHO B OOCTYIIE
$ /sbin/ausearch -i -k audit log
Error opening config file (OTxazaHO B IOCTyIlE)
NOTE - using built-in end of event timeout: 2
NOTE - using built-in logs: /var/log/audit/audit.log
Error opening /var/log/audit/audit.log (OTkazaHO B IOOCTYIIE)

bynyT co3mansl ciieyroIme 3amicu, CBSI3aHHbIE C ONEpaLlMer YTEHUS 3allUCEU ayIUTa:

# ausearch -i -k audit log

type=PROCTITLE msg=audit (26.03.2025 15:56:57.706:818) : proctitle=auditctl -a
always,exit -F arch b64 -S open -F exit -EACCES -F key=open -k
audit log EACCES
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type=SOCKADDR msg=audit (26.03.2025 15:56:57.706:818)

saddr={ saddr fam=netlink nlnk-fam=16 nlnk-pid=0 }

type=SYSCALL msg=audit (26.03.2025 15:56:57.706:818) : arch=x86_ 64
syscall=sendto success=yes exit=1080 a0=0x4 al=0x7ffdd2ea59c0 a2=0x438 a3=0x0
items=0 ppid=5446 pid=22054 auid=user uid=root gid=root euid=root suid=root
fsuid=root egid=root sgid=root fsgid=root tty=ptsl ses=56 comm=auditctl
exe=/usr/sbin/auditctl key=(null)

type=CONFIG CHANGE msg=audit (26.03.2025 15:56:57.706:818) : auid=user ses=56
op=add rule key=open key=audit log EACCES list=exit res=yes

type=PROCTITLE msg=audit (26.03.2025 15:57:04.099:819) : proctitle=auditctl -a
always,exit -F arch b64 -S open -F exit -EPERM -F key=open -k audit log EPERM
type=SOCKADDR msg=audit (26.03.2025 15:57:04.099:819)

saddr={ saddr fam=netlink nlnk-fam=16 nlnk-pid=0 }

type=SYSCALL msg=audit (26.03.2025 15:57:04.099:819) : arch=x86 64
syscall=sendto success=yes exit=1076 al0=0x4 al=0x7ffeceb891b0 a2=0x434 a3=0x0
items=0 ppid=5446 pid=22056 auid=user uid=root gid=root euid=root suid=root
fsuid=root egid=root sgid=root fsgid=root tty=ptsl ses=56 comm=auditctl
exe=/usr/sbin/auditctl key=(null)

type=CONFIG_CHANGE msg=audit (26.03.2025 15:57:04.099:819) : auid=user ses=56

op=add rule key=open key=audit log EPERM list=exit res=yes

9.9.7.4.4 XpaneHue xxypHajia ayauTa
AyauT perucTpupyer coObITHS CIEIYIOIIEro TUIIA!
- DAEMON_ERR - ciyx6a ayauTa 0oCTaHOBUJIACH W3-32 BHYTPEHHEH OIIMOKY;
- DAEMON _RESUME - ciyx6a ayuta Bo300HOBMIIA BEJICHHE Ky pHAT,
- DAEMON _ROTATE — npou3omnuia poramus (aiiiioB sxypHaia ayJaura;
- DAEMON_ABORT - cinyx0a ayauTa 0CTaHOBMJIACH M3-32 OIIMOKH.

[Touck 3anuceit aynurta, CASTaHHBIX TP pOTAIMK (aiIoB KypHAJIa ayauTa:

# ausearch -m DAEMON ROTATE
9.9.7.4.5 Ayaut nombITOK 3KCropTa MHGOPMAIIH
Cosznmanue mpaBWiIa JJIs 3allUCei ayanTa, CBSA3aHHBIX C IMOIMBITKAMH 3KCIIOPTHPOBATH MH(MOpMA-
LIHO:
# auditctl -a always,exit -F arch=b64 -S open, openat
[Touck 3amuceit ayauta, CBI3aHHBIX C MOMBITKAMHU 3KCIIOPTUPOBATH HHPOPMAITHIO:

# ausearch -x /usr/bin/rsync | head
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9.9.7.4.6 Ayaut coOBITUH, CBA3aHHBIX C JIOCTH)KEHHUEM OTPaHUYEHUS HEYCIELIHBIX IMONBITOK ayTEHTH-
bukarm
[Ipumeuanue. JlomkHa ObITh HACTpOECHA OJOKMPOBKA YUETHON 3aMHMCH MOCTE MOCIEA0BATENb-
HBIX HEYJAauHBIX BXOJOB B cucteMy. Hampumep, 6i10kupoBaHue yuy€THON 3aMUCH MOCIIE YETHIPEX Moce-
JIOBATEILHBIX HEYNAaYHBIX BXOJIOB B CHCTEMYy B T€UeHHE NATH MUHYT (paitn /etc/pam.d/system—
auth-local-only):

auth requisite pam faillock.so preauth deny=4
unlock time=300

auth sufficient pam_tcb.so shadow fork nullok
auth [default=die] pam faillock.so authfail deny=4

unlock time=300

account required pam faillock.so

account required pam tcb.so shadow fork

password required pam passwdgc.so config=/etc/passwdgc.conf
password required pam_tcb.so use authtok shadow fork nullok

write to=tcb
session required pam tcb.so

[Touck 3amuceii, CBI3aHHBIX C JOCTH)KCHUEM OTPaHUYCHHS HEYCICUTHBIX MOMBITOK ayTeHTU(UKa-
1805058

# ausearch -i -m RESP ACCT LOCK -m ANOM LOGIN FAILURES

type=ANOM LOGIN FAILURES msg=audit (26.03.2025 16:39:27.183:926) : pid=22772
uid=root auid=unset ses=unset msg='op=pam faillock suid=user exe=/usr/bin/

login hostname=node03 addr=? terminal=tty5 res=success'

type=RESP ACCT LOCK msg=audit (26.03.2025 16:39:27.183:927) : pid=22772
uid=root auid=unset ses=unset msg='op=pam faillock suid=user exe=/usr/bin/

login hostname=node03 addr=? terminal=tty5 res=success'
CobbiTHe paz0nokupoBku monb3oBatens (faillock --user <mnosb30BaTENbL> —-re-—
set) nonagaer B ayaut ¢ Tunom USER_ACCT nmsg=pam_faillock:

# ausearch -i -m USER_ACCT

9.9.7.4.7 Wcnonp3oBaHue MeXaHNU3Ma UICHTU(UKAIUHN U ayTEHTU(DUKALUU

[Touck 3anuceit aynurta, CBSI3aHHBIX C UCIIOJIb30BAHUEM MEXaHW3Ma ayTeHTU(PUKAIIUU:
# ausearch -m USER AUTH
time->Wed Mar 26 15:44:59 2025
type=USER AUTH msg=audit (1742996699.788:610) :
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pid=16404 uid=0 auid=4294967295 ses=4294967295 msg="'op=PAM:authentication
grantors=? acct="user" exe="/usr/bin/login" hostname=node03 addr=?
terminal=/dev/tty3 res=failed'
time->Wed Mar 26 15:45:23 2025
type=USER AUTH msg=audit (1742996723.533:613):
pid=16825 uid=0 auid=4294967295 ses=4294967295 msg="op=PAM:authentication
grantors=pam userpass,pam_tcb acct="user" exe="/usr/sbin/sshd"
hostname=192.168.0.177 addr=192.168.0.177 terminal=ssh res=success'
[Touck 3anuceit aynuTta, CBSI3aHHBIX C UCIIOJIb30BAHUEM MEXaHU3Ma UACHTU(UKAIIIH:
# ausearch -m USER LOGIN -i
type=USER LOGIN msg=audit (26.03.2025 15:45:01.212:611) : pid=16404 uid=root
auid=unset ses=unset msg='op=login acct=user exe=/usr/bin/login
hostname=node03 addr=? terminal=/dev/tty3 res=failed'
type=USER LOGIN msg=audit (26.03.2025 15:45:23.609:619) : pid=16825 uid=root
auid=user ses=90 msg='op=login id=user exe=/usr/sbin/sshd
hostname=192.168.0.177 addr=192.168.0.177 terminal=/dev/pts/2 res=success'
KoMmaHnga aureport mo3BoJseT BBIBECTH OTYET 000 BCEX MOMBITKAX BXOA B CUCTEMY:
# aureport -1
Login Report

1. 26.03.2025 15:45:01 user node03 /dev/tty3 /usr/bin/login no 611
2. 26.03.2025 15:45:22 user 192.168.0.177 sshd /usr/sbin/sshd no 612
3. 26.03.2025 15:45:23 1000 192.168.0.177 /dev/pts/2 /usr/sbin/sshd yes 619
4. 26.03.2025 15:47:45 fgf node03 /dev/tty3 /usr/bin/login no 625
5. 26.03.2025 15:52:42 new node03 /dev/tty3 /usr/bin/login no 729
6. 26.03.2025 15:52:47 1000 node03 /dev/tty3 /usr/bin/login yes 735
OTY€T 0 HEeYyAAUHBIX MOMBITKAX BXOJIa B CUCTEMY:

# aureport -1 --failed
OT1uéT 00 U3MEHEHHSX MOJIb30BATEIBLCKUX YUETHBIX 3aITHUCEH:
# aureport -m
Nuorma aureport nmperocTaBisieT CIUIIKOM MHOTO HH(poOpMaluu. B aToM ciiyyae MOKHO 00beIH -

HUTH ausearch u aureport, 4TOOBI MOMYYUTH HYXHYIO HH(popManuio. BeiBoa ausearch mpu 3ToM nomxeH
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ObITh B «raw» (opmare. Hanpumep, MoyIuTh COUCOK Y3JIOB, ¢ KOTOPBIX MOJH30BATEIA BXOJUIH B CHU-
CTEMy Ha 3TOM Hezele:
# ausearch --start this-week -m user login --raw | aureport --host --

summary

Host Summary Report

total host

9 node03
6 192.168.0.177
1 192.168.0.193

9.9.7.4.8 Perucrtpauus U3MEHEHUN AAaThl U BpEMEHU

s peructpanuy U3MEHEHUN JaThl M1 BpEMEHU HEOOXO0UMO BKIIFOUUTh KOHTPOJIb HAJl U3MEHEHU -
€M 3HAYCHHUS] BPEMEHH.

3anuch COOBITHM, M3MEHSIOIINX BpeMs 4epe3 clock settime, settimeofday m adj-
timex ¢ mpaBWJIOM B 3aBUCUMOCTH OT apXUTEKTYpBHI, B ipuMepe 11t 64 6ut (AMD, Intel):
# auditctl -a exit,always -F arch=b64 -S clock settime -S settimeofday
-S adjtimex -k FPT STM

H3MeHuTh BpeMs C TOMOIIBIO MOYJISI IEHTPaA YIPABJICHUS CUCTEMON WJIM B CUCTEMHOM KOHCOJIH,
KOMaHI0i date.

[Touck 3anuceit ayaurta, CBI3aHHBIX C ONEpalMENd U3MEHEHHS AaThl U BPEMEHH:
# ausearch -k FPT STM
time->Wed Mar 26 16:43:15 2025
type=PROCTITLE msg=audit (1743000195.375:1043) :
proctitle=64617465002D2D7365743D323032352D30332D32352031363A34333A3134
type=TIME INJOFFSET msg=audit (1743000195.375:1043): sec=-86402 nsec=623885248
type=SYSCALL msg=audit (1743000195.375:1043): arch=c000003e syscall=227 suc-
cess=yes exit=0 a0=0 al=7fffad4d5ca30 a2=0 a3=0 items=0 ppid=23512 pid=24273
auid=4294967295 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0
tty=pts6 ses=4294967295 comm="date" exe="/usr/bin/date" key="FPT STM"

IIpumep ynanenusa npaBuia:
# auditctl -d exit,always -F arch=b64 -S clock settime -S settimeofday
-S adjtimex -k FPT STM
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9.9.7.4.9 Peructpanus coObITHI, N3MEHSIOMNX UH(OPMAIIHIO O MOJIB30BATEISAX/TPYIIIAaX
Jnst pukcanuu COOBITHI, KOTOPBIE BHOCAT M3MEHEHUS B IMOJIB30BATEIBCKUE aKKAYHTBI, MOXHO
coszgath ¢aiitn /etc/audit/rules.d/20-account changes.rules co CIeIyIOUHUM COIACPKU-
MBIM:
# audit account changes
-a always,exit -F arch=bo64 -F path=/etc/group -F perm=wa -F
key=audit account changes
-a always,exit -F arch=b64 -F path=/etc/passwd -F perm=wa -F
key=audit accout changes
-a always,exit -F arch=b64 -F path=/etc/gshadow -F perm=wa -F
key=audit account changes
-a always,exit -F arch=b64 -F path=/etc/shadow -F perm=wa -F
key=audit account changes
-a always,exit -F arch=b64 -F path=/etc/security/opasswd -F perm=wa -F
key=audit account changes
[Touck 3ammceit ayauTa, CBSI3aHHBIX C OMEpaIUsIMUA U3MEHEHHS WH(QOpPMALUUA O TMOJIb30BATEISIX/
rpynmax:
# ausearch -k audit account changes
9.9.7.4.10 Peructpanus 3amycka [1O
Hns ayuTa 3amyckKa 10 MOYHO co31aTh daiin
/etc/audit/rules.d/50-execprog.rules ¢ npaBujIaMu B 3aBUCUMOCTH OT apXUTEKTYpbl, B
npumepe 64 6ut (AMD, Intel):
-a always,exit -F arch=b64 -S open,openat,execve -F exit=-EACCES -F key="AVC"
-a always,exit -F arch=b64 -S open, openat,execve -F exit=-EPERM -F key="AVC"
[Touck 3anucen ayaura:

# ausearch -k AVC
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10 OBIIMUE IIPABUJIA DKCIIVIYATAIIUHU

10.1 Bxirouenne koMmbroTepa

JInst BKITIOUEHMsI KOMITBIOTepa HEOOXOJMO:

- BKJIIOYUTH CTAOMIIM3ATOP HANPSIKEHHUS, €CITH KOMITBIOTED MOJKIIIOUEH Yepe3 CTa0MIn3aTop HaIpsi-
KECHHUS,

- BKJIIOYUTH NPUHTEP, €CIIH OH HYKEH;

- BKJIIOYUTh MOHHUTOpP KOMIBIOTEPA, €CIIM OH HE MOJKIIOYEH K CHCTEMHOMY OJIOKY KaOeieMm muTa-
HUS;

- BKJIIOYUTH KOMIIbIOTEp (MEpeKIrouaTeseM Ha KOpIyce KOMIbIOTepa 00 KIaBHIIeH ¢ KIIaBHATY -
pBI).
[Tocne 3TOr0 Ha PKpaHEe KOMITBIOTEPA MOSBATCS COOOMIEHUS O X0A€ PaOOTHI TPOTPaMM MPOBEPKU

HAYaJIbHOM 3arpy3Ku KOMIBIOTEPA.

10.2 BrikintoueHue KommbproTepa
JU1s BBIKITIOYEHHUSI KOMITBIOTEpA HAJI0:
- 3aKOHYHTH pPadOTAIOIINE TPOTPAMMBIL;
- BBIOpaTh (PYHKIIMIO 3aBEpIICHUs paObOThI U BBIKJIIOUEHUSI KOMITbIOTEpa, nocie yero OC camocTos -
TEJIBHO BBIKITFOUUT KOMIIBIOTEP, UMEIOLIHNI cCUCTeMHBbIN 010K hopmaTa ATX;
- BBIKJIIOUYUTH KOMITBIOTED (TepexittoyareneM Ha kopryce AT cucteMHoro 610ka);
- BBIKJIIOYUTH IIPUHTED;
- BBIKJIFOYUTH MOHUTOP KOMIIbIOTEpA (€CIIM MUTaHHEe MOHUTOPA HE OT CUCTEMHOT0 0JI0Ka);

=  BBIKJIIOYHUTH CTaGI/IHI/ISaTOp, CCJIM KOMIIBIOTCP MMOAKIHOYCH YCPE3 CTa6I/IJ'II/I3aTOp HaIIpAXKCHUA.
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